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Abstract. Machine learning systems’ efficacy are highly dependent on
the data on which they are trained and the data they receive during
production. However, current data governance policies and privacy laws
dictate when and how personal and other sensitive data may be used.
This affects the amount and quality of personal data included for train-
ing, potentially introducing bias and other inaccuracies into the model.
Today’s mechanisms do not provide a way (a) for the model developer
to know about this nor, (b) to alleviate the bias. In this paper we will
show how we address both of these challenges.
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1 Introduction

More and more of today’s computer systems include some kind of machine learn-
ing (ML), making them highly dependent on quality training data in order to
train and test the model. The ML results are only as good as the data on which
they were trained and the data they receive during production. On the other
hand, data governance laws and policies dictate when and how personal and
other sensitive data may be used. For some purposes it may not be used at all,
for others consent is required, and in others it may be used based on contract or
legitimate business. In the cases where personal data or other sensitive informa-
tion cannot be used, or requires consent, the data sets used to train ML models
will by definition be a subset of the data. If the data set doesn’t include, for
example, age, race, or gender, then there is no way to know that the data is not
representative of the real target population. This has the potential to introduce
bias into the model as well as other inaccuracies — without the solution creator
having any idea of the potential problem. Data sets are sometimes augmented
with meta data describing what is included in the data set, but currently that
meta data has nothing about what has been excluded and why. There are no cur-
rent methods for alleviating governance induced bias in ML models. The main
contributions of this paper are:

1. Defining the potential implications of governance laws and policies as they
pertain to machine learning based on governed data.

2. Demonstrating the encoding of governance implications via a governance
enforcement engine as meta data that can be utilized for further implication
analysis.

3. A set of techniques for governance implications impact analysis and the
experimental feasibility demonstration of the first of these techniques, using
US government Census data.

This line of research raises many challenges. We show a solution for one of these
challenges related to identifying potential bias in an ML model. Other challenges
will be addressed in future work.

We provide a short background on governance laws and policies and their
potential impact on machine learning. Countries and industries have differing
laws regulating how data, especially personal and other types of sensitive data,
may be used. Europe’s new General Data Protection Regulation (GDPR) went
into effect in May 2018. It aims to strengthen data subject privacy protection,
unify the data regulations across the member states, and broaden the territo-
rial scope of the companies that fall under its jurisdiction to address non-EU
companies who provide services to EU residents. In the United States privacy
laws have typically been industry based with, for example, HIPAA governing the
health care industry as it relates to digital health data. However, in June 2018
the state of California passed a new privacy law that will go into effect in 2020.
Since each state could theoretically do the same, the US could find itself with
50 different privacy laws. As a result there are now discussions about creating
a federal privacy law in the United States. Similar trends can be seen in other
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countries around the world. While the laws and standards differ, they tend to
be similar in their goals of (1) ensuring transparency about what personal data
is collected and/or processed and for what purpose, (2) providing more control
to data subjects about the purposes for which their personal data may be used,
(3) enabling the data subject to receive, repair, request the deletion of personal
data in some situations, and (4) data minimization. There are of course situa-
tions where such control is not in the control of the data subject, such as when
the data must be retained for contractual or legal purposes, for public benefit,
etc.

When creating a machine learning system, the goal which it aims to achieve
is in essence the purpose. If personal, or other regulated, data is needed to train
and/or use the ML system, either all or a subset of the original data will be made
available based on the purpose. Likely this will vary from country to country
and/or state to state, based on local regulations and company regulations. For
example, if one is creating a model to predict the need for public transportation
in a given neighborhood one could use information from current public trans-
portation use, population size, and other relevant data. However, there may be
laws restricting the use, for example, of location data and transportation use of
minors. Thus, the training set for the ML-based solution for transportation plan-
ning would not include data about people under the age of 18. This introduces
bias into the model, since the transportation patterns of children would not be
included. There are many other well known fields where such bias is introduced.
When the bias introduction is known, it can be accounted for and corrected.
A well known example is the pharmaceutical industry, where pregnant women
and children are rarely included in clinical trials for drug development. Another
example, in which bias was not known in advance, is automated resume review
systems (e.g., [7]), where the populations currently employed are the ones for
which the machine learning system naturally is biased.

In this paper we propose to alleviate governance induced bias in ML mod-
els by first capturing, and providing as meta data by a governance enforcement
engine, information about what has been excluded and why. Then, such infor-
mation can be used for identifying and alleviating governance implications on
ML models. Section 2 provides a summary of related work. Section 3 details
the meta data we propose, as well the impact analyses that may utilize it. Sec-
tion 4 provides examples of extracting meta data and of utilizing it to identify
governance implications on a ML model trained on US Census data. Section 5
summarizes our findings and discusses future work.
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2 Related work

We are unaware of any work that addresses the issues of capturing informa-
tion about data excluded due to governance regulations and policies, work that
utilizes such information to characterize their impact on machine learning, nor
work that suggests to utilize the impact analysis to improve the machine learning
models.

There is a lot of work about capturing data governance and privacy policies,
proper management of consent, and identification and handling of bias in ML.
There are also various data governance tools available. To provide background
and context to our work, we summarize some of the relevant papers and tools
here. As our work captures governance implications as meta data, we also include
work that addresses providing meta data for data sets and utilizing it for learning.

Ethics and Data Science As concerns have arisen regarding the ethics of
the use of ML and other data science techniques, books such as [13] provide
ethical guidelines for the development of ML based systems. They emphasize
”The Five Cs”: consent, clarity, consistency and trust, control and transparency,
and consequences. A lot of emphasis is put on obtaining truly informed consent
for use of personal data.

Princeton’s Dialog on AI and Ethics [10] presents five case studies from dif-
ferent fields such as healthcare, education, law enforcement and hiring practices
in which issues such as transparency, consent, data quality and how it introduces
bias, and paternalism are discussed.

Ethics to Correct Machine Learning Bias There is also work about
using ethics to correct ML bias. For example [17]. There are three primary ways
that ethics can be used to mitigate negative unfairness in algorithmic program-
ming: technical, political, and social. One interesting approach to prevent bias
is Counterfactual Fairness [12].

The problem of exclusion of sensitive data under GDPR is introduced in [18],
but no solution is discussed.

Privacy’s Influence on Decision Making There is work assessing the
value of privacy and how it affects people’s decisions [8, 3]. Other work concen-
trates on social media data and how it may be utilized, mainly to improve health
and well being. In [6] they highlight the cultural and gender differences with re-
gard to willingness to disclose very sensitive information about their mental
health as they vent and/or look for support via the social network.

Metadata Providing metadata about data sets used for training machine
learning models is a well known practice. Information is often provided about
the data set size, the type and format of the data, its source, and the organization
providing the data. Such metadata is sometime a simple text [14], but can also
be in JSON or XML format making it more machine readable [4].

The authors in [11] discuss the importance of metadata and its incorporation
into the building of machine learning models. They conclude by highlighting the
importance of using features from both the metadata and the data in building
the machine learning models to increase the efficacy of the models.
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Recognizing the challenges associated with sharing sensitive data, the Egeria
open source metadata project [5] tackles the problem of how to discover appro-
priate data sets, and how to share information about data sets to make them
easier to discover. Its focus on metadata is very relevant, but no mention is made
about including information about data excluded from a data set, only informa-
tion describing what is in it, its structure, source and how to sync the metadata
with its main source.

Data governance tools The handling of personal and other sensitive data
is a complex task. First, such data needs to be identified and cataloged by its
nature, level of sensitivity, and where it is stored and processed. Tools such as
IBM Guardium, IBM StoredIQ, BigID Discovery tools do that. Catalogs such
as Infosphere Governance Catalog can help manage the location and metadata
associated with the data stored by the enterprise, and even policies associated
with it. Then the enterprise must also identify for what purposes the data is
used and the legal basis for using it. Tealium and TrustArc are examples of tools
for managing consent for digital marketing.

The hard part comes when sensitive and personal data is accessed and the
policies and consent associated with it must be enforced. Apache Ranger and
Atlas are examples of open source projects that address data governance, but lack
the ability to do data subject level enforcement. IBM’s Data Policy and Consent
Management (DPCM) tool supports the modeling of purposes and policies, the
collection and management of data subject consent, and the enforcement of them
all when data is accessed. It also logs all governance decisions. This is the tool
that we use in our experiments, as described in Section 4.
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3 Method

We define governance implications and suggest to implement them as meta data
to be added to the output of governance enforcement tools. Section 3.1 details
the governance implications data and how it can be extracted. There are two
major types of excluded data: excluded records and excluded features. These
types differ in terms of how they can be identified and alleviated. Section 3.2
discusses approaches that we suggest for handling excluded records. Section 3.3
discusses approaches that we suggest for handling missing features. Section 4
presents experimental results of following the methods we describe here.

3.1 Generating a Data Governance Impact Summary

The role of data governance is to enforce proper usage of personal and/or sensi-
tive data as defined by policies, and data subject preferences. As data is accessed,
stored, or transferred the governance module is responsible for invoking the gov-
ernance policies on the data. Such function might be to filter out certain data,
obfuscate the data, or to allow the data to be used as is. While doing this the
governance module logs what it has done and on what the decision was based.

Apache Ranger [2] is an open source example of such a governance module.
It logs its governance decisions to what it calls an access log, containing the
information that Figure 1 depicts.

Fig. 1: Apache Ranger governance log data.

Similarly IBM Guardium [9] provides governance over many different types of
data stores, both databases and files. As it enforces the policies, it logs the access
decisions to a single, secure centralized audit repository from which compliance
reports may be created and distributed. This may be used as the starting point
for the creation of the data governance impact summary.

However, few if any commercial data governance solutions include enforce-
ment of both policies and data subject level preferences. IBM Research’s Data
Policy and Consent Management (DPCM) does provide this capability. It stores
the policies and laws as well as the preferences of the data subjects indicating
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their willingness or lack thereof for their personal data to be used for differ-
ent purposes. In our experiment (Section 4.2) we generate the data governance
impact summary using DPCM.

To create the governance implication summary we parse the governance de-
cisions log, and generate a summary containing: Original vs derived data set
size, list of features removed from the data set and the removal reasons (poli-
cies), percentage of data subjects included in the derived data set, and affect on
features included in the derived data set — ex: x% of people over age 60, y% of
people from California.

The governance impact summary then provides important additional infor-
mation which is taken into account when building and running machine learning
models, as described in the following sections.

3.2 Governance Impact on Features Included in Derived Data

It is important to understand whether the excluded data records introduce bias
into the ML model. Figure 2 depicts such a situation. The governance implica-
tions summary that our technique creates includes ‘affect on features included in
the derived data set‘. We call the features in this part of the summary ‘Affected-
features‘. Affected-features are a potential cause for bias. Our technique flags
an affected-feature as suspected of bias if it is also a high-importance feature
in the model trained using the given data. A simple algorithm identifies the
bias-suspected features as those that belong to the intersection of the affected-
features group and the important-features group. The latter can be computed
once a model has been trained, based on the model itself, or via black box tech-
niques such as LIME [16]. Section 4.3 provides an example resulting from our
experiments.

Once bias-suspected features are identified, they can be sent to an entity that
holds the entire data set, such as the data owner, for bias detection. Notice that
identifying the suspected features is an important input for directing the bias
detection techniques. Our technique provides this information so that any bias
detection technique can utilize it.

3.3 Governance Impact on Features Not Included in Derived Data

Learning can only utilize the data that exists. When features are excluded from
the data, they are, by definition, excluded from any model that uses that data
for training. Figure 3 depicts such a situation. This might have dire implications
if the excluded features are relevant to the learning goal. It is highly challenging
to check such implications as the ML model naturally does not contain these fea-
tures. However, we suggest to utilize the fact that the entire data set is available
to its owner in order to ask the data owner or any other entity that has access
to the full data set to run risk assessment code on the full data set, based on the
ML model learned from the partial data set. This may be done, for example, as
follows: the governance implications technique creates a feature relevance func-
tion and sends it to the owner of the original data set for execution. The owner
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runs the function on the full data set, and returns a score for each feature that
was removed from the derived data set. A high score indicates that the removed
feature affects the model.

There are many possible implementations for a feature relevance function.
One implementation is to investigate the distribution of values of the excluded
features per the model classification or prediction categories and raise the impli-
cation score if it is significantly different per category. Another possible imple-
mentation involves retaining the model. This may not always be possible. If it
is, then the function would require the owner to re-train a model while adding a
single excluded feature every time and/or all excluded features. The implication
score is then raised if the results are significantly different compared to those
of the model trained on the data without the excluded features. We plan to
explore these various approaches, especially in order to better understand their
trade-offs. For example, we expect the second approach to be more informative
compared to the first one, yet require more resources both in terms of compute
resources and human attention resources.

Fig. 2: Utilizing data governance impact summary when data records are excluded.

Fig. 3: Utilizing data governance impact summary when data features are excluded.
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4 Experiments

We demonstrate the feasibility of our techniques on a US government Census
data set. Our experiments show that:

1. It is possible to extract governance implications from a governance enforce-
ment engine and encode them as meta data.

2. These governance implications can be effectively utilized to alert on data
issues that negatively affect the ML model trained on the governed data
subset. We demonstrate this for excluded data records, simulating no-consent
situations.

Section 4.1 provides details about the data and governance policies that we
experiment with. Section 4.2 and Section 4.3 provides experimental results that
support the above claims, respectively.

4.1 Data and Governance policies

We ran experiments on the US American Community Survey from the US Census
Bureau [1]. In this survey, approximately 3.5 million households per year are
asked detailed questions about who they are and how they live. Many topics
are covered, including education, work, and transportation. The result is over
600MB data set with over 280 features. We concentrated on transportation and
followed a common usage of the data in which a classifier is trained to predict
the transportation means that a person uses in order to get to work. This is a
multi-label classification task and includes labels such as car, train, ferry, bus,
taxi, and motorcycle.

We defined example governance policies for our experiments:

1. California residents information was excluded due to new strict privacy law.
This resulted in 18233 records being excluded from the governed data subset.

2. People over 60 nationwide tended not to provide consent for their informa-
tion to be included in the public data. This resulted in 14554 records being
excluded from the governed data subset.

3. PUMA, POWPUMA codes (granular location information) were excluded
entirely to prevent easy cross reference. These specific features of all records
were excluded from the governed data subset.

4.2 Creating Governance impact summary

We show that it is possible to extract governance implications and encode them,
using IBM’s DPCM governance engine. For our experiment about the use of US
census data for public transportation planning, we created a general purpose
called ”Commercial Use of Census Data” shown in Figure 4.

For this experiment we defined that due to strict privacy regulations in Cal-
ifornia, no personal data of US citizens living in California is allowed to be
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Fig. 4: Purpose indicating commercial use of census data.

included in the data subset that will be used for by our ML model. Figure 5
details this policy.

In our experiment we also note that people over the age of 60 years do not
tend to provide consent for the use of their personal data. We capture this in
DPCM users’ consent settings, some examples of which are shown in Figure 6.

When accessing or sharing data, a data governance enforcement point is used
to generate a compliant subset of the original data based on (1) the purpose for
which the data will be used, (2) the geography which determines the relevant
policies and laws. The enforcement point filters and transforms the full data
set based on the policies and data subject preferences. During this process, all
decisions about which data is included and excluded is logged. Figure 7 shows
examples of governance queries, as would be invoked by the enforcement point,
and the governance decisions which are stored to the log. A log entry is made
as a result of a request, for example, denying the use of John Doe’s personal
data because he resides in California. Sally Smith and Joe Harrison don’t live
in California, but they both are over 60 and both denied consent for the use of
their personal data.

Each governance decision log entry contains the following information: Pur-
pose, Data subject ID, Access Type (ex: process, share with 3rd party), Approved
(yes, no), Data item (feature), Reason code for the approval or denial, Reason
description, Policy on which the decision was based, and various other fields not
relevant to this discussion.
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Fig. 5: Policy indicating that personal data of Californians is now allowed.

Fig. 6: Users’ consent information.

For each feature (known as a data item in DPCM) there is an entry in the
governance decision log. We parse the log, creating and interim data structure
as defined in Figure 8

From this interim data we generate the a summary about what data was
included and excluded, as Figure 9 shows.

However, the above may not include information about important features
such as geography, age, gender, race and other such personal information which
may not be part of the source data set, but could influence the ML model’s
results. If such information exists in a profile management system that can be
cross referenced, then we can further generate this data by taking the interim
summary and correlating it with information from the profile system, as shown
in Figure 10.
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Fig. 7: Governance queries.

Fig. 8: Interim governance data in JSON
format. Fig. 9: Summary of included and excluded

data in JSON format.

To the governance impact summary we then add the list of profile features,
indicating for each the percentage excluded for each data item. The final sum-
mary is then shown in Figure 11.

4.3 Alerting on governance implications

We demonstrate that the governance implications summary can be effectively
utilized to raise alerts regarding potential ML model under-performance. In our
experiments we leverage governance implications detailed in Section 4.2. We
trained a random forest classifier where the target was the transportation means
feature and all other features were used to train the model.

Figure 12 shows the results of analyzing the model important features and
intersecting the resulting group of features with the features that the gover-
nance implication method marked as affected. This method is relevant when
the features exist in the data provided for training. The resulting features are
indeed two of the features that were under-represented as a result of simulating
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Fig. 10: Summary with additional in-
cluded and excluded data.

Fig. 11: Final governance impact sum-
mary.

governance policies on the full data. The meaning of model-important features
is that any changes to the distribution of these features is likely to affect the
model results. Because the model owners now know that there are important
features that were under-represented, and they know which features they are,
they actually know in advance that it is highly likely that the model is biased. In
our example, people over 60 and people from California are under-represented
and age and state are important model features. Assume that elderly people use
public transportation more. The model is likely to miss that. Also, assume that
people in California tend to bike and walk more. Again, the model is likely to
miss that. However, because utilizing the governance impact analysis summary
alerts on these governance implications, the model owners can run existing bias
detection and alleviation techniques, as Figure 2 describes, to reduce the model
under-performance for people over 60 and people from California.

Fig. 12: Intersection of ML model important features and Governance implications
features results in a warning about potential implications.
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5 Conclusions and future work

Data governance is crucial for abiding by privacy laws, industry standards and
enterprise policies. ML solutions, which are highly dependent on training and
production data, potentially introduce bias and errors if the subset of data on
which they train and run are not representative. By definition, this is the case
when data governance filters or changes the data provided to the ML. Thus, it is
crucial to capture information about data excluded due to the governance policies
and data subject preferences to alleviate any resulting ML model undesired
effects, such as bias.

In this paper we define what information to capture and how to compile the
summary describing the excluded data, in order to understand governance im-
pact. We further demonstrate the utilization of this governance impact summary
to characterize governance impact on an ML model. We demonstrate the ability
to raise alerts on potentially biased features, using US Census data for our use
case.

This line of research raises many challenges. We show a solution for one of
the challenges related to identifying potential bias in an ML model. In future
work we will address other challenges. For example, capturing in the governance
implication summary information about obfuscation methods used on the data.
Another direction is to define actions based on the alerts that follow gover-
nance implications impact detection. Another challenge is to identify when data
drift [15] is caused by governance implications.
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