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Abstract. In today’s business world, electronic documents have nearly
replaced paper documents. As electronic documents are easier to steal
and to replicate, we have to deal with the resulting risks. Consequently,
many different approaches were developed to protect electronic docu-
ments. However, these software based solutions cannot assure that their
mechanisms nor the underlying platform have not been compromised,
e.g., by an attacker or by malware. Moreover, documents are usually
encrypted, and the corresponding keys are protected from unauthorized
access by software mechanisms, which can be circumvented by a skilled
attacker. To overcome these shortcomings, we present a hardware based
approach using the Trusted Platform Module (TPM) to detect and han-
dle a compromised platform and to protect the encryption keys with the
provided hardware mechanisms. These hardware mechanisms also bind
the documents to the machine they are stored on, which ensures that
these documents can only be accessed on that machine.

1 Introduction

In the modern business world, more and more electronic documents are used
to replace paper documents for higher flexibility and efficiency. Electronic docu-
ments are easier to create, modify and share with others, additionally they offer
new possibilities such as machine-supported searching and reusing of content.
However, using electronic documents introduces new kinds of risks and vulner-
abilities, such as data theft and industry espionage, since electronic documents
are easier to steal and to replicate than paper documents. According to a sur-
vey of the FBI [GLLRO5|, information theft and unauthorized access alone are
responsible for a major part of damages caused by computer crime, accounting
for a financial loss of over $62 million in 2005 in the United States.

According to [GLLROS] about 46% of the successful attacks are performed
by inside users who have legitimate access to a system. This type of attacker
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is more dangerous than an outside attacker, since they can misuse their legiti-
mate authorizations. Besides that, documents can also be sent by accident to an
unauthorized recipient, which must be prevented as well.

Therefore, several approaches [MicO3IIGD0OIIYC04] have been developed to
prevent the theft of confidential information. Typically, these approaches protect
documents from unauthorized access by encrypting them and storing the cor-
responding keys in a secret place on the same computer. This method achieves
security by obscurity and can be broken by a skilled attacker. This attacker could
retrieve the keys to decrypt the documents, which highlights the importance of
protecting these keys.

Additionally, these approaches assume that the enforcement mechanisms
have not been modified and are working correctly. These mechanisms assure
that the security policies [Sch00], which define rules to permit or deny data ac-
cess, are enforced correctly. Disabling these mechanisms either by modifying the
underlying operating system or the enforcement software itself can result in a
loss of confidentiality of the protected documents. The modification could be
performed by an inside attacker or an outside attacker, e.g., by injecting mal-
ware. A very critical attack of this type is presented in [KWV™06|, which shows
that malware can be disguised perfectly in many cases. Therefore it is essen-
tial to detect unauthorized modifications of the software which performs policy
enforcement.

When documents are shared, they are often transferred over a network.
Therefore, the integrity of a remote system must be verified as well before send-
ing confidential documents to a potentially compromised system. Otherwise a
security incident could occur.

In this paper, we present a client-server approach which overcomes the short-
comings outlined above by using the methods and principles offered by the
Trusted Computing Group (TCG) [Iru06]. We use the remote platform attes-
tation to make sure that the system of the recipient is not compromised. This
mechanism assures the server that the client is in a trustworthy state. To prevent
theft or leakage of confidential documents by modifying the local enforcement
mechanisms, we seal all locally stored documents to ensure that these docu-
ments can only be accessed if the system is in the same trustworthy state as
at the time of sealing. The tamper evident Trusted Platform Module protects
all cryptographic keys to make unauthorized access to these keys much more
difficult than protecting them only with software measures.

The remainder of this paper is organized as follows: We provide some back-
ground information on the TCG concepts in section[2] Section [3| discusses related
work, whereas section [4] explains our approach followed by its evaluation in sec-
tion Bl We conclude in section 6l and discuss future work in section

2 Background on TCG mechanisms

This section gives an overview of the mechanisms described by the TCG. For a
more detailed description, we refer to the TPM specification [Gro06] or [BCPT03].
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The core of the TCG mechanisms is the Trusted Platform Module, which is
basically a smart card soldered on the mainboard of a PC. The TPM serves as the
root of trust, because its hardware implementation makes it difficult to tamper
with, and therefore it is assumed to be trustworthy. One must also assume that
the hardware vendor is trustworthy and has designed the TPM chip according to
the specification. Although the TPM chip is not specified to be tamper-resistant,
it is tamper-evident, meaning that unauthorized manipulations can be detected.

The TPM can create and store cryptographic keys, both symmetric and
asymmetric. These keys can either be migratable or non-migratable, which is
specified when the key is generated. In contrast to non-migratable keys, migrat-
able keys can be transferred to another TPM. Due to its limited storage capacity,
the TPM can store keys on the hard disk. In this case, these keys are encrypted
with a non-migratable key, assuring the same level of security as if the keys were
stored directly in the TPM. The TPM is able to perform calculations on its own,
e.g., it can use the generated keys for encryption and decryption so that they
must not be used outside the TPM. Moreover, it can measure the integrity of the
software components which are involved in the boot process and store the cor-
responding hash values in secure hardware registers, which are called Platform
Configuration Registers (PCRs). The TCG assumes that a trusted operating
systenﬂ measures the hash value of every executable started after the boot pro-
cess. Each hash value is concatenated with the previous value of a specific PCR,
hashed and then stored again. The trusted OS maintains a journal of the started
processes to enable a later verification of the combined hash values.

The PCR values can be used together with the journal to attest the platform’s
state to a remote party, which is called Remote Platform Attestation (RPA). To
make sure that these values are authentic, they are signed with a non-migratable
TPM key. The remote platform can compare these values with reference values to
see whether the platform is in a trustworthy state. As a result, the term system
state in this context describes which BIOS, system kernel and user processes
were executed on the system up to the RPA, but not the runtime state or the
processed data.

Furthermore, the TPM can encrypt local data with an encryption key which
is computed from the current platform state. This concept is referred to as
sealing. As a result, the local data can only be decrypted if the platform state
has not been changed. Since many attacks are based on the modification of the
local system time, the TPM offers a secure tick counter to have a trusted time
source.

3 Related work

This work is related to Digital Rights Management (DRM), which is an approach
to prevent illegal distribution of paid content. In contrast to DRM, this work
focuses on the protection of confidential documents. To express the similarity to

L A trusted OS is not part of the TCG specification. For a description of a trusted OS
confer [GRBO3].
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DRM, we refer to our approach as Information Rights Management (IRM). In
the following, we present three approaches which we think are representative in
this field.

CIPRESS [IGDO1] builds a local quarantine zone by encrypting all local
files with a machine specific key, which can optionally be stored on a tamper
resistant hardware module, the Elkey crypto board [CI06]. CIPRESS offers only
coarse grained access rights, since there is no access control on application level.
Moreover, the security of CIPRESS is based on the assumption that the client
system is not compromised, since it offers no mechanism to detect or to handle
a compromised system state.

Microsoft’s Rights Management Services [Mic03] offer much more finely grain-
ed access rights compared to CIPRESS. These access rights are embedded in
a signed usage license, are transferred together with the document, and are
enforced by a local client software, which is assumed to be not compromised.
Again, an unauthorized modification of the client system is neither detected nor
handled. Moreover, the encryption keys are stored together with the encrypted
documents without further protection.

In the Display-Only File Server (DOFS) architecture [YC04], all documents
remain on the server and are accessed by executing the corresponding applica-
tions on the server. Only the display content of these applications is transferred
to the client using windows terminal services. DOFS offers only coarsely grained
access rights, since there is no access control on the application level. The ap-
proach is limited to usage scenarios with a permanent connection to the DOFS
server. Moreover, a modified client is neither detected nor handled.

Besides these three approaches, there are many others such as [Inc04] or
[AutOI]. All of these lack mechanisms to detect a compromised system state,
which could lead to an unauthorized information transfer. The mechanisms spec-
ified by the Trusted Computing Group (TCG) provide a possible solution for
the described problem.

In the following, we list some related research projects which make use of the
TCG mechanisms to detect and handle unauthorized system modifications. We
use some of their results for our architecture Hades. TrustedGRUB [App06b] is
a bootloader that uses the TPM to extend integrity measurements to the boot-
loader and the OS kernel. Perseus [PRST01] and Turaya [LP06] are microkernel-
based trusted operating systems that can be combined with TrustedGRUB to es-
tablish a trusted computing base (for details, cf. [BCP™T03|). The Bear/Enforcer
project [MSWMO03] includes a TPM-enabled Linux Security Module (LSM) to
compare hash values of applications with reference values. A similar approach
is used in the Integrity Measurement Architecture (IMA) [SZJvD04] developed
by IBM, which performs integrity measurements for all started processes to en-
able a remote attestation. The concepts provided in [Rei04] are very similar to
Hades, since they determine access rights of the client depending on the result of
the RPA. In contrast to Hades, this work does not focus on Information Rights
Management.
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In summary, the software approaches presented above suffer from different
shortcomings, which could be avoided by using the TCG mechanisms. Unfor-
tunately, the current work in the area of trusted computing is focused on the
operating system level. Additional approaches based on the work at the OS level
are required to use the TCG mechanisms more specifically. In closure we present
an application level TCG-based approach for IRM in the following section.

4 Hades

In this section, we present our approach to Information Rights Management
called Hades, which is an abbreviation for Hardware Assisted Document Security.
We have also chosen the name in reference to the Greek god of the underworld,
who strictly forbade his subjects to leave his domain and would become quite
enraged when anyone tried to steal his prey from him.

We use the TCG mechanisms on the application level, since this enables us to
adapt these meachanisms to the requirements of the application. For example,
we can seal only confidential local files selectively, instead of sealing all files,
which would result in an enormous performance-overhead.

However, we cannot implement integrity measurements of the started pro-
cesses on the application level, which is required for the RPA. For this purpose,
we need a operating system such as the Integrity Measurement Architecture
from IBM to perform these measurements after the boot process. Every time a
new process is started, the hash value of the corresponding binary is written to a
Platform Configuration Register of the TPM chip. Whenever the server requests
an RPA, the client sends these values to the server, which verifies whether these
values are listed on a white-list. Thus, the state of the machine captured by an
RPA depends on the applications that were started on the client.

In contrast, the state definition which is used for sealing is different. This
state definition consists of the kernel, the BIOS and the Hades client software.
Therefore, the modification of other software does not affect the unsealing of the
documents.

4.1 Architecture overview

We use a client-server architecture with a centralized server in our approach,
because a central server is easier to protect and to monitor compared to a de-
centralized system. In addition, keeping the policies in a consistent state is a less
complex task in a centralized system. On the downside, a central server is more
critical towards failures and attacks, since the entire system depends on it. The
components of our system are illustrated in figure [I] and are described in the
following.

The server stores the policies (see section as well as the documents,
which are initially created locally on the client and then uploaded to the server
to share them with other users. To reduce the complexity of the system, the
documents can not be modified directly on the server, instead they must be
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Fig. 1. Components of the Hades architecture

retrieved from the server and modified on the client. Before transmitting the
document to the client, the server checks whether the client is authorized to
access the requested document. After that, the client enforces the embedded
policy of a document. Documents can not be transferred directly from client to
client, instead all documents must be sent to and retrieved from the server. This
offers a higher level of security, because controlling the information flow at a
central point is less complex and therefore less error-prone than a decentralized
system.

4.2 Policies

We use the access matrix model [GD72] to model access rights for the docu-
ments, since this model is easy to implement and widely used. Note that our
architecture is not limited to the matrix model, any other model such as RBAC
can be used as well. The owner of a document can define for each subject, refer-
enced by a unique identifier, whether he or she can view, print, edit or remotely
store documents. Additionally, the copy and paste commands can be disabled
selectively to prohibit information transfer on this channel. In some cases it can
be permitted to have copy and paste enabled to offer a higher level of usability.
To prevent information leakage, we deny copy and paste to applications other
than our client, which restricts information flow to documents controlled by our
system. As a consequence, protected information can not easily be transferred
outside the domain of our architecture.

A unique identifier is assigned to every document upon creation to make
documents independent of their local file names. This identifier is integrated
into the policy to link the policy to a specific document. When such a document
is transferred to a client, a copy of its policy is embedded into the document.
This enables users to work without a connection to the server, e.g., when a user
is mobile. The embedded policy is signed with the servers TPM to be able to
detect unauthorized modifications of the policy. The signature of the policy is
verified when a document is processed by the client. If this verification fails,
access to the document is denied. To keep the policies consistent, we only allow
the owner of a document to edit the master copy of the policy on the server.
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The client software checks periodically for updates of the policies when a
connection to the server is available. This mechanism propagates changed policies
to all distributed versions of a document. For each document, its owner can
specify a maximum offline time, which is the maximum time a document can be
accessed without checking for a policy update. This is relevant when there is no
connection to the server and the policies can not be checked for an update. If the
maximum time has elapsed and the policies were not updated, further access to
this document is denied. To prevent bypassing this mechanism by modifying the
local system time, we specify Hades to use the secure tick counter of the TPM
as a trusted source for relative time.

4.3 Client-Server communication

The communication between client and server is protected by TLS [IET99] with
mutual authentication via certificates, which greatly reduces the risk of spoofing
attacks. The certificates require that client and server use a common Public Key
Infrastructure (PKI). To achieve a higher level of security compared to software
solutions, we additionally use the security mechanisms of the TPM. Therefore,
a migratable symmetric key (ng;g;;gt) is generated in the client’s TPM and
transferred to the server’s TPM whenever a new client is added to the system.
We refer to this pre-shared key as the client-key, which is used to have a further
TPM secured encryption in addition to the TLS protocol. In contrast to the
TLS certificates, the client-key is more difficult to extract from the client by an
attacker, e.g., to spoof a client, because it is stored in the protected domain of
the TPM.

Client and server interact with each other using three different protocols. The
first protocol is used to retrieve a document from the server. A second protocol
checks whether there are policy updates on the server for that document. And
finally, a third protocol is used to store these documents on the server.

Subsequently, we describe the protocol for document retrieval in detail, since
it is the most complex and the other protocols are conceptually similar. The
clients state is checked with an RPA to make sure that it is trustworthy before
sending a confidential document to the client. We do not attest the servers
state, because we assume the server to be trustworthy due to its higher level
of protection. Moreover, the server runs only a small set of software, which
reduces the system complexity and therefore the number of possible software
vulnerabilities. The protocol for document retrieval is illustrated in figure [2[ and
takes several steps:

1. A mutually authenticated TLS-connection is established.

2. The server initiates an RPA by sending a nonce to the client.

3. The client answers the request by signing the nonce and the current PCR
values with his TPM signing key (Kgé;‘;?t). Additionally, the client sends the
journal of the started processes to the server, which verifies the clients state.

4. The server sends the list of accessible documents to the client.

5. The client requests a document from the list.
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6. The server signs the document’s policy with a non-migratable TPM signing
key (Ks5g7ve™). Next, the server encrypts the document and the signed policy

sign
with the symmetric client-key (K ggg:;gt) and sends this encrypted package

to the client.

1.) Establishing TLS-channel, Authentication

\

2.) Initiate RPA by sending a nonce

3.)EventLog, Sign(nonce |PCRs,K o)

Client 4.) List of accessible documents Server

A

5.) Get document

\J

6.) Encrypt(document | Sign(policy, K ), K shared

sor ) Kencm)

A

Fig. 2. Protocol for document retrieval

4.4 Hades — Server

All documents on the server are encrypted with a non-migratable key by the
TPM to prevent unauthorized information gain. This key is generated by the
TPM when the server is initially set up. Before sending a document, the server
performs an RPA of the client, decrypts the document and then re-encrypts it
with the client-key, which is protected by the server’s TPM. The server also
maintains the master copy of each documents policy, therefore the clients must
update their local policies periodically. The corresponding network communica-
tion is secured by the TLS protocol.

The server can generate a view of all accessible documents based on the
clients authorizations, which makes the selection of accessible documents easier.

4.5 Hades — Client

The client enforces the cached version of a document’s policy. Therefore, the
client checks for each mode of access (viewing, modifying, ...) whether the user
has the required privileges. As a result, specific actions are allowed or denied
depending on the policy.

Documents need not to be stored on hard disk after they were retrieved from
the server. Instead, they can be viewed and modified in the clients memory,
which prevents possible unauthorized information gain by accessing local data.
Furthermore, documents can be stored on the client to enable access for later
situations without a network connection. Documents are sealed when they are
stored on the client to bind them to the machine and its specific state. This
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reduces the risk of information gain by unauthorized access to locally stored
data, because the document can only be decrypted on the corresponding machine
in its unmodified state. The editor immediately checks for a policy update after
opening a sealed document to ensure that the policy is up to date. The access to a
document is controlled by the client software in a non-compromised system state.
An attacker must modify these control mechanisms to access the documents, but
the modification of these mechanisms would result in a changed system state.
Thus, even if an attacker modifies the control mechanisms, he can not access
the documents, because the unsealing of the documents is only possible in the
uncompromised state.

4.6 Implementation

This section presents our prototype of Hades. All parts of our implementation,
except for the TPM driver, are implemented in Java. We modified the TPM
driver developed by the University of Bochum [App06a] to access the TPM using
the Java Native Interface (JNI). The owner password of the TPM is stored in
the client software, which must be executed with root privileges to access the
TPM. A Hades user should have no root privileges, but can use our client with
the setuid mechanism, which enables non-root users to run software with root
permissions. Before using the client software, the user must perform a password
authentication, which is also used to decrypt the client’s private key of the
corresponding TLS certificate.

Figure[3|shows the Hades editor while specifying the appropriate access rights
for a file before saving it on the server. The user can specify for all other system
users, who are represented by the distinguished name as denoted in their certifi-
cate, whether they have access to the file and define their access rights for the
file.

We used a TPM chip version 1.1b from Infineon in our implementation. The
current prototype does not check the maximum offline time with a secure tick
counter, because this chip version does not offer the required feature. Newer
TPM chips of version 1.2 support this feature, but were not available when we
started the implementation.

In our current version, we do not have a trusted operating system that per-
forms integrity measurements on running software. Instead, we simulate an RPA
by sending pre-defined reference values to the server. We are currently working
on the integration of the IMA (see section into our architecture to obtain mea-
sured values. The current version of our prototype runs on a Gentoo Linux with
kernel version 2.6. The machine on which our prototype was tested is equipped
with 512 MB of RAM and an Athlon XP2000+ CPU.

5 Evaluation

In this section, we evaluate our prototype and its architecture under security
and performance aspects. In addition to the security features presented above,
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Fig. 3. Screenshot of the Hades editor

we still see some open issues. Authorized changes to the system state, like soft-
ware updates, result in inaccessible documents if they are not handled, e.g., by
unsealing and resealing the documents. Maintaining reference values is a tedious
task and becomes even more complex if the system’s software has a high level
of dynamics due to frequent updates and patches. Moreover, the access to the
TPM must be protected by the operating system, otherwise an attacker could
use the TPM to decrypt or unseal the protected data. In our current proto-
type, access to the TPM requires root privileges and the owner password of the
TPM. This password is hardcoded in the client software. If an attacker gains
root access and retrieves the password from our software, he can use the TPM
to unseal all stored documents. The access control mechanisms of the (trusted)
operating system must be set up in a way that prevents this type of attacks.
The modification of the operating system to bypass its control mechanisms and
retrieve the hardcoded TPM password results in a different system state and
therefore makes unsealing impossible. We further assume that the user of the
Hades architecture has no root privileges and uses a client computer that is con-
figured by a system administrator, who has to be trustworthy, since he has full
control of the client system, its software and the corresponding reference values.
This assumption also includes that the user is different from the platform owner.
Analogous attacks, such as taking a picture of the screen, are very difficult to
handle with technical measures. Finally, the TPM is specified to be only tamper
evident and not tamper resistant, which means that physical attacks may still
be possible for a skilled attacker.

Another evaluation criterion is performance. The Hades architecture encrypts
all documents with a client specific key and performs a remote attestation before
transferring a document to the client. As a consequence, the server must execute
three asymmetric cryptographic TPM instructions (decrypt, encrypt and sign)
to send a document to a client. Symmetric cryptographic instructions are less
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critical than asymmetric ones, since the symmetric encryption are not performed
by the TPM chip and can therefore be executed very fast. The symmetric en-
cryption or decryption of a document with a size of 10 MB takes fractions of a
second, which is sufficiently fast for typical business documents. In contrast to
that, a typical asymmetric cryptographic TPM instructions such as signing the
policy or decrypting a symmetric key takes about one second on average.

Opening a file from a remote server takes 3.3 seconds on average, whereas
storing a document on the server takes 2.0 seconds. Thereby about more than
90% of the time is spent for TPM instructions. Even though our prototype
is fast enough for many scenarios, the performance will be suitable for large
business environments too when TPM chips get faster, especially when they are
integrated in the CPU. Alternatively, the TPM can be omitted at the server to
achieve a higher level of performance. However, without a TPM in the server
one must either completely rely on the server’s high degree of protection or use
other mechanisms to protect the server’s keys, e.g., USB key tokens.

6 Conclusions

In this paper, we have presented an architecture with hardware assisted pro-
tection mechanisms against unauthorized access to confidential documents. We
used the features of the TPM chip to gain a higher level of security compared to
pure software solutions. Attacks that are based on a compromised client state
are successfully prevented by remote attestation and by sealing the locally stored
documents. Documents can also be edited in memory without saving them to
hard disk to avoid the risk that they are stolen from the client. If documents
are saved on hard disk they are encrypted with keys that reside in the protected
storage of the TPM. Therefore these keys are much more difficult to extract
compared to keys saved on the client without TPM protection. Hades supports
finely grained access rights, because the control is performed on the applica-
tion level. The policies of our architecture are stored on the server side. Clients
check these policies periodically for updates and deny further access in case of
revoked access rights. To allow usage of the documents without a connection to
the server, the author of a document can specify the maximum duration where
no policy update is required. If the policies are not updated within the given time
frame, further access is denied. Therefore, this mechanism enforces something
similar to an expiration date.

7 Future Work

We are currently working on the extension of our architecture to perform in-
tegrity measurements during runtime, which is required to perform an RPA that
inspects the system state as defined in section [2l We investigate whether we can
combine existing approaches like IMA [SZJvD04] to close this gap. Moreover,
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we are thinking about a solution to handle authorized modifications to the sys-
tem state, e.g., BIOS updates. In this case, sealed documents must be unsealed,
stored temporarily in a secure way and then resealed in the new system state.

We are also investigating other scenarios where our architecture can be ap-
plied. One such application is e-commerce, where we have to guarantee that the
software of a communication partner is free of malware, which could undermine
the security of the transaction process. We are currently working on a similar
architecture for e-commerce in a DFGE| research project called TrustCaps. The
expiration dates of documents provided through our architecture are also im-
portant in the field of e-commerce, where privacy related information of a client
may only be stored as long as they are needed for the transaction process.
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