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Abstract

Grid applications have increasingly sophisticated fuorai and security requirements. However,
current techniques mostly protect only the resource peniicbm attacks by the user, while leaving
the user comparatively dependent on the well-behavior @fréisource provider.

In this paper, we take the first steps towards addressingise asymmetry by using a combi-
nation of trusted computing and virtualization technoésgiWe present the key components for a
trustworthy Grid architecture and propose an implemesiaBy providing multilateral security, i.e.,
security for both the Grid user and the Grid provider, ouhd#ecture increases the confidence that
can be placed on the correctness of a Grid computation anigeoprotection of user-provided assets.
In order to maintain important scalability and performaaspects, our proposal aims to minimize
overhead. Towards this end, we propose a scalable offliastation protocol, which allows selection
of partners in the Grid with minimal overhead.
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I. INTRODUCTION
A. Background

Grid Computing has been very successful in enabling massiveputing efforts to take place,
but has hitherto been dominated by ‘big science.” Theseept®jare usually in the scientific or
academic domain (such as SETI@HOME or distributed.net) whde important, they usually have
less stringent security requirements than commercial Biesys.

Currently, security is built into Grid toolkits (e.g. the @blus toolkit [11]) used at thprovider sites
(parties that offer resources for use in the Grid). Secusniéls, authentication [6], unsupervised
login, delegation, and resource usage [12] are all handjeithd toolkit. These mechanisms usually
do not concern themselves with protecting the Grid user fthieson or entity wishing to utilize
resources). The user is forced to trust the provider, oftéhowt possibility to verify if that trust is
justified. However, the user is not usually regarded aswtrrshy in much of the current literature
on Grid security (e.g., [17], [37]). This trust asymmetryuttbpotentially lead to a situation in which
the Grid provider causes large damages to the user with figk of detection or penalty. An attacker
might publish confidential data, or sabotage the entire eadgatjpn by providing false results. These
problems are most evident in computational Grids, esggdiaimobile code [14] scenarios. Other
Grids, such as storage or sensor Grids, may also suffer fnenmégative consequences of this trust
asymmetry, perhaps to a lesser extent. Due to this problempanies are hesitant to utilize available
Grid resources for critical tasks.

Given this state of affairs, [20] have proposed to utilize #mergingTrusted ComputindTC)
technology for the Grid, with [34] more closely examining iath scenarios require TC techniques.
Trusted Computing can be used to enfonceltilateral security which means fulfilling the security
objectives of all involved parties. The importance of enfiog multilateral security requirements in
the Grid has also been stressed by other works, such as [21].

In this paper, we consider “trust” to be the opposite of etganent. Thus, a trusted component is
a component whose well-behavior cannot be enforced by anattmponent and, therefore, has the



ability to violate security policy. This inherently negagiview of trust contrasts with the notion put
forward in other Grid-related works, such as [5], [35], [3&hich view trust as a positive, reputation-
based property. It also does not conform to the definitionhef Trusted Computing Group (TCG),

which considers trust to be a guarantee of the well-behafidhe system. We call such a system a
“trustworthy” system.

A large percentage of the platforms used in large-scale sGaigk built using general-purpose
hardware and software. The TCG has proposed a Trustedtatatfodule (TPM) which is expected to
soon be incorporated into most newly-shipped general mergomputers. This module usually takes
the form of a dedicated hardware chip. The TPM chip is tangpétent (and ideally, tamper-resistant)
hardware that provides cryptographic primitives, measierg facilities, and a globally unique identity
(see also [19]). For verification purposes, remote party gaery the TPMs measurement of the
Trusted Computing Base (TCB) by meansaifestation This mechanism, proposed by the TCG,
allows for (remote) verification of the status of a platfosnTCB.

One approach to securing computing systems which procdsstgily malicious code (such as
in many number-crunching Grid applications) is providingidualized environment. This technique
is widely used for providing “V-Servers,” i.e., servers whifeature several virtual machines. Each
of these virtual machines may be rented to one or severas.ugérile users have full control over
the virtual environment, they cannot cause damage outsateshivironment, except possibly through
attempts at resource monopolization, for example, by “fooknbing.”

While virtualization offers abstraction from physical tesare and some control over process
interaction, problems remain to be solved. For exampleh@wxB86 architecture, direct memory access
(DMA) devices can access arbitrary physical memory locatidHowever, hardware innovations such
as LaGrande [2] and Pacifica [1] aim to address these probdemhsould eventually lead to secure
isolation among virtual machines. Alternatively, directass to DMA devices could be restricted to
the virtualization layer itself. Virtualization techn@yp can be leveraged for building a trustworthy
Grid environment, especially since several works, such38§, [have already begun to consider
architectures which feature policy enforcement in theuailization framework.

A trustworthy Grid environment that enforces multilatesaturity would have a number of benefits.
Even sensitive computations could be performed on untiuststs. Community computation could
become an attractive mode of conducting computationatigrisive tasks. Most personal computers
used today possess computing abilities in excess of whaigisined for casual or office use. These
resources could be leveraged to run Grid jobs in parallehéousers’ normal workflow and provide
the computational power necessary for next-generationefiragand simulation jobs, without costly
investments into new infrastructure. Enterprises coul@atthe already-present office machines more
fully, resulting in earlier return on their investment.

B. Our Contribution

Currently, the trust asymmetry explained earlier hindeigdion of Grid computing for commercial
scenarios. Current solutions have so far failed to conmiglgi solve this problem. Enforcement of
user-provided policies have always relied on the good wilthe provider. This shortcoming was
alleviated through reputation systems or deterrents Hylitya law, but such solutions cannot cope
with highly dynamic, and largely pseudonymous scenarios.

We propose a realistic solution that actuaipforcesmultilateral security in a Grid scenario,
and lay the groundwork for the design of such an architectUising isolation between virtual
machines combined with a trusted base system (“Trustedidlization”), our design is able to
protect confidentiality and integrity in a multilateral Fasn, thus allowing outsourcing computations
to untrusted or even anonymous parties without comprouiseturity. We feel our compartmented
security design offers a stronger level of protection thanyncurrent techniques can provide.

Based on this architecture, we propose a job submissiongwhbthat is based on Offline Attestation.
This protocol allows to verify that a previously-selecteditper is in a trusted state, with little overhead
and improved resistance to attack. This protocol also gueestransitivetrust relations in case that
partner performs further delegations.



[I. SYSTEM MODEL AND SECURITY REQUIREMENTS
A. Notation and Definition

In this work, we use the following symbol® andi/ denote the set of providers and users currently
registered in the Grid, wittP being a single provider, and a single userk is an asymmetric
cryptographic key, withsx being its private angy its public part.o is the actual state of a machine
at any given time, a summary of all trusted code that eitherldeen, or is currently executed on the
machine.s’ is its reported state (these two may differ). Betlando’ can be encoded asnfig, a
short representation of the state (e.g., a hash value) asdaed by the measurement facility of the
machine, e.g., the TPMI is a Grid job. The format of is described in more detail in Section II-C.
SPx denotes the policy of some entify. C is a set of credentials of some kind, without specifying
the specific type. A specific aspect of a policy is #wd set, which contains the values of all
states considered to be trusted by that policy. For a finitebar of trusted configurations, this can be
expressed as an enumeration, but more complex scenarghg tdquire a more complex encoding.
enc,, (X) denotes a piece of dafd encrypted with a public key. sign,_(X) denotes an item of
dataX which has been digitally signed by a private kgy

B. Usage Scenario

First, we give an usage example of our grid architecture wfiime attestation (shown in figure 1):

A node (such as F), upon joining the Grid, generates and shadi an attestation tokemz),
which can be used by potential partners to obtain assurdmmet éhe node’s trustworthiness. Grid
users (such as C) retrieve attestation tokens from diffeggd nodes and select a token indicating a
configuration they are willing to trust. The selection dawisis made offline, and incurs negligible
overhead on the part of the user. Once an acceptable pragideund, the users can submit jobs
that can only be read by the selected node, in the trustedgewafion. If the node has changed to
another configuration, communication will fail.

The main advantage of this approach is that the creation efattestation tokens is decoupled
from the process of job submission, while still providingghness. Additionally, these tokens are
transferable and their correct creation is verifiable withioteracting with their creators.

C. Our System Model

We consider an abstract version of the Grid, which featurdg B andi/. EachU € U/ can attempt
to access ang € P. Each participant in the Grid is considered to be a partndradversary, which
potentially wishes to harm other participants, but also/jpies services. Such a partner-and-adversary
can only be depended upon to execute a given task correcitlyc#n prove its inability to cause
damage (break a partner’s security policy). We considezgigion to be modeled as one participant
being part of bothP andi/ (see figure 1). A machine is a single physical host. It can host one or
more logical participants of either role, and offers a nunddenterfaces, both externally and between
its internal components. Every participant has its owntirtis policy. Each component af is an
independent actor offering some interface(s) to other amapts, and usually utilizing interfaces
offered by other component® andi/ need not be static, but can instead dynamically grow and
shrink as new resources are added to the grid virtual orgtaiz (VO), and some participants leave
the VO. However, such adjustments (joining and leaving)renethe focus of this paper.

For our purposes, a job image is a tugle= (data,C, SPy). data may be an invocation to some
predefined interface, or carry executable code. While icdyt@ossessing a quality different from
input data, for security purposes, a piece of executable podes the same requirements and can be
protected utilizing the same techniques as any other piedata. Therefore, we do not distinguish
between “code”, and “data”, but instead consider execatabhtent to be a special kind of data.

C represents the credentials @f which may be needed to gain acces®tdlrhe user also passes
a policy SPy as part of its invocation, which specifies constraints to pleeld for that particular job.
The job, once scheduled, can communicate directly Witlsubject to thespp).
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Fig. 1. An example Grid

A machinem always has exactly one state sinceos describes the status of the virtualization
layer itself, instead of any particular VM. This state corses all code running as part of the TCB.
TCB components are critical to the correct functioning @& fystem and need to be trusted. Adding,
removing, or modifying such a component changedut o will not change due to “user actions,”
such as installing application software, browsing the webexecuting a Grid job. Furthermore, the
system will not allow any party (not even system administigtto alter the TCB without changing
g.

D. Requirements

While most policies describe high level requirements onube and dissemination of data, such
requirements can be reduced to simpler building blocksefigly, three main types of requirements
exist: confidentiality, integrity and availability. Thesequirements can be applied to data and com-
bined, and form the basis of all more complex policies. Indbetext of the Grid, interoperability is
often an important functional requirement, both betweeghires, and different Grid environments.
We will briefly discuss interoperability in Section VI.

Availability has been considered in other works, and rurisagonal to our research. We will focus
on providing multilateral protection of confidentiality éntegrity in this paper.

a) Integrity

Integrity requirements mean protecting some item of daienfunauthorized modification. These
requirements usually are satisfied only by detecting Vit of integrity, instead of actively prevent-
ing them. The used might be motivated to alter aspects of the proviBefor example to elevate its
privilege level. Similarly,P might wish to modify the johJ, either to manipulate the computation, or
to modify program behavior. Either side needs to be protefitam attacks of the other.

b) Confidentiality

Confidentiality requirements represent the need to presemie parties from accessing an item of
data. Protected data could, in principle, be freely modiéied even destroyed, as long as the attacker
is not able to deduce the meaning of that d&taneeds to protect its secret information framA
malicious job could collect secrets, such as signature,kays forward them ta@ if confidentiality
was not enforced. Howevel, might utilize confidential data as part 6f and demand this data not
to be disclosed to any party other thas execution environment.

I1l. A TRUSTEDGRID ARCHITECTURE

In this Section, we present an architecture for enhancimgrgdgg and trust properties in Grid
computing. We call our architecture the Trusted Grid Aretiitire (TGA). Figure 2 shows the abstract
building blocks of the TGA. The hardware platform provideBRM and untrusted storage. The trusted
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Fig. 2. The Trusted Grid Architecture, and its Components

software layer consists of the attestation, Grid managéneempartment management, and storage
management components, as well as a Policy Enforcer sefifeetrusted software layer provides
both security functionalities, and virtualization of thartiware (that is, the ability to run several
virtual machines in parallel).

The Policy Enforcer Service is not examined here, we assuitie & service exists, and is part of
the TCB. The Policy Enforcer often depends on the actuatpaletails to be enforced, as well as
the details of the concrete implementation of the othenaisstract components. Other works, such
as [23], [30] and [8] examine some necessary properties lifypengines.

The TCB needs to be trusted by applications utilizing it. lighbe resistant to attacks. If the TCB
is vulnerable to attack, and code can be executed with fililgge, this potentially implies a full
system compromise. Such a full compromise need not even inenaaicated to the TPM, meaning
that the measured state does not change from the trusteelsvaleM measurements therefore only
guarantee load-time integrity of a TCB, and dot rule out a later compromise. Only maintaining
load-time integrity places a special focus on preventin® tTG@mpromises. Proper design of a minimal
set of trusted services can help to achieve a TCB with thedsighossible resistance to attacks.

Additional guarantees about runtime behavior and statelmegyovided by some dedicated service
within the TCB, possibly as an extension to our attestatienvise. Such techniques are beyond the
scope of our current discussion, however. Other works, asqi 5] strive to provide such guarantees
by monitoring the runtime behavior and state of programs.

Of all the components mentioned, only the TPM and CRTM arstéai at “face-value” — by
virtue of its fabrication adhering to TCG specificationsistrin the rest of the TCB derives from the
TPM'’s root of trustonly after measurements confirm their integrity. The enli@B is subject to this
measurement, but no untrusted application (such as Gril mblLegacy OS images) is measured,
since they cannot violate the security policy (as the apaitalimitations are enforced on them). In
case the state of the TCB ever changes after boot, it is the TCB’s respotitilio stop any Grid
jobs currently executinpeforechanging into the new, possibly untrusted, state.



A. Hardware

Besides the trusted CPU and RAM, two other pieces of hardplagea central role in our proposal:
The TPM chip, and the harddisk. The TPM chip naturally islygance without it, no integrated trusted
third party would be present. It functions as a root of trughjch means we trust its manufacturer
to correctly implement the TPM functions. We further assuha the cryptographic primitives used
are secure. Each TPM possesses a number of platform coniiguragisters (PCRs), at least 16
as of version 1.1b of the specification. The PCRs are notrarljt writable, but instead can only
be updated by means of tlextendoperation. A trusted boot process extends measuremenke of t
platforms TCB, starting from the CRTM. The values of the PGiRss represent all trusted software
executed on the platform, and a set of values can be uniqieelytd a particular configuration.

While the TPM supports a large number of operations, we wilize four in the course of this
article. These are: secure key generation, measuremetification and sealing.

The TPM features a hardware random number generator, arldrnmepts generation of RSA key
pairsk = (px, sx). For these key pairs, usage limitations can be defined. Oasilge limitation is
sealing, which marks the private key as not being migratadole usable only given the same PCR
values as where present when it was being created. It islpedei obtain a certificate stating which
usage conditions apply to a key pair (as represented by bcpkey px) from the TPM, signed by
one of itsAttestation Identity KeygAIKs). AlKs are special signature keys created by the TPkle T
private key of an AIK cannot be extracted from the TPM, i.eisinon-migratable, and it cannot be
used to certify migratable keys. AlKs can be certified by a ©Ajt can be proved to be a valid
AIK anonymously by means of Direct Anonymous AttestatiorAX). Such a certificate or proof is
denoted agert (AIK).

If the TPM is trusted, its measurements can be used to justifgnding that trust to other
components. As previously explained, it can measure (hdatd) into its PCRs. In addition, it can
report these measurements to other parties. The valueg &?@iRs can be signed with an AIK for
this purpose. Since the AIK can only be used in a small set & Dperations, none of which allows
for the signing of arbitrary data, a valid AIK signature gaiatees that the TPM generated the signed
structure. For our purposes, we use sigiegtInfo structures that are considered as certificates,
although they do not conform to common certificate standaash as X.509. AeyInfo structure
of a sealed key includes the selection of PCRs that were wseskaling, as well as their values at
the time of key generation and the values of the selected RitRsare needed to utilize the sealed
key. Also, theKeyInfo structure indicates whether a key is migratable or not. We ars AIK to
sign such a structure with th@ertifyKey operation of the TPM and denote the resulting certificate
by cert arx (px)-

These restricted keys enabdealing Data sealed to a certain configuration of the system is
encrypted with a public key whose corresponding private isegiccessible only to a certain state
and platform. Such data is inaccessible to any other stadep&tiform. If the data is successfully
decrypted, this indicates that the state the key was sealedthe actual state of that machine.

Unlike the trusted TPM, the harddisk is not trusted. The dimidmerely provides bulk data storage,
and no special properties are attached to it. Data may befimtdin harddisk, and anyone can freely
read the disk’s contents. The Storage Service applies tbhessary operations to provide us with
persistent trusted storage.

B. Attestation Service

The attestation service deals with providing metrics altbet current configuration to remote
parties.

We propose an way of proving a trusted statéhat does not directly involve invocation of the
TPM. This has the advantage of not requiring the mere looku@ configuration to already make
use of the TPM. Instead, each participant in the Grid createsttestation token. Such a token is
a tupler := (parx, px, cert (AIK), certax (px))-

This tuple consists of the following elementssrt,ix (px) iS a certificate KeyInfo structure, to
be exact) of the key including the metriesnfig of the reported state’ and usage restrictions of
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the key as detailed in Section lll-Acert (AIK) is he certificate of the AIK used. Froronfig,

U is able to distinguish a trusted from an untrusted one, since the values uniquely identify a
set of programs that have been loaded since booting theoptatfand possibly also the state of
certain critical configuration files. The simplest way oftaiguishing trusted values from untrusted
ones would be to keep a list of known-good values, and notidenany other values to be trusted.
certyrx (px) assures us thag can be used only in the reported statesince the certificate identifies
the keyK as being sealed toonfig. U can make its trust decision “offline”, by examining tbenfig
contained in ther. If this config indicate a trusted’, sx will be accessible only i still is in
the same configuration. Since the token does not change iovey it can be distributed to other
parties. If theo of P ever changed, the would automatically become invalid, although an explicit
revocation might still be benefitial. Further details ofstlittestation mechanism and its security will
be discussed in Section IV.

C. Compartment Management Service

This component creates virtual machines (compartmentsichwun on top of the TCB. These
virtual machines each comprise a portion of memory, anddcudtentially) comprise a full-fledged
operating system. Each of them is a full virtual machinerghg enforcing the isolation properties
necessary to prevent other compartments from accessimgténeal information of a Grid job. That is,
processes running in one compartments cannot access mempped to another. Thus, they are not
able to interact with one another, except for well-defindgdriiaces. This isolation property guarantees
both integrity and confidentiality. By setting up comparttsein accordance to this isolation policy,
this service actually provides the trusted virtualizaties require. An approach to implementing these
properties is provided in Section VI.

Furthermore, it keeps track of the identity of compartmgas$signing to each compartment a unique
identifier (UID). These UIDs are persistent for each compartt. The compartment management
service is local to one machine, and does not attempt to wratkal machines across the Grid. Any
communication betweeh and other participants needs to take place solely via iatierss of the job
itself. Being agnostic to the Grid and the particulars ofpgstition, the Compartment Management
service is purely concerned with local secure execution.

D. Storage Service

The Storage component provides trustworthy non-volatdeagie based on an untrusted hard disk.
Trusted Storage means that data stored by one compartmenticonfiguration is retrievable only
by that compartment, in the same configuration, even if thehing has entered an untrusted state
in the meantime. No other compartment or configuration ig ablretrieve the information, or alter
it undetected.

Confidentiality often implies not revealing tlexistenceof certain data to unauthorized parties, not
merely protecting its contents from access. For examp&ebre existence of a plan to develop a
product may be considered a business secret. Therefoleceampartment is outfitted with a separate
namespace, which no other compartment may access (in@uthtipotentially shared storage). Any
compartment is only allowed to access its own, and a potesttiared namespace, thus preventing
any other virtual machine from reading its confidential data

While such separate namespaces protect data in the truatedhgnay enter an untrusted configu-
ration, in which it can freely access all data. In order tospreg such an untrusted state from accessing
or altering data, we utilize TPM sealing. By sealing a signakey, and using it to sign all stored data
and the position on disk it was stored to, we can protect fittefpy preventing any but the trusted
state from modifying data undetected). Alternatively, asy@metric key could be encrypted by a
sealed key, and used to encrypt and MAC [7]. This would pregidthilar guarantees, with performance
very similar to current whole-disk encryption applicaiohe same facilities (encapsulateddad ()
andstore ()) is made available to both TCB components, and virtual nreshi



E. Grid Management Service

This component handles the actual Grid job submission. Itesponsible for receiving jobs,
checking their access, and instantiating them. It will use Compartment Management Service
to create a private compartment for each job. If the job neegsspecial processing before becoming
ready to be executed, this processing is done by this conmpoas well. Once such processing is
done, a virtual machine image has been created frowhich can then be booted by the Compartment
Management Service. The Grid Management Service furtherrakes the policy of the User, and
notifies an enforcement component (not shown) of the réisins and rights declared therein.

Its submit () interface also handles the freshness verification ofrtagailable from the attestation
component. For details regarding the protocol to receibs,jsee Section IV.

IV. SCALABLE OFFLINE ATTESTATION

Attestation, in general, is the process of securely repgiiie configuration (state) of a party to a
remote challenger by cryptographic means. The most comnuistussed attestation variant requires
a remote challenger to provide a randdimwhich is then signed (together with a hash over a subset
of the current PCR values) by the TPM using &IK. Since freshness is achieved by means of a
random nonce, each interaction necessitates a new atadi@nd thus, a new TPM-generated digital
signature). However, generating signatures by TPM mayifgigntly impact interaction speeds. Also,
TPM commands can generally not be processed in parallebdiating an undesirable bottleneck.

Additionally, without appropriate countermeasures, thishnology could potentially be vulnerable
to a race between a successful attestation, and a changdebsfore further interactions depending
on the trusted state. If the state of the system changed atfiestation concludes, yet before any
further interactions take place, this change would not hiced by the remote party. Also, without
connecting attestation to a PKI identity, an attestatioallehge could in principle be replayed by an
attacker to a trusted platform, with the attacker forwagdine platforms reply to its own verifier.

attestation tokenr, Job J, Accept setgoodp (sx, 0", ), Current stater
b) S L

NonceN, Accept seyoody, ¢

session key

| |
' '
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Scalable offline attestation, as previously mentionedtended to enhance some aspects of current
attestation systems. Having an attestation token whichbeafreely distributed among the virtual
organization as an informational item is advantageousedinis token states the current configuration
of a providerP, without forcing the prospective user to interact with tpadvider right away. The
user can collect such tokens over time, and select the mpsbypate configuration offline.

Naturally, since such a token cannot provide any guararitEeshness of the reported values, some
verification needs to occur, otherwise the attestation @&l meaningless. We propose to follow a
sealed keyapproach, where a private key is only accessible to the TR (laerefore, the provider)
if the provider is in the same state the key was stored in. Mmatsrally partitions verification of’s
state into two phases: Token creation and freshness véofica

A provider P creates an attestation by using its TPM. The attestatioviceemstructs the TPM
to create a non-migratable key sealed to a collection of PQRen, the attestation service uses
the TPM’s CertifyKey operation to create a certificatert,rx (px) with an AIK. This certificate is
a KeyInfo structure signed by an AIK as described in Section IlI-A. Titestation service then
constructs the attestation tokenfrom the public keypk, the certificate of this keyert 7k (px),
the public part of the AlKp,1x, and a certificate of the Alkcert (AIK). 7 is then published by the
attestation service.

Freshness verification is addressed by the protocol in Eiguwhich includes the actual submission
of the job. The user generates a symmetric “session kewhich is encrypted usingg. The session
key can be decrypted by the TPM Bf if its state still equals the state when creating thehat is,
its reported state’. The rationale for including this key is twofold: First, assnetric cryptography
is slower than symmetric methods by orders of magnitude jmgate establishment of a “load key”
a common technique. Second, this reduces the necessary PEMtions to a single asymmetric
decryption, which isat worstnot slower than the signature utilized by standard techesgaince the
same underlying cryptographic operation is used.

The submission protocol further guarantéessitivetrust. That is, as the job or parts of the job
get delegated from a provider to sub-providers, it is agbtinat each party that will be entrusted
with the job’s data will satisfy the original submitter'sq@rements. This is done by ensuring that
each platformX that gains control of uséi's job J must satisfygoodx C goody.

Publishing an attestation tokenin effect becomes an advertisement stating that a certaie st
o will be maintained. If thes’ contained in the token is considered good by the Wsehat user
can utilize the keypx to encrypt data. This data is unrecoverable for any noder dtia U, and
furthermore, can only be accessedsf = o', . Thus, verification ofp’s ability to accesssy is
sufficient to ensure that, = o/, . The assurance ok actually being accessible only in statéis
crucial to this protocol. If it were not guaranteeg, might be accessible in some malicious state
and all the guarantees derived from the trustworthines$i®fliCB would no longer be valid. The
certificate generated by the TPM assures this property okelyeby signing it with a TPM-internal
AIK. This key cannot be misused by the platform owner, andstiaged PCR values of this certificate
are correct.

V. SECURITY ANALYSIS
A. Security of Offline Attestation

The offline attestation mechanism proposed in Section IVeisuge against man-in-the-middle
attacks: If the uset seals a job to a trustworthy attestation tokeronly the platform in possession
of the private part of the keyx from 7 can unseal the job, and only if it is in the state indicated
by 7. An adversary cannot decrypt the job, even if it is runningtle® platform with the TPM that
holds the private key, if its state does not equal the’ contained inT. Conventional techniques
need to include additional verifications (such as tying aK #d a PKI identity) to achieve the same
assurance, thus demonstrating an advantage of our proposal

Delegation with transitive trust ensures that every prexidthat gets a jold can only access if it
is in a stater that is trusted by the original submittgr i.e., o € goody. Transitive trust is achieved
during delegation without communication with the submnjtteecause the provider that wishes to
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transfer a job offline-attests other providers before tratisg the job. The delegating provid@s
acts as user of the new providey and verifies thayyoodps C goodp1, Which immediately implies
that goodpo C goody. Hence, the policy of the new provides is also acceptable to the original user.

Moreover, offline attestation is secure against replagksiaunder the assumption that state changes
can only occur between protocol runs. Replaying of old,tivogthy attestation tokens does not help
an adversary: the TPM will not allow decryption if the cutr&CR values do not match the values
the key was sealed against.

However, like conventional attestation, our protocol isnewable to TPM compromises. A com-
promised TPM can expose the secret key to an adversary, venighles that adversary to attest to
arbitrary states. Revocation of AlKs must be possible tatlthe damage caused by this attack. Like
conventional attestation, another risk of offline attéstais corruption of the running TCB. If an
adversary can corrupt the TCB while the system is runningpiild change the system'’s state
without changing the PCRs (and thus, deviating froth

B. Integrity Protection

Since we can establish a secure (confidential and integrdtected) channel from usér to
provider P using standard tools such as TLS, we need not considernsitrenodifications. Thus,

P receives, for the purpose of this analysis, an unalteredJjoWe need to consider two kinds of
integrity requirements for that image: before being ins&ed, and while executing. Since results
are reported directly, their integrity can once more be ead by established solutions.

If job execution is delayed by the Grid Manager, the job imagd policy are stored in trusted
storage. The Storage Management Service's key is stordedseehich guarantees that access to it
is granted only to the same job in the same system state. Imiansted state, no access is granted.
Therefore, if a piece of datX is altered, the signature of that item cannot be updated,tiaad
modification is detected during the ndhd () operation.

While the jobJ is executing, the isolation properties of our system guaethat no untrusted
application can gain access to the memory regions assignedince access is forbidden, integrity is
guaranteed. Circumventing such barriers would necesditaiaching the TCB. As the TCB is based
on a virtualization layer, even attack scenarios like “ile * are ineffective, since such rootkits can
only virtualize conventional systems that do not use viization techniques themselves. However,
even if such a system where able to virtualize a virtuakatayer, it would either need to be loaded
before the TGA (and thus, be measured in the trusted booepsdcor compromise the TCB.

C. Confidentiality Protection

Similar to integrity, the two mechanisms employed for stiodata and in memory data also protect
confidentiality. The Compartment Manager enforces ismalietween the VMs it creates, foiling in-
memory eavesdropping, i.e., one process accessing data the virtual memory of another process.
Sealing prevents untrusted configurations from decrypdi@ign stored in non-volatile storage.

Breaching confidentiality implies breaching the TCB for thememory scenario, since the TCB
enforces virtualization and therefore, limits each amlan to its own VM, while decrypting stored
data outside of a trusted state would necessitate breakmgncryption scheme used, which we
likewise consider infeasible.

VI. DISCUSSION ANDRELATED WORK
A. Integration of Legacy Systems

Grid toolkits, such as Globus [11], [13], offer platform &fastion, authentication and other utility
services. While designing our proposal, it was our intanti@ maintain interoperability with these
solutions whenever possible. Towards this end, we aim twigeoa way to continue using Grid
applications designed for these environments, withouhgiup the advantages our architecture offers.

'Presented by Joanna Rutkowska at Syscanh@p;//theinvisiblethings.blogspot.com/
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One possible way for such an integration would be to provimegach supported toolkit, an executable
image featuring a “default installation”. Whenever an icaton for a service using that toolkit is
received, it is instantiated, and the request forwardedhad instance.

However, the Grid toolkit must be part of the TCB. After allmalicious provider might use a good
base configuration, and put all its attack code into a modifdedkit image. The Attestation Token
7 should contain measurements of all execution environmawadlable as “default installations”
on the platform. Thus, the benefits of our proposal becoméicatyte, without forcing the user to
significantly change its use of the Grid.

Alternatively, a Grid Job may consist of a full, bootable geaof a filesystem. While this is
a radically different approach from traditional Grid mediso this technique demonstrates the added
isolation properties much more prominently. Additionathis approach does not imply further trusted
code, which is desirable in light of keeping the TCB smalid arfi low complexity.

If neither option is appropriate, and interaction with artrusted system becomes necessary, of
course Trust Asymmetry becomes an issue once again. Whiletamsted provider can not be relied
on to handle confidential data in a sensible manner, utijizirsystem similar to the proposal in [18]
allows us to “filter” untrusted input data, and retain somegnity assurances for the entire system,
even if it partially depends on untrusted (low-integritpputs.

B. Possible Realization

Our approach to implementing the abstract components o @& architecture is based on the
PERSEUS framework [24], [26], [28]. Another approachesilsinto PERSEUS is Nizza [16]. Due
to space restrictions, we will not describe it in detail, mstead will provide these details in a future
contribution.

Several demonstrators have already been implementednwittei PERSEUS framework, such a
secure VPN service, and harddisk encryption [29], [4], alt agea secure home banking demonstrator,
all as part of the ongoing research and development profepen Trusted Computing (OpenTC,
http://www.opentc.net ) and European Multilateral Secure Computing Base (EMSG);
/lwww.emscb.org , see also [28]).

PERSEUS’ current implementation is based on a micro-kewith paravirtualized Linux. Its
interfaces are generic, however, and should not pose signifproblems to port to other architectures
(such as Xen). Its design allows for a strong separation sgaesibilities even among the TCB (by
running services as separate compartments), and makésatern of software significantly simpler
than a monolithic approach.

C. Attestation

In this paper, we have assumed binary (hash-based) attest@he good set of a host is simply
modeled as the set of configuration values (as encoded by R@Rtars) that represent “good”
machine states. While this is a very simple and straightiodvmapping, and binary attestation
technigues can form a basis for verifying and authentigaiatforms ([31], [15]), current techniques
suffer from some shortcomings which make these systems toatse in practice, unless further
techniques are employed. One such limitation to binarysttt®n schemes is their fragility. Minute
changes in the verified files, which may not affect their seinann any way, will lead to an
invalidation of the stored hash, and thereby to the rejaabibthe state.

Our proposed protocol does not feature any privacy guagantelike DAA [9]. In fact, the sole
purpose of our is to distribute configuration information ahead of timeh&tworks consider privacy
to be a major issue in attestation, and integrating privaitil wur work might be a worthy avenue
of future research.

Usually, the verifier intents to chegiroperties rather than binary code details. Therefore, it is
sensible to also base attestation on properties. [27],d&#&] such a property-based attestation scheme,
which additionally supports a higher level of privacy forethattestee than binary methods would
support. Especially in heterogeneous Grid environmentis aviplethora of acceptable configurations,
this approach should be advantageous.
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D. Alternative and Complementary Approaches

Several authors have suggested methods to increaseligliabGrid computation without utilizing
TC technology. Techniques such as task replication, or tiggestion to introduce Quiz tasks [38]
to detect misbehaving providers have aimed to protecttr@gehrity. However, these technigues are
wasteful in terms of resources, and often not very resigiarthe presence of multiple colluding
adversaries.

We have considered security on the level of the virtualimatayer, without going into details about
realizing trust and measurements within virtual machitgssler et al. [30], [22] have conducted an
inquiry into the possible enforcement of MAC policies atsthével, with encouraging results. In [32],
they also conducted some inquiries into a possible measmnearchitecture. While these results,
only concern themselves with the measurements of one Viniaghine, as opposed to the entire
system, they still may be useful in measurement and regpdirvVM states.

The work of Mao, Jin and Martin [20] on integrating Grid teoktogies with Trusted Computing
already contained several valuable contributions on butreasing security and reducing overhead by
utilizing TC technology. These advances can be integrateddur proposal, resulting in an overall
more secure grid, which can achieve comparable or evenaseceperformance to current practice.

Encrypted computation [3], [33] could possibly replacested computing for some problems. By
processing encrypted data without decrypting it, somestask be completed, without ever revealing
plain text. Unfortunately, however, these techniques Haméed use outside the domain of some
algebraic problems, and widespread adaption of these itr@® seems unlikely.

VIlI. CONCLUSIONS ANDFUTURE WORK

In this paper, we have laid the groundwork for a Grid architex that is better-suited to execute
sensitive jobs on untrusted hosts than current practicggrBorcing isolation properties, such a job
can utilize the computation power of a host, without haviogisk exposing data to the platform
owner. Our approach is likely to require some (efficientengineering of current grid frameworks,
but allows for techniques very similar to current practiceseffect, a layer of negotiation can be
added “on top” of existing solutions, which can still be usedperate the working load of the Grid,
once trust has been established.

Interoperability between Grid Manager services needs tadagessed. If every trusted OS offered
a different interface, interoperability would needlesslffer. Therefore, standards on the particulars
of job submission and attestation token retrieval need tadveed upon.

Scalable offline attestation still necessitates dire@rarttion with the TPM in the submit phase,
thus limiting its uses. We are currently investigating tleenoval of this dependency, possibly by
storing the secret key not in the TPM, but under the controthef Storage Management Service.
The Storage Management Service can, if strong isolatiorcliseaed, fulfill the same functions as
the TPM, and allow access to the key only in the state the keyareated in. However, due to the
more complex trust model, and greater avenues for attaclarevestill investigating this option.

Further work is needed in realizing the trusted grid architee. Some of the components we iden-
tified have not yet been fully examined. Also, issues of mgisind integrating existing infrastructure
is work in progress together with members of the Grid commyuni
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