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Abstract on recent advances in distributed computing and security tech-

We address the fine-grained control of information flow between did20l0gi€s. These solutions establish trust within a group of com-
tributed applications to protect transactions. Confining transactions RHtiNg components in distributed environments and manage en-
distributed untrusted environments is crucial for Web services, diforcement of different security policies for the components of
tributed computing, and most e-commerce applications relying og@ach group.
those technologies. Applications must be protected from rogue peer We are proposing Trusted Virtual Domains (TVV]) as a
applications but at the same time applications need to communicatew trust-based model for distributed coalitions. A TVD es-
to sglected peer applications to implement transactions and distributgghlishes multiple secure coalitions called domains for com-
services. _ _ _ ponents on nodes in distributed heterogeneous environments.
We propose a solution based on Trusted Virtual Domains (TVD)y g, nnorts distributed mandatory access control and also sup-

which represent a new model for achieving IT and business Securﬁforts security policies that can vary from domain to domain.
TVDs are designed to satisfy business-level goals by simplifying man- . .
In this paper, we propose a multi-layered TVD that com-

agement and providing explicit infrastructure-level containment and. o
trust guarantees. TVDs can be applied to different layers within asyg’-'nes a workload level TVD and an application level TVD.

tem. We consider here TVDs for the virtual machine monitor (vMM) The multi-layered TVD offers both strong confinement and
as well as at the application level. Combining protection in those layfine-grained application information flow control. It comprises
ers is especially useful for systems that intersect multiple virtual maa virtualization-level TVD component to control the sharing
chines and need to separate information flow at the applications levédetween distributed workloads and an application-level TVD
In this contribution, we briefly describe the design and the protoeomponent to protect fine-grained information flow between
type implementations of TVDs at the application and VMM levels.applications. Considering multiple layers and their specific
We focus on implications of the layering of these two TVDs to achievesubject and object abstractions enables us to apply effective
consistent trust and confinement properties across distributed appliggrotection. We control those objects that are naturally man-

tions. aged in these layers and we control access to those objects non-
intrusively by intercepting a few natural object access methods
1 Introduction that exist in the layer. We argue that this greatly improves the

simplicity and usability of the policies governing those access

Computers handle increasing amounts of sensitive and nogentrol decisions.
sensitive information. As a result, information flows into and This paper is structured as follows: Section 2 gives some
out of computers are increasing rapidly. The leaking of inforbackground information about TVDs. Section 3 introduces a
mation from computer systems or the corruption of computenotivating scenario. Section 4 describes two examples of a
systems due to malicious incoming data are thus much hardgprkload level TVD and an application level TVD. We discuss
to detect, and this has become a serious problem. This affe@d evaluate the multi-layered TVD as regards its confinement,
not only information leakage due to malicious software runningomplexity and scalability, and assurance in Section 5. This
on a computer, but also leakage through careless users ignorpgper concludes with our ongoing work in Section 6.
security policies or through configuration errors. These prob-
lems persist because no appropriate information flow contrgl  Trysted Virtual Domain Background
mechanism exists. Achieving strict information flow control
while maintaining the usability and performance that users révrusted Virtual Domains (TVDsg, [7]) represent a new model
quire is challenging. The existing situation in which varioudor achieving IT and business security. ATVD is a secure coali-
kinds of policies co-exist to control applications in distributediion of entities that can trust each other. Within a coalition,
heterogeneous environments intensifies this problem. members agree upon security policies that are uniformly en-

Earlier frameworks for enforcing information flow focusedforced independently of the boundaries of physical computing
on building confined execution environments and establishingsources.
distributed coalitions. Examples are NetTdl], [Terra 2], The TVD model is designed to be independently and concur-
PERSEUS[3], EMSCB [4], and Shamong], which are based rently implementable using a variety of underlying technolo-



gies and mechanisms but includes several key functionalitiesxplicit infrastructure-level containment and trust guarantees
1) isolated execution environment, 2) enforcement of mandder data center environments based on virtualization.
tory access control policies, 3) establishment of trusted coali- The Trusted Virtual Data Center isolates multiple customer
tions based on platform integrity measurements, and 4) secwets, e.g., Human Resources and Financing. Related processes
communication channels that bridge entities in the coalition. and their resources (workloads) can be distributed across mul-
tiple VMs and VMMs. Consequently, this is not limited to
isolation capabilities in the platform (secure hypervisors), but
also includes isolation of the network (VLANS, labeled IPSec
As an example we assume that a fictitious consulting compar.tl nne_ls), routers,_management co_nsoles, .etc. The f“”df?‘f"e”ta'
yourconsultant.com has multiple customers. The informatio olation mechanisms are largely in place; to a(_j(_j_the_ab|l|ty o
exchange between yourconsultant.com and its customers.Cl(%heren.tIy manage and attest to these cgpab|l|t|es IS the ma-
based on documents, such as text files, spreadsheets, and rrec_:ontnbgt.lon of TVDe. TVDc als.o offers interfaces through
énch additional controls can be implemented seamlessly on

sentation slides. We assume in this example, that one of tt £ TVDC in order to enforce fine-arained information-flow
customers (referred to as custom&y has a simple two-level op 0 ¢ In order to enforce ine-graine ormation-io
control between applications.

document classification policy; any document is either confi- : .
Rolicy, any Furthermore, these isolation guarantees must be translated

dential (conf.) or unclassified (u.c.). : ) )
. into the strong containment guarantees that businesses expect.
The goals of yourconsultant.com are twofold. First, your- : . :
For example, a virus outbreak in one workload should not spill
consultant.com must ensure that the documents of each of itS .
o over to another workload even if both workloads use the same
customers remain isolated from those of other customers. Sec-~ .
ond, yourconsultant.com must guarantee that it consistentl e% ysical resources (servers, networks, routers, etc). The man-
Y g y agement of these Trusted Virtual Data Centers must be inte-

forces the policy of its customers with regard to their docu- : L
. ) : rated into VMM management applications to ensure that cus-
ments and its own policy for its own documents and workloads,

. . . . omers and administrators are using simple interfaces to make
The information flow policy of yourconsultant.com with re- g P

. X o . informed decisions and that formal security policies are en-
gard_to customeA_ IS that 1) no confidential |nforma_1t|on :_;hould forced in management and operation, which can be translated
flow into unclassified documents, and 2) no confidential doc

Ynto customer guarantees regarding trust and confinement.
ment should be disclosed to external parties. 9 g g

The policy of yourconsultant.com with regard to its own op- ) , L
erations is more elaborate and depends on both the applicatigfPleémentation of the virtualization layer TVD (TV Duyn).
itself and the application data. We assume that yourconsyl"® TVDC is the most promising embodiment of a virtualiza-
tant.com has a Web Services based system for internal wori2" layer TVD. Providing workload confinement, it relies on
flows, such as Human Resources, Payroll, and Travel Reirﬂle V|r_tual|zat|on layer to enforce core isolation between virtual
bursement for employees. For example, when an employdgachines and resources. We use sHjg$ecure HYPEr-
submits a travel reimbursement request, the request includdser) to provide coarse-grained but very robust confinement
the employee ID, the date and destination of the trip, itemizegarantees for distributed Workloa(js running !n3|de of \(lrtual
expenses, and the employee’s bank account number for receri(}gchmes. To securely connect virtual machines running on
ing the reimbursement. This information is visible only to thos&lTerent platforms, we use labeled IPSec tunnels. We require
people who need to know it. E.g., when the manager of an erfhat the VMs connected by such tunnels have the same work-

ployee approves a reimbursement request, she cannot seelﬂ’?’éj type Bl.

bank account humber since it is regarded non-essential to de-1he TVDc trusted computing base consists of the policies

ciding the approval. In addition, the manager is not allowed tgnd their enforcement inside the virtual machine management

make local copies of the reimbursement request. This way, setf2d the hypervisor. To establish trust into the consistent secu-
sitive information are prevented from being stored persistentfy POlicy enforcement across multiple hypervisor platforms,

on computers that are subject to offline attacks (e.g., theft dye use remote software attestation based on the Trusted Plat-
loss of laptops). ' form Module [1Q] or a virtual Trusted Platform ModuléLL].

We equip trusted virtual machines,such as labeled IPSec gate-

ways that connect peer VMs over untrusted networks, with
4 Trusted Virtual Domain Case Studies the Integrity Measurement Architecture (IMAZ]). IMA logs

provable evidence about all programs and policies loaded into
In the following subsections, we review two examples of TVDshe VM run-time. This evidence is offered to user Virtual Ma-
that focus on the different layers — the VM level and the applichines to provide integrity guarantees and to establish trust into

3 Motivating Scenario

cation level. their VM policy and enforcement.
4.1 Trusted Virtual Data Center 4.2 Application Level Information Flow Con-
trol

The Trusted Virtual Data Center (TVD8]) represents a real-

ization of Trusted Virtual Domains offering strong enterpriseDistributed applications usually require finer-grained confine-
level security guarantees in hosted data center environmentsent than that offered by workload-level management. Financ-
The Trusted Virtual Data Center is designed to satisfy businesisig applications, for example, might need to manage docu-
level security goals by simplifying management and providingnents with regard to each subject, or each project. Likewise,



Human Resources applications might allow managers to ac- These constituents can be cascaded on one another, until the
cess their employee’s performance rating; such ratings musgstem obtains the desired level of granularity.
not be accessible to regular employees. The situation becomes
more challenging if we consider the situation that employees Multi-Layer TVD
can check only their own attendance record, or that managers
can only check ratings of their staff. As we have seen, the concept of TVD can be implemented on
Implementing finer-grained information flow control re- different layers and each approach has pros and cons.
guires not only isolation on virtual machines but also on the Advantages of the workload level TVDs (i.€[}V D, is
application level. that they can provide strong workload level isolation and access
Operating system security such as SELirii8] jor sandbox —control between isolated workloads. However, a drawback is
mechanisms such as the JVM can provide isolation among aff#at the access control provided by the workload level TVDs
plications running in the same execution environment. A runs at the level of virtual hardware and resources, and thus it is
time process monitof14] observing running application pro- not an efficient mechanism to enforce information flow-control
cesses can provide an alternative way to achieve the same lepelicies on files, data, or messages. _
of security. However, the security of the monitoring mecha- On the other hand, the application level TVDs (i.e.,
nism depends on the protection mechanism, such as priviledd’ Dapp) €nable finer grained information flow control on
control and confinement, provided in the lower layer. data, but assurance heavily depends on the underlying system.
The controlled sharing between confined environments e$hatis, for an application level TVD to be effective, the under-
tablished in the application layer is the key issue when corying layer must (i) provide basic protection such as isolation
sidering practical scenarios. For example, it is desirable th©m malicious executions and (ii) attest to the integrity of the
information can be disclosed if the output does not contain ari§elicy enforcement function.
confidential data15). The multi-layer TVD we propose in this paper mitigates
Information Flow Control for Java (IFC-JL§]) provides these drawbacks by combining the application-level TVD
information-flow control mechanism for Java programs by ust!'V Dapp) On top of the workload level TVDIV D,,,,) as
ing the technique of an Inline Reference Monitor (IRM). Thelllustrated in Figurel. The multi-layer TVD will enable fine
Secure Message Router (SME]) provides trusted mediation 9ranularity and confinement at the same time:
for interconnected TVDs supporting heterogeneous and decqg- . . . L
. . . ) . ine-grained information flow control on the application
tralized environments. WS-Attestatioiig] is a WS-Security | L .
: . : . evel. The application level TVD enables controlled in-
based attestation protocol which allows Web services to bind . L .
. L L formation flow not only within a single platform but
mutual platform trust information into the communication con- e X
across distributed platforms. Therefore, it can enforce
texts of SOAP messages. - . L
Application-level inf ion f | id ul application-level security policies; e.g., protects each el-
pplication-level information flow control provides a usefu ement in transaction messages.
solution to achieve fine-grained access control. However, to be
effective it relies on secure run-time environments. Such secu@oarse-grained and robust workload confinementin  the
run-time environments can be established through virtualiza- virtualization layer. The workload level TVDs provide
tion security mechanisms, such as hypervisor reference moni- strong workload isolation at the granularity of the virtual
tors. Thus, this implies the need to develop a layering technique  hardware resources. Therefore, even if the application
which connects multiple layered security components without  level TVD is attacked, the damage is confined within

spoiling the generality and usability. the workload, and will not contaminate other workloads
which may run on the same physical platform.

Implementation of the application-layer TVD (T'V D). The lower virtuali_zation Iayer_is strictly protec_ted through

An OS-level reference monitor like SELinux fills the gap be- ~ hardware protection mechanisms from the higher applica-

tweenTV D,,, and upper layers by providing isolation and tipn layer. It can 'therefore cor)tai.n an exposure and pro-
policy enforcement capability. IMA enables measurement of wae a_lsafety net in case security in the more co_mplex ap-
precise OS configurations and applications, and thus produces Plication layer fails 19 and implement basic confinement

richer platform integrity information that the upper layer can ~ Properties when an appropriate operating system security
utilize. is not available.

The runtime environment middleware, such as J2EE or
OSGi, provides a weakly isolated environment for applications>-1 ~ Use Cases
However, the security model of Java is designed for restricting, {his section, we briefly review several use cases to exemplify
access to OS resources rather than controlling application leyglh yajue of the multi-layer TVD.
information flow within the Java code. IFC-J enables stronger
information flow control on top of a JVM, Enterprise Application Infrastructure In this scenario, we
Message level protocols, such as SOAP, allow for fine- consider the special case of deploying a sifgléD,,,,,
granular communication channels that are capable of exchang- which controls the sharing of enterprise application ser-
ing security related meta-information (e.g., security labels) for  vice infrastructure. Trusted enterprise applications run
each data element. In addition, WS-Security may be employed in their own VMs and those VMs are patrticipating in a
to protect the integrity and confidentiality of each data element.  singleTV D,,,,; only VMs with trusted applications can



share information among each other. Less trusted applolicy Complexity and Scalability We look at the security

cations (such as web surfing and video streaming) run in
other VMs that remain outside thel' D,,,,,; those cannot
share information with the trusted applications running
in TV D,,,. To refine information flow control among
trusted applications, we depldV' D, across the VMs

of TV D,,,. For exampleI'VD,,, can restrict the dis-
closure of HR information to trusted applications depend-
ing on their need to know. To enable these fine-grained
controls, it keeps track of document contents by monitor-
ing copy-and-paste, read, and write operations using OS
level reference monitors inside the VMs.

Customer Data ManagementImagine a consulting company
which serves multiple customers who have conflicting in-
terests. The strong isolation provided By D,,,,, will
isolate workloads of the different customers. In addition,
TV D,y provides information flow control according to
the customers’ policies. Note that the customers’ policies
may vary (e.g., Bibad0], Bell-LaPadula/15], or flexible
policy based control) ariiV’ D, can implement flexible
policies to accommodate fine-grained customer require-
ments.

Service Oriented Computing As Service-Oriented Comput-
ing becomes popular, there are increasing needs to pro-
tect data not only in message exchanges between ser-
vices but also after the data is consumed by the back-
end servers. The multi-layer TVD can protect the Ser-
vice Oriented Computing environment from two aspects;
1)TV D,,, protects the enterprise service bus by allowing
only equally trustworthy service workloads to connect to
the same bus, and 2)V D,,,, enforces application level
security policies among the services. Extended Web Ser-
vices messaging will communicate security labels of the
exchanged data, and thus the policy can be enforced con-
sistently across all of the relevant services.

5.2 Trade-offs of TVD characteristics

The multi-layer TVD can be structured in various ways to sup-
port different scenarios. This section reviews some trade-offs
of Trusted Virtual Domains.

policy from a perspective of (i) security officers being able
to easily define and understand the policy, (ii) the policy
being expressive enough to enforce the required confine-
ment effectively, and (iii) the enforcement code remaining
non-intrusive to the common usage and maintenance of
the system environment.

TV D, is best suited to isolate workloads in enterprise
hosting environments or workspaces on clients. Related
constraints can be very effectively described and enforced
by controlling the objects of the virtualization layer (VMs
and resources). Similarly, fine-grained application-level
objects are most effectively controlled By D, access
control since it operates on the objects that are defined
and dealt with in the application layer. In general, security
policies are simple if they concern a limited number of
subjects and objects. Layering and confinement enables
the use of simple policies by dealing with few coarse-
grained subjects and objects on the virtualization layer. It
deals with fine-grained subjects and objects (transactions
and data items) within very confined environments that re-
strict the number of access relationships to the minimum
(e.g., a single application or JVM).

However, usindl'V D,,,,, to protect finer-grained objects,
such as selected application data (e.g., credit card num-
bers) or document content tags would result in (i) a pol-
icy that is hard to understand for workload managing ad-
ministrators. Further, the fine-grained application-level
objects (ii) cannot easily be expressed with the coarse-
grained security policy and would likely require (iii) a re-
structuring of the information infrastructure that is very
intrusive to the normal system operation. Similarly, using
TV D,pp to achieve coarse grained workload confinement
yields very complex policies because many processes and
data items must be controlled to indirectly enforce very
coarse-grained confinement requirements. The resulting
policy will be (i) over-expressive and therefore very com-
plex and (ii) hard to understand, and due to policy deci-
sions at many locations, the enforcement code would be-
come (iii) very intrusive.

Level of System AssuranceThe enforcement granularity in-

Fine-granularity vs. Confinement Strength Confinement
implemented in lower layers requires less code to be
trusted and results in robust but coarse-grained properties.
Confinement at higher layers requires more code to be
trusted and results in less strong but more fine-grained
properties. Hence, if we exclusively ugeV D,,, to
divide a domain into workloads, then the confinement
of these workloads becomes very strong. However, the
flexibility with which we can enforce information flow
between those workloads is coarse-grained because it
is based on VMs and virtual resources. Conversely, if

creases froni’'VD,,, towardsT'V D,,,, while the as-
surance of the security strength of the system decreases,
due to the increased size and complexity of the Trusted
Computing Base (TCB). In addition, increasing exposure
of administrative interfaces resulting from fine-grained
TV Dy, enforcement can increase vulnerabilities of such
interfaces. Finally, the TVD life-cycle management,
which takes application level policies into account, can
become complicated and thus become a point-of-failure if
not managed carefully.

there are fewer segmentations Gy D.,,, and more 53 An Example of a Multi-Layer TVD

information flow is controlled byl'V' D,,,,, then policy

enforcement becomes more flexible but the confinemefo implement the example scenario in Section 3, we deploy
becomes less strong. As a result, achieving both strorgyered TVDs as depicted in Figuiz

and fine-grained granularity requires cooperating TVD The first goal, i.e., isolating the workload for each customer
layers. and yourconsultant.com, is achieved by deploying Trusted Vir-
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Figure 1:Multi-Layer TVD Architecture at Yourconsultant.com

tual Domains on VM level (i.e.T'V D,,,). Those TVDs iso- sage. This meta-information is used to associate a security label
late VM workloads into separate domains for each customevith a each piece of information (e.g., bank account number)
and for yourconsultant.comlom A for customerA (etc.) and in the workflows. ALRM inspects those messages and enforces
domY for internal workloads of yourconsultant.com (Humanthe fine-grained policy.
Resources, Payroll, Travel Reimbursement). The robust con-Establishing trust into the application level policy enforce-
finement offered by"'V D.,,,,, ensures that, by default, informa- ment is achieved in two steps: First, each hypervisor platform
tion flow among VMs of the same domain is not restricted buihvolved in a7’V D,,, establishes mutual trust into its peers
information flow between different domains is prevented.  using TPM-based remote integrity attestation to determine the
The second goal, i.e., to guarantee that yourconsultant.cdntegrity of the peer hypervisor and its reference monitor, the
consistently enforces the policy of itself and its customers witpeer hypervisor security policy, and the basic security services
regard to their documents and respective policy, is met by désr workload level isolation. After that, each VM involved in
ploying Trusted Virtual domains on application leveldomA  aTV D,,, establishes mutual trust into peer ALRM, making
anddomY . sure that equivalent ALRMs are running on each peer and are
A customized Application Level Reference Monitorenforcing a consistent policy. To protect data while it trav-
(ALRM) in domA is implemented to monitor copying and els between the trusted hypervisors, secure network services in
moving of each file, so that when a copy of a file is made, th&¢'V' D,,,,, deploy secure labeled tunnels. Similarly, the Trusted
label of the original file is applied to the new file. In addition,Component Control Agent (TCCA) mediates and protects com-
the reference monitor checks file operations (i.e., open, savaunication between applicationsTiV D).
and close) as well as clipboard operations (i.e,. copy, cut, andin summary, the workload level TVDS'(/ D,,,) such as
paste). Whenever information is copied from a confidential tgdom A anddomY are most effective in providing strong isola-
an unclassified document, the unclassified document will #on and confinement on the VM level. Application level TVDs
tainted with the "Confidential” security label. (I'VD,,,) are most effective in satisfying fine-grained poli-
The server and the client for each applicatiodémY’, such cies on application level using a distributed application-level
as Human Resources, Payroll, and the Travel Reimbursemeaference monitor that spans across multiple virtual machines
system, are implemented as an application level TVD. Thegf the sam&'V D,,,,. Both together effectively deliver the ro-
communicate with each other using Web Services protocolaistness and fine-grained application controls that today’s en-
and include extended security meta-information in each meterprise services demand.



6 Outlook and Conclusion

Trusted Virtual Domains (@], [[7]) are a promising technology

(6]

to control information flow in distributed environments with 7]
enterprise-level assurance. Our contribution in this paper is to
extend the TVD architecture to address two orthogonal goals:
coarse-grained workload confinement and fine-grained infor-

mation flow control.

(8]

Our examination shows that no single TVD layer alone can
offer the optimal security with regard to robustness, granularity,

usability, and assurance. Only a layered approach to Truste@

Virtual Domains can yield a scalable trade-off across many ap-
plication environments. Such an approach, striking the right

balance between tHEV D,,,, andTV D,,,,, supported by an

operating system that connects them, will yield not only the
best robustness trade-off with regard to confinement but al$g

the best usability.

There are several opportunities for future work to make @ 1

multi-layered TVD approach suitable for enterprise enviro

n_

ments: (i) the TVD layers need a coherent model to manage

their security policies and to synchronize changes in those p
cies across the layers. (ii) Responsibilities must be defined

i

each layer in function of the layer’s natural abstractions within
the system (e.g., workload-based confinement properties by tﬂ%]

TV D, vs. application data tracking by ti¥eV D,,,,). (iii)

Layered remote attestation must enable peer layers to establish
trust into a common distributed TVD layer, and (iv) different

layers within a system need layer interfaces so that higher |
ers can benefit from and synchronize with lower layers.
Finally, tools that improve practical usability aspects of

Ma
a

multi-layered TVD environment will be necessary. Tools that
decompose a high-level enterprise security policy into policies
for the individual TVD layers are beneficial when setting up[l5]
and maintaining a multi-layer environment. Tools that verify

that the composition of individual TVD layer policies imple

ments the intended enterprise security policy will be very valu-

able during evaluation and testing.
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