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Abstract

This dissertation presents several techniques to accelerate Java locks based on the analyses
of their behavior from various viewpoints.

Ten years have passed since Java was announced, and now the language has come to
be used in various fields including large-scale Web services. To make such applications
practical, performance improvements for the Java execution environments are indispens-
able. In Java, the language directly supports parallel processing, and lock operations
are executed very frequently. Their overhead is considerable. For example, one report
said that 1/5 of the execution time was consumed by lock processing in an early Java
environment. Therefore, accelerating Java locks has been very important to make Java
environments run faster.

From the analysis of locks in various Java applications, we discovered that most con-
tentions are temporary in Java. To exploit this contention transience, this dissertation
presents a new method for Java locks, in which a lock can be acquired with just one
atomic operation in the absence of contention. The method, called tasuki lock, increased
the performance of Java application by up to 13.1%, and is used by IBM’s production
Java virtual machines.

Next, uncontended Java locks were also analyzed, and it turned out that for many
objects, the lock is acquired primarily by a specific thread. By exploiting the thread
locality, this dissertation proposes a novel technique of reserving locks for threads. With
the reservation lock, the reservation-owner thread can acquire a lock without any atomic
operations, and the performance was further improved by up to 53%.

This dissertation also presents an improvement of the reservation lock, where the
reservation is not canceled and the owner thread can always acquire its locks very quickly.
In this asymmetric lock, we observed a performance improvement of up to 7.9%. A unique
methodology for introducing a new feature into Java locks is also used in this algorithm.

The main contributions of this dissertation are: the findings about new characteristics
of Java locks, the proposals of new lock methods that exploit these characteristics, and
their implementation and evaluation on a state-of-the-art Java system.
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Chapter 1

Introduction

1.1 Background

Since Java [41] was announced in 1995 [23], the language has penetrated into various
fields. Now Java can be regarded as one of the most popular programming languages
together with C and C++. On the server side, it is the standard for constructing Web
services [108] using J2EE [106]. Also on the client side, it is used in development envi-
ronments such as Eclipse [34], and more recently, Java-based rich client applications such
as Lotus Workplace Client [52] are appearing, too. To make such applications practical,
the performance of the Java execution environments has been a very important issue.

One special feature of Java is that it has built-in support for parallel processing.
Concretely, this is realized by creating multiple threads, which are executed independently
and asynchronously in the Java execution environment. For the mechanism of thread
synchronization and mutual exclusion, Java uses the high-level concept called monitors
[20, 21, 46], which are associated with objects. At most only one thread can enter a
monitor simultaneously, by acquiring the associated object’s lock. When a thread attempts
to enter a monitor being entered by another thread, the second thread is blocked until
the first thread exits from the monitor and releases the object’s lock. In Java, entering
and exiting from a monitor are implicitly specified by declaring a method or a block as
synchronized, rather than by specifying the lock acquisition and release explicitly.

Because of the built-in support for multi-threaded programming, Java programs, es-
pecially its libraries, must be written as thread-safe, so methods that handle data which
may be shared among threads must be declared as synchronized. As a result, Java
applications perform a significant number of lock operations. It was reported that 19%
of the total execution time was used for thread synchronization in an early version of a
Java execution environment [6].

Obviously, the lock operations are not the real task a user wants to perform, so re-
ducing the lock overhead is important to improve the performance of a Java execution
environment.
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1.2 Research Goal

This research aims at accelerating the performance of Java locks, which is very important
to improve the overall performance of Java applications as explained above.

As a side effect of Java being designed to execute machine-independent bytecode on a
Java virtual machine (JVM), its performance was very poor in early days when compared
to languages whose programs are compiled into native instructions. However, mainly
because of the evolution of just-in-time (JIT) compilation technologies [57, 58, 91, 102,
103], the execution speed of Java application has been considerably improved.

One approach to reduce the lock overhead is to eliminate unnecessary locks at the time
of the JIT compilation, for example, by using escape analysis [4, 16, 17, 24, 25, 96, 97, 118]
or analysis of nested invocations [101]. However, since Java is a dynamic language which
allows class loading during execution, it is intrinsically difficult to eliminate all unnecessary
locks at the times of JIT compilation. As will be shown in the following chapters!,
many lock operations still remain even if a JIT compiler with various lock elimination
techniques is used. In actuality, when a JIT compiler accelerates other code portions
that were executed by an interpreter, the overhead of lock operations becomes relatively
conspicuous. This implies that, to reduce the overhead of Java locks, it is necessary to
improve their essential performance by contriving better lock algorithms.

In early versions of Java virtual machines, Java locks were naively implemented by
directly using synchronization mechanisms provided by the underlying operating systems,
such as mutex. This is a straightforward way, but very expensive since a system call is
issued for every lock operation. To improve this situation, various research has already
been done on how to implement low-cost Java locks [3, 11, 28, 88]. In principle, this
research attempts to improve performance by optimizing common cases, which are found
from the analysis of lock behavior in real Java programs.

In their seminal work, Bacon et al. exploited the observation that Java locks are
mostly not contended, and proposed an excellent optimization for Java locks, called thin
locks [11]. The algorithm allows a lock to be acquired and released with a few machine
instructions in the uncontended case. When contention occurs, the lock is converted to
inflated mode, where the OS-provided heavyweight synchronization structure is used for
the first time.

The research goal of this thesis is to design new algorithms for Java locks and ul-
timately accelerate the lock performance. For that purpose, we exhaustively measured
the behavior of Java locks in existing Java applications from various viewpoints, and
newly discovered several unique characteristics of Java locks. We then designed several
new algorithms for Java locks that exploit these characteristics [65, 66, 67, 88, 89]. We
also showed the effectiveness of the proposed lock algorithms by implementing them on
production Java virtual machines and running several practical Java applications.

IExamples will later be shown in Tables 5.6 and 6.2.



1.3. THESIS STATEMENT 3

1.3 Thesis Statement

We require a fast algorithm for Java locks which reduces the overhead of synchronization
and improves the performance of Java applications. In this thesis, contentions in Java
locks were analyzed first, and it was discovered that most contentions are transient. We
thus first propose a new method for Java locks that utilizes the contention transience [88].
In this method, a heavyweight synchronization mechanism is used only while the lock is
contended. Once the contention is cleared, the lock returns, or deflates, to lightweight
mode, where the lock can be acquired with only one atomic operation. The method,
called tasuki lock, is used in IBM’s production Java virtual machines.

Next, uncontended Java locks were also investigated, focusing on the relationships of
each object and the threads acquiring the object’s lock. It turned out that for many
objects, the lock is primarily acquired by a specific thread, even in multi-threaded Java
programs. By exploiting the thread locality, we propose a novel technique of reserving
locks for threads [65, 66]. In the reservation lock algorithm, a thread can acquire a lock
without any atomic operations if the lock is reserved for the thread. Otherwise, it cancels
the reservation and falls back to a conventional lock algorithm.

We also show an improvement of this reservation lock, where the cancellation is elim-
inated and a specific thread can always acquire the lock very quickly [67, 89]. This asym-
metric lock algorithm is based on unique methodology of replacing the atomic operation
of the conventional algorithm with an asymmetric spin lock.

This thesis, thus, contributes to the following:

Discovery of two unknown characteristics of Java locks:
We discovered the contention transience and thread locality of Java locks by ana-
lyzing their behavior in real Java applications from various viewpoints.

Proposal of new concepts and actual algorithms for Java locks:
To exploit the contention transience and thread locality, we proposed new concepts
of deflation and reservation. We also designed new algorithms for Java locks that
incorporated the concepts. The algorithms are precisely designed to utilize previous
ideas while reducing the overhead in the common cases.

Implementations and evaluations in actual environments:
We implemented the new algorithms in a state-of-the-art Java system, and showed
actual performance improvements in real Java applications as well as in micro-
benchmarks.

Consequently, this thesis contributes to improving the performance of Java applications
by accelerating the processing of Java locks based on deep analysis of their behavior in
real Java applications.
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1.4 Thesis Configuration

The remaining chapters of this thesis are organized as follows.

Chapter 2 describes the mechanism of Java locks and introduces several major tech-
niques to accelerate their performance prior to our research. Chapter 3 then defines the
problems to be solved to improve the performance of Java locks and discusses possible
approaches.

The following three chapters show our analyses and accelerations of Java locks. Chap-
ter 4 describes the tasuki lock, which is our first enhancement based on the finding of
contention transience. Chapter 5 explains the second important finding of thread locality,
and proposes an enhancement by using the reservation lock. Chapter 6 shows an im-
provement of the reservation lock, the asymmetric lock, introducing a new methodology
to construct Java locks from a primitive spin lock.

Chapter 7 discusses related work from various viewpoints, and Chapter 8 concludes
this thesis.



Chapter 2

Java Locks

2.1 Introduction

This chapter first explains the mechanism of thread synchronization in Java and describes
Java locks in detail, which is a core component of the mechanism. Then several major
acceleration techniques for Java locks that have been done prior to our research will be
introduced, showing their implementations.

2.2 Overview of Java Locks

One unique feature of Java is that it has built-in support for parallel processing. In Java,
threads are provided as a first class primitive in the language, unlike C, where threads
are provided as an external library. Therefore, Java applications can utilize threads very
easily, just by extending the Thread class and implementing its run method!, and starting
its instance by invoking the start method [7]0 The new thread starts execution from the
run method.

Figure 2.1 shows an example of thread programming in Java. The program is executed
from the main method at line 27. First, two counters, ¢; and ¢ (lines 29-30), and three
threads, A, B, and C' (lines 33-35), are created as shown in Figure 2.2. The threads are
started by the invocations of the start method at line 38, then execute the run method
(line 19) independently. In the method, a counter specified at the thread creation time
is incremented 10,000,000 times. After starting the three threads, the main thread waits
for their termination (line 41) and exits after printing the values of the two counters
(lines 44-45).

The threads are executed independently and asynchronously on a Java virtual machine
(JVM). To avoid the situation that multiple threads increment the same counter simul-

IThere is another way, where a Thread instance is created while specifying a class which implements
a Runnable interface and its run method, and is started through the start method.

bt
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// Simple counter
class MyCounter {
int value = 0;

CHAPTER 2. JAVA LOCKS

synchronized int add(int i) { // Guarded by Java locks
value = value + i;

return value;

}

// Simple thread

class MyThread extends Thread {
MyCounter counter;

MyThread (MyCounter c) { // Constructor

counter = c;

}

public void run() { // Entry point of the thread

for (int i =

0; i < 10000000; i++)

counter.add(1);

}

// Test driver
class MyExample {

public static void main(Stringl[] args) throws InterruptedException {
// Create counters

MyCounter cl1
MyCounter c2

// Create threads with specified counters

MyThread thA
MyThread thB
MyThread thC

// Start the
thA.start();

= new MyCounter();
= new MyCounter();

= new MyThread(cl);
= new MyThread(cl);
new MyThread(c2);

threads
thB.start(); thC.start();

// Wait for the threads’ termination

thA.join();

thB. join(); thC.join();

// Show the counters

System.out.println("Cl is " + cl.value);
System.out.println("C2 is " + c2.value);

Figure 2.1: Example of thread programming in Java
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MyCounter C:
Thread A add(1)

Thread B

Blocked until Thread A
exits from the monitor Thread C add(1)

for MyCounter G

Figure 2.2: Threads and objects in the example

taneously and the results become inconsistent, some mechanism of mutual exclusion (or
thread synchronization) should be supported. For that purpose, Java provides a mutual
exclusion mechanism based on the concept of monitors [20, 21, 46], which are associated
with objects [7].

At most only one thread can enter an object’s monitor simultaneously. When another
thread is in the monitor, a thread trying to enter is forced to wait by the JVM until the
first thread exits from the monitor. In Java, a thread is permitted to enter a monitor
recursively. In this case, a waiting thread can enter the monitor only when it has been
exited the same number of times as it was entered.

In Java, the monitor operations are specified by declaring a method or a block as syn-
chronized, rather than by specifying the enter and exit independently. If the specified
method is an instance method, its receiver object, this, is used for a monitor. If the
method is a class method (static method), its class object is used for a monitor. When a
block is declared as synchronized, an object which will be used for a monitor is specified
at the same time.

In the example of Figure 2.1, the add method of the MyCounter class is declared as
synchronized. Therefore, for each MyCounter object, at most one thread can execute
the add method simultaneously, so the counter’s consistency is preserved. Note that the
add methods can be executed for counters ¢; and ¢y simultaneously by different threads,
because the monitor is prepared independently for each object,

To realize this monitor behavior, the JVM uses a lock mechanism, Java lock, associated
with each object. The lock is acquired by a thread when it enters the object’s monitor,
held while the thread is in the monitor and executing the synchronized method, and
released when the thread exits from the monitor. If a thread attempts to acquire a lock
held by another thread, the second thread is blocked until the first thread releases the
lock.
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Table 2.1: Investigation of Java locks in SPECjvm98

Number of
Program lock acquisitions

202_jess 14,646,978
~201_compress 28,895
~209_db 162,117,521
_222 mpegaudio 27,168
_228_jack 38,570,415
213_javac 47,062,772
227 mtrt 3,522,926

In Java programs, lock acquisitions and releases are performed very frequently. For
example, in the example of Figure 2.1, 30,000,000 acquisitions and releases are done
because each of the three threads invokes the add method 10,000,000 times. Similar
situations are also observed in more realistic Java programs. Table 2.1 summarizes the
number of lock acquisitions performed during the execution of seven programs? from the
SPECjvm98 benchmark [100]. From the table, we can see that many lock operations are
performed, especially in 209 _db, 213_javac, and _228_jack.

One reason why lock operations are performed so frequently is that Java programs,
especially its libraries, must be designed as thread-safe so that they run correctly even
in a multi-threaded environment. For that reason, the methods for objects that may be
shared among threads must be declared as synchronized, which leads to frequent lock
operations [45]. For example, in Figure 2.1, locks for counter ¢, are actually unnecessary
because it is incremented only by Thread C'. However lock operations are also performed
for that counter because the add method is declared as synchronized to make the class
MyCounter thread-safe.

Another reason is that, in Java, lock operations can be specified very easily, by just
declaring a method as synchronized. Therefore, programmers tend to use the declara-
tion without considering deeply, even for methods that need not be synchronized. For
example, in early versions of the Java libraries, we observed many unnecessary recursive
locks which were caused by invoking a synchronized method from another synchronized
method for the same object.

2Each program was run in the application mode, specifying the problem size as 100% and the number
of executions as three, on the IBM Developer Kit for Windows, Java Technology Edition, Version 1.3.1
[53], while turning off its JIT compiler to avoid lock elimination. See Table 5.1 for the description of each
program.
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2.3 Implementation of Java Locks

As shown in the previous section, lock operations are performed very frequently in Java,
so the implementation of Java locks significantly affects the performance of Java pro-
grams. It was reported that 19% of the total execution time was consumed by thread
synchronization in an early version of Java [6]. As a result, tremendous efforts have been
devoted to optimizing Java locks.

Before showing the history of the improvement, this section explains how Java locks are
implemented by using a naive example, which directly uses a synchronization mechanism
provided by an operating system.

2.3.1 A Monitor Implementation for Java Locks

The OS-level synchronization mechanism for Java locks must provide an event notification
mechanism among threads as well as the basic mutual exclusion, because Java locks
support notification through the wait and notify(A11l) methods [41].

Figure 2.3 shows an example implementation of monitor for Java locks in pseudo-C
code, which combines a mutual exclusion primitive (os_mutex) and a condition notifica-
tion primitive (os_cond) provided by an operating system3. Here, we assume that the
os_mutex mechanism is implemented by the operating system in cooperation with its
thread scheduler, so the thread is suspended if it tries to acquire the os_mutex being held
by another thread. We also assume that os_mutex supports recursive acquisition.

In the code, a thread® can enter a monitor by calling the monitor_enter function
(line 6) with the address of the monitor structure (lines 1-4). At most one thread can
enter the monitor simultaneously. When another thread is in the monitor, the thread
calling monitor enter is forced to wait until the already entered thread exits from the
monitor by calling the monitor exit function (line 11). However, it is possible for a
thread to enter the same monitor recursively.

In addition, a thread can wait for an event notification by calling the monitor wait
function (line 17) while it is in the monitor. The thread implicitly exits from the monitor
when it is suspended for waiting. The waiting thread will become runnable again when
another thread calls the monitor notify function (line 23) or the monitor notify all
function (line 29) while entering the monitor. As their names imply, the former function
notifies only one thread, while the latter notifies all threads waiting on the monitor. Note
that the notified thread must implicitly enter the monitor again to resume execution. The
notification functions do nothing if no thread is waiting on the monitor. No race hazard

3Operating systems which support threads usually provide functions corresponding to these primitives.
For example, in a Pthreads [85] environment, pthread mutex and pthread_cond can be used almost as
they are defined.

4Note that threads in this subsection are not Java threads, but lower-level threads provided by the
underlying operating system, which are used to construct Java threads.
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: typedef struct monitor {

struct os_mutex mutex;
struct os_cond cond;

: } monitor_t;

monitor_enter (monitor_t *mon) {
os_mutex_lock(&mon->mutex); // block if the mutex is held by another thread
return SUCCESS; // recursive monitor_enter is permitted

monitor_exit(monitor_t *mon) {

if (los_mutex_owned(&mon->mutex)) return ILLEGAL_STATE;
os_mutex_unlock (&mon->mutex) ;

return SUCCESS;

monitor_wait(monitor_t *mon) {

if (los_mutex_owned(&mon->mutex)) return ILLEGAL_STATE;
os_cond_wait (&mon->cond, &mon->mutex); // wait until signaled
return SUCCESS;

monitor_notify(monitor_t *mon) {

if (los_mutex_owned(&mon->mutex)) return ILLEGAL_STATE;
os_cond_signal (&mon->cond); // restart a waiting thread
return SUCCESS;

monitor_notify_all(monitor_t *mon) {

if (los_mutex_owned(&mon->mutex)) return ILLEGAL_STATE;
os_cond_broadcast (&mon->cond) ; // restart all waiting threads
return SUCCESS;

Figure 2.3: Monitor implementation by OS primitives

occurs here since both the monitor wait and monitor notify functions can be called
only in the monitor.

If functions other than monitor_enter are called without entering the monitor, an
ILLEGAL STATE error is returned (lines 12, 18, 24, and 30).

In the remaining part of this thesis, these monitor functions will be used as the base
synchronization primitives provided by the underlying operating system.

2.3.2 A Naive Implementation of Java Locks

The most naive implementation of Java locks is derived by directly using the monitor
mechanism shown above. According to the Java specification, any object can be used for
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Figure 2.4: Data structure for the naive implementation
1 : // Object header contains the 0S-provided monitor structure
2 : typedef struct object {
3 : // :
4 monitor_t mon; // initialized when the object is created
5 : //
6 : } Object;
7
8 : // Current thread acquires the object’s lock
9 : int Java_lock_acquire(Object *obj) {
10 : return monitor_enter (&obj->mon);
11 : }
12 :
13 : // Current thread releases the object’s lock
14 : int Java_lock_release(Object *obj) {
15 : return monitor_exit (&obj->mon) ;
16 : }
17
18 : // Current thread blocks until notified, the lock is released until woken up
19 : int Java_lock_wait(Object *obj) {
20 : return monitor_wait (&obj->mon) ;
21 }
22
23 : // Notify a waiting thread
24 : int Java_lock_notify(Object *obj) {
25 : return monitor_notify(&obj->mon) ;
26 : }
27 :
28 : // Notify all waiting threads
29 : int Java_lock_notify_all(Object *obj) {
30 return monitor_notify_all(&obj->mon);
31 : }

Figure 2.5: Naive implementation of Java locks
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a lock by specifying it as a target of a synchronized method or block. Therefore, this
implementation prepares the monitor structure in every object’s header®, as shown in
Figure 2.4. A similar approach was actually used in very first versions of the Kaffe [63]
virtual machine.

Figure 2.5 shows the implementation in pseudo-C code. For executing a synchro-
nized method, the JVM calls the Java lock acquire function (line 9) while specifying
the address of the target object. This function calls monitor_enter with the address of
the monitor structure in the object’s header. The current thread is blocked if another
thread is holding the object’s lock.

When Java_lock_acquire returns, it means that the object’s lock has been acquired
by the current thread. The JVM then executes the code in the synchronized method,
such as lines 6-7 of the add method in Figure 2.1. When it finishes, the JVM calls the
Java lock release function (line 14) to release the object’s lock. This function calls the
monitor_exit function just as above.

Java supports event notification among threads through the wait, notify, and no-
tifyAll methods of the Object class. Therefore, Java lock implementation must also
provide functions for them. In the naive implementation of Figure 2.5, the Java_lock -
wait (line 19), Java lock notify (line 24), and Java lock notify all (line 29) are the
functions for that purpose. The JVM calls these functions when corresponding Java
methods are invoked, and then the corresponding monitor functions are called.

In functions other than Java lock acquire, if the current thread does not hold the
specified object’s lock, the ILLEGAL_STATE error is returned®. In this case, the JVM will
generate and throw an I1legalMonitorStateException as defined in the Java specifica-
tion [41].

The code shown here is a very naive example to explain how Java locks are imple-
mented, so the performance is not good in many ways. The improvement of Java locks can
be rephrased as to enhance the data structures for locks associated with objects and the
five functions, Java_ lock acquire, Java lock release, Java lock wait, Java lock -
notify, and Java_locknotify_all.

2.4 History of Java Lock Improvements
This section introduces several major techniques created to improve the performance of

Java locks. In principle, these improvements are done by optimizing common cases, which
are found from analyses of lock behavior in real Java programs.

Usually, the internal structure of Java object consists of a header and a body. The body contains field
values of the object, while the header contains meta-level information for the object, such as its class,
various flags, information for GC, and data for lock processing.

6This occurs, for example, when the Object.wait method is invoked outside of the appropriate syn-
chronized block.
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Table 2.2: Number of objects used for locks in SPECjvm98

Objects Objects
Program created used for locks Ratio
_202_jess 23,999,733 21,278 0.089%
201 _compress 18,586 2,135 11.5%
~209_db 9,883,475 66,592 0.674%
_222 mpegaudio 26,456 1,620 6.12%
_228_jack 19,334,735 1,635,497 8.46%
_213_javac 19,140,558 1,192,734 6.23%
227 mtrt 21,622,389 3,020 0.014%

2.4.1 Monitor Table

In the naive implementation example of Section 2.3.2, every object contains the monitor
structure for lock processing in its header, as shown in Figure 2.4. This is because any
object can be used for a lock in Java. However, in real Java programs, only a few objects
are actually used as the target of lock operations. Table 2.2 shows the ratio of objects
used for locks in the SPECjvm98 benchmark programs, measured in the same condition
as in Table 2.1. From the table, it is revealed that at most only 10% of the total number
of objects are actually used for lock processing.

The object’s header is a very precious estate. From the viewpoint of memory usage, it
is ineffective to prepare monitor structures for all objects, most of which are not used for
locks. Therefore, a method was developed to allocate monitors separately from objects,
and maintain the mapping from objects to monitors by a global monitor table.

Figure 2.6 illustrates the data structure of this method. The object’s header contains
no field for the lock, and the association between objects and monitor structures is main-
tained by a newly added table. Notice that no monitor structures are associated with
Objects 1 and 4, since the structure is allocated and associated when an object is first
used for a lock.

Figure 2.7 shows the implementation of the monitor table method in pseudo-C code,
where the sidelines indicate the portions modified or added to the naive implementation
shown in Figure 2.5. In the new code, each lock function first calls the lookup monitor
function (line 9) to get the monitor structure associated with the target object. This
function first searches the table (line 12), and if the monitor structure is not found, it
creates a new structure for the object and registers it into the table (lines 14-15).

Although this method improved the memory utilization efficiency because no lock-
related field is necessary in an object’s header, it forces each lock function to look up the
monitor table. Since the table is a global resource in the JVM, some mutual exclusion
is necessary to access it, which means that another lock must be acquired (line 11) for
processing Java locks. Therefore, the method suffered from slow performance and bad



14

CHAPTER 2. JAVA LOCKS
Object 3 .
Object 1 Header Object 5
) Header
Header Obiect 2 Object 4
no field for lock) £c Body Header Body
Body
~——
. Monitor
Monitor table
Object 3 // structure
Object 5 —

- Monitor
e \\_/7 structure

Monitor

structure

Figure 2.6: Data structure of a monitor table

1 : // Object header does not contain a monitor structure
2 : typedef struct object {

3 : // :

4 : // no field for lock

5 : //

6 : } Object;

7

8 : // Returns a monitor associated with the object
9 : monitor_t *lookup_monitor(Object *obj) {

10 : monitor_t *mon;

11 : Global_lock_acquire();

12 : mon = Search_a_monitor_from_the_table(obj);
13 : if (mon == NULL) { // if not found

14 : mon = Create_a_monitor();

15 : Register_a_monitor_to_the_table(obj, mon);
16 : }

17 Global_lock_release();

18 : return mon;

19 : }

20 :

21 : int Java_lock_acquire(Object *obj) {

22 : monitor_t *mon = lookup_monitor(obj);

23 return monitor_enter (mon);

24 : }

25

26 : int Java_lock_release(Object *obj) {

27 monitor_t *mon = lookup_monitor(obj);

28 : return monitor_exit(mon) ;

29 : }

30

31 : // Java_lock_wait()/notify()/notify_all() are implemented in the same manner

Figure 2.7: Java locks using a monitor table
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Figure 2.8: Data structure for the direct pointing method

scalability [3, 43].

The early versions of Java virtual machines from Sun, for example JDK 1.1.6, used a
variation of this monitor table method, with an optimization technique called a monitor
cache [123]. This technique reduced the number of accesses to the global monitor table by
preparing small per-thread caches to hold the recent results of 1lookup monitor by each
thread.

2.4.2 Direct Pointing by Data Displacement

One technique to eliminate the table reference overhead is a direct pointing method by
using header word displacement [87]. When an object is first used for a lock, the method
directly stores a reference to a monitor structure into a rarely used field of the object’s
header, displacing the original value of the field into the monitor structure.

Figure 2.8 illustrates the data structure for this method. The global monitor table in
Figure 2.6 has been eliminated, and the monitor structures are directly pointed at from
the objects’ headers. A one-bit flag named 0BJFLAG_MON_ASSOCIATED is prepared in the
object’s header to indicate whether or not the monitor structure is ready for the object.
For Objects 1 and 4, the flag is not set and monitor structures have not been prepared,
since the objects have not yet been used for locks.

Figure 2.9 shows the implementation in pseudo-C code, where the sidelines indicate
the portions modified from the monitor table code in Figure 2.7. To get the corresponding
monitor structure from an object, the get monitor function (lines 18-34) is prepared by
replacing the lookup monitor function. By using this new function, when an object is
first used for a lock, a monitor structure is created and its address is stored in the rare-
ly used_info field in the object’s header while setting the 0BJFLAG MON_ASSOCIATED flag
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// Object header contains a rarely_used_info, which may point to a monitor

: typedef struct object {

//
volatile unsigned int flag; // 1 bit used to show the next field’s usage
int rarely_used_info; // may contain a pointer to a monitor struct
// :

} Object;

// Now the monitor structure has an extra field to hold the displaced data

: typedef struct monitor {

//

// original monitor fields

//

int displaced_info; // additional field to store the displaced info
} monitor_t;

// Returns a monitor for the object
monitor_t *get_monitor(Object *obj) {
if (obj->flag & OBJFLAG_MON_ASSOCIATED)
return (monitor_t *)obj->rarely_used_info; // fast path
// create a monitor and store its address to the object’s header
monitor_t *mon;
Global_lock_acquire();
if (obj->flag & OBJFLAG_MON_ASSOCIATED)
mon = (monitor_t *)obj->rarely_used_info;
else {
mon = Create_a_monitor();
mon->displaced_info = obj->rarely_used_info;
obj->rarely_used_info = (int)mon;
obj->flag |= OBJFLAG_MON_ASSOCIATED;
}
Global_lock_release();
return mon;

int Java_lock_acquire(Object *obj) {
monitor_t *mon = get_monitor(obj);
return monitor_enter (mon);

int Java_lock_release(Object *obj) {
monitor_t *mon = get_monitor(obj);
return monitor_exit(mon) ;

}

// Java_lock_wait()/notify()/notify_all() are implemented in the same manner

Figure 2.9: Java locks using the direct pointing method
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Figure 2.10: Data structure for thin lock

(lines 29-30). Just before this, the data which was originally stored in the field is moved
to the displaced info field added to the monitor structure (line 28). As for the data
displaced from the header to the monitor structure, one candidate is a hash code for the
object, which is a value unique to each object returned by an Object.hashCode method.

These monitor preparation processes must be done while acquiring a global lock
(line 23). However, once done, the monitor can be got from the object very quickly
(lines 19-20), without referring to a table or acquiring the global lock.

The direct pointing method improved the scalability since it does not require a global
monitor table. However, this could not improve the lock performance too much, since
OS-provided heavyweight monitors were still used in all cases.

2.4.3 Thin Lock

All of the lock methods explained above use a synchronization mechanism provided by
the underlying operating systems, such as the one shown in Section 2.3.1, for the lock
processing itself. Therefore, the overhead of Java locks was significant because OS func-
tions are called for every lock operation. In 1998, Bacon, Konuru, Murthy, and Serrano
proposed an excellent lock algorithm called thin lock” [11], exploiting the observation that
most locks are not contended in Java.

As shown in Figure 2.10, the thin lock reserves one word® in each object’s header, the
lockword. The lockword contains a mode flag called the shape bit, which distinguishes

"In the original paper, they used the plural form, thin locks. However in this thesis, we mainly use
the singular form, to express the thin lock algorithm itself.

8 Actually, the whole 32 bits are not necessary for the algorithm. They reserved a 24-bit field where
remaining 8 bits are used for miscellaneous flags that are not directly related to lock operations. In
addition, they did not reserve the field by increasing the size of an object. In the base JVM they used,



18 CHAPTER 2. JAVA LOCKS
Flat mode Inflated mode
(Shape bit=0) (Shape bit=1)
Object creation
Shape bit l
Not acquired [0] 0 |
acquire/ release
acquire* T release [1] (poipter) |
_ %te

Acquiredby T [0] T | Monitor
structure

Figure 2.11: Lockword state transitions of thin lock

between the following two modes. When the shape bit is zero, the lockword is in the flat
mode. Otherwise, it is in the inflated mode. This bimodal use of the lockword is the most
important feature of the thin lock.

The meanings of lockword in each mode and state transitions among them are shown
in Figure 2.11, where the thickness of arrows indicates the relative cost of the transition.
As long as contention does not occur, the lockword is in the flat mode. In this mode,
the lock can be acquired by setting the current thread’s identifier to the lockword with a
compare_and_swap’, which is an atomic operation to perform a comparison and store of
memory data, as shown in Figure 2.12.

The monitor structure is first prepared when a thread attempts to acquire a lock held
by another thread, that is, when the lock is contended. As in the direct pointing method
in Section 2.4.2, the address of the monitor is stored in the lockword. At this time, the
shape bit is set and the lockword becomes to the inflated mode. This mode transition
is called inflation. In the inflated mode, lock operations are performed by calling the
monitor functions, as in other lock methods explained above.

In the case of Figure 2.10, the lockwords of Objects 3 and 5 are already inflated, and
lock operations for these objects are performed by using the monitor structures pointed at
through the lockwords. In contrast, the lockword of Object 2 is in flat mode, even though
it is currently held by Thread 7'. This is because no contention has yet occurred on the
object, so lock operations can be performed very quickly by using compare_and swap.

an object’s header included a field for storing the object’s hash code. A compression technique allows
the field to be reduced to two bits, making 24 bits free and available to their algorithm. The technique
was independently invented by them and Agesen [2].

9Since the swapped original value is not used in our definition, the operation should have been called
compare_and _store.
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: int compare_and_swap(volatile unsigned int *addr,

unsigned int oldval, unsigned int newval) {
// The following is performed atomically
if (*addr == oldval) { *addr = newval; return SUCCESS; }
else return FAILURE;

DO WN -

Figure 2.12: Semantics of compare and swap as used in this thesis

Figure 2.13 shows the implementation in pseudo-C code, where the sidelines indicate
the portions added for the thin lock. Note that the support of shallowly nested lock
acquisitions is omitted from this code!” to simplify the explanation.

The lockword is initially set to zero, which means that it is in the flat mode and
not acquired. The Java lock acquire function first attempts to set the current thread’s
identifier, which can be got by thread id, to the lockword by using compare_and swap
(lines 12-13). This is the fastest, and most common case in this method. If the attempt
fails, it means that the flat-mode lock is being held by another thread or the lockword is
already inflated.

In the former case, the lockword is first inflated, which is performed by acquiring
the flat-mode lock in a busy-wait loop (lines 15-20), and then storing the address of the
created monitor in the lockword while setting its shape bit (line 30). If the lockword is
in the inflated mode, the lock acquisition is performed by the monitor_enter function
(line 23) as in other lock methods. At this time, the address of monitor structure can
easily be extracted from the lockword (line 22), without referring to a table or acquiring
a global lock, as in the direct pointing method.

The Java_lock release function first checks the mode of the lockword (line 35). The
flat-mode lock can be released by simply storing zero into the lockword (line 37), while
the inflated-mode lock is released by calling the monitor_exit function (line 41).

The Java_lock_wait function requires an event notification mechanism which is pro-
vided through the monitor structure. Therefore if the lock is in the flat mode, the function
first prepares the monitor structure by forcing the inflation (lines 46-49).

By using the thin lock, OS-provided heavyweight monitors became unnecessary in
most lock operations, so the performance of Java applications was greatly improved. The
original paper [11] reported a maximum speedup of 1.7 in realistic applications.

This subsection has given an overview of the thin lock from the viewpoint of the
history of Java lock improvements. We will revisit the thin lock in Chapter 4 as the
base algorithm for our Java lock accelerations, showing its philosophy, implementation
techniques, and issues.

10The actual thin lock allocates 8 bits of the lockword in flat mode for counting the number of recursive
acquisitions.
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: // Object header contains a word for lock
: typedef struct object {

//
volatile unsigned int lockword;

//

: } Object;

: #define SHAPE_BIT 0x80000000

int Java_lock_acquire(Object *obj) {
// flat lock path
if (compare_and_swap(&obj->lockword, 0, thread_id()) == SUCCESS)
return SUCCESS;
// inflation loop
while ((obj->lockword & SHAPE_BIT) == 0) {
if (compare_and_swap(&obj->lockword, 0, thread_id()) == SUCCESS) {
inflate(obj); return SUCCESS;
}
thread_yield();
}
// inflated lock path
monitor_t *mon = (monitor_t *) (obj->lockword & “SHAPE_BIT);
return monitor_enter (mon) ;

: // Inflate the object’s lockword, which is held by current thread
: void inflate(Object *obj) {

monitor_t *mon = Create_a_monitor(); // assume that the MSB is O
monitor_enter (mon) ;
obj->lockword = SHAPE_BIT | (unsigned int)mon; // set the shape bit

int Java_lock_release(Object *obj) {

unsigned int lw = obj->lockword;

if ((1w & SHAPE_BIT) == 0) { // flat lock path
if (lw !'= thread_id()) return ILLEGAL_STATE;
obj->lockword = 0; return SUCCESS;

}

// inflated lock path

monitor_t *mon = (monitor_t *)(lw & ~“SHAPE_BIT);

return monitor_exit (mon) ;

Figure 2.13: Thin lock (simplified version) (1 of 2)
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int Java_lock_wait(Object *obj) {

}

unsigned int lw = obj->lockword;

if ((lw & SHAPE_BIT) == 0) { // flat mode
if (lw !'= thread_id()) return ILLEGAL_STATE;
inflate(obj); // force the inflation

}

// execute the wait using the monitor structure

monitor_t *mon = (monitor_t *) (obj->lockword & ~SHAPE_BIT);

return monitor_wait (mon) ;

// Java_lock_notify() /notify_all() are implemented in the same manner

Figure 2.13: Thin lock (simplified version) (2 of 2)

Summary

This chapter described the basic usage and several major implementations of Java locks.
To implement Java locks, we must prepare the data structures for the locks associated
with the objects and the five functions: Java lock acquire, Java lock release, Java -
lock wait, Java_locknotify, and Java_ lock notify all.

Among the many implementations of Java locks proposed so far, the thin lock by
Bacon et al. was an epoch-making method, by which OS-provided heavyweight monitors
became unnecessary for most lock operations.






Chapter 3

Problem Definition

3.1 Introduction

In Chapter 2, we showed that fast lock algorithms are one of the key components to
improve the performance of Java applications, and explained several major techniques to
accelerate Java locks. However, we think there is still room for improvement. The goal
of our research is to accelerate Java locks to the greatest extent theoretically possible,
following upon the efforts for acceleration shown in the previous chapter.

In this chapter, we first analyze the approaches of prior lock improvements by position-
ing them into a chart. We then define problems to be solved in this thesis for achieving
the ultimate goal. Possible directions for the solution are also briefly mentioned.

3.2 Problems to Solve

Through the research shown in the previous chapter, Java locks have become considerably
faster than those in the early Java implementations. We noticed that each of these research
projects was done by first discovering a characteristic of Java locks from the analysis of
real applications, and then reducing the cost in that typical-use pattern, which is the
most common case related to the characteristic. Figure 3.1 positioned the characteristics
utilized in prior lock algorithms in a chart. All of the objects created for a Java application
are illustrated in the figure since locks are associated with objects in Java.

The first characteristic of Java locks is that only a few objects are actually used
for locks, although any objects can theoretically be used. The monitor table method
introduced in Section 2.4.1 utilized this characteristic to reduce the memory consumption.
In this method, monitor structures are not prepared for objects that are not used for locks,
which is the most common case. When an object is first used for lock, a monitor structure
is prepared and associated with the object.

The direct pointing method in Section 2.4.2 is considered to be a variation of utilizing
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All objects Objects used for locks

Monitor table removed the monitor from
the object's header by exploiting the fact
that most objects are not used for locks.

Objects whose locks
are contended for
Thin lock accelerated Java locks

by exploiting the finding that
most locks are not contended for.

QUESTION: Arethereany other characteristics
exploitable for accelerating Java locks?

Figure 3.1: Characteristics of Java locks and lock methods exploiting them

this characteristic, which also tried to improve the speed and scalability by pointing at
the prepared monitor directly from the object’s header.

The second characteristic shown in Figure 3.1 is that contention between threads never
occurs for most of the objects used for locks. This fact implies that the heavyweight
monitor structure which supports thread suspension is unnecessary for the most common
case. The thin lock explained in Section 2.4.3 accelerated this case by using a simple
compare_and_swap until contention actually occurs for the object.

With the thin lock, the performance of Java locks was drastically improved. However,
we think there is still room for further improvement. To show an example, we modified
a JVM to do nothing at the time of lock processing!. When _209_db in the SPECjvm98
benchmark [100] was executed by the modified JVM on a Linux PC containing dual
500 MHz Pentium III processors, its execution time was reduced by about 12% compared
to the original JVM, which uses a lock mechanism based on the thin lock. That is, even
with thin locks there still exist cases with large lock overheads.

The goal of our research in this thesis is to accelerate Java locks to the highest de-

LOf course, since necessary mutual exclusions are also not performed, Java applications may run
incorrectly on the modified JVM. The example shown here is a single thread application, so it ran
correctly.
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gree possible by removing the remaining overhead. The first problem which should be
addressed for that purpose is the same as in previous research:

Problem 1: Discovering new characteristics of Java locks.

One possible starting point for this is the investigation of the area not yet analyzed in
Figure 3.1, such as the behavior of the contended objects.

However, the finding of new characteristics does not directly lead to the lock acceler-
ation. To achieve this final target, it is necessary to design a lock algorithm which can
accelerate the most common cases with the newly found characteristic. Therefore, we
must also solve the more challenging problem of:

Problem 2: Designing new lock methods which can exploit the characteristics, and eval-
uating them.

The construction of a lock method must be done with the greatest care. As well as
the correctness as a lock, attention must also be paid to avoid degrading the performance.
Therefore, the third problem to be focused on is:

Problem 3: Showing a technique to construct Java locks more easily.

Specifically, a construction technique that can exploit the new characteristic while incor-
porating existing acceleration methods is required.

3.3 Approach

As a concrete approach to solve the problems, we consider here possible improvements
for the thin lock.

First of all, in the thin lock, once a lock is inflated, it is processed after that by a
slow method using a monitor structure. This is because it is not very easy to implement
deflation, a transition from the inflated mode which uses the monitor to the flat mode
which uses compare_and_swap. Another reason is that they considered it better to keep
contended objects in the inflated mode, because they assume such objects tend to be con-
tended for continuously. One possible starting point for our research is the confirmation
of this assumption by investigating the behavior of the contended objects in Figure 3.1.

In addition, the thin lock implementation uses a busy-wait loop for inflating an object’s
lock (lines 1520 in Figure 2.13). It should also be checked that this will not cause
performance degradation. These topics will be examined in the next chapter.

By using the thin lock, the cost of lock acquisition has been reduced to one compare -
and_swap operation. However, such an atomic operation is usually very costly compared to
simple memory access operations. If we can acquire a lock without any atomic operations
for common cases, the cost of locks is further reduced. To pursue the possibility, the area
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of non-contended objects in Figure 3.1 should also be investigated to find any exploitable
characteristics. This topic will be examined in Chapter 5.

As for the lock construction techniques, we will show a method of adding a new feature
to the existing lock method in Chapter 5. In addition, in Chapter 6, we will attempt a
new approach of replacing the compare_and swap, which is one primitive for constructing
Java locks, with another spin lock.

3.4 Summary

In this chapter, we discussed the problems to be solved in this thesis. To achieve the goal
of the thesis, accelerating Java locks to the highest degree possible, we must solve the
problems of (1) finding new characteristics of Java locks that are (2) exploitable by new
lock algorithms to reduce the lock overhead. The new algorithms should (3) coexist with
existing accelerating methods, while making the best use of the new characteristics and
improving the performance.

To solve the problems, we will further analyze the behavior of Java locks by first
focusing on the contended locks in Figure 3.1. The area of non-contended locks in the
figure will also be analyzed later.



Chapter 4

Tasuki Lock

4.1 Introduction

In this chapter, we will introduce our first improvement of Java locks, named the tasuki*
lock [88]. The tasuki lock supports the deflation of a lockword to exploit the newly-
identified characteristic of Java locks that most contentions are temporary.

We will first revisit the thin lock, and identify potential issues in its bimodal use of
the lockword. Next, we analyze the synchronization behavior of real multi-threaded Java
programs, especially focusing on contended objects. The result indicates that busy-wait
and absence of deflation can be problematic in terms of robustness and performance.
Based on the analysis, we propose a new algorithm, tasuki lock, that allows both infla-
tion without busy-wait and deflation, but still maintains an almost maximum level of
performance in the absence of contention. Finally, we evaluate an implementation of our
algorithm in IBM’s production Java virtual machine. The measurements show not only
increased robustness but also performance improvements of up to 13.1% in server-oriented
benchmarks.

The remaining sections in this chapter are organized as follows. Section 4.2 intro-
duces the concept of spin and suspend locks, and Java locks using a bimodal lockword.
Section 4.3 revisits the base bimodal lock algorithm, which is a simplified version of thin
lock. Section 4.4 presents measurements for multi-threaded Java applications, especially
focusing on the contended locks. Section 4.5 describes our bimodal lock algorithm in
detail, and Section 4.6 shows performance results of an implementation of our algorithm.
Finally, Section 4.7 gives the summary of this chapter.

In Japan, a tasuki is worn for tucking up sleeves, resulting in the shape of the letter ‘x’ on the back.
As we will see later in Figure 4.9, the most important characteristic of our algorithm is that the shape is
formed by the write/read dependency arrows of a lock field and a status bit.
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1 : int spin_acquire(volatile unsigned int *lock) {

2 while (compare_and_swap(lock, 0, thread_id()) != SUCCESS)
3 : continue; // spin until success

4 return SUCCESS;

5 : }

6 :

7 : int spin_release(volatile unsigned int *lock) {

8 : *lock = O;

9 : return SUCCESS;

10 : }

Figure 4.1: Simple spin lock using compare_and _swap

4.2 Java Locks with Bimodal Fields

Even before the birth of Java, the field of thread synchronization (or process synchroniza-
tion) had been studied both long and deeply. As a result, most modern computer systems
provide two classes of locks for system programmers, spin and suspend locks. A spin lock
is realized with a memory word, by repeatedly performing a test (spinning) against the
word with such atomic primitives as test_and_set, fetch_and add, or compare_and -
swap. Figure 4.1 shows an example of a spin lock using compare_and_swap?. A thread
can acquire the spin lock by setting its identifier to the memory word pointed at by lock.

On the other hand, suspend locks, typical instances of which are semaphores [29] and
monitors [20, 21, 46], support the suspension of threads when they cannot acquire locks.
Therefore, the suspend locks must be integrated with an operating system’s scheduler,
and thus implemented within the kernel space, and so are heavier than the spin locks.
The monitor code in Figure 2.3 is one example of suspend locks.

A well-known optimization of suspend locks, first suggested by Ousterhout, is to com-
bine the technique with spin locks in the user space [90]. In acquiring this spin-suspend
lock, a thread first tries to acquire the spin lock, but only a small number of times (pos-
sibly only once). If it fails to grab the spin lock, the thread then attempts to obtain the
actual suspend lock, and goes down to the kernel space. As a result, when there is no
contention, synchronization requires just one or a few atomic primitives to be executed
in the user space, and is therefore very fast.

In Java, locks are performed by specifying objects. The main concern here is how
associations between objects and locks are realized. A simple way is to maintain them
in a hash table that maps an object’s address to its associated lock as in the monitor
table method described in Section 2.4.1. This approach is space-efficient, since it does
not require any working memory in an object’s header. However, the runtime overhead
is prohibitive, because the monitor table is a shared resource and every access must be
synchronized.

As briefly explained in Section 2.4.3, Bacon et al. proposed an efficient lock algorithm

2The semantics of the compare_and_swap function was shown in Figure 2.12.
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for Java, called thin lock [11], which optimizes common cases by combining spin locks
and suspend locks as in spin-suspend locks. However, what is really intriguing is that
the algorithm reserves a word (actually a 24-bit field) in an object’s header and makes
bimodal use of the single field. This was the beginning of bimodal locks for Java.

Initially, the field is in the spin-lock mode (flat mode), and remains in this mode as
long as contention does not occur. When contention is detected, the field is put into
the suspend-lock mode (inflated mode), and the reference to a monitor structure for the
suspend lock is stored into the field. In this way, the algorithm achieves the highest
possible performance in the absence of contention, which they found is the most common
case in Java locks.

Actually, their lock algorithm requires an atomic compare_and _swap operation only in
acquiring the lock, not in releasing the lock, whereas many other algorithms perform two
atomic operations, one in acquiring and the other in releasing [3]. This is why we say
that the algorithm achieves the highest performance.

However, we feel that the mode transitions inherent in bimodal locks have not yet
been fully considered. Transitions from and to the spin-lock mode are called inflation
and deflation, respectively. Their algorithm requires contending threads to busy-wait for
inflation, and does not perform deflation at all.

4.3 The Base Algorithm and Its Issues

This section describes the base lock algorithm for Java we try to improve. It is a simplified
version of the thin lock [11], an overview of which was given in Section 2.4.3. We sim-
plify their original algorithm in order to concentrate on those portions relevant to mode
transitions. We start by revisiting the thin lock, derive a simplified version, and discuss
issues inherent in bimodal locks.

4.3.1 Thin Lock Revisited

The thin lock was the first bimodal lock algorithm to allow a highly efficient implementa-
tion of Java locks. It was deployed across many IBM versions of the JDK, including the
IBM Developer Kits, Java Technology Edition [53], for AIX, Windows, Linux, OS/2, and
0S/390. The important characteristics are:

Space It assumes that a 24-bit field (lockword) is available in each object’s header for
implementing locks, and makes bimodal use of the lockword, with one mode for spin
lock and the other for suspend lock. These modes are distinguished by a shape bit
in the lockword.

Speed It takes a few machine instructions in acquiring and releasing a Java lock in the
absence of contention, while it still achieves better performance in the presence of
contention than the original JDK.
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Shape bit

Flat mode o tid [ rent [T>—<"]

(spin-lock mode) 1 15pits 8 bits (8 bits)

Inflated mode |1 moniter ID [ ]
(suspend-lock mode)

Monitor
structure
for suspend
lock

Figure 4.2: Bimodal use of a lockword in the actual implementation of thin lock

Software Environment It assumes that the underlying layer provides suspend locks
with the full range of Java synchronization semantics. The (heavyweight) monitor
code shown in Section 2.3.1 is an example of such suspend locks.

Hardware Support As necessary hardware support, it only assumes the existence of
a compare_and swap operation executable in user mode. Almost all modern pro-
cessors, including Pentium [55] and PowerPC [49, 79|, support the operation as a
primitive instruction or as a sequence of instructions.

Like spin-suspend locks, the thin lock optimizes common, uncontended, cases by per-
forming hardware-supported atomic operations against a lockword. However, it optimizes
not only the most common case — that of acquiring a lock which is not currently acquired
(outermost acquisition) — but also the second most common case — that of acquiring
a lock which was already acquired by the same thread a small number of times (shallow
recursive acquisition). It does so by carefully engineering the structure of its lockword,
specifically by using 8 bits of lockword in the spin-lock mode as a recursion count.

Figure 4.2 shows the structure of 24-bit lockword actually used in the thin lock. In
the flat mode where the shape bit is 0, the 15-bit tid field is used to hold the thread
identifier currently acquiring the spin lock, and the 8-bit rcnt field is used to hold the
count of recursive spin-lock acquisitions. The rightmost 8 bits are used for miscellaneous
flags that are not directly related to lock operations.

4.3.2 The Base Algorithm

The base algorithm we use in this chapter is a simplified version of the original thin lock
in two respects:

e Fxtension of the lockword to make it a full word.
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Flat mode Inflated mode
(Shape bit=0) (Shape bit=1)
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Shape bit l

Not acquired [0]
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Figure 4.3: Lockword structure and its state transitions of the base algorithm

e Omission of the optimization for shallowly nested lock acquisitions.

Except in these two respects, the base algorithm shares all of the important characteristics
of the thin lock. Note that both of the simplifications are purely for the sake of expla-
nation. Our actual implementation, which we will describe in Section 4.5, uses the same
number of bits, 24 bits, for the lockword, and performs the same level of optimization for
shallowly nested lock acquisitions.

We now present the base lock algorithm. First, the lockword has one of two structures:
a flat structure for spin-lock mode and an inflated structure for suspend-lock mode. These
structures are distinguished by the shape bit. Figure 4.3 reshows the structure of the
lockword and its state transitions. The left part illustrates the lockword structure in flat
mode. The value of the shape bit is 0, and the remaining bits hold a thread identifier.
The value of the lockword is 0 if no thread is holding the lock. Otherwise, the value is
the identifier of the thread currently holding the lock.

On the other hand, the inflated structure contains a shape bit with a value of 1 and
a monitor pointer (or monitor identifier in the actual implementation), as in the right
part of Figure 4.3. Notice that, when the lockword of an object is in the inflated mode, a
thread may or may not be holding the lock. That depends on the internal status of the
monitor structure referred to through the inflated lockword.

When an object is being created, the lockword is initialized to 0, which indicates that
it is in the flat mode and has not been acquired. Because of the lockword structure, the
thread and monitor identifier must be less than 23! in the base algorithm?.

3In addition, the value 0 is not permitted as the thread identifier since it means that the lock is not
acquired. In the actual implementation, whose lockword structure is shown in Figure 4.2, the thread
identifier must be less than 2'° and the monitor identifier must be less than 223.
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: // Object header contains a word for lock
: typedef struct object {

//

volatile unsigned int lockword;

//

: } Object;

: #define SHAPE_BIT 0x80000000

int Java_lock_acquire(Object *obj) {
// flat lock path
if (compare_and_swap(&obj->lockword, 0, thread_id()) == SUCCESS)
return SUCCESS;
// inflation loop
while ((obj->lockword & SHAPE_BIT) == 0) {
if (compare_and_swap(&obj->lockword, 0, thread_id()) == SUCCESS) {
inflate(obj); return SUCCESS;
}
thread_yield();
}
// inflated lock path
monitor_t *mon = (monitor_t *) (obj->lockword & “SHAPE_BIT);
return monitor_enter (mon) ;

}

// Inflate the object’s lockword, which is held by current thread

void inflate(Object *obj) {
monitor_t *mon = Create_a_monitor(); // assume that the MSB is O
monitor_enter (mon) ;
obj->lockword = SHAPE_BIT | (unsigned int)mon; // set the shape bit

int Java_lock_release(Object *obj) {

unsigned int lw = obj->lockword;

if ((1w & SHAPE_BIT) == 0) { // flat lock path
if (lw !'= thread_id()) return ILLEGAL_STATE;
obj->lockword = 0; return SUCCESS;

}

// inflated lock path

monitor_t *mon = (monitor_t *)(lw & ~“SHAPE_BIT);

return monitor_exit (mon) ;

// Java_lock_wait()/notify()/notify_all() are omitted

Figure 4.4: Base lock algorithm: a simplified version of the thin lock
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Lock Acquisition

Figure 4.4 shows the base algorithm, which is actually the same as that shown in Fig-
ure 2.13. In acquiring an object’s lock, the thread first attempts to acquire a flat lock
by using a compare_and _swap operation (line 12). If the compare and swap succeeds, the
lockword was 0 (in the flat mode and not acquired), and becomes the current thread’s
identifier (acquired by the current thread). This is the fastest, and most common path in
acquiring the lock.

If the compare_and swap fails, there are two possibilities. In one case, the lockword
is already in the inflated mode. The conditional in the while loop (line 15) immediately
fails, and the current thread attempts to enter the object’s monitor (line 23). In the other
case, the lockword is in the flat mode but the object’s lock is being held by some other
thread. This means that flat lock contention is occurring. The thread then enters the
inflation loop, which will be explained below.

Lock Release

In releasing an object’s lock, the current thread first looks at the lockword to determine
if it is in the flat mode (line 35). If so, the current thread releases the flat lock by
simply storing 0 into the lockword (line 37). This is the fastest path in releasing the lock.
Otherwise, it takes the object’s monitor out of the lockword, and exits from the monitor
(line 41).

Notice that the lock release in the flat mode does not require any atomic operations.
This is because an important discipline is imposed on the algorithm that only the thread
currently holding an object’s lock can modify the lockword, except for the initial acqui-
sition by compare_and swap. Hence, the algorithm achieves the highest performance in
the absence of contention: one compare_and swap in acquiring a lock, and a one bit-test
followed by one assignment in releasing the lock.

Inflation

When a thread detects flat lock contention, the thread enters the inflation loop (lines 15—
20) in the Java lock acquire function. In the loop, it performs the same compare -
and_swap operation in order to acquire the flat lock. The inflating thread needs to do so
before modifying the lockword, because of the above-mentioned discipline.

If the compare_and swap succeeds, the current thread calls the inflate function
(lines 27-31). This function creates a monitor for the object, enters the monitor, and
stores into the lockword the monitor’s identifier (address in this simplified implementa-
tion) with a shape bit whose value is 1. If the compare and swap fails, the thread needs
to busy-wait until it detects that some other thread has completed inflation or until it
succeeds in the compare_and swap in the inflation loop.
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Deflation

Like the original thin lock algorithm, the base algorithm does not attempt the opposite
lockword transition, deflation, at all. Once the lockword has been inflated, all subsequent
lock attempts to the object take the inflated lock path, even if contention no longer occurs.

Actually, deflation is difficult to realize in this algorithm. For instance, storing 0 in the
lockword just before calling monitor_exit in the Java_lock release function (line 41)
does not work. This actually results in a loss of the correct lock behavior. What may
happen is that, while one thread acquires the suspend lock via the inflated lock path in
the Java lock acquire function (line 23), another thread could simultaneously succeed
in the initial compare_and_swap (line 12).

4.3.3 Inherent Issues

Inflation and deflation are unique to bimodal locks. The thin lock inflates the lockwords
by busy-waiting, and never deflate them, as we have seen in the base algorithm. We
summarize and consider the reasons and justifications given by the authors of the thin
lock [11] for their approach to mode transition.

First, they do not deflate lockwords for two reasons. One is the locality of contention,
which states that, if contention occurs once for an object, it is likely to occur again for that
object. This implies that, if we perform deflation, it will likely cause lockwords to thrash
between the flat and inflated modes. The other reason is that the absence of deflation
considerably simplifies the implementation.

However, the locality of contention was not verified. The real programs they measured
were single-threaded applications, which obviously resulted in no contention?. As we will
see, our measurements of real multi-threaded programs show that locality of contention
does not exist in many more cases than one might expect. On the other hand, the second
reason is understandable. As we explained above, deflation is quite difficult to accomplish
in this algorithm.

Next, they deemed busy-wait for inflation to be acceptable for two reasons. First, the
cost is paid only once because of the absence of deflation. Second, the cost is amortized
over the lifetime of an object, because of the locality of contention, which implies that
the object should stay in the inflated mode. However, as we have just mentioned, their
decision not to deflate may not necessarily be the right one in terms of performance. In
addition, locality of contention does not necessarily exist.

They also mention that standard back-off techniques like those proposed by Anderson
[5] can be used to ameliorate the cost and the negative effect of busy-waiting. However,
Anderson’s techniques are considered and evaluated in situations in which spin locks are
useful, namely, where the critical section is small or where no other process or task is ready

4This is not nonsensical, because the most important contribution of the thin lock is that it removed
the performance tax Java imposes even on single-threaded applications.
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to run. Lock activities in Java are so diverse that we do not think that these techniques
are straightforwardly applicable to Java.

It is possible to eliminate the busy-wait or yield of control in the inflation loop, by
using an atomic operation in the Java_lock_release function. However, the performance
in the absence of contention will no longer be as high as in the base algorithm. Since
atomic operations are usually very costly, we consider that such algorithms belong to a
different class of lock algorithms in terms of their performance characteristics.

Finally, it is worth noting that yielding of control in the inflation loop (line 19) is not
necessarily easy to implement correctly, because of priority inversion [71, 84, 111]. This
refers to the phenomenon where a higher-priority thread must wait for the processing
of a lower-priority thread. For instance, the situation arises when a high-priority thread
attempts to acquire an object’s lock that has been acquired by a low-priority thread. The
algorithm causes the high-priority thread to yield control, which is likely to result in the
thread being rescheduled and exhausting the processor.

To solve the priority inversion problem, the implementation of thin lock assumed a
minimal level of support from the underlying operating systems, specifically decay-usage
scheduling. However, even this minimal level of support is not provided in some systems,
while priority decay is too slow in others. In the end, it turns out that each platform
requires its own hacks to get around the problems.

4.4 Analysis of Contentions in Java Locks

To evaluate approaches to mode transitions, we measured the synchronization activities
of multi-threaded Java programs in IBM JDK 1.1.6 for the AIX operating system. In
particular, we were interested in the locality of contention and the durations for which
the object’s lock were acquired. The former is related to deflation, and the latter to
busy-wait for inflation.

We made some additions to the JDK code to log various synchronization events for
measurements. We ran all the test programs under AIX 4.1.5 on an unloaded RISC
System /6000 Model 43P containing a 166 MHz PowerPC 604ev with 128 megabytes of
main memory, and took timing measurements by using the PowerPC’s time base facility
[49], whose precision is about 60 ns on this machine. The JIT compiler was enabled for
all of these measurements.

Table 4.1 summarizes the programs we measured, which consist of two client appli-
cations, eSuite [77] and HotJava [104], and two server-oriented benchmarks, Ibench and
Amplace® [121].

The Ibench program implements the business logic of the transactions as specified in
the TPC-C Benchmark Specification [113]. The benchmark creates client terminals as
Java threads, gets them to generate transactions against warehouse data, and reports the

®We thank Gaku Yamamoto for making the Amplace benchmark available to us.
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Table 4.1: Descriptions of programs measured

Program Description

eSuite An office suite from Lotus. Release 1.0. Open the desktop and
read 62 pages of a presentation file.

HotJava | A Web browser from Sun. Version 1.1.5. Open an HTML page
containing ten 40-KB animated-GIF images.

Ibench Implements a TPC-C like business logic program. Creates m
terminals and gets them to generate transactions concurrently.
A value of m = 4 was used for the measurements.

Amplace | Implements interactions among agents in a multi-agent server
for electronic commerce. Creates m shop agents and n con-
sumer agents, and causes the consumer agents to interact with
the shop agents. The values of m = 10 and n = 80 were used
for the measurements.

throughput in transactions per minute. Actually, this program is a very early version of
IBM’s pBOB (Portable Business Object Benchmark) [12].

The Amplace (Aglets marketplace) program implements interactions among agents in
a massive multi-agent system, and is built on top of a middleware system for electronic
commerce. The middleware was created with IBM’s Java-based mobile agents, Aglets
[54], and was actually used in a real commercial service on the Internet®. The benchmark
creates shop agents and consumer agents, causes each consumer agent to perform searches,
and reports the system’s throughput in searches per second. In each search, the consumer
agent queries all shops for recommended items, and waits for all of the shop agents to
return results.

4.4.1 Flat and Fat Sections

We consider that the lifetime of each object consists of flat and fat sections, one alternating
with the other. An object is said to be in a fat section either when a thread has attempted
to acquire the object’s lock but has not yet acquired the lock (i.e. contended), or when a
thread is waiting for a notification on the object’s lock. Otherwise, an object is said to
be in a flat section.

Figure 4.5 shows an example of flat and fat sections for three objects. Note that these
sections are distinguished by the existence of contention (or wait states). The flat section
does not mean that the object’s lock has not been acquired. The lock may be acquired
even in a flat section as long as there is no contention. The fat section does not mean that

6Provided at http://www.tabican.ne.jp/.
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Flat section: the object'slock is not contended or being waited for

/—Fat section: more than one thread is waiting for acquisition or notification

. Garbage
Object 1 | Created — =< OB lonted
Time——>
Object 2 |Created >§ﬂr§§g£
Object 3 |Created >§ﬂr§§%§

Figure 4.5: Image of flat and fat sections

the lock is being acquired by only one thread. In a fat section, the lock may be acquired
by multiple threads one after another.

As long as an object is in a flat section, the object is not involved in any suspend-lock
operations. Thus, in terms of performance, objects should be in the flat mode in flat
sections. On the other hand, an object in a fat section is actually involved in suspend-
lock operations. Objects must therefore be in the inflated mode in fat sections. An object
having at least one fat section is said to be heavily synchronized. In Figure 4.5, Objects 1
and 3 are heavily synchronized, and are inflated in the base algorithm.

Table 4.2 summarizes the runtime statistics of the programs measured”. As shown in
the table, we measured the number of threads created, the maximum number of threads
that exist simultaneously, the number of objects created, the number of objects that are
synchronized, and the total number of synchronization operations. In addition, we include
in Table 4.2 the number of objects that are heavily synchronized, and the total number
of synchronization operations for those objects. As we see in the table, less than 1.6%
of the synchronized objects are heavily synchronized. For this point, the assumption of
thin lock is correct. However, these heavily synchronized objects are involved in more
than 32 times as many synchronization operations on average. This suggests that heavily
synchronized (contended) objects should be analyzed more deeply.

"For Amplace, numbers were taken from a run of the program that was partial due to the size of the
internal buffer for logging, but which was long enough to allow discussion of the benchmark’s runtime
characteristics.
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Table 4.2: Overall synchronization statistics
Threads existing
Program | Threads created | simultaneously | Objects created
eSuite 31 28 228,298
HotJava 22 16 67,642
Ibench 6 6 752,445
Amplace 207 174 465,936
Objects Objects SyncOps for | SyncOps per
Program | created sync’d sync’d objects | sync’d object
eSuite 228,298 | 18,120 (7.94%) 1,664,978 91.9
HotJava | 67,642 | 6,735 (9.96%) 1,130,991 167.9
Ibench 752,445 | 97,957 (13.0%) 5,925,847 60.5
Amplace | 465,936 | 61,432 (13.2%) 1,756,650 28.6
Objects SyncOps for | SyncOps per
Objects heavily heavily heavily
Program | sync’d sync’d sync’d objects | sync’d object
eSuite 18,120 115 (0.63%) 20,148 175.2
HotJava 6,735 39 (0.58%) 257,394 6,599.9
Ibench 97,957 114 (0.12%) 1,770,146 15,527.6
Amplace | 61,432 955 (1.55%) 226,320 237.0
4.4.2 Locality of Contention

The locality of contention is an assumption of thin lock that the contended object is almost
always contended. Using our terminology, we can rephrase the locality of contention as
follows: fat sections are long, or flat sections following fat sections are short. Here, time is
represented by the number of synchronization operations. We verify these claims in this
subsection.

Consider the example shown in Figure 4.5. Locality of contention exists for Objects 1
and 2. However, this is not the case for Object 3, for which the contention occurs only
in a short period. Actually, it is better to deflate the lock for Object 3 after the short fat
section is finished. If such objects are a large fraction of the heavily synchronized objects,
deflation can become very important.

For verifying the locality of contention in real multi-threaded programs, we first divided
the heavily synchronized objects into two groups. Objects in the nowait group are only
involved in mutual exclusion by monitor enter and exit, while objects in the wait group
are also involved in event notification by wait and notify(All).
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Table 4.3: Locality of contention

39

Objects
heavily Fat sections | SyncOps per | SyncOps per
Program  Group | sync’d | SyncOps || per object fat section flat section
eSuite nowasit 14 10,575 1.21 24.41 327.74
wait 101 9,573 4.91 12.07 6.08
HotJava  nowait 27 236,884 4.67 35.45 1519.07
wait 12 20,510 15.22 16.60 92.35
Ibench nowait 114 1,770,146 12.91 81.47 1040.50
wait 0 0 — — —
Amplace nowait 51 206,240 12.29 25.39 281.54
wait 904 20,080 2.91 4.31 2.60

Table 4.3 shows the lengths of fat and flat sections for each group of objects. Clearly,
we observe locality of contention in the wait group. However, we do not see any such
tendency in the other group. On the contrary, the flat sections are more than 10 times
longer than the fat sections, which means that most contentions are temporary for this
group. This contention transience suggests that deflation should be performed for objects
in the nowait group.

The average number of fat sections per object in eSuite is interesting. It implies that
most of the heavily synchronized objects in the nowait group have only one fat section.
We suspect that contentions were accidental for these objects.

4.4.3 Durations of Lock Acquisition

Busy-wait begins to have a negative effect on performance when a thread acquires an
object’s lock for a long time, keeping other threads in the inflation loop. We therefore
measured the lengths for the locked sections.

An object’s locked section starts when a thread acquires the object’s lock, and ends
when the thread releases the lock. Notice that the thread may implicitly release the lock
to wait on the object, and implicitly acquire the lock after returning from the wait. When
a garbage collection is invoked within a locked section, we subtract the time spent in the
collection from the length of the locked section, since the JDK’s garbage collector is a
stop-the-world type.

Table 4.4 shows the results. As we see, in comparison with the average length, there
are a few sections that are unusually long. This suggests that busy-wait is potentially
dangerous. Furthermore, notice that if we perform deflation as recommended above,
busy-wait for inflation is likely to be attempted many more times.
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Table 4.4: Durations of locked sections

Locked | Average | Longest | Durations >10 ms
Program | sections | duration | duration (ratio)
eSuite 821,676 | 0.245 ms | 41.74 s 1,359 (0.17%)
HotJava 555,605 | 1.735 ms 5.52 s 2,767 (0.50%)
Ibench 2,960,314 | 0.131 ms 8.42 s 6,138 (0.21%)
Amplace | 849,377 | 0.618 ms | 24.31 s 2,474 (0.29%)

4.5 Owur Lock Algorithm

As described in the previous section, our assumption in improving thin lock is that most
locks are not contended heavily in Java, so it is better to deflate the lockword after the
(temporary) contention goes away. In this section, we describe a new algorithm, tasuki
lock, that allows both inflation without busy-wait and deflation, but still maintains an
almost maximum level of performance in the absence of contention. In particular, the
algorithm does not require an atomic operation in releasing locks.

4.5.1 Tasuki Lock Algorithm

Tasuki lock requires one additional bit in an object’s header. The bit is set when flat lock
contention occurs, and is therefore named the FLC bit. An important requirement is that
the FLC bit of an object belongs to a different word from the lockword, since the bit is
set by a contending thread without holding the corresponding flat lock.

Figure 4.6 shows the data structure for tasuki lock. In addition to the FLC bit, the
tasuki lock uses a monitor table to maintain the association between objects and monitors.
In the figure, the monitor for Object 5 is registered in the table but not referred to from
the object’s lockword. This is the situation when the lockword was deflated. Compare it
with the data structure of the thin lock shown in Figure 2.10.

Figure 4.7 shows our lock algorithm, where the sidelines indicate the portions added
or modified from the base code (Figure 4.4). As in the base code, this is a simplified
version for explanation. Our actual implementation also uses the 24-bit lockword shown
in Figure 4.2, and performs optimizations for shallow recursive acquisitions, which are the
same as for the thin lock.

The first thing to note is that, if a thread fails to grab the flat lock in the inflation
loop, it waits on a monitor (line 24), so it does not busy-wait at all.

The second thing to note is that the Java_lock_release function, which is responsible
for notifying a thread waiting in the inflation loop, first tests the FLC bit (0BJFLAG FLAT -
CONTENDED) outside the critical region, without entering a monitor. This means that, in
the absence of contention, the additional overhead is only one bit test (line 48). Hence,
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Figure 4.6: Data structure for tasuki lock

an almost maximum level of performance is maintained. We explain in Section 4.5.2 why
this unsafe bit-test does not cause a race hazard.

The third thing to note is that the algorithm conditionally deflates an object’s lock-
word at lines 59-60. The necessary condition is that nobody is waiting on the object.
In addition, as long as the necessary condition is satisfied, tasuki lock allows selective
deflation, which is the purpose of the second condition in line 59, Better_to_deflate.
We can implement various deflation policies in this function. For instance, we can de-
flate lockwords on the basis of dynamic or static profiling information. We explain in
Section 4.5.3 why deflation is so simple to realize in our algorithm, and does not cause
problems such as those described in Section 4.3.2.

The last thing to note is the way in which monitors are used. In inflating an object’s
lockword, all the code related to inflation is basically protected by the corresponding
inflation monitor, which is entered at lines 17, 50, and 70. The noteworthy exception is
the unsafe test of the FLC bit (line 48). Interestingly, the inflation monitor is simply the
same as the suspend lock whose reference is eventually stored in the lockword. As we will
show in Section 4.5.4, tasuki lock ensures that the monitor’s dual roles do not interfere
with each other.

To understand the duality a bit better, consider the case in which a thread acquires
an object’s lock already in the inflated mode. The thread fails in the initial compare -
and_swap in the Java lock acquire function (line 13). It then looks up and enters the
object’s inflation monitor (line 17). The only remaining thing is to fail in the conditional
expression of the while loop (line 19). Notice that the object’s monitor is entered after
the while loop in the base algorithm (line 23 in Figure 4.4), but it has already been
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// Object header contains a lockword and an FLC bit

: typedef struct object {

//
volatile unsigned int flag; // 1 bit is used as an FLC bit
volatile unsigned int lockword;
//
} Object;

: #define SHAPE_BIT 0x80000000

int Java_lock_acquire(Object *obj) {
// flat lock path
if (compare_and_swap(&obj->lockword, 0, thread_id()) == SUCCESS)
return SUCCESS;
// inflated lock and inflation path
monitor_t *mon = obtain_monitor(obj);
monitor_enter (mon) ;
// inflation loop
while ((obj->lockword & SHAPE_BIT) == 0) {
obj->flag |= OBJFLAG_FLAT_CONTENDED; // set the FLC bit
if (compare_and_swap(&obj->lockword, 0, thread_id()) == SUCCESS)
inflate(obj, mon);
else
monitor_wait(mon); // wait on the inflation monitor
}
return SUCCESS;
}

// Returns a monitor associated with the object
monitor_t *obtain_monitor(Object *obj) {
unsigned int lw = obj->lockword;
if ((lw & SHAPE_BIT) != 0) return (monitor_t *)(lw & ~SHAPE_BIT);
return lookup_monitor(obj); // search for a monitor in the table,
T // or create/register a new monitor

// Inflate the object’s lockword, which is held by current thread

void inflate(Object *obj, monitor_t *mon) { // mon must also be entered
obj->flag &= "“OBJFLAG_FLAT_CONTENDED; // reset the FLC bit
monitor_notify_all(mon);
obj->lockword = SHAPE_BIT | (unsigned int)mon; // set the shape bit

Figure 4.7: Our lock algorithm: tasuki lock (1 of 2)
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int Java_lock_release(Object *obj) {
unsigned int lw = obj->lockword;
if ((1w & SHAPE_BIT) == 0) { // flat lock path
if (lw !'= thread_id()) return ILLEGAL_STATE;
obj->lockword = 0;
if (obj->flag & OBJFLAG_FLAT_CONTENDED) { // test the FLC bit,
monitor_t *mon = obtain_monitor(obj); // the only overhead
monitor_enter (mon) ;
if (obj->flag & OBJFLAG_FLAT_CONTENDED) monitor_notify(mon) ;
monitor_exit (mon) ;
}
return SUCCESS;
}
// inflated lock path, deflate if possible
monitor_t *mon = (monitor_t *)(lw & ~“SHAPE_BIT);
if (!monitor_being_entered_by_me(mon)) return ILLEGAL_STATE;
if (!monitor_being_waited(mon) && Better_to_deflate(obj))
obj->lockword = 0; // deflation
return monitor_exit (mon) ;

int Java_lock_wait(Object *obj) {
unsigned int lw = obj->lockword;
if ((lw & SHAPE_BIT) == 0) { // flat mode
if (lw !'= thread_id()) return ILLEGAL_STATE;
// force the inflation
monitor_t *mon = obtain_monitor(obj);
monitor_enter (mon) ;
inflate(obj, mon);
}
// execute the wait using the monitor structure
monitor_t *mon = (monitor_t *) (obj->lockword & ~SHAPE_BIT);
return monitor_wait(mon); // wait on the Java object

int Java_lock_notify(Object *obj) {
unsigned int lw = obj->lockword;
if ((lw & SHAPE_BIT) == 0) { // flat mode
if (lw !'= thread_id()) return ILLEGAL_STATE;
return SUCCESS; // no one should be waiting, no need to inflate
}
// execute the notify using the monitor structure
monitor_t *mon = (monitor_t *)(lw & ~“SHAPE_BIT);
return monitor_notify(mon);

}
// Java_lock_notify_all() is implemented in the same manner

Figure 4.7: Our lock algorithm: tasuki lock (2 of 2)
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Figure 4.8: Lockword state transitions of tasuki lock

entered as the inflation monitor in our algorithm.

Finally, we briefly describe the lookup monitor function used at line 33. The code
is not shown in Figure 4.7. We assume that there exists an underlying monitor table
that maintains associations between objects and their monitors. Given an object, the
function searches the monitor table, and returns the object’s monitor, creating a monitor
if necessary. Notice that deflation simply means the mode transition of a lockword. It
does not imply the removal of the corresponding association from the table. The table
and lookupmonitor can be basically same as those in the monitor table code shown
in Figure 2.7. However, unlike the old code, the table is accessed only in the inflation
path. Since it is not used in the usual, flat or already-inflated, cases, the scalability is not
degraded.

Figure 4.8 illustrates the transitions of a lockword in tasuki lock. Compared to the
base algorithm (Figure 4.3), a new path is added for the deflation.

4.5.2 Testing an FLC Bit

This subsection explains why testing an FLC bit outside the critical region at line 48 of
Java_lock_release does not cause a race hazard. Specifically, we show that no thread
continues to wait forever at line 24 in the inflation loop without receiving any notification.
We start with the following two properties, which can be obtained immediately from the
code in Figure 4.7.

Property 4.1 An object’s shape bit is set only in the inflate function, and cleared only
at line 60 in the Java_lock release function. In both cases, the object’s monitor is
entered.
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Property 4.2 An object’s FLC bit is set only in the inflation loop, and cleared only in
the inflate function. In both cases, the object’s monitor is entered.

We then prove the following crucial property, which states that the failing compare -
and_swap has an important implication. There are subtle issues related to this property
on a multiprocessor system, which we will consider in Section 4.5.5.

Property 4.3 If a thread T' fails in the compare_and _swap against an object in the infla-
tion loop (line 21), there is always some other thread that subsequently tests the object’s
FLC bit at line 48 of the Java_lock release function.

Proof. Let t; be the time at which T fails in the compare _and swap. From Property 4.1,
the object’s shape bit remains the same at t; as when T finds the while loop’s conditional
true. That is, the lockword is in the flat mode at t;.

The failure then implies that some other thread U holds the object’s flat lock at ¢;. In
other words, U does not yet execute the store of 0 into the lockword, which is at line 47
of the Java_lock _release function, at ¢;. Hence, U will unsafely test the FLC bit at
line 48 after ¢;. O

Figure 4.9 illustrates Property 4.3, where the number beside each box is the line number
of the code shown in Figure 4.7. Using this figure, the property can be informally stated
as:

Because t; < tq, therefore to < ts3.

The key point of the property is that the shape of tasuki (Figure 4.10) is formed by the
two arrows at the center, and thus our algorithm was named tasuki lock®.

Next, the following lengthy property is all that we can theoretically state about what
happens after a thread waits in the inflation loop.

Property 4.4 If a threadT" waits on an object’s monitor M in the inflation loop, there is
always a thread that subsequently calls the inflate function against the object or executes
a compare_and _swap against the object in the inflation loop.

Proof. Let t; be the time at which 7' performs the compare_and_swap in the inflation
loop that fails and causes T to wait on M. From Property 4.3, there exists some other
thread U that will unsafely test the corresponding object’s FLC bit at some time t3 after
tl.

We then perform a two-case analysis based on whether U finds the FLC bit set or
cleared at t3. Consider the simpler case, in which U finds the FLC bit cleared at ts.
From Property 4.2, the clearance of the FLC bit implies that a third thread V has called
inflate before t3. Since T already entered M at ti, V called inflate after T started

8There is another reason for the name. In tasuki lock, the monitor has dual roles as will be shown in
Section 4.5.4. A monitor used for protecting the inflation code in the flat mode (line 17) is passed to the
inflated mode as a suspend-lock (line 22), like the tasuki baton in an Ekiden [119] race in Japan.
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waiting on M and implicitly exited from M at line 24. Thus, the property holds in this
case.

Next, consider the case in which U finds the FLC bit set at t3. The thread U then
succeeds in the unsafe test and continues to execute test-and-notify, which is properly
protected by M. The properly protected test at line 51 may fail or succeed. If it fails,
obviously, the FLC bit was cleared. By the same reasoning as above, we can deduce that
the property holds.

If the protected test succeeds, the thread U notifies M, and wakes up one of the waiting
threads, which may or may not be identical to 1. Again, notice that, since T already
entered M at t;, U calls monitor notify after 7' started waiting on M and implicitly
exited from M. The woken-up thread W eventually resumes the execution and reaches
the while loop’s conditional at line 19.

The thread W may find the conditional false or true. If the conditional is false, some
thread has set the shape bit, which implies, from Property 4.1, that the inflate has been
called by the thread. If the conditional is true, the thread W continues to execute the
body of the inflation loop, which means it executes compare_and_swap at line 21. Thus,
we have shown that the property holds in both cases. O

In theory, the execution of the compare and _swap in the inflation loop repeatedly fails
and is retried forever. Our algorithm lacks fairness, like the base algorithm. However,
we can state that, in practice, a thread eventually succeeds in the compare_and_swap and
calls the inflate function.

Thus, a practical consequence of Property 4.4 is that, if a thread is waiting on an
object’s monitor in the inflation loop, there is always a thread that subsequently calls the
inflate function. Since the function wakes up all the threads waiting on the inflation
monitor (line 39), this means that every thread waiting on the inflation monitor at the
call is eventually woken up®.

4.5.3 Deflating a Lockword

Next, we show that our deflation is safe. Consider a general lock sequence in which a
thread T' acquires an object’s lock, executes the code in the critical section, and releases
the lock. Let us consider that T acquires the object’s lock when T returns from the
Java_lock_acquire function, and releases the lock when T calls (rather than completes)
the Java_lock_release function. Let us also consider that T holds the lock between these
two times. We can then state the safety of our deflation as follows:

Property 4.5 No thread ever acquires an object’s flat lock when some other thread holds
the object’s suspend lock. Similarly, no thread ever acquires an object’s suspend lock when
some other thread holds the object’s flat lock.

9Because of deflation, the woken-up thread might wait on the inflation monitor again, by passing the
while loop’s conditional at line 19.
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Proof. In order for a thread to acquire an object’s flat lock, the thread needs to succeed
in the first compare and swap in the Java lock acquire function (line 13). However, it
never succeeds as long as some other thread holds the suspend lock, since the shape bit
is set in that situation.

Similarly, in order for a thread to acquire an object’s suspend lock, the thread T
needs to enter the object’s monitor and fail in the while loop’s conditional (line 19). The
conditional never fails as long as some other thread holds the object’s flat lock, where the
shape bit is cleared. O

Indeed, what makes our deflation simple and safe is that the shape bit is always tested
after the monitor is (re-)entered. Notice that deflation of an object does not imply that
the association between the object and its suspend lock is instantaneously removed from
the underlying monitor table. Thus, it is safe even if the lockword of an object becomes
deflated in the middle of the obtain monitor function.

4.5.4 Monitors’ Dual Roles

The immediate concern about using a monitor both for protecting the inflation code and
for a suspend-lock of a Java object is that these two roles may interfere with each other.
More specifically, one concern is that notifying an inflation monitor (lines 39 and 51) might
wake up a thread waiting on the Java object (line 75), and another is that notifying a
Java object (line 86) might wake up a thread waiting on the inflation monitor (line 24).

Actually, tasuki lock ensures that neither case occurs, since the functions for waiting
on and notifying a Java object, Java_ lock wait and Java lock notify, are properly
defined.

First, as in the base algorithm, the Java lock wait function (lines 64-76) forces infla-
tion of the lockword if the lockword is in the flat mode!®. This is done under appropriate
protection by the object’s inflation monitor acquired at line 70. In addition, the Java_-
lock_release function suppresses deflation as long as a thread is waiting on a Java object
(line 59). Combining the two, we obtain the following property:

Property 4.6 If some thread is waiting on a Java object, the lockword is in the inflated
mode.

Second, the Java locknotify function performs one of the following two actions.
If the object’s lockword is in the flat mode, the function simply ignores the notification
request (line 82), since the contrapositive of Property 4.6 states that no thread is waiting
on the Java object in this mode. Otherwise, the function notifies the corresponding
suspend lock (line 86). This implementation immediately yields the following property:

Property 4.7 If a thread notifies a Java object, the lockword is in the inflated mode.

10Notice that the thread which calls Java_lock_wait in the flat mode must already hold the flat lock.
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Third, tasuki lock notifies an inflation monitor in two places, one in the Java_lock_-
release function (line 51) and the other in the inflate function (line 39). Notice that
both places are protected by the monitor. A thread of control reaches the former only
when the FLC bit is set, and the latter only when the shape bit is cleared. Each of the
conditions holds if and only if the lockword is in the flat mode. We thus have the following

property:
Property 4.8 If a thread notifies an inflation monitor, the lockword is in the flat mode.

Finally, tasuki lock causes a thread to wait on an inflation monitor M in one place
(line 24), that is, in the inflation loop that is entered only when the shape bit is cleared.
In addition, calling inflate against M wakes up all the waiting threads on M. This
implies the following property:

Property 4.9 If a thread is waiting on an inflation monitor, the lockword is in the flat
mode.

We are now ready to conclude the subsection. From Property 4.8 and the contra-
positive of Property 4.6, we can infer that it is impossible to notify an inflation monitor
to wake up a thread waiting on the Java object. Similarly, from Property 4.7 and the
contrapositive of Property 4.9, we can infer that it is impossible to notify a Java object
to wake up a thread waiting on the inflation monitor.

4.5.5 Multiprocessor Considerations

In general, special care must be taken in implementing a lock algorithm on a multiproces-
sor system supporting a relaxed memory model [1, 27]. For instance, when implemented
on a PowerPC multiprocessor system, whose memory model is weakly consistent [49, 79],
the store of 0 in the lockword at line 47 of the Java_lock_release function must be pre-
ceded by a sync instruction, to ensure that any stores associated with the shared resource
are visible to other processors.

This is also the case for the base algorithm. Notice, however, that the store does not
have to be followed by a sync. Although a thread trying to acquire the same object’s
lock may see the stale value and thus fail in the compare_and_swap, this simply results in
a few more iterations in the busy-wait loop.

Our algorithm imposes more stringent requirements. As we have seen above, the proof
of Property 4.3 relies on the implication that, if 7" fails in the compare_and swap, U has
not yet executed the store of 0 in the lockword at line 47 and will test the FLC bit at
line 48. However, the implication does not necessarily hold in a relaxed memory model.
To ensure Property 4.3, which can be stated as “Because t; < to, therefore ¢ty < t3.” in
Figure 4.9, we must ensure the sequences of instructions preserve ty < t; and ty < t3. We
may thus need to issue additional instructions.
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Actually, on a PowerPC multiprocessor system, the store must also be followed by
sync to ensure ty < t3. The failure of the compare and_swap then implies that U has not
yet started executing the next instruction of the sync instruction, testing the FLC bit
(line 48). Thus, Property 4.3 still holds, although the additional instruction slows down
the performance in the absence of contention.

Besides the store, the same care must be taken with the setting of the FLC bit in the
inflation loop (line 20) to ensure ¢y < t1, and also with the clearance of the FLC bit in
the inflate function (line 38). However, both are in the inflation path, and do not affect
the performance of the uncontended case.

4.6 Performance Results

In this section, we evaluate an implementation of our lock algorithm in IBM JDK 1.1.6 for
the AIX operating system. We based the implementation on that of thin lock contained
in the original IBM JDK. Thus, we use a 24-bit lock field, and include optimization for
shallowly nested lock acquisitions.

We adopted a deflation policy as suggested by the measurements in Section 4.4. That
is, we deflate the lockword of an object if the object belongs to the nowait group and if a
fat section of the object has ended. We thus check these two conditions in Better_to_-
deflate at line 59 in Figure 4.7.

The check is realized as follows. First, in order to determine whether an object belongs
to the nowait group we add a counter to the object’s monitor, which is incremented
when the Java lock wait function is called. This incurs virtually no execution overhead,
since only the execution of Java_lock_wait is affected. Second, we determine when an
object’s fat section ends by checking whether both the entry and waiting queues of the
object’s monitor are empty. In most cases, the information needed for checking this is
already included in the underlying layer’s internal structures. Thus, if these structures
are available and accessible, checking the second condition does not involve any extra
overhead.

We measured the performance of two versions of JDKs on the same machine with the
same configuration as in Section 4.4, and took a median of ten runs for each of the micro-
and macro-benchmarks. Neither of the JDKs included code for logging. The JIT compiler
was enabled for all the measurements.

4.6.1 Micro-Benchmarks

Table 4.5 summarizes the three micro-benchmarks we used. The LongLocker benchmark
test is intended to determine the effect of inflation without busy-wait, and Figure 4.11
shows the results. As we see, as the number of concurrent threads increases, the per-
formance of the original JDK deteriorates greatly, while our JDK maintains a constant
performance.
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Table 4.5: Descriptions of micro-benchmarks

Program Description
LongLocker n | One thread acquires an object’s lock for a long computation
(about 5 sec), while n — 1 threads attempt to lock the same
object.
FlatFat n m | The flat section, where one thread executes a small synchro-
nized block n x m times, alternates with the fat section, where
n threads concurrently execute the same block m times.
Thrashing m | Each of two threads iterates over a small synchronized block
m times in such a way that each iteration forces contention to
occur and cease.

The FlatFat benchmark test is intended to determine the effect of deflation. Fig-
ure 4.12 shows the results for n = 50 and m = 100,000. As we see, once inflation has
occurred, the original JDK no longer performs as well in subsequent flat sections as in
the first flat section, while our JDK maintains a constant performance in all the flat sec-
tions. We also obtained similar results for other cases such as n = 10, 20, or 80. On
the other hand, we observed that the performance in the fat section slightly degraded in
our algorithm. This is primarily because of the overhead of checking deflatability in the
Java lock release function (line 59 of Figure 4.7).

The Thrashing benchmark test was written so that each time one thread acquires an
object’s lock it ends up in contention with the other thread. The result for m = 2,000
is that, while the original JDK takes 1,396 msec to complete, our JDK takes 1,438 msec,
inflating and deflating the object exactly two thousand times.

The rate of more than one cycle of inflation and deflation per msec is extremely high
if we consider that the scheduling quantum is on the order of ten milliseconds in our
machine. Nevertheless, our JDK performs as well as the original JDK, which means that
thrashing does not pose a serious problem in our algorithm.

We suspect that this is mainly because of the underlying monitor table that we use to
maintain associations between objects and monitors. We simply enabled the implemen-
tation of the monitor cache [123] in the Sun JDK 1.1.6, which includes an optimization
for small per-thread monitor caches. A thread first looks up its own small monitor cache
for an association. When doing so, it does not have to hold any lock. Thus, as long as a
hit occurs in the per-thread cache, obtaining an object’s monitor is almost as efficient in
the flat mode as in the inflated mode.
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Table 4.6: Inflation and deflation dynamics of macro-benchmarks

IBM116

SyncOps in inflated
Program | SyncOps | Inflations | Deflations mode (ratio)
eSuite 1,664,978 115 0 0.84%
HotJava | 1,130,991 39 0 19.5%
Ibench 5,925,847 114 0 26.3%
Amplace | 1,756,650 955 0 10.7%

Ours

SyncOps in inflated
Program | SyncOps | Inflations | Deflations mode (ratio)
eSuite 1,664,366 138 127 0.52%
HotJava | 1,047,248 165 157 2.01%
Thench | 5,017,825 | 1,255 1,255 1.82%
Amplace | 1,535,618 | 1,661 1,476 1.39%

4.6.2 Macro-Benchmarks

For macro-benchmarking, we used the same set of Java programs as in Section 4.4, whose
processing is described in Table 4.1. We first measured the inflation and deflation dy-
namics of these programs in our JDK together with the dynamics in the original JDK.
Table 4.6 shows the results!!. Notice that we collected these dynamics by using another
set of two versions of JDK, in which the logging facilities were enabled.

These results show that significantly more synchronizations occur in the flat mode in
our JDK. That is to say, our algorithm substantially reduces the synchronization over-
head. However, the extent to which the reduction in the synchronization overhead is
reflected in the overall performance varies from application to application, depending on
several factors, especially the amount of the execution time an application spends on
synchronization.

For the client programs of eSuite and HotJava, we could not see any consistent dif-
ferences between the original JDK and ours. These are interactive applications, and the
execution times significantly vary from run to run. On the other hand, we did see dif-
ferences for the server-oriented programs. The throughput is improved from 10,920.12
to 12,163.52 transactions per minute in Ibench, and from 1.5286 to 1.6076 searches per
second in Amplace. That is to say, we observed improvements of 11.4% and 5.16%,

U The figures for the dynamics do not necessarily coincide with those in the measurements given in
Section 4.4. This is primarily because of the different amounts of code inserted for recording different
kinds of synchronization events.
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Figure 4.13: Performance of the Ibench benchmark for various numbers of terminals

respectively.

We also ran Ibench while varying the number of terminals, m, from 1 to 10. As
Figure 4.13 shows, our lock algorithm achieved the maximal improvement of 13.1% at
m = 2, and the minimal improvement of 8.27% at m = 8. Furthermore, it is worth noting
that the throughput drops at m = 2 much less sharply in our JDK.

4.7 Summary

Thin lock was the first bimodal lock algorithm for Java, and made a significant contribu-
tion to accelerating Java locks. For uncontended objects, the lock can be acquired with
only one compare_and swap, and released by simply storing 0. However, once a lock is
contended, it is inflated by busy-waiting, and never deflated.

By analyzing the lock behavior of contended objects in real multi-threaded Java ap-
plications, we discovered that most contentions are temporary, especially for objects in
the nowait group. To exploit the contention transience, we defined a new bimodal lock
algorithm, called tasuki lock, that allows both inflation without busy-wait and deflation.
The algorithm maintains an almost maximal level of performance in the absence of con-
tention. Two intriguing points in tasuki lock are the way in which the flat lock contention
bits are manipulated, and the dual roles of monitors.

We evaluated an implementation of tasuki lock in IBM’s production JDK. The results
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of micro-benchmarks show that, in comparison with the original JDK, our algorithm
achieved a constant performance even in the presence of a long-time lock holder, and
recovers the highest performance in the absence of contention even after inflation has
occurred. In addition, they suggest that thrashing of inflation and deflation is not a
concern.

Although the aim of removing busy-wait for inflation is to avoid disasters, that of
deflation is to improve performance. Our measurements have shown improvements up to
13.1% in server-oriented benchmarks. Currently, our tasuki lock is used in all of IBM’s
production Java developer kits [53], including versions for AIX, Windows!?, Linux, and

z/OS [51].
To summarize, the research shown in this chapter contributes the following results:

e Finding of the contention transience
We analyzed contended Java locks deeply and found contention transience in the
nowait group objects.

e Proposal of tasuki lock
We proposed a new bimodal lock algorithm, tasuki lock, that supports deflation,
and inflation without a busy-wait loop.

e Implementation and measurement
We implemented the algorithm in a production JDK, and confirmed the increased
robustness and performance improvement of up to 13.1%.

12The Windows version cannot be downloaded as a stand alone package, but it is included in IBM’s
Java-based products, such as WebSphere Application Server [50].






Chapter 5

Reservation Lock

5.1 Introduction

Java locks have been improved so as to be acquired and released with only a few machine
instructions in their common case, the absence of contention, as a result of various research
efforts to accelerate Java locks such as thin lock [11], tasuki lock [88], and others [3, 28].
However, in all of these algorithms, the instruction sequence inevitably contains one or
more compound atomic operations such as compare_and swap. Considering that atomic
operations are especially expensive in modern architectures, they are becoming the major
overhead factor in Java locks.

The atomic operations are very effective in the situation where multiple threads acquire
a lock symmetrically. However, this is not the best solution when there is an asymmetry
in the lock acquisitions. If an object’s lock is frequently acquired by a specific thread,
the lock’s cost may be further reduced by giving a certain precedence to that thread,
while shifting costs to other threads. One obvious example is single-threaded programs!,
in which locks must have been performed by only one thread. Even for multi-threaded
programs, there may be opportunities to exploit such asymmetries.

From this viewpoint, in this chapter we propose our second improvement of Java
locks, named reservation lock [65, 66]. It also follows the principle of optimizing common
cases. The observation exploited is the biased distribution of lockers called thread locality,
as described above. The key idea is to allow a lock to be reserved for a thread. The
reservation-owner thread can perform the lock processing without atomic operations, so
the lock overhead is minimized. If another thread attempts to acquire the reserved lock,
the reservation must first be canceled, and the lock processing falls back to an existing

1Strictly speaking, Java programs cannot be single-threaded because the Java virtual machine itself
normally creates internal helper threads. Even if there is no other thread, lock operations cannot be
completely omitted because some error situations which cause I1legalMonitorStateException must be
checked to comply with the Java specifications [41]. Furthermore, the case must also be supported that
a single-threaded program can become multi-threaded by dynamically creating threads.

o7
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Figure 5.1: General thread locality and exploitable thread locality

algorithm.

As we will see later, the reservation lock can be built on any existing lock algorithm,
as long as it uses a lockword (or a field) in the object’s header and has one available bit
to represent the reservation status. When the LRV bit is set, the meaning of the lockword
is defined by our reservation lock, while when the bit is not set, the meaning is defined
by the underlying algorithm. We have evaluated an implementation of the reservation
lock in IBM’s production virtual machine and its JIT compiler. The results show that it
achieved performance improvements up to 53% in real Java programs.

The rest of this chapter is organized as follows. Section 5.2 shows the thread locality
of locks in real Java programs. Section 5.3 describes the algorithm of reservation lock, and
Section 5.4 discusses its correctness, characteristics, and several variations. Section 5.5
presents performance results from micro- and macroscopic viewpoints, and discusses some
possible extensions. Finally, Section 5.6 summarizes this chapter.

5.2 Thread Locality of Java Locks

The reservation lock we are trying to define in this chapter accelerates Java locks by
reserving each lock for a thread so it can be quickly processed. To make this idea effective,
there must exist a locality such that each object’s lock is frequently acquired by a specific
thread, for which the lock is to be reserved. This section studies this thread locality of
Java locks.

The thread locality of a lock is defined in terms of the lock sequence, the sequence of
threads (in temporal order) that acquire the lock. The general form of thread locality is
stated as follows. For a given lock, if its lock sequence contains a very long repetition of a
specific thread, the lock is said to exhibit thread locality, while the specific thread is said
to be the dominant locker.

However, the general form of thread locality is not easy to exploit, since we consider
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Table 5.1: Benchmark programs

Multi-
Program threaded? Description
SPECjvm98 Run each program 3 times in the application mode
_202_jess No Expert shell system solving a set of puzzles
201 _compress No LZW compression and decompression
_209_db No Perform database functions on memory resident DB
_222 mpegaudio No Decode MP3 audio files
_228_jack No Parser generator generating itself
_213_javac No Java source-to-bytecode compiler from JDK 1.0.2
227 mtrt Yes Two-threaded ray tracer
SPECjbb2000 Yes Simulate the operations of a TPC-C like business
logic, run for 8 warehouses
Volano Server Yes Chat room simulator
Volano Client Yes Chat client, creating 200 connections and sending 100
messages per connection

adaptive optimization of locks at runtime, rather than static optimization using off-line
profiles. Figure 5.1 illustrates example lock sequences for two objects. Obviously, Ob-
ject 1’s lock exhibits thread locality to Thread B, but it is very hard for the runtime
system to cheaply determine this while the lock sequence is being constructed, and give
the lock precedence to B. On the contrary, as for Object 2 in the figure, it is rather
easy to give some precedence to Thread C', which was first to acquire the object’s lock.
Thus, a stronger form of thread locality is considered for exploitability, which is described
as follows. For a given lock, if the lock sequence starts with a very long repetition of a
specific thread, the lock is said to show exploitable thread locality. When the lock exhibits
exploitable thread locality, the initial locker is the dominant locker.

To investigate how many objects show exploitable thread locality in real programs,
we gathered lock statistics using an instrumented version of the IBM Developer Kit for
Windows, Java Technology Edition, Version 1.3.1 [53]. We measured ten Java programs
listed in Table 5.1 — the seven programs of the SPECjvm98 [100] each of which was
executed three times successively in the application mode, the SPECjbb2000 [99] for eight
warehouses, and the server and client programs of the Volano Mark [114]. Among these
programs, 227 mtrt, SPECjbb2000, and the Volano Mark programs are multi-threaded
programs. The purpose of this investigation is to understand the inherent behavior of
Java locks, so we ran these programs with the JIT compiler disabled, since some locks
would otherwise be optimized away by compiler optimizations.

The focus in our measurements is the first repetition in the lock sequence for each
lock. This is the beginning subsequence consisting only of the initial locker. If the first
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repetition of a lock is very long, the lock shows exploitable thread locality. Figure 5.2
shows example lock sequences and their first repetitions for three objects. As shown in
this example, the length of the first repetition may be one, which is counted as a first
repetition containing only one acquisition. Also, the initial locker may appear again after
the first repetition, which is not counted as a first repetition. In this example, the ratio
of lock acquisitions in the first repetitions to the total lock acquisitions is calculated as
17/30 = 56.7%.

Table 5.2 presents the actual results, which shows the total number of lock acquisitions
and the ratios of lock acquisitions in the first repetitions. The results shown here are for
the complete execution of each program, including lock acquisitions during the program
startup and shutdown. As shown in the table, the vast majority of lock acquisitions are
performed by the initial lockers. Even for multi-threaded programs, more than 75% of
the lock operations were performed by the initial lockers in the first repetitions. Thus, we
can draw the conclusion that a significant number of objects exhibit exploitable thread
locality, and their locks thus may be accelerated if they are reserved for their initial lockers.

Notice that the ratios in the last column are not 100% even for single-threaded pro-
grams, since the virtual machine implicitly creates helper threads for internal tasks such
as finalization. We also note that the initial locker of an object is not necessarily the
creator of the object. This actually happens in the Volano Mark programs, where a single
thread is dedicated to creating objects and passing them to worker threads that actually
use the objects. This suggests that locks should be reserved for their initial lockers, rather
than their creators.

In addition, Table 5.3 gives reference data from the viewpoint of the number of objects
in the same measurement. The table indicates that only 40% at most of the synchronized
objects’ locks are actually used by multiple threads. In other words, more than half of
synchronized objects’ locks are used only by single threads, so are worth being reserved
for those threads.

2The total number of lock acquisitions and created objects for SPECjbb2000 varies depending on the
execution speed.
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Table 5.2: Exploitable thread locality of Java locks

Number of Ratio of acquisitions
Program lock acquisitions | in the first repetitions
SPECjvm98

_202_jess 14,646,978 99.993%

_201 _compress 28,895 97.211%

209._db 162,117,521 99.9998%

222 mpegaudio 27,168 98.108%

_228_jack 38,570,415 99.998%

_213_javac 47,062,772 99.974%

227 mtrt 3,522,926 99.557%
SPECjbb2000? 102,282,147 79.392%
Volano Server 7,244,208 75.983%
Volano Client 10,419,671 84.270%

Table 5.3: Investigation of synchronized objects

Objects Objects | Objects sync’d by

Program created sync’d multiple threads
SPECjvm98
202_jess 23,999,733 21,278 187  (0.878%)
201 _compress 18,586 2,135 127 (5.948%)
_209_db 9,883,475 66,592 52 (0.078%)
222 mpegaudio 26,456 1,620 91 (5.617%)
228 _jack 19,334,735 | 1,635,497 144 (0.0088%)
213 _javac 19,140,558 | 1,192,734 1,760 (0.148%)
227 mtrt 21,622,389 3,020 114 (3.775%)
SPECjbb2000? 18,511,021 | 2,077,210 | 176,318 (8.488%)
Volano Server 719,245 7,279 1,888 (25.94%)
Volano Client 3,957,166 4,102 1,640 (39.98%)
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Figure 5.3: Example lock sequence of reservation lock

5.3 The Proposal of Reservation Lock

The experiments in the previous section revealed that for many Java objects their locks
are dominantly used by the first locker thread. Therefore, it is confirmed that by giving
proper precedence to the first locker, we can accelerate the common case, where the lock
is successively used by that thread. This section presents a new lock algorithm called
reservation lock, which exploits the thread locality,

The key idea of this algorithm is to reserve locks for threads. When a thread attempts
to acquire an object’s lock, one of the following actions is taken in accordance with the
lock’s reservation status:

1. If the object’s lock is reserved for the thread, the runtime system allows the thread
to acquire the lock with a few instructions involving no atomic operations.

2. If the object’s lock is reserved for another thread, the runtime system cancels the
reservation, and falls back to a conventional algorithm for further processing.

3. If the object’s lock is not reserved, or the reservation was already canceled, the
runtime system uses a conventional algorithm.

The overall performance of Java locks is accelerated if most lock operations are processed
in the case 1 situation. Figure 5.3 illustrates the behavior of reservation lock when it
is applied to Object 2 in Figure 5.2. In this example, the object’s lock is reserved for
Thread C' at its first acquisition, and is accelerated until the second thread, B, attempts
to acquire the lock.

As an interesting idea in the reservation-lock implementation, it should be pointed
out that the algorithm leaves the processing of the not-reserved case to a conventional,
existing lock algorithm (base algorithm). By using this approach, the implementation
can concentrate on the case where the lock is reserved, while utilizing the results from
previous research for the not-reserved case. This idea is similar to that of thin lock, where
the OS-provided monitor mechanism is used after a contention once occurs for the object.
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Figure 5.4: Lockword structure and semantics

5.3.1 Data Structure

Our reservation lock can be built on any existing lock algorithm, as long as it uses a
lockword, a word® in the object’s header for lock processing, and allows one bit to be
available in the lockword. The bit is used for representing the lock’s reservation status,
and hence named the LRV (Lock ReserVed) bit. When the LRV bit is set, the lockword
is in the reserve mode, and the structure is defined by our algorithm. When the bit is
not set, the lockword is in the base mode, and the structure is defined by the underlying
algorithm that the runtime system falls back to after canceling the reservation.

Figure 5.4 shows the structure of the lockword. When the LRV bit is set, the lockword
is in the reserve mode, and is further divided into the thread identifier (tid) field and the
recursion count (rent) field. The tid field contains an identifier of the owner thread, for
which the lock is reserved, while the rcnt field holds the lock recursion level.

When the rent field is zero (Figure 5.4(a)), the lock is reserved but not held by any
thread. When the field is non-zero (Figure 5.4(b)), the lock is held by the owner thread.
As we will see later, the owner thread can acquire the lock by simply incrementing the
rent field, without any atomic operations.

3 Actually, we don’t need the whole 32 bits of the word, and could put other information in the word
unrelated to the lock. However, for the sake of explanation, we assume that the whole word is used for
lock processing. See Figure 5.9 for the lockword structure used in the actual implementation.
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The rcnt field is also intended for recursive lock acquisition, which is fairly common
in Java. The owner thread acquires the lock recursively by incrementing the rcnt field,
in just the same manner as it initially acquires the lock. We must maintain the recursion
count of a lock since Java does not allow a thread to release a lock more times than it
acquires the lock. The virtual machine must detect such an illegal state and raise an
instance of I1legalMonitorStateException [76].

When an object is created, the lock is anonymously reserved. That is, the lockword is
in the reserve mode, but not reserved for or held by any particular thread (Figure 5.4(c)).
This is because the thread for which the lock should be reserved is normally not known
at the time of creation. In general, a reservation policy determines when and for which
thread a lock is reserved. Since we base our algorithm on exploitable thread locality from
the previous section, we use the initial-locker policy in our algorithm. That is, when an
object’s lock is acquired for the first time by a thread, we reserve the object’s lock for
that thread by confirming the anonymous reservation and make it specifically reserved.

When the reservation is canceled, the LRV bit is cleared, and the lockword is put in
the base mode. The structure is completely defined by the base algorithm. As we will
see later, canceling a reservation is the most challenging part of our algorithm, requiring
the owner thread to be suspended. The cancellation replaces the lockword in the reserve
mode with the corresponding state in the base algorithm. In the reservation lock system,
once a lockword is converted to the base mode, it never returns to the reserve mode.

Figure 5.5 depicts the state transitions of the lockword in our algorithm, where the
cancellation is shown as unreserve arrows. In the figure, the left half shows new states
managed by the reservation lock, while the right half is handled by the base algorithm.
The thickness of each arrow implies the relative cost of the transition. The next subsection
will describe the necessary processing for each transition.

5.3.2 Algorithm

Figure 5.6 shows the algorithm for reservation lock in pseudo-C code, where the functions
whose names start with Base lock_ are Java lock functions of the base algorithm. We
assume that each of the thread-manipulating functions (thread suspend, thread resume,
thread get context, and thread set_context) does nothing and just returns FAIL if the
target thread does not exist or the specified thread identifier is zero. We also assume that
the thread suspend function can be called multiple times for a thread, where the target
thread will be resumed after thread_resume is called the same number of times®*.

For readability, the code shown here is slightly different from the actual code. For
instance, the condition checks in the beginning of the Java lock acquire and Java -
lock_release functions are merged into two checks in the actual code. Also, the Base_-

4Note that the thread_suspend and thread_resume functions are unrelated to the deprecated Java
methods suspend and resume in the java.lang.Thread class.
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Figure 5.5: Lock state transitions of reservation lock

lock acquire and Base lock release functions are tightly coupled with the Java -
lock acquire and Java_ lock release functions, respectively.

Lock Acquisition

A thread attempting to acquire an object’s lock calls the Java lock acquire function,
where it reads the lockword, and performs four checks to see if it is not in a special state
(lines 23-26). If it passes all of the checks, then the lock is in the most common state
where the thread owns the lock’s reservation. It completes the lock acquisition by simply
incrementing the rent field (line 28). Thus, if the lock is reserved for the thread, it can
be acquired very quickly by simple memory operations with no atomic operations.

There are three special cases where the quick acquisition cannot be performed. First,
when the lockword is not in the reserve mode (line 23), the thread executes the corre-
sponding function of the base algorithm, Base lock acquire (line 43). Second, when
the lock is anonymously reserved (line 24), the function attempts to make it specifically
reserved by using compare_and swap (line 35). Third, when the lock is reserved for an-
other thread (line 25), the thread calls the unreserve function to cancel the reservation
(line 40), and falls back to the base algorithm. This third special case also results when
the thread owns the reservation but the recursion count has reached the maximum value
(line 26). We will discuss the reservation cancellation in detail later.
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// Object header contains a lockword

: typedef struct object {

//
volatile lockword_t lockword;

//
} Object;

// Lockword structure in each object header

: typedef struct lockword { // [tid:rcnt:R]
unsigned int tid : N; // Thread ID of the owner
unsigned int rcnt : M; // Recursion count

unsigned int reserve : 1; // LRV bit

} lockword_t;

int Java_lock_acquire(Object *obj) {

lockword_t 11, 12;

unsigned int myTID = thread_id();

retry_acquire:
11 = obj->lockword; // read

// check special cases

if (11.reserve == 0) goto
if (11.tid == 0) goto
if (11.tid != myTID) goto

if (11.rcnt == RCNT_MAX) goto

the lockword -—----—-----—-

base_acquire;
make_specific;
unreserve_and_base;
unreserve_and_base;

// reserved for me, and rcnt < RCNT_MAX

12 = 11; 12.rcnt++;

obj->lockword = 12; // write the lockword

return SUCCESS;

make_specific:

12 = 11; 12.tid = myTID; 12.rcnt = 1;

if (compare_and_swap(&obj->lockword, 11, 12) != SUCCESS)

goto retry_acquire;
return SUCCESS;

unreserve_and_base:

unreserve(obj, 11.tid, myTID);

base_acquire:
return Base_lock_acquire(obj)

Figure 5.6: Algorithm of reservation lock (1 of 3)

// |

// unsafe
// region
// |

// |
// |
/v
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51

52 :
53 :
54
55 :
56 :
57 :
58 :
59 :
60 :

61

62 :
63 :
64 :
65 :
66 :
67 :
68 :
69 :
70 :
: void unreserve(Object *obj, unsigned int ownerTID, unsigned int myTID) {
72 :
73 :
74 :
75 :
76 :
77
78 :
79 :
80 :

71

81

82 :
83 :
84 :
85 :
86 :
87 :
88 :
89 :
90 :

91

92 :
93 :
94
95 :
96 :

int Java_lock_release(Object *obj) {
lockword_t 11, 12;
unsigned int myTID = thread_id();

retry_release:

11 = obj->lockword; // read the lockword --———————————=————————- (@D)
// A

// check special cases /7|

if (11.reserve == 0) goto base_release; /7

if (11.tid != myTID) goto illegal_state; // unsafe

if (11.rcnt == 0) goto illegal_state; // region
/7|

// reserved for and held by me /7|

12 = 11; 12.rcnt--; /v

obj->lockword = 12; // write the lockword ------—-——-—=——=—=-——- (2)

return SUCCESS;

illegal_state:
return ILLEGAL_STATE;

base_release:
return Base_lock_release(obj);

}

// Unreserve an object’s lock

lockword_t 11, 12;
struct Context context;

if (ownerTID == myTID) ownerTID = O;
thread_suspend (ownerTID) ;

retry_unreserve:
11 = obj->lockword;
if (11.reserve == 0) goto already_unreserved;
12 = Base_equivalent_lockword(1l1);
if (compare_and_swap(&obj->lockword, 11, 12) != SUCCESS)
goto retry_unreserve;

// modify the owner’s context if it’s in an unsafe region
if (thread_get_context(ownerTID, &context) == SUCCESS) {
if (In_unsafe_region(context.pc)) { // if (1)<NextPC<=(2)
context.pc = Get_retry_point(context.pc); // get the corresponding
thread_set_context(ownerTID, &context); // retry point

already_unreserved:
thread_resume (ownerTID) ;

Figure 5.6: Algorithm of reservation lock (2 of 3)
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97 : int Java_lock_wait(Object *obj) {

98 : lockword_t 11 = obj->lockword;

99 : unsigned int myTID = thread_id();

100 :

101 : if (11.reserve == 1) {

102 : if (11.tid !'= myTID || 11l.rcnt == 0) return ILLEGAL_STATE;
103 : unreserve(obj, 11.tid, myTID); // actually, 11.tid == myTID
104 : b

105 : return Base_lock_wait(obj);

106 : %}

107 :

108 : int Java_lock_notify(Object *obj) {

109 : lockword_t 11 = obj->lockword;

110 : unsigned int myTID = thread_id();

111

112 if (11.reserve == 1) {

113 : if (11.tid !'= myTID || 11l.rcnt == 0) return ILLEGAL_STATE;
114 : return SUCCESS; // no one should be waiting, no need to unreserve
115 : }

116 : return Base_lock_notify(obj);

117 : }

118 :

119 : // Java_lock_notify_all() is implemented in the same manner

Figure 5.6: Algorithm of reservation lock (3 of 3)

Lock Release

Similarly, a thread attempting to release an object’s lock calls the Java_lock_release
function, where it first reads the lockword, and performs three checks to see if it is not
in a special state (lines 54-56). If it passes all the checks, then the function finishes the
lock release by simply decrementing the rcnt field (line 60). This is the fastest and most
common case in releasing the lock.

There is only one legal special case in the Java_lock_release function. That is, when
the lockword is not in the reserve mode (line 54), the function invokes the corresponding
function in the base algorithm, Base_lock release (line 67). The other two checks in
lines 55 and 56 are for detecting illegal states in the reserve mode, where the lock is not
currently held by the thread. For these cases, the algorithm returns the ILLEGAL_STATE
error (line 64), and the JVM will raise an instance of I1legalMonitorStateException
in compliance with the Java language specification [41, 76].

We should note that the unreserve function need not be called in releasing the lock,
unlike in acquiring the lock. This is because it can never happen in our algorithm that a
currently-acquired lock is reserved for another thread.
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Reservation Cancellation

We now explain cancellation of a reservation, the most complicated part of our algorithm,
which the unreserve function (lines 71-95) is responsible for. Basically, a thread calls
this function when the thread attempts to acquire a lock which is reserved for another
thread®. The function atomically replaces the lockword in the reserve mode with the
equivalent state in the base algorithm (line 81), by using compare_and swap (line 82) to
prevent multiple non-owner threads from succeeding in the replacement.

However, since the reservation-owner thread can access the lockword with non-atomic
memory operations, special care must be taken to cancel the reservation when the owner
is in the middle of the accelerated lock processing, more specifically, when it is in one
of the unsafe regions which are between the read (1) and write (2) of the lockword in
the Java_lock_acquire (lines 20-30) and Java_lock.release (lines 51-60) functions. If
the owner thread stays in the unsafe region when the unreserve function replaces the
lockword, the lockword will be overwritten by the thread at the end of the region, which
ends with an inconsistent status of the lockword.

To avoid such data race conditions, the unreserve function first suspends the owner
thread (line 76) before replacing the lockword. When the lockword is successfully re-
placed using the atomic operation, the function then obtains the execution context of
the suspended owner thread (line 86) to see whether the thread is in one of the unsafe
regions. If it is suspended inside an unsafe region, the function modifies the program
counter of the thread with the address of the corresponding retry point (line 19 or 50).
After guaranteeing that the suspended thread is outside of unsafe regions by using this
technique, the function resumes the thread (line 94).

This cancellation mechanism is the key of our reservation lock. Notice that each unsafe
region is carefully designed to have the following important properties:

Property 5.1 The unsafe region is formed as a continuous sequence of instructions.
Property 5.2 The unsafe region contains no instruction that causes side effects.

Property 5.1 makes it easy to check if the suspended thread is inside the region. Prop-
erty 5.2 makes it possible to move the thread’s processing to the retry point from an
arbitrary point in the region. Figures 5.7 and 5.8 illustrate the operations of Java lock -
acquire and Java_ lock release functions with their unsafe regions, respectively. The
number beside each box corresponds to the line number in the algorithm of Figure 5.6.
In our cancellation algorithm, if the suspended thread is in an unsafe region, the
thread is always moved to the retry point even if it is processing another object’s lock.
However, this does not cause any inconsistency because the region is restartable without
any side effect by the Property 5.2 stated above. This also does not cause any additional

5The unreserve function is also called when the rcnt is about to overflow or when the Java_lock_wait
function is called.
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noticeable performance degradation, because it seldom happens that a thread is inside an
unsafe region, since the regions are very short.

Wait and Notification

Finally, we briefly explain the support for the Java_lock wait and Java_lock noti-
fy functions. Since the reservation lock itself does not support the event notification
mechanism, Java lock wait enforces the reservation cancellation (line 103) to process
the wait function using the base algorithm, Base lock wait (line 105).

In contrast, the Java lock notify function simply returns (line 114) without forcing
the cancellation if the lock is in the reserve mode, since this status means no thread has
called Java_lock_wait for the lock. If the lock is in the base mode, the Base_lock notify
function is called (line 116). The Java lock notify all function is implemented in the
same manner.

This approach is basically same as that used in the tasuki lock, which forces inflation
in Java_ lock wait but does not in Java lock notify, as shown in Section 4.5.4.

5.4 Discussion

This section discusses the reservation lock algorithm described in the previous section
from various viewpoints.

5.4.1 Correctness

First of all, the correctness of our algorithm should be discussed. As we have shown, a
thread does not have to execute any atomic operation in acquiring and releasing a lock
when it owns the reservation. In other words, the owner thread can read-modify-write the
lockword without atomic operations. Thus, when a different thread attempts to change
the lockword between the read and the write (i.e. in an unsafe region), special care must
be taken to prevent the modification from being lost. Otherwise, the lock state would
become inconsistent.

When a thread does not own a lock’s reservation, our algorithm requires the thread
call the unreserve function, where the non-owner thread modifies the lockword after
suspending the owner thread. When the owner thread is suspended in the middle of an
unsafe region, it is forced to restart the unsafe region, and will detect that it no longer
has the reservation. This prevents the thread from continuing its execution based on the
no-longer-valid assumption that it still owns the reservation.

The owner thread may have already completed the computation and ceased to exist
when another thread attempts to cancel a reservation. Although the unreserve must also
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handle this case properly®, there is no risk of a data race condition involving the owner
thread.

More than one thread may simultaneously try to make an anonymous reservation
specific (line 35) or try to convert the lockword in the reserve mode to the base mode
(line 82). However, it is guaranteed that only one thread eventually succeeds, since atomic
operations (compare_and swap) are used in both cases.

Once the reservation is canceled, the lockword will never be reserved again. Thus,
after the cancellation, our algorithm behaves in exactly the same manner as the base
algorithm, and the correctness is ensured by the correctness of the base algorithm.

In certain sequences of thread scheduling, it may happen that a thread tries to modify
a lockword in reserve mode even after the reservation is canceled. However, in such situ-
ations, making the anonymous reservation specific (line 35) and converting the lockword
to the base mode (line 82) do not succeed because they are performed by using compare -
and_swap. Writing to a lockword under reservation (lines 30 and 60) is performed by a
simple store instruction, but this cannot be executed after the cancellation, since it forces
the owner thread to be outside of the unsafe region.

5.4.2 Performance Characteristics

Next, we discuss the performance characteristics of the reservation lock. Our algorithm is
strongly expected to reduce the synchronization overhead when the reservation succeeds,
since the owner thread can acquire and release the lock by simply reading and writing the
lockword without any atomic operations.

When a lock is not reserved, our algorithm falls back to the base algorithm with almost
no additional overhead. It simply requires two additional checks for the reservation status,
one in the Java lock acquire function (line 23) and the other in the Java lock re-
lease function (line 54). However, depending on the details of the base algorithm, we
can completely eliminate the additional overhead. That is, if the base algorithm starts
the lock acquisition and the lock release by testing one or more bits in the lockword, we
may be able to merge the additional checks of our algorithm into the testing. Actually,
this is the case in our implementation that we will present in Section 5.5. No additional
computation is necessary for the base method, since the lockwords are never re-reserved
once the reservation is canceled.

The greatest concern in terms of performance is reservation cancellation in the un-
reserve function, which relies on expensive system calls such as thread suspend and
thread_get_context. However, since we do not reserve locks repeatedly, the cancellation
occurs at most once during the lifetime of an object. As we will show in the next section,

6 As described at the first part of Section 5.3.2, we assume that thread-manipulating functions do noth-
ing and just return FAIL if the target thread does not exist. This makes our unreserve implementation
work properly even if the owner thread is terminated. In addition, it does not cause any error even if the
terminated thread’s identifier is reused.
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the ratios of cancellations to lock acquisitions are less than 0.05% in actual lock-intensive
programs. Thus, we believe that performance loss from cancellation does not offset the
performance gain by reservation success except for artificially created pathological bench-
marks’ .

As mentioned above, in our algorithm, once a lock’s reservation is canceled, subsequent
lock operations are performed by the base algorithm, and the lock never returns to the
reserve mode. This is for the following reasons:

1. The investigation in the previous section shows that there is enough exploitable
thread locality even without re-reservation.

2. Once a reservation is canceled, it is usually useless to re-reserve it. Moreover, the
re-reservation may cause more cancellations, which degrade performance.

3. The algorithm to support the re-reservation was expected to be too complicated to
achieve the performance goals.

5.4.3 Unsafe Regions

If a thread always acquires and releases an object’s lock by calling the runtime func-
tions Java lock acquire and Java lock release, respectively, we have only two unsafe
regions in the virtual machine. The In unsafe region function (line 87) only has to
perform two range checks, which is easy to implement.

However, the JI'T compiler may inline the synchronization operations into the gener-
ated code. This can result in many unsafe regions in the virtual machine, which we must
register in a data structure with the corresponding retry addresses. Given a program
counter, the In unsafe region function searches the data structure to see if the program
counter points to any unsafe region.

Alternatively, we could use the designated code sequence approach by Bershad et al.
[15]. When the JIT compiler inlines a lock operation, it can embed with each unsafe
region some landmark code pattern, which is a special code pattern not generated for other
purposes. Since the code sequence for lock processing is basically fixed, the distance to
the landmark can be known from each instruction in the unsafe region. The In unsafe -
region function searches for the landmark at the address anticipated from the instruction
at the program counter. If the landmark code pattern is successfully found, it means that
the thread is suspended inside an unsafe region.

Whatever techniques are used, we need to obtain the program counter of a suspended
thread by invoking an appropriate system call, which is expensive in most operating
systems. Thus, it is desirable to reduce the number of calls to the thread get_context
function at line 86. If the virtual machine provides a fast way to see if the thread is in

"We will revisit this issue in the next chapter.
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a module of JIT-compiled code, we can reduce the number of calls by creating unsafe
regions only in the compiled code.

Some virtual machines allow us to cheaply determine, without the program counter,
whether a thread has been suspended within the module of compiled code. For instance,
the virtual machine we use in Section 5.5 maintains a thread local variable for the thread’s
execution mode. The variable takes values such as EXECUTING_COMPILED _CODE, COMPILING,
and INTERPRETING. We can thus know if the thread is in the module of compiled code by
simply checking the current value of the thread local variable.

On the other hand, we can confine unsafe regions to the module of compiled code as
follows. In general, we can convert an unsafe region into a safe region by modifying the
lockword with a compare and_swap even in the reserve mode (lines 30 and 60). Although
we should not make such conversions for frequently executed unsafe regions since it sac-
rifices the gain by reservation, it is reasonable to convert the unsafe regions in the Java
bytecode interpreter and other performance insensitive components.

Putting these two approaches together, we can, in our virtual machine, use the fol-
lowing sequence in the unreserve function.

85 : // modify the owner’s context if it’s in an unsafe region

| 85a: if (get_exec_mode(ownerTID) == EXECUTING_COMPILED_CODE) {
86 : if (thread_get_context(ownerTID, &context) == SUCCESS) {
87 : if (In_unsafe_region(context.pc)) { // if (1)<NextPC<=(2)
88 : context.pc = Get_retry_point(context.pc); // get the corresponding
89 : thread_set_context(ownerTID, &context); // retry point
90 : }

| 91 : 3%

The quick check in line 85a is expected to filter out many uninteresting cases, such as the
thread is in the interpreter or is waiting for some event, resulting in many fewer calls to
the thread get_context.

5.4.4 Reservation Cancellation

The essential property in the reservation cancellation is to prevent the owner thread from
changing the lockword while another thread is canceling the reservation. As long as this
property is satisfied, we could implement the unreserve function in different ways. We
show two variations of the function here.

First, there may be a case where functions such as thread suspend and thread get -
context are not available in the underlying operating system. In this case, we could use
signals as provided in Unix operating systems. In this variation, the non-owner thread
just requests the cancellation, while the owner thread actually does the cancellation by
itself. More concretely, the non-owner thread sends a signal to the owner thread, and
waits until the latter has completed the processing. In the signal handler, the owner
thread converts the lockword to the base mode, checks with the saved program counter to
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see if it has been interrupted in an unsafe region, and, if so, modifies the program counter
to the corresponding retry address.

Second, more efficient implementations may become possible by utilizing a processor’s
special operations. As an example, we could exploit predicated stores®, which are available,
for instance, on Intel’s TA-64 processors [56]. We dedicate one predicate register in the
JVM process to reservation lock. We initialize it to TRUE before reading the lockword
in Java_ lock acquire (line 20) and Java lock release (line 51), while we write into
the lockword in the reserve mode (lines 30 and 60) with a predicated store qualified by
the predicate register. In the unreserve function, we always set the predicate register of
the owner thread to FALSE. This prevents the owner thread from changing the lockword
inconsistently®.

5.4.5 Multiprocessor Considerations

The Java language specification [41] describes the Java memory model in Chapter 17.
According to the rules about the interaction of locks and variables, we cannot move
before a lock acquisition the load operations that follow the acquisition or move after a
lock release the store operations that precede the release. Therefore, when we implement
the reservation lock on a multiprocessor system with a relaxed memory model [1], we need
to issue appropriate types of memory barriers in the functions for lock acquisition and
release.

Practically speaking, we believe that these memory barriers are unnecessary in the
reserve mode, since no other thread can be trying to execute the same critical region.
We can take care of the necessary synchronizations when the reservation is canceled and
while the owner thread is suspended.

Finally, we note that Pugh pointed out flaws in the Java memory model [94], and that
revisions have been discussed under Java Specification Request (JSR) 133 [60], which was
recently adopted in JDK 5.0 [8, 78, 105].

5.5 Performance Results

This section evaluates the effectiveness of the reservation lock with the IBM Developer Kit
for Windows, Java Technology Edition, Version 1.3.1 [53]. The JDK is same as that used

8Tn the IA-64, most operations can be qualified by a one-bit predicate register to indicate whether
it is actually executed or not. The execution of a predicated store consists of checking the predicate
register and conditionally performing the store, and cannot be interrupted in the middle. For example,
an instruction “(p1) st4 [r35]=r37” executes an operation same as “if (p1l) *r35 = r37” in C. That
is, the content of register r37 is stored to a memory pointed by r35, only when the predicate register p1
is TRUE.

9Hudson et al. proposed a similar technique for object allocation, which utilizes dedicated predicate
registers set and reset by the context switcher [48].
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Figure 5.9: Actual structure of lockword in the reservation lock implementation

in the investigation in Section 5.2, but this time we enabled its JIT compiler [58, 102, 103]
with appropriate modifications for the reservation lock.

5.5.1 Actual Implementation

As the base algorithm combined with our reservation lock, we used the tasuki lock [88], as
used in the developer kit. As described in Chapter 4, by using the tasuki lock, a thread
can acquire a lock with a compare_and swap and release the lock with a simple memory
store operation if the lock is not contended among threads (flat mode). When contention
happens, the lock is temporarily converted to the inflated mode, where lock operations are
performed by using a heavyweight monitor which supports the thread suspension. The
lock returns to the flat mode after the contention ceases.

Although our reservation lock can be built upon any algorithm, tasuki lock is a very
natural fit since the lockword structure in the flat mode is almost the same as the structure
in the reserve mode. This allows lock operations to be highly efficient in terms of both
space and time. As shown in Figure 4.2, the actual implementation of tasuki lock uses
a 24-bit lockword, where the 15-bit tid and 8-bit rcnt fields are already defined in its
flat mode. We squeezed in the LRV bit for reservation lock by reducing the rcnt field
to 7 bits. Figure 5.9 shows the actual lockword used in the implementation, where the
lockword is used tri-modally.

Since the tid and rcnt fields are used in both lock methods, we could easily implement
the Base _equivalent lockword, which is a function to generate the equivalent lockword
for the base mode at the time of reservation cancellation (line 81), by just removing the
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Figure 5.10: All lock state transitions when reservation is coupled with tasuki lock

reservation information as follows!?:

1 : lockword_t Base_equivalent_lockword(lockword_t 11) {

2 lockword_t 12 = 11;

3 12.reserve = 0; // clear the LRV bit

4 if (11.rcnt == 0) 12.tid = 0; // clear the reservation owner info

5 : return 12; // return the new lockword for tasuki lock
6 :

Figure 5.10 illustrates all of the state transitions when the reservation lock is coupled
with the tasuki lock. In the figure, the thickness of each arrow informally represents the
cost of the transition. While a lock is reserved for Thread 7' (i.e. the lock is used only
by T'), it is processed in the reserve mode, which is the left half of the figure. When the
second thread, S, attempts to acquire the lock, the reservation is canceled and subsequent
lock operations are processed by tasuki lock, which is the right half of the figure.

For example, if S attempts the acquisition while 7" is holding the lock in reserve mode,
the lockword is converted from (a)—(b) by the cancellation. When T releases the lock,
the content of the lockword changes along the path of (b)—(c)—(d)—(e), and the inflated

0Tn the original implementation of tasuki lock, an outermost lock acquisition just sets the thread
identifier to the tid field and leaves the rcnt field as 0. We slightly modified the implementation to also
set the field to 1 at the outermost acquisition, to improve affinity with the reservation lock, where the
rcnt is set to 1 at the outermost acquisition. The modified tasuki lock code is omitted here since it is
trivial.
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lock is acquired by Thread S. Since tasuki lock supports the deflation of the lockword,
the lockword will be converted from (e)—(c) if appropriate conditions are satisfied when
S releases the lock.

We took a simple approach to implementing checks for unsafe regions. Our virtual
machine includes two sets of implementations of Java lock acquire and Java lock re-
lease functions, one pair in the module of the JIT runtime code and the other pair in
the module of the interpreter. The JIT-runtime version is called from but not inlined
into the JIT generated code. The interpreter version, written in C, is called from the
interpreter, and implemented without unsafe regions as described in Section 5.4.3. This
means we only have two unsafe regions in our virtual machine. To make the performance
comparison exact, we disabled inlining of the lock acquisition and release code in the
original virtual machine.

In order to comply with the Java memory model, we inserted the 1fence and sfence
instructions of Pentium 4 [55] into the functions for lock acquisition and release, respec-
tively.

We ran all of the benchmark programs under Windows 2000 SP2 on an unloaded
IBM IntelliStation M Pro containing two 1.7 GHz Pentium 4 Xeon processors with
1,024 megabytes of main memory.

5.5.2 Micro-Benchmarks

First, the basic performance of reservation lock was measured by using the following
two micro-benchmarks. We confirmed in both tests that the relevant methods were JIT-
compiled to native code, and that the synchronization operations within the methods
were not optimized away by the JIT compiler. We also verified that garbage collection
did not occur during the measurements.

PrimitiveTest

The first micro-benchmark, PrimitiveTest, is intended for measuring the cost of synchro-
nization, that is, of acquiring and releasing a lock, in different lock states. We measured
the following two cases in three lock states — reserved, not reserved (flat), and inflated:

e Qutermost: Acquire and release a lock using a synchronized block n times, and
measure the elapsed time.

e Recursive: Perform the same measurement inside another synchronized block.
To identify the cost of acquiring and releasing a lock in each state, we created a spe-

cial virtual machine that does nothing on lock acquisition or release, and calculated the
differences between the times of the normal and special virtual machines.
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Table 5.4: Synchronization costs in reservation lock

Is recursive?
Lockword state Outermost | Recursive
Reserved 61.4 nsec | 61.4 nsec
Not reserved (flat) | 229.5 nsec | 61.4 nsec
Inflated 335.5 nsec | 155.8 nsec
Flat in original 228.9 nsec | 62.2 nsec
Inflated in original | 330.3 nsec | 150.0 nsec
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Table 5.5: Costs of lock state transitions

State transition Time
Anonymous-to-specific 89.0 nsec
Reserved-to-base (faster case) | 6,741 nsec

Reserved-to-base (slower case) | 18,986 nsec

Table 5.4 shows the results. For comparison, the table also contains the numbers
for the original tasuki lock algorithm without reservation. When the reservation suc-
ceeds, we dramatically reduced the cost of the outermost synchronization by more than
70%. Although the profit from each successful reservation is small, we believe that it
can accumulate to result in visible performance improvements because there are many
lock-intensive Java programs [32], as shown in Section 5.2. On the other hand, after
the reservation is canceled, the cost of the synchronization is almost the same as in the
original algorithm.

TransitionTest

The second micro-benchmark, TransitionTest measures the cost of transitions of lock
states unique to reservation lock. We created a total of n objects, and forced them to
make the following two transitions.

o Anonymous-to-specific: Acquire and release the lock of each object, making the
anonymously reserved lock specifically reserved.

e Reserved-to-base: Cancel the lock reservation for each object by creating another
thread and having this second thread acquire and release the lock.

To calculate the cost of each transition, we took the differences from the times of lock
acquisition and release without the transitions.

Table 5.5 presents the results. These numbers show the cost of the transitions, and the
time of lock acquisition itself is not included. Since we found that the cost of cancellation
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Figure 5.11: Performance improvements by reservation lock

heavily depends on whether or not thread get _context (line 86 in Figure 5.6) is actually
executed, we show two cases for the cancellation in the table, a faster case in which the
function is not executed and a slower case in which the function is executed.

As the table shows, the cost of making an anonymous reservation specific is very small
and negligible, while the cost of reservation cancellation is very large, as expected. The
cost of cancellation is 20 to 60 times larger than the cost of outermost synchronization
in the inflated mode. One reason for this is that getting a thread context (by calling
GetThreadContext) is very slow in Windows. It is important to continue to pursue a
better implementation for reducing the cancellation cost.

5.5.3 Macro-Benchmarks

We now show the performance improvement in real programs. We measured the perfor-
mance of the same set of programs as in our investigation in Section 5.2. The overview of
each benchmark was listed in Table 5.1. We ran each program several times with two vir-
tual machines, one with the original tasuki-lock algorithm and the other with reservation
lock, and compared the best scores. We took the measurements with the JIT compiler
enabled including its various lock elimination techniques.

Figure 5.11 shows the results, which are the ratios of the performance improvements
by reservation lock compared to the original tasuki lock. The reservation lock improved
the performance of all programs except for 201 _compress and 222 mpegaudio, both of
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Table 5.6: Reservation lock statistics in the benchmarks

Number of Ratio of accelerated | Ratio of reservation
Program lock acquisitions | lock acquisitions cancellations
SPECjvm98
202_jess 14,585,409 99.289% 0.00125%
201 _compress 29,150 31.547% 0.419%
_209.db 162,079,177 99.963% 0.0000296%
222 mpegaudio 27,480 35.837% 0.313%
228 jack 35,207,339 91.947% 0.000395%
213 _javac 43,510,883 99.402% 0.00403%
227 mtrt 3,523,262 99.035% 0.00284%
SPECjbb2000*! 335,718,621 58.544% 0.0535%
Volano Server 6,862,014 79.755% 0.0248%
Volano Client 10,381,000 84.333% 0.0138%
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which perform very few lock operations. We observed especially significant improvements
of more than 30% in _209_db, 228_jack, and _213_javac. As a result, reservation lock
improved the geometric mean of the SPECjvm98 programs by 18.13%. In addition, we
observed improvements of 5 to 10% even in the multi-threaded programs, SPECjbb2000
and the Volano Mark.

Table 5.6 shows lock statistics in the actual environment, which we measured sepa-
rately. As the table shows, even when the JIT compiler is enabled, many lock operations
are performed. The table also shows the ratios of lock acquisitions accelerated by our
implementation of reservation lock. Note that these numbers do not include synchroniza-
tions performed inside the interpreter or performed recursively in the compiled code, even
if the reservations were successful. Because of this, most of the lock acquisitions were not
accelerated in 201 _compress and 222 mpegaudio, since they were not in hot methods
and were executed by the interpreter rather than compiled by the JIT. For other, lock-
intensive programs, more than 58% of the lock acquisitions were accelerated by reservation
lock.

As already mentioned in Section 5.2, Volano Mark programs cannot be accelerated if
we adopt the creator reservation policy, where a lock is reserved for the thread that creates
the object. As a reference, we also measured the lock statistics as in Table 5.6 while
implementing this policy. The ratios of accelerated lock acquisitions were significantly
reduced to 0.543% in Volano Server and to 0.126% in Volano Client.

1 Again, the total number of locks for SPECjbb2000 is not very meaningful because it varies with the
execution speed.
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5.5.4 Possible Extensions

As the results of the micro- and macro-benchmarks show, the implementation of reserva-
tion lock significantly improves performance if the reservation succeeds, while it maintains
comparable performance if the reservation fails. The only problem is a relatively high cost
in canceling a reservation, which occurs when a thread acquires an object’s lock reserved
for another thread. However, as Table 5.6 shows, canceling a reservation rarely happens
in real programs. Although the locks are initially put in the reserve mode in our imple-
mentation, less than 0.05% of lock acquisitions caused reservations to be canceled in the
lock-intensive benchmarks.

There might be pathological programs in which reservations are canceled more fre-
quently. It may be important to lower the cost of a cancellation, and to reduce the
number of cancellations by refining the reservation policy.

For example, if dynamic profiles of cancellations uncover that reservations are fre-
quently canceled for objects of specific classes or created at specific execution points, we
should initially put them into the base mode. Also, we may be able to predict which
thread is likely to initially acquire an object’s lock, using dynamic profiles or static analy-
sis. The gray arrows at the object creation in Figure 5.10 indicate such cases as reserving
(or not reserving) the object’s lock in advance.

Finally, if we can reduce the cost of a cancellation, it could become worthwhile to
pursue an algorithm allowing repeated reservations.

5.6 Summary

We have presented a new lock algorithm, reservation lock, which optimizes Java locks by
exploiting thread locality.

The algorithm allows locks to be reserved for threads, and runs in either reserve mode
or base mode. When a thread attempts to acquire a lock, it can do so extremely quickly
without any atomic operations if the lock is reserved for that thread. If the lock is reserved
for another thread, it cancels the reservation and falls back to the base mode.

We have defined thread locality of locks, which means that the lock sequence of a lock
contains a very long repetition of a specific thread, and confirmed that the vast majority
of Java locks exhibit thread locality.

We have evaluated an implementation of reservation lock in IBM’s production virtual
machine and JIT compiler. The results of micro-benchmarks show that we could reduce
the lock overhead by more than 70% when the reservation succeeded. The results of macro-
benchmarks show that reservation lock accelerated more than 58% of the lock acquisitions,
and achieved up to 53% performance improvements in real Java applications.
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To summarize, the research shown in this chapter contributes the following results:

e Discovery of the thread locality of Java locks
We found that many objects’ locks are repeatedly acquired only by the same thread
specific to each object, even in multi-threaded programs.

e Proposal of reservation lock
To exploit the above-mentioned thread locality, we proposed an asymmetric lock
method that reduces the lock cost by giving precedence of reservation to a specific
thread.

e Implementation and measurement
We showed an implementation of reservation lock which can be easily combined
with existing lock methods with minimum overhead, and observed performance
improvements with actual Java programs on a state-of-the-art Java environment.






Chapter 6

Asymmetric Lock

6.1 Introduction

The reservation lock shown in the previous chapter is a novel optimization for Java locks,
which does not require any atomic operations in common cases [65, 66]. We observed that
most Java locks exhibit thread locality, that is, each lock tends to be dominantly acquired
and released by a specific thread. Attempting to exploit this observation, we reserve a
lock for such a dominant thread, or let the dominant thread be the owner of the lock. The
owner thread of a lock can acquire and release the lock without any atomic operations,
resulting in a significantly higher performance on a reservation hit.

However, when a non-owner thread attempts to acquire the lock, the algorithm requires
the non-owner thread to cancel the reservation by suspending the owner thread, which
incurs a significant performance penalty. Although few reservations were canceled in
the benchmarks we measured, this weakens the robustness and allows for pathological
behaviors.

Although it is true that atomic operations such as compare_and swap (CAS) are usu-
ally much heavier than other general instructions, their relative costs differ among proces-
sors or system configurations. Therefore, in the combination of a processor whose atomic
operations are relatively cheap and an operating system whose thread-manipulating func-
tions are heavy, there may be situations such that the overhead of reservation cancellation
becomes visible even in actual Java programs. In addition, in some scientific programs
which strictly maintain the mutual exclusion among threads by themselves without de-
pending on standard Java libraries, there may be cases where the ratio of cancellations
increases even if the program is written in Java.

Based on these viewpoints, in this chapter, we propose a new reservation-based lock
algorithm for Java which does not require reservation cancellation [67, 89]. We derive the
algorithm in two steps.

First, applying the concept of reservation to spin lock for the first time, we develop
a new algorithm, called the asymmetric spin lock. Interestingly, this new algorithm is a
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hybridization of a CAS-based spin lock and a Dekker-style spin lock. Taking on the flavor
of Dekker’s Algorithm [30], the new algorithm allows the owner thread of a lock to acquire
and release the spin lock with a small constant number of read and write instructions,
requiring no compound atomic operations.

Second, observing that the conventional spin lock is subsumed in a widely-used algo-
rithm for Java locks, we attempt to replace the spin lock with the asymmetric spin lock.
This results in a new reservation-based algorithm for Java lock which possesses the prop-
erties we desire. While the owner thread of a lock can acquire and release the lock without
any atomic operations, a non-owner thread does not have to cancel the reservation, thus
avoiding the need to suspend the owner thread.

We have evaluated our new Java lock algorithm, asymmetric lock [67, 89], in IBM’s
production Java virtual machine and JIT compiler. The results of micro-benchmarks show
that the new algorithm achieves high performance, close to our previous algorithm on a
reservation hit, while it removes the anomalous behavior the previous algorithm exhibits
on a reservation miss. Furthermore, since our new algorithm does not cancel reservations
at all, it allows programs to run with more reservation hits. For macro-benchmarks, while
the new algorithm achieved comparable speedups in the SPECjvm98 benchmarks, it even
improved the performance of two scientific programs for which the previous algorithm
actually caused degradation.

The remaining sections in this chapter are organized as follows. Section 6.2 quickly
revisits the reservation lock. Section 6.3 describes the concept and implementation of our
asymmetric spin lock, and Section 6.4 gives several explanations of and extensions to the
new spin lock. Section 6.5 constructs a new reservation-based Java lock algorithm by em-
bedding the asymmetric spin lock into a widely-used algorithm for Java lock. Section 6.6
presents experimental results of the constructed asymmetric lock, and compares it with
other lock methods. Finally, Section 6.7 gives the summary of this chapter.

6.2 Reservation Lock Revisited

In this section, we review our previous algorithm, reservation lock [65, 66], focusing on
the points necessary for introducing the new algorithm. See Chapter 5 for the full details
of reservation lock.

The reservation lock is constructed on top of an existing algorithm, by making one bit
available in the lockword of each object’s header. The bit is used to represent the lock
reservation status, and hence called the LRV bit. When the LRV bit is set, the lockword
is in the reserve mode, and the structure is defined by the algorithm. When the bit is not
set, the lockword is in the base mode, and the structure is defined by the existing base
algorithm.

Figure 6.1 summarizes the lockword state transitions in the reservation lock, where
thick arrows indicate that atomic operations are used for the transitions. A lockword is
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Figure 6.1: Lockword structure and state transitions of the reservation lock

initialized to be the anonymously-reserved state. The first thread attempting to acquire
the lock makes the reservation specific by setting its identifier to the tid field with an
atomic operation (Figure 6.1(a)). By this operation, the lock is reserved for the thread,
and the owner thread can successively acquire and release the lock by simply incrementing
and decrementing the rcnt field, respectively (Figure 6.1(b)). Since no atomic operations
are necessary’ in the common cases, the algorithm attained higher performance in the
synchronization-intensive Java programs we measured.

When a non-owner thread attempts to acquire the reserved lock, the thread first cancels
the reservation (Figure 6.1(c)), and then falls back to the base algorithm. Canceling a
reservation is the most crucial and trickiest part of the algorithm. In doing so, the non-
owner thread first suspends the owner thread, then replaces the lockword in the reserve
mode with the equivalent state in the base mode. To avoid data race, the non-owner
thread forces the suspended owner thread to be outside of unsafe regions by controlling
the saved context, and allows the owner thread to resume execution. Once the reservation
is canceled, subsequent lock operations are performed by the base algorithm using atomic
operations (Figure 6.1(d)).

1Strictly speaking, the method utilizes the feature that memory read and write operations to a word are
atomic, in other words, it cannot be observed that the word is partially modified. However, in this thesis,
we use the term atomic operations for complex compound instructions that perform memory-reading,
testing or modifying, and writing without being interrupted, such as compare_and _swap, test_and set,
and fetch_and_add.
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While few reservations were canceled in the benchmarks we measured (Table 5.6), can-
celing a reservation requires expensive system calls and incurs a very large overhead. This
weakens the robustness of the algorithm and makes it subject to pathological behavior.
Another issue is that the cancellation is a one-way transition. Once a lock’s reservation
has been canceled, even the original owner thread can no longer acquire the lock quickly
so the thread locality may not be fully exploited.

One reason for these weaknesses is that the algorithm exploits the cancellation tran-
sition for delegating complicated operations, such as contention management, to the full-
function base algorithm. This chapter also reconsiders such approaches for constructing
Java locks, and tries to remove the barrier of reservation cancellation by directly intro-
ducing the asymmetricity into a full-function Java lock method.

More concretely, while the previous approach defines an extension layer to an existing
algorithm, thus making it applicable for most of the existing algorithms, our new approach
takes a particular class of the existing algorithms, and replaces the spin locks used in
those algorithms with new, reservation-based spin locks. In this asymmetric spin lock,
the reservation persists even when a non-owner thread acquires the lock. Therefore, the
troublesome reservation cancellation never occurs in the new Java lock which includes
this spin lock.

6.3 The Proposal of Asymmetric Spin Lock

This section describes the idea of the asymmetric spin lock, which is a core component of
the new reservation-based Java lock. We first review the generic spin lock, then present
an asymmetric algorithm based on the reservation.

6.3.1 Generic Spin Lock

The spin lock is a primitive used to implement complex synchronization operations. Mod-
ern processors provide atomic read-modify-write instructions such as compare_and _swap
and test_and_set, in order to facilitate creating locks in software. Thus, spin locks are
commonly implemented with such atomic instructions.

Figure 6.2 presents one of the simplest of such spin locks?, showing again the semantics
of the compare_and swap (CAS). When some thread holds the lock, the lockword contains
the thread’s identifier. Otherwise, the value is zero. To acquire a lock, a thread calls
spin_acquire, which tries to change the value from zero to the thread’s identifier by
calling spin_try_acquire. This process is performed atomically by compare_and_swap,
and iterated until it succeeds (i.e. spin). To release the acquired spin lock, the thread

2This is basically same as the code shown in Figure 4.1, but the spin_try_acquire function is separated
and the spin_is_acquired function is added for future use in this chapter. Error checking is also added
to the spin release function.
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1 : int compare_and_swap(volatile unsigned int *addr,

2 : unsigned int oldval, unsigned int newval) {
3 : // The following is performed atomically

4 if (*addr == oldval) { *addr = newval; return SUCCESS; }
5 : else return FAILURE;

6 : }

7

8 : int spin_acquire(volatile unsigned int *lock) {

9 : while (spin_try_acquire(lock) != SUCCESS)

10 : continue; // spin until success

11 return SUCCESS;

12 : }

13 :

14 : // Try to acquire the spin lock
156 : int spin_try_acquire(volatile unsigned int *lock) {

16 : return compare_and_swap(lock, 0, thread_id());
17 : }

18 :

19 : int spin_release(volatile unsigned int *lock) {

20 : if (*lock != thread_id()) return ILLEGAL_STATE;
21 : *lock = 0;

22 : return SUCCESS;

23 : }

24

25 : // Check if current thread holds the spin lock
26 : int spin_is_acquired(volatile unsigned int *lock) {

27 : if (*lock == thread_id()) return SUCCESS;
28 : else return FAILURE;
29 : %}

Figure 6.2: Semantics of compare_and swap, and a simple CAS-based spin lock

calls spin_release, which resets the lockword to zero to enable another spinning thread
to acquire the lock. The spin_is_acquired function returns SUCCESS if the lock is held
by the current thread.

The algorithm in Figure 6.2 usually has to be augmented for practical use. For in-
stance, many algorithms in use in the real world support recursive locking. Beyond that,
they typically incorporate optimizations such as spin-on-read or exponential back-off [5]
for scalability. We omit all of these extensions and optimizations for the sake of sim-
plifying the explanation. Also notice that the field does not necessarily have to be one
word long. It can be a byte or a short word, as long as the processor architecture allows
compare_and_swap to act upon it.

6.3.2 Asymmetric Spin Lock

Next, we construct a new algorithm for spin lock, called asymmetric spin lock, by applying
lock reservation to spin lock for the first time. The new algorithm allows a specific thread
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//Thread ID of the reservation owner

owner
other ——Thread ID of non-owner, while acquiring the lock
owner_status

\\Flag to indicate acquisition by the owner

Figure 6.3: Data structure of the asymmetric spin lock

(the reservation owner) to process the lock without any atomic operations.

As shown in Figure 6.3, the data structure for our asymmetric spin lock consists of
three fields, owner and other to hold thread identifiers, and owner_status to indicate the
acquisition status of the owner thread. The lock is either in the not-yet-reserved state or
the reserved state. When the lock is in the not-yet-reserved state, the owner field is zero.
When it is in the reserved state, the field holds the identifier of the reservation-owner
thread of the lock. When the lock is held by the owner, the owner_status field is set to
one, and the other field is zero or will sooner or later be set to zero. When the spin lock
is held by a non-owner thread, the other field contains the identifier of the thread, and
the owner_status field is zero or will sooner or later be set to zero.

Figure 6.4 summarizes the state transitions of the asymmetric spin lock, where thick
arrows indicate that atomic operations are used for these transitions. Like the reservation
lock for Java in Section 6.2, the algorithm uses the first-acquirer reservation policy. Thus,
the state of a lock is initialized to be the not-yet-reserved state, and is changed into
the reserved state by the first thread which attempts to acquire the lock, by setting its
identifier to the owner field (Figure 6.4(a)). In addition, we note that, once the lock
has been reserved for a thread, the reservation is never canceled or switched to another
thread, and it continues to be reserved for the same owner thread.

Once the lock is reserved, the owner thread attempts to acquire the spin lock by storing
one to the owner status field (Figure 6.4(b)), while any non-owner thread attempts to
acquire the lock by setting its identifier to the other field (Figure 6.4(c)). An atomic
operation is used for the latter attempt, since it may be performed by multiple non-owner
threads.

These two types of acquisition attempts may occur at the same time. To solve the data
race, each thread reads the