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ABSTRACT

Recently, much attention has been paid to research on distributed
coalitions that establish trust among the members of groups of
computing components in distributed environments. The Trusted
Virtual Domains (TVD) that our research division is proposing is a
new model of a distributed coalition for establishing multiple trusted
coalitions of components on nodes in distributed heterogeneous
environments. In a large-scale distributed computing environment
where many kinds of components exist and there might be difficult
situations to agree common attestation methods among all
components beforehand, it is necessary to provide each component
with flexible attestation according to its usage scenario for
increasing the number of components that can participate in TVD.

In this paper, we propose a layering negotiation approach. It divides
an attestation process into a global attestation phase that verifies that
a TVD is fundamentally secure and supporting essential trusted
primitives and a local attestation phase that verifies the integrity of a
specific component involved in a usage scenario. And, a
combination of attestation methods is decided as a result of
negotiation between the components for each kind of attestation at
each phase. With our approach, the attestation corresponding to a
usage scenario can be done flexibly based on the minimal required
attestation needed in the TVD, so the component developers can
concentrate on the implementation of the higher-level functions.

Categories and Subject Descriptors
D.4.6 [Operating Systems]: Security and Protection

General Terms: Seccurity

Keywords: Trusted Computing, Remote Attestation,
Distributed Coalition, Trusted Virtual Domains

1. INTRODUCTION

There has been considerable interest in distributed coalitions that
establish trust within a group of computing components in
distributed environments, such as NetTop [3] and Terra [4], based
on recent advances in distributed computing and security
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technologies. A distributed coalition can now manage the
enforcement of different security policies for the components of
each group.

The Trusted Virtual Domain (TVD) [8][9] that our research division
is proposing is a new model of a distributed coalition. A TVD
establishes multiple trusted coalitions called domains for
components on nodes in distributed heterogeneous environments
(Figure 1). A TVD can support distributed mandatory access
controls whose security policies are different in each domain. A
component that attempts to join a domain first verifies the domain’s
integrity, and will be forced to honor any security policy defined for
that domain while in the domain. The Trusted Computing Group
(TCG) technology [1] is the attractive technology for a TVD to
allow a remote component to verify the precise configuration and
state of a computing platform in a reliable way.
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Figure 1: Trusted Virtual Domains

In a large-scale distributed computing environment, it is necessary
to consider the differences between attestation strengths that
components require. A TCG-based attestation for an entire
component may be the strictest way to verify its  integrity.
However, if the TCG-based attestation is demanded by all of the
components, only some of the components that can participate in the
domains, because the attestation strength that each domain calls for
is different according to its usage scenario, so the strictest method is
not always needed for all of the scenarios. For example, an online
shopping service would require strict attestation to guarantee secure
transactions, perhaps TCG-based attestation for an entire component,
while a social network service (SNS) might only call for lightweight
attestation to encourage participation, such as check of component
version.



To construct domains flexibly, we have proposed the concept of
Secure Messaging Router (SMR) [7]. A SMR provides trusted
components with the TVD fundamental functions for messaging in
distributed heterogeneous environments. In a SMR, attestation
methods for components are assumed to be agreed among all
components beforehand. However, there might be difficult
situations to pass this assumption, considering in a large-scale
environment.

In this paper, we propose a layered negotiation approach. First of all,
we divide an attestation into two phases, a global attestation and a
local attestation. The global attestation verifies the fundamental
TVD parts prepared as common trusted primitives. The local
attestation verifies a component-specific part that applies integrity
verification corresponding to usage scenarios, and the component-
specific part is implemented by component developers. Next, global
and local attestations can prepare for some attestation methods, such
as TCG-based attestation, hash value comparison of component
images, and checks of component version. The components
negotiate which attestation method to be used or combined. There is
a restriction that a global attestation must be equal to or stronger
than a local attestation. For example, the only check of component
version should not be selected for a global attestation when a local
attestation needs a TCG-based attestation. In this case, TCG-based
attestation should be put in addition to the check of component
version at the global attestation. With our attestation approach, the
attestation corresponding to a usage scenario can be done flexibly
while guaranteeing the minimal required attestation in the TVD. In
addition, component developers can easily achieve TVD
fundamental features by using trusted primitives, and concentrate on
the implementation of the higher-level parts.

2. DESIGN

Figure 2 shows our system architecture. A node is composed of
three components, a trusted component base (TCB), a trusted
component (TC), and a Trusted Virtual Domain Agent (TVD
Agent) as a key component for our layered negotiation approach.
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Figure 2: System Architecture

A TCB is highly assured by the lowest layer, such as the hardware-
layer. Assurances of TCs and a TVD Agent are achieved by chains
of assurance from a TCB on the same node. In addition, a TCB
isolates TCs and a TVD Agent at the system resource level.

TCs achieve application services cooperatively with other TCs.

A TVD Agent manages assurances of all TCs on the same node, and
plays the role of a single common contact point that guarantees the
integrity of each node communicating with any other nodes. That is,
integrity of a TVD Agent is attested when a node tries to attest
integrity of the other node. All communications inside and outside
the node are intensively managed by a TVD Agent, and TCs
communicate with other TCs via TVD Agents on the same nodes.

There are established two kinds of domains, a primitive domain
among TVD Agents with global attestation, and a TC domain
among TCs with local attestation. A primitive domain is established
first and a TC domain is next.

A primitive domain provides common trusted primitives with a TC
domain. The primitives include messaging to exchange messages
between applications over nodes in the same domain on secure
communication channels, file access to provide secure file systems
where access is limited only to applications in the same domain, and
domain lifecycle management to make new domains, join and leave
existing domains, and delete domains. A TC domain utilizes the
common trusted primitives and provides TC specific features with
TCs.

Figure 3 shows an example of primitive domains and TC domains
across nodes. The TC Domain 1 and the Primitive Domain 1 are
built by a check of a software version and hash value comparison
attestation of an image respectively. The TC Domain 2 combines
them. The TC Domain 3 applies TCG-based attestation, and the
Primitive Domain 2 check which kinds of OS-level reference
monitor is used in addition to TCG-based attestation. The Primitive
Domain 2 is included in the Primitive Domain 1, because the TCG-
based attestation is stricter than the hash value comparison
attestation. In other words, TVD Agents 3 and 4 have already
established shared primitive domains with TVD Agents 1 and 2.
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Figure 3: Primitive Domains and TC Domains

Figure 4 illustrates an example of a communication sequence
between nodes when a TC on another node participates in an
existing TC domain (TC Domain 2).

Node 5 Node 3
TC TVD Agent TVD Agent TC
TCs-1 TAs TA3 TC3-1
1. 2 3
Global 4.
Attestation 5.
7 6.
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10.
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Figure 4: Example of Communication Sequence



First, a primary domain is established to include 743 and 745 with
global attestation. 7Cs-1 sends to 745 a TC domain establishment
request message for 7Cs-r along with 7Cs.1’s proof of integrity for
the hash value comparison attestation of the image in order to
participate in the TC Domain 2 (Step 1). 745 examines if the
primitive domain can be established with 743 using the hash
attestation or a TCG-based attestation, and sends to 743 a
primitive domain establishment request message with 745’s proof
of integrity for the hash attestation (Steps 2-3). 743 recommends a
combination of TCG-based attestation and check of OS level
reference monitor to 74s for the Primitive Domain 2 (Step 4), but
TAs rejects the request because it is not ready for TCG-based
attestation, and again requests the only hash attestation from 743
(Step 5). Now TAs3 agrees to use the only hash attestation for the
Primitive Domain 1, verifies 745’s integrity, and sends a primitive
domain establishment response message with 743’s proof of
integrity as long as the verification succeeded (Steps 6-7). TAs
verifies TAs3’s integrity, and sends to 743 a primary domain
establishment complete message for the Primitive Domain 1 as
long as the verification succeeded (Steps 8-9).

Next, the TC Domain 2 is established between TCs.; and TCs-1
with local attestation. 745 sends to 7C3: a TC domain
establishment request message via 743 (Steps 10-11). TCs-1 agrees
to use the only hash attestation, verifies 7Cs-/’s integrity, and
sends to 7Cs-1 a TC domain establishment response message with
TCs-r’s proof of integrity via 743 and 745, as long as the
verification succeeded (Steps 12-15). TCs-1 verifies TC3-1’s
integrity, and sends to 7Cs-r a TC domain establishment complete
message for the TC Domain 2 via 745 and 743 as long as the
verification succeeded (Steps 16-19).

3. IMPLEMENTATION

Figure 5 illustrates a prototype system.
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Figure 5: Prototype System

Xen [6] is a well known and widely used open source hypervisor.
Xen is running each node. Xen isolates each TVD Agent and each
application in the unit of a Xen domain, and establishes peer-to-
peer communication channels between each TVD Agent and each
application. A TVD Agent runs on the Xen administration domain
called Dom0, and the application on the Xen user domain called
DomU for para-virtualization domain or HVM for full-
virtualization domain.

The sHype [5] is a mandatory access control framework for a
virtual machine monitor in Xen. Mandatory access controls for
the network interfaces in sHype would guarantee enforcement of
peer-to-peer communications between Dom( and DomU/HVM
domains.

For TCG-based attestation, Integrity Management Architecture
(IMA) [2] and VTPM [13] are used. IMA utilizes TCG integrity
measurements and attestations, and vITPM virtualizes the Trusted
Platform Module (TPM) [1] for operating systems on a hypervisor

layer. The attestation of a TVD Agent is done with TCG-based
attestation over the whole Dom(0 domain. The Dom( domain is
booted with a trusted boot loader, Trusted GRUB [14], and its
configurations are stored in a Platform Configuration Register
(PCR) [1] in the vTPM.

It is preferable that the operating system on the Xen domain be as
lightweight as possible to simplify the attestation. We are
currently planning to use SELinux configured to load minimum
set of services.

4. RELATED WORK

Property-based attestation [11] proposes an attestation model with
a trusted third party that translates low-level integrity information
into a set of properties. In attestation, the properties such as
security requirements are used instead of the configuration of its
software and hardware components.

Semantic remote attestation [12] uses a trusted virtual machine as
the basis of remote attestation. The trusted virtual machine
verifies various properties of applications on it by explicitly
deriving or enforcing them.

WS-Attestation [10] proposes efficient and fine-grained remote
attestation on Web Services. It exchanges attestation in the form
of a credential which asserts properties and binds those properties
with the hash value based attestation generated by a TPM chip.

NetTop [3] uses VMWare to isolate execution environments, and
allows connecting isolated environments to each other to form a
network of trusted environments, leveraging secure OS such as
SELinux to increase the level of security on the host and the guest
Os.

Terra [4] realizes isolated trusted platforms on top of a virtual
machine monitor, and allows attestation by a binary image of
each virtual machine. Terra employs non-TCG based attestation
to verify software stacks running in the guest OS, setting up a
trusted relationship between multiple virtual machines.

5. SUMMARY

A layered negotiation approach that we proposed in this paper
provides flexible attestation according to usage scenarios of
components, by dividing attestation into a fundamental and
common TVD phase called global attestation and a component-
specific part called local attestation, and combining suitable
attestation methods as a result of negotiations between
components. Components can participate in suitable TVD
domains with appropriate combinations of attestation methods. A
TVD Agent on each node provides components on the same node
a single common contact point and common trusted primitives,
such as messaging, file access, and domain management.

Some challenges have been left yet toward flexible attestation.
First, a common attestation method is required on heterogeneous
environments. An ontology-based negotiation by using ontology
language such as OWL [15] would be useful. Next, a combination
of a global attestation and a local attestation may be still coarse-
grained according to some applications. A combination of
hierarchal global attestations and hierarchal local attestations
would be able to provide fine-grained attestation, though both are
single in this paper.
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