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Abstract

This paper describes a novel contract based approach for defining, deploying, monitor-
ing and enforcing service level agreements (SLA) in a dynamic e-Business environment.
The current trend in application service delivery is to move away from tightly coupled
systems towards structures of loosely coupled, dynamically bound systems with long and
short businessrelationships. It appearshighly likely that the next generation of e-Business
systemswill consist of an interconnection of services, each provided by a possibly differ-
ent service provider, that are coupled together to offer an end to end service to a customer.
Such an environment, which we call Dynamic e-Business (DeB), will be governed by
dynamically negotiated electronic contracts between service providers and service cus-
tomers. From a management viewpoint, this development poses new challenges, such
as contract based provisioning of management systems, monitoring and violation detec-
tion of dynamically agreed upon QoS parameters, problem determination and resolution,
according to the terms and conditions specified in the contract. This paper proposes a
management architecture for specifying, deploying and monitoring service contractsin a
DeB environment, with aview to providing abasis for SLA management.
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1 Introduction

The widespread use of the Internet within the business community is leading to a funda-
mental change in the way that services are being delivered by service providers and con-
sumed by service customers. The past year, in particular, has seen an extensive amount
of activity on research and technical specifications that enable the development of inter-
operable e-Business interactions, both B2C and B2B, using the Web and the Internet as
the underpinning technologies. Standards and initiatives such as ebXML [l6], UDDI [20]
and Web Services [[13] are gaining increasing acceptance. A trend that is beginning to
emerge from this activity is the development of an environment where service customers
and service providers can locate each other over the Internet, negotiate terms and condi-
tions of business electronically, connect with each other dynamically, transact business
and tear down their relationship when it is no longer needed. We call this development
Dynamic e-Business (DeB)in other work [9], it is also referred to as virtual enterprise.
A DeB consists of avariety of dynamic services offered by different service providers



and selected on-demand, that cooperate for a short period of time. One of the very im-
portant elements of dynamic e-Business is an electronic contract that describes the role
of the various parties involved in a DeB environment and the service level agreements
(SLA) that are negotiated between them. Considerable research has been ongoing on the
content and structure of electronic contracts[[16,(9]; however, existing work focuses often
on business-level interactions, thus on an abstraction level that is too high for the pur-
poses of (technical) service management. On the other hand, work in the area of Service
Management [ 21, [3] often fails to take the business impact of SLAs into account.

The approach described in this paper attempts to combine both research areas and
leverage their strengths; it is based on the premise that in DeB environments, manage-
ment in general —and SLA management in particular —will be driven by the constituent
elements of a contract. We present an object oriented model for a contract and use it
as the basis for developing an architecture for representing, provisioning and monitoring
the elements of a contract in a dynamic e-Business environment. In particular, our archi-
tecture is geared towards building management services that alow the flexible definition
and measurement of QoS parameters, service level guarantees and detection of violations
during the interaction between a customer and a service provider.

The paper is structured as follows: Section [2 introduces the management require-
ments in a DeB environment through an example scenario. Section [3 depicts the role of
acontract and its implicationsin a DeB. Section @l introduces a model for a contract, and
provides details on the provisioning and deployment of a contract. A management archi-
tecture for detecting contract violationsin a DeB is aso presented in this section. Section
[3 concludes the paper with an outlook on the future development of this area.

2 Dynamic Services: Elements of Dynamic e-Business

In order to set the stage for the rest of the paper, we will describe a scenario that will
illustrate the formation of a DeB. Our example is directed towards a small to medium
size business that wishes to outsource its business process (entirely or in part) to various
service providers. The parties that participate in a DeB are described bel ow.

2.1 Outsourcing an Internet Storefront

We assume a dynamic e-Business infrastructure for a Sorefront Owner that wishes to
construct and operate an electronic storefront for selling goods. Figure [ depicts a typi-
cal configuration where the business process associated with the operation of an Internet
storefront has been set up to be hosted by a number of different service providers. In
the example shown, the business process consists of a fairly straightforward flow: cata-
log presentation, shopping cart handling, user account maintenance and profiling, credit
and payment processing, and shipment. Potentially each of these sub-processes could
be outsourced to a Service Provider, depending on the ability of the Storefront Owner
to maintain the IT infrastructure needed for supporting them. The Storefront Owner is
then a customer of a Service Integrator; both negotiate and sign an electronic contract
(ak.a. Service Level Agreement, SLA) that specifies the guaranteed quality of the sub-
scribed services and the compensating actions in case of aviolation. Additional players
are needed when service customers buy services to be consumed by third parties. In our
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Figure 1: Architecture of an Internet storefront with multiple Service Providers

example, the storefront is outsourced by a Storefront Owner who intends the storefront to
be used by its Consumers. In this case, the customer has neither a sophisticated infras-
tructure to supervise the service nor does he access the services from his environment on
aregular basis. A typica real-life example for such a storefront service offering, which
catersto Small and Medium Businesses (SMB), is Yahoo! Sore[22].

In our scenario, the catalog representation and shopping cart handling processes are
provided “inhouse” by the service integrator. However, a service integrator may choose
not to implement all the services needed to support the business processes himself, but to
subcontract parts of the fulfillment to other service providers. Each outsourced process
is governed by an electronic contract, formed by negotiations. In our example, account
mai ntenance, credit processing and shipment are subcontracted to other service providers.
The relationship of a service integrator to its service provider is the same as the relation-
ship of a service customer (here: the Storefront Owner) to a service provider. Note that
the service relationships are bilateral, i.e., the relationship between a service customer
and service integrator is decoupled from the relationship between service integrator and
actual service provider. The mapping of subcontracted services to the service provided
to the customer is done internally by the service integrator. By treating each service re-
lationship and the corresponding management independently, this model of contractual
relationships supports value chains of arbitrary depth, which may be implemented by a
hierarchy of service providers. In the case of our scenario, the Service Integrator has cho-
sen to outsource the maintenance of the customer database (needed for the fulfillment of
the account maintenance business process) to another service provider “long-term SP”,
because such a “classical” outsourcing contract is usualy valid for a longer period of
time.



Dynamic Service Providers (depicted in the lower right part of figure [I) enter the
sceneif we consider the emerging Web Services[[13] and UDDI [[20] architectures, which
define mechanisms for advertising, finding, and binding to services over the Internet.
While UDDI defines the architecture of a Service Registry and the mechanismsto access
them, Web Services specifies a component model for describing and invoking services
over the Internet. UDDI and Web Services are the building blocks that enable a Service
Integrator to perform very late binding to other Service Providers, in the extreme case on
a per-transaction basis. In our example, the Credit and Shipment business processes are
fulfilled by Dynamic Service Providers.

2.2 Management Service Providers in a Dynamic e-Business

Extending the DeB with service management capabilities introduces additional parties
to monitor and enforce the negotiated electronic contracts; these parties may be selected
on-demand, too, and are subject to the dynamics of the underlying DeB. A Management
Service Provider (MSP) isthe most common example of an entity that may be selected by
e.g., Storefront Owner and Service Integrator to oversee the electronic contracts between
the various customer/provider relationships. Typical functions performed by an MSP are:

e Provisioning the management functionality such that the various MSPs are in-
structed to measure the relevant metrics in support of the agreed upon SLAs.

Performance data reporting; Keynote Systems [[12] is an example of such an MSP.

Contract monitoring for contract violation detection.

Reporting of contract violations to the various interested parties.

e Problem determination and resolution.

These functions can be performed either by one or by multiple entities. For instance,
provisioning and problem determination could be done by one entity that can be an inte-
gral part of the Service | ntegrator, whereas contract monitoring and SLA violation detec-
tion could be done by an agreed upon third party, such asan MSP. This DeB environment
poses a number of management challenges, which an M SP needs to address:

e interpretation of a contract to set up monitoring policies in support of negotiated
QoS parameters,

e provisioning of management systemsin the customer and service provider environ-
ments to enable SLA monitoring. This step needs to be done dynamically as new
service providersreplace or join existing onesin the DeB.

e detection of contract violations, finding the source of the violation and initiating
corrective measures.

¢ problem determination, whichisadifficult enoughtask in large distributed systems,
becomes even more so in the context of dynamic e-Business. This is because of
the multiple organizational boundariesinvolved in the completion of an e-Business



transaction. In the event of a problem, the management systems of the different or-
ganizations have to cooperate by exchanging relevant information (e.g., monitored
data, log file extracts, etc.) and map the external problem report to their internal
resource datain order to find the root cause of the problem.

In this paper we concentrate on providing an approach for contract based management.
The following sections introduce the structure and model of a contract and describe a
management architecture for violation detection and contract deployment.

2.3 Related Work

The Application Service Provider (ASP) model of making software accessible as a ser-
vice has been gaining increasing acceptance over the past years, however, current ASP
customer/provider relationships tend to be fairly static and restricted to a pair of cus-
tomers and providers because the infrastructure for selecting services on-demand from
multiple service providers is not yet in place. [[19] gives an overview over the current
state of the art in application service provisioning.

The dynamic selection of services and the automated setup of service relationshipsis
the subject of intensive work in the recent years, e.g., in the Web Services Architecture
[13], tpaML based business protocol deployment [15] and the CrossFlow project that sup-
ports dynamic integration of business processes [[9, [15]. However, these approaches do
not consider establishing a service management relationship along with the steps of pro-
visioning the service. There are a number of approachesto formal contract languagesin
general [[16,[18] that do not provide constructs to define management relationships. Work
on electronic SLAs for application hosting [[11] specifies QoS associated with a service;
however, it lacks the flexibility in SLA metric definition and doesn’t distinguish between
the different kinds of functionality an MSP can provide.

Work in the area of service management for multi-party environments [[14) [10], first
described in [13], often lacks adequate formal SLA representations to facilitate the auto-
mated negotiation, deployment and enforcement of contracts. In addition, work on the
assessment of the SLAS' business impact on an organization has been carried out in the
recent past and focuses on telecommunication environments [ 14} [17].

3 Contractual Relationships and Roles

3.1 Contractual Scope of Services and their Management

In this section we introduce a model of the contractual relationships that helps us to un-
derstand and structure the involvement of multiple partiesin the delivery of a service and
its management. Figure[dillustrates the main elements of our model based on our Internet
storefront scenario, described in section[2.11

In general, a contract defines the relationships between a number of parties for deliv-
ering and managing a service: All rights and obligations of the parties are defined in the
contract, such as the obligation to deliver a service at the specified quality and the obliga-
tion to pay for it. This also includes the interaction relationship between the contracting
parties, e.g., the right to send a measurement probe and the obligation to make measure-
ment data available. We call the set of rights and obligations the scope of a contract.
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Figure 2: Contractual scopesin a dynamic e-Business environment

There is no relationship between two parties unless it is on the basis of a contract (We
ignore the establishment and dismantling of the contractual relationship at this point).

From the point of view of service management, the scope of the contract encompasses
two important aspects. (1) The bilateral service relationship between a service provider
and its customer and (2) the service management, which may include additional parties
that contribute in various roles.

The service relationship is defined in a bilateral contract between a service provider
and a service customer. It defines the service that the service provider must deliver and
how the fulfillment of the contract is going to be managed. This includes the specifica-
tion of the QoS parameters, the way they are measured, their guaranteed values and the
punitive action that is entailed by a guarantee violation e.g., the crediting of a penalty.
A service provider is fully accountable for the delivery of the service as specified by the
QoS parameters.

The service management aspect complements the service relationship. It defines the
necessary interactions to measure the relevant QoS parameters, exchange measured val-
ues, determine problems and launch corrective actions. The contracting parties may de-
cide to include other parties in the monitoring and management of their contractual rela
tionship. In addition to the (mandatory) service provider and service customer, third par-
tiesin additional roles may be part of the contractual relationship: They perform activities
that providersand customers prefer not to do or are unableto carry out by themselvese.g.,
the management of the QoS parameters specified in acontract. Depending on the particu-
lar environment, one or more M SPs might embody various roles, depending on the needs
of the respective parties and the viability of a particular role being run as an independent
business. The following services are typical roles of an MSP:

e Measurement Service:This service measures QoS parameters such as avail ability,
throughput or response time from outside the service provider, e.g., by probing or
interception of client invocations. A measurement service may measure al or a
subset of the QoS parameters. Multiple measurement services may be involved.



¢ Violation Detection Service: This service obtains measured values of QoS param-
eters from the service provider or a measurement service and tests them against
the guarantees given in the contract. This can be done each time a new value is
available, or periodicaly.

¢ Management Service:The purpose of this serviceis to execute corrective actions
on behalf of the managed environment if the Violation Detection Service discov-
ers that aterm of the contract has been violated. While such corrective actions are
limited today to opening atroubleticket or sending an event to the provider’s man-
agement system, we envision this component playing a crucial rolein the future by
acting as an automated mediator between customer and provider, according to the
terms of the contract. Thisincludesthe submission of proposalsto the management
system of aservice provider on how a performance problem could beresolved (e.g.,
proposing to assign a different traffic category to a customer if several categories
have been defined in the contract).

Despite the fact that a multitude of parties may be involved in providing a service,
these interactions may be broken down into chained customer/provider relationships. Ev-
ery interaction therefore involves only two parties, a customer and a provider. Conse-
guently, we do not see a need for multi-party contracts [[18] in aDeB (i.e., contracts that
are negotiated and signed by more than two parties), which do not provide enough value
to justify their added complexity.

3.2 Implications of Contract based Management

The foregoing discussion makes it clear that dynamic e-Business has major implications
on its management, which make Service Management very different from traditional En-
terprise Management. Firgt, virtual enterprises be can be formed (and dissolved) on a per-
transaction basis, thus implying dynamics several orders of magnitude larger than found
in today’s corporate networks, whose topol ogy tends to be fairly static. The second major
issue comes from the privacy concerns of the various providers: A service provider is, in
genera, neither interested in disclosing which of his business processes have been out-
sourced to other providers, nor the names of these providers. DeB customers, on the other
hand, will not necessarily see a need anymore to know the exact reason of a performance
degradation as long as their service provider is able to take appropriate remedies. Con-
sequently, the goal of “End-to-End Management”, which has been the target of several
enterprise management efforts, becomes unachievable in a DeB environment spanning
multiple organizational domains.

In order to develop a generic model for service contracts, we have analyzed close to
three dozen state-of-the-art SLAs currently used throughout the industry in the areas of
application service provisioning (ASP) [[2], web hosting and information technology (IT)
outsourcing. The first observation is that a large part of the current contracts deals with
legal (non-IT related) terms and conditions, such as the scope of work, the legal respon-
sibilities and proprietary rights of the parties, or the modes of invoicing and payment.
These terms and conditions are best kept outside the actual I T-related contract because
they cannot be observed/enforced by a management system.

Another observation is that every analyzed contract contains (in a more or less
straightforward way) the involved parties, the QoS parameters, the raw metrics used as



input to compute the QoS parameters, the algorithm for computing the QoS parameters,
the service guarantees and the appropriate actions to be taken if aviolation of these guar-
antees has been detected. Therefore, the structure of a contract is very similar among
our (statistically small, but representative) samples, which makes these contract artifacts
suitable candidates for inclusion in a generic model representing service contracts.

Finaly, and surprisingly enough, amost all ASP contracts focus on a single QoS
parameter, namely Availability ; other important QoS parameters, such as assigned band-
width, response time or throughput are almost never mentioned. We believe this reflects
the current early stage of ASPs, since availability is the most fundamental metric. How-
ever, it turns out that measuring availability does already represent achallenge on its own
because the definitions of this QoS parameter come in various forms and shapes: some
ASPs focus on the infrastructure to define service availability (“user(s) being able to es-
tablish a TCP connection to the appropriate server”), while others refer to the application
that implementsthe service (“ Customer’s ahility to access the software application on the
server”). Still others rely on the results obtained from monitoring tools (*the application
isaccessibleif the server is responding to HTTP requests issued by a specific monitoring
software”), while another approach uses elaborate formulas consisting of various metrics,
which are sampled over fixed timeintervals. These base clauses are then usually annotated
with exceptions, such as maintenance intervals, weekend/holiday schedules, or even the
business impact of an outage (“An outage has been detected by the ASP but no material,
detrimental impact on the customer has occurred as aresult”). While we do not intend to
comment on the usefulness of some of the clauses or the ease of proving their violation
in an objective way, we would like to stress the point that despite the fact that al the
clauses refer to the same QoS parameter (“Availability”), the only commonality among
these clauses is — their diversity! The important implication is that a suitable contract
model must not constrain the parties in the way they formulate their clauses but instead
allow for ahigh degree of flexibility. In the af orementioned examples, amanagement tool
that implements only a non-modifiable “textbook definition” of availability would not be
considered helpful by today’s ASPs and their customers.

Nevertheless, while the nature of the clauses may differ considerably among different
contracts, the general structure of al the different contracts remains the same. Thisim-
pliesthat thereisaway to come up with aunified contract model, which can be applied to
amultitude of bilateral customer/provider relationships. The following section discusses
our efforts towards finding such a flexible contract model.

4 Contract Model and Management Architecture

We will now describe our approach to devel oping ageneric model for service contracts(in
section[4.1) and its operational issues, such as the detection of violations and the contract
deployment in sections[4.2 and[4.3 respectively.

4.1 A flexible Model for describing Service Contracts

The discussion in sections[2.7]and[3.2 has shown on the one hand that the general structure
of a contract is the same for all interactions between a customer and a service provider
even if the customer/provider relationships are nested to form a hierarchy. On the other
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Figure 3: UML Diagram representing the Object Classes of the Contract Model

hand, the various clauses within the contract are subject to an extreme variability because
they depend both on the specific parameters a customer is interested in and the metrics
a service provider is able (or willing) to expose. Thus, while a contract model must be
able to describe the various sections of a contract in an unambiguous format to facilitate
its negotiation, establishment and enforcement, it needs to exhibit a maximum degree of
flexibility for defining theindividual clauseswithin the different contract sections. For ex-
ample, it ispossiblein our model to define/modify/del ete new guarantees and to associate
them with existing QoS parameters. The approach is derived from the structural Design
Pattern “Decorator” [[7]. Figure[3 depicts the object classes, which will be described in
detail in the following paragraphs.

Representing the common artifacts of a contract, i.e., its various sections can be
donein a straightforward way by subclassing them from an abstract class CSDEI enent ,
where CSD stands for “Contract and Service Definition”. The various artifacts of a ser-
vice contract (depicted in the upper part of figure[3) are as follows. Rol e serves as the
base class for distinguishing among the different parties; in our case, these are Cus-
t omer and Provi der (left part of the figure), since we deal with bilateral contracts.
Servi ceDef i ni ti on contains the actual description of the service in question, to-
gether with administrative information. On the right part of figure [3 are the classes Met -
ri cDefinitionand QoSParanet er Def i ni ti on; the former describe the input
parameters for computing the latter. A typical example for the latter would be the afore-
mentioned QoS Parameter “Availability”, while the Metrics used to compute this QoS Pa-
rameter could be “UpTime”, “ServiceName”, “ SamplingRate” and “Samplinglnterval” .



In addition, the algorithm for computing QoS Parameters from Metricsis captured in the
contract; the class Measur enent Di r ect i veDef i ni ti on (not depicted in the fig-
ure due to space constraints) holds this information. Guar ant ee contains the threshold
definitionsfor the QoSPar anet er Def i ni ti ons. Thesetwo classes are connected by
the association Guar ant eePar nDef .

The most important artifact of a service contract is the Cont r act itself. Since a
Cont r act iscomposed of al the previously mentioned artifacts — even other contracts—
we can aggregate all of them by means of the aggregation Cont r act CSDConposi t e.
This ssimple, but elegant construct of an aggregation combined with an inheritance hier-
archy is known as the “Composite” design pattern, described in [[7]. Note that a contract
can, in addition to aggregating other contracts, also be associated with other contracts (by
means of the association Associ at edCont r act ), thus making it possible for a man-
agement system user to navigate from one contract to another. All these classes contain
the definitions of the contract artifacts, i.e., the content of the contract document. This
simple model meets the requirement of representing the definition aspects of a service
contract, as described in section 3

The second important aspect of our model takes care of the fact that we need to relate
the definitions contained in the contract to the instances of the elements that represent the
actual values of the QoS Parameters, Metrics, Algorithms and Guarantees. Thisis the
purpose of all the classes depicted in the lower part of the figure.

RawMet r i csare the values retrieved directly from the managed resources residing
in the service provider's administrative domain. They can be considered as having no
notion of time; typical examples are counters and gauges, and resource status informa-
tion. Conposi t eMet ri csare created by combining several raw (or other composite)
metrics according to a specific algorithm, such as averaging one or more metrics over
a specific amount of time. This computation is represented by the class Met ri cAl go-
ri t hmwhichretrievesitsinput parameters (instances of Rawivet ri ¢ or Conposi t e-
Met ri ¢) by traversing the association | nPar amet er s. The result of the computation
isaConposi t eMet ri ¢, ascan be seen from the association Qut Par anet er s. Such
computations are usually being done within the service provider’sdomain but can be out-
sourced to a measurement service. Composite metrics are exposed by a service provider
by means of awell-defined interface either to customers or a measurement service.

QoSPar anet er s put the metrics available from a service provider into the context
of a specific customer, according to the contract specification. In contrast to the previous
metrics, every QoS parameter is associated with high/low watermarks, which enables the
customer, provider, or a third-party violation detection service to evaluate the retrieved
metrics whether they meet/exceed/fall below specific QoS objectives (Guar ant ee). As
mentioned before, every QoS parameter and its permitted range are defined in the service
contract. The actual comparison between the value of aQoSPar aret er andits Guar -
ant ee is carried out by a Measur emrent Di rect i ve. This comparison is done by
navigating the associations Act ual QoSPar anet er and Guar ant eedPar anet er,
respectively.

Finally, we need to relate a specific Cust omer and aPr ovi der tothe Servi ce
in question, and aso to al the computed and measured values. This is the purpose of
the various associations in the lower left corner of the figure. The part dealing with the
definition of appropriate corrective actions that need to be undertaken once the violation
of a guarantee has been detected is omitted from the figure for the sake of brevity. How-
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ever, the underlying concepts remain the same as for the elements relating to clauses and
guarantees.

The model allows one to express that a customer requests customized data, i.e., he
selects the metrics and QoS parameters, and also works properly in cases where a cus-
tomer specifies the way by which data is collected. However, this is highly dependent
on the extent a customer requires the customization of parameters exposed by the service
provider (or measurement service) and how much heiswilling to pay for it. This, inturn,
depends on the degree of customization the provider is willing to apply to its metrics.

The probably biggest advantage of this model over the existing state of the art is the
fact that our mechanism for recursive aggregation of metrics and QoS parameters into
new QoS parameters allows the creation of measurable quantities not only at any service
access point of the customer/provider hierarchy, but also within a single administrative
domain. Thisis due to the fact that our model avoids to distinguish between customer-
specific, provider-specific and side-independent artifacts (in contrast to e.g., [18]): A ser-
vice provider may use this model to aggregate the various counters obtained from the
instrumentation of its managed resources to expose aggregated metrics to a customer,
which will then be used as input parameters for defining the QoS parameters in the con-
tract clauses. A customer may then take the QoS parameters defined in the contract to
aggregate them into higher-level business metrics that are meaningful to him. This pro-
cedure can be repeated across value chains of arbitrary length, thus taking into account
nested customer/provider relationships and eliminating the disconnect between business-
level and I T-level metrics.

4.2 Violation Detection

The architecture defined in this section describes the structure and behavior of the con-
tract management system and its relationship to the service production system. It also
defines the runtime relationships to external services that are involved in the monitoring
and management of a contractually defined service. Figure 4 outlines an exampleof arun-
time architecturethat involvesan external Violation Detection Service and aM easurement
Service. The architecture consists of two parts: (1) A Service Production System, which
hosts or implements the service and (2) a corresponding Contract Management System
that deals with the monitoring and management of the contractual obligations defined in
the contract clauses.

The Service Production System is an application server that consists of a servlet en-
gine, a monitoring and management interface and an administration console that facili-
tates local management tasks. The application server hosts the servlets that implement
the service for the user e.g., servlets that expose their functionality as a Web Service.

The Contract Management System comprises the following functional components:

e Contract Repository: This component maintains the contracts of an organization.
Once the contract establishment functionality has signed a new contract, this new
instance of the contract model (described in section 4.1) is submitted to the con-
tract repository. The repository also maintains pointersto all other functional com-
ponents and external partners that are involved in the management of the contract
(referred to as“link” in the figure). It isthe entry point for administrative activities
associated with contracts.
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Figure 4: Violation Detection Architecture

e Measurement: The responsibility of the measurement component is the collection

of raw datathat is relevant for QoS parameters. Also, the measurement component
aggregates the raw data into higher-level metrics that are used as QoS parameters
in the guarantees of the contract. To collect data, the measurement component
can either read data from the service production system through its monitoring and
management interface (interaction 1.ain the figure) or it can probethe service inde-
pendently of the management interface of the service production system (1.b). This
enablesindependent measurement of data and metrics that indicate how the perfor-
mance of aservice is experienced from outside the service provider organization.

Violation Detection: This component supervises the guarantees defined in the con-
tract. It retrieves metrics relevant for the QoS parameters from the measurement
component (2.) and evaluates the guarantees with the current set of data. This can
either be performed every time new datais available, or periodically. If aviolation
occurs, the violation detection notifies the management component (3.).

Management: Upon reception of a violation notification, the management compo-
nent determines the problem and derives a proposal for a management action that
remedies the cause(s) of the contract violation. However, the management com-
ponent does not implement the business logic to decide whether the management
action isin the best interest of the service provider from a business point of view.
Thus, it sends a decision request to the business entity (4.), which embodies this
business logic. When a decision is made to perform the management action, the
management component triggers the appropriate function of the monitoring and
management interfaces of the service production system.
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e Business Entity: The business entity component performs the decision-making
about which management action to take, if there is a choice, and when to exe-
cuteit. For example, the financia terms of the contract could specify alow penalty
if the agreed downtime is not much longer than a pre-defined value. The business
entity can then decideto allocate resourcesto fulfill another contract, whichisto be
serviced in parallel, that entails a higher penalty for violation. This component can
be implemented in different ways e.g., by exposing a user interface and involving
employeesin the decision-making process.

e Deployment: A component not involved at the runtime of a contractual serviceis
the deployment component. This component provisionsthe service and sets up the
contract management infrastructure, which comprises both organization-internal
and external components. The procedure used by the deployment component is
detailed in section[4.3]

Some functional components of the contract management system can be implemented
by external service providers, thereby extending the contract management system beyond
the scope of a single organizational domain. Good candidates are measurement, violation
detection and, potentially, management services, as the business entity is invoked prior to
the execution of a management action.

The contract management system of the service customer is similar to that of the ser-
vice provider. Service customers can run their own measurement and violation detection
functionality or outsourceit — partially or completely — to an external service shared with
the service provider. In any case, service customers require their own contract repository.
Since service customers do not run a service production system, they do not require the
management functionality.

4.3 Contract Deployment

Contract deployment refers to the process of provisioning the service and setting up a
contract monitoring and management infrastructure. Figure B explains this process by
depicting ascenario in which aservice provider deploys a contract. In additionto internal
components, a third-party Measurement Service and a Violation Detection Service are
also involved in the measurement and enforcement of the contract. The service provider
runs his Service Production System and the internal components of the corresponding
Contract Management System. In adifferent configurationthere could be no external roles
involved — all functionality implemented by the provider — or even multiple measurement
and violation detection services.
The deployment procedure contains four steps, referring to interactionsin Figure

1. In afirst step, the deployment component receives the contract from the contract
repository. It decides how to provision the service in the service production system
and which components to include in the contract management system. While ex-
ternal components are defined in the contract, there is some degree of freedom to
decide which local components will be used for the contract management system
and the provisioning of the service production system.

13
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Figure 5: Contract deployment process

2. Subsequently, the service is provisioned in the service production system. Depend-
ing on the type of service, different procedures are performed and may eveninvolve
processes that need to be performed manually.

3. Thethird step is the setup of the components of the contract management system.
The deployment component instantiates other necessary components and supplies
them with the parts of the contract that are needed for them to perform their tasks.
Different component types receive different contract artifacts.

3.a A violation detection component receives the guarantees and the parts of the
QoS parameter definition that enables it to retrieve them from the measure-
ment component.

3.b A measurement component retrieves the definition of the metrics to be mea-
sured and the corresponding measurement directives and metric algorithms.

3.c The management component needs to know which notifications of violations
to expect and which actions should be taken.

3.d The business entity receives the complete contract to enable the necessary
decision-making in case violations occur.

In addition to contractual information, internal components need further informa-
tion to establish links to other internal components, which are not contractually
defined.

4. Inthefina step, the deployment component reports all linking information back to
the contract repository to facilitate the administration of the contract management
system.
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A service customer’sdeployment isasimplified version of aservice provider’s. Obvi-
oudly, there is no service production system to provision, hence we do not need step two.
Also, the deployment of all additional parties to the contract is triggered by the service
provider. No involvement of the service customer is necessary.

5 Conclusion and Outlook

This paper presents the results of our research in anew and evolving area: Contract based
management of dynamic services. At the core of our work is an object-oriented model for
abilatera contract that addresses the need for flexibility required by today’s SLAS.

During the prototyping of the contract model and the various components presented
in this paper, we were able to fully automate the steps of deployment, monitoring and vi-
olation detection of the SLA. However, the contract negotiation and establishment phases
and the provisioning of the dynamic services may require manual intervention. Another
issue that needs to be addressed before dynamic e-Business can become a redlity is to
enhance the functionality of the management service: Currently, its task is limited to ob-
taining and eval uating the events received from the violation detection component and to
forward them to the provider’s management system. In the future, we envision the man-
agement service as afocal point for inter-domain problem resolution: 1t would carry out
problem determination tasks, perform root cause analysis and initiate corrective measures
when a contract violation is detected. However, the fact that such measures need to beim-
plemented across different organizational boundaries and with multiple related contracts
makes this problem particularly challenging.

Finally, the paper has introduced the concept of third party measurement, violation
detection and management services, which play an important role in monitoring and en-
forcing a contract; these services go beyond the functionality offered by traditional Man-
agement Service Providers. Here, important questions related to security and trust need
to be addressed so that service providers are willing to expose their performance metrics
to external measurement services.
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