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Abstract

This paper addresses the role of dependency analysis in dis-
tributed management. The identification of dependencies be-
comes increasingly important in today’s networked environ-
ments because applications and services rely on a variety
of supporting services which might be outsourced to a ser-
vice provider. However, service dependencies are not made
explicit in today’s systems, thus making the task of problem
determination particularly difficult. Solving this problem re-
quires the determination and computation of the dependen-
cies between services and applications. A key contribution
of the paper is a methodology for making IP-based services
and applications manageable that have not been designed to
include management instrumentation (which is the case to-
day for almost every application and service). Unlike other
approaches, it is not necessary to modify the application
code. Instead, our approach yields a technique that enu-
merates the characteristics and interdependencies of appli-
cations and services, thus permitting the derivation of ap-
propriate management information.

1 Application Service Dependencies

Application services are generally composed of a set of dis-
tributed components, each of which contributes a specific
function to the sum total of the services provided by the ap-
plication. Thus, a fault or malfunction occurring in any of the
components can lead to a problem in the end-to-end service
that the customer perceives. In addition, application com-
ponents function in close cooperation with the elements that
comprise the environment e.g., the communication network,
the operating system, various middleware such as databases,
messaging functions and their services, etc. Thus, determin-
ing the source of a problem involves finding the root cause
which may lie in any of the components and services that
contribute to the end-to-end service to the customer.

Dependencies represent consumer/provider relationships
between various cooperating components in a distributed
system. When one component requires a service performed
by another component in order for it to execute its function,
this relationship between the two components is called ade-
pendency. For the purpose of our discussion, when a man-
aged entity A (such as a service or an application compo-
nent) depends on a managed entity B, we say that A is the
dependentand B is theantecedent.

The notion of dependencies can be applied at various lev-
els of granularity: Each thread within a running application

may be dependent on each other’s operational output. This
paper does not consider such situations because there is a
distinct difference between applicationmanagement(focus-
ing on the application behavior observable from “outside”)
and applicationdebugging(focusing on the internal behav-
ior of an application). We consider only dependencies of the
former type.

The paper is structured as follows: Section 2 analyses the
requirements on application dependency models by focusing
on two typical service provider scenarios. It also gives an
overview on related work in this area and identifies the de-
ficiencies of existing standards and specifications. Section 3
classifies dependencies according to several criteria that we
have identified. A repository-based methodology for deter-
mining and computing dependencies is presented in section
4. Section 5 concludes the paper and presents issues for fur-
ther research.

2 Requirements Analysis

2.1 Management of outsourced Services

The modularity of IP-based services (e.g., EMail, Name Ser-
vice, World Wide Web) presents opportunities of outsourc-
ing IT activities for cost savings. As in traditional network-
ing, end-to-end services residing in the upper layers of a
distributed system depend on those offered by lower layers.
This leads to layered service provider hierarchies as depicted
in the left part of Figure 1 where a service provider is at
the same time the customer of another provider: The provi-
sioning of end-user services such as Email, WWW and DNS
therefore depends on the availability of the IP service which,
in turn, depends on an ATM service. In general, at every
layer, a service is accessed through aService Access Point
(SAP); in this scenario, an SAP also delimits the boundaries
between the different organizational domains and is the place
whereService Level Agreements (SLAs)[11] are defined and
observed. Usually, this is done at every layer by monitoring
a set of specific parameters that are exposed by the provider.
Dependencies between the different services are made ex-
plicit at the domain boundaries (ideally in terms of SLAs)
and can therefore be regarded asinter-domain dependen-
cies.

In this context, customers are most interested in

1. observing performance degradations and outages of sub-
scribed services,

2. tracking down the root cause of the problem by traversing
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Figure 1: Dependencies between outsourced Services

the different layers of the dependency model from the top
to the bottom. This (recursive) traversal crosses domain
boundaries.

This leads to a top-down traversal of the dependency chain;
an appropriate dependency model therefore must allow a
“drill-down”.

2.2 Availability Management

Our second scenario deals with the regular maintenance
tasks that cannot be done “on the fly” and therefore affect
services and their customers: Email servers get updated with
a new release of their operating system, network devices are
exchanged or upgraded with a new firmware version etc. In
all cases, it is crucial for the network and server administra-
tors to determinein advancehow many and, more specifi-
cally, which services and users are affected by the mainte-
nance. This is basically a rephrasing of the availability prob-
lem. The assumption that services are layered is fundamen-
tal for analyzing such impact in order to schedule appropri-
ate maintenance windows and to notify the affected users in
advance. Performing such an impact analysis requires the
traversal of the dependency model from the bottom to the
top.

This scenario allows us to identify another type of de-
pendencies, namely dependencies that occur between differ-
ent systems (inter-system): The maintenance of an Email
server obviously affects the service “Email” and thus all
the users whose user agents have a client/server relation-
ship with this specific server; however, other services (News,
WWW, Chat) are still usable because they do not depend
on a functioning Email service. We can conclude that inter-
system dependencies are always confined to the components
of thesameservice1.

Tracking inter-system dependencies is a particularly hard
problem and, therefore, has seldom been done in practice,
because making these dependencies explicit mandates that a
server “knows” its clients, which is generally not the case.

However, it may be feasible for a specific set of services
to compute the actual clients that are dependent on a specific
server. This involves the gathering of information

1This is consistent with the widely accepted definitions of a networked
service, e.g, in the ISO/OSI reference model.

� often from multiple places (with sometimes high costs
in terms of required bandwidth, storage and processing
time),

� through mechanisms specific to the service implementa-
tion and, often, proprietary w.r.t. the operating system.

To sum up, it is safe to say that while it is technically fea-
sible to compute inter-system dependencies, there is a trade-
off between the usefulness of the information and the po-
tentially prohibitive costs of obtaining this information. We
can also state that the computation of an all-encompassing
dependency model that reflects the current state of service
configurations is hard to achieve due to the high amount and
the dynamics of runtime dependencies. A centralized stor-
age of an instantiated model (e.g., in a management plat-
form) is therefore prohibitively expensive. We discuss this
in greater detail and present an approach to solve this prob-
lem in section 4. This approach is built on the definition of
two different kinds of dependency models:

1. A Functional Model that defines generic service
(database service, name service, end-user application ser-
vice etc.) dependencies and establishes the principal con-
straints to which the other models are bound.

2. A Structural Model containing the detailed descriptions
of software components that realize the services (DB2
UDB 5.2, BIND 6.5, WebSphere Advanced Edition 3.0
etc.). It provides details w.r.t. the installed software
and completes the amount of information provided by the
Functional Model.

A complete picture of all the dimensions for classifying
dependencies is presented in section 3. In the next section,
we will analyze which of these requirements for dependen-
cies are met by current approaches.

2.3 Related Work

For some time now, dependencies between components (and
their discovery) have been the subject of several research and
standardization initiatives:

The OpenGroupDistributed Software Administration
(XDSA) specification [12] addresses the mechanisms for
software distribution/deployment/installation and identifies
three kinds of relationships: prerequisite, exrequisite, coreq-
uisite. It should be noted that XDSA does not deal within-
stantiatedapplications and services and therefore does not
represent means of determining dependencies between com-
ponents at runtime.

In theCommon Information Model (CIM)[3], dependen-
cies – being ususally perceived as a specific kind of associa-
tion – are modeled as classes, thus allowing inheritance. The
following dependencies are specified in the different CIM
schemas: The Core, System, Application and Distributed
Application Performance (DAP) Schemas each define de-
pendency types in terms of abstract classes but it is fair to
say that while each specification addresses the dependency
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problem in general, none of these specifications allows the
determination of dependenciesat runtime. Furthermore, de-
spite early work [10] and several research [2] and standard-
ization efforts [9, 6] no satisfactory application management
solutions are available on the marketplace. The main prob-
lem is that comprehensive application management demands
a large amount of management information, thus posing an
additional development effort on the application developers
[7]. To sum up, only the emerging standards XDSA and
CIM specify dependencies reasonably well for the installa-
tion phase of a software product. However, these models
provide no support as soon as an application gets instanti-
ated, i.e., moves from the “installed” state to the “running”
state.

In order that we may design a methodology for identifying
and representing dependencies, it is important to identify the
different types of dependencies that can play a key role in
the different phases of the service and application lifecycle.
In the next sections, we will therefore present a classification
of dependencies that will help us to compute dependencies
in distributed environments.

3 Classification of Dependencies

Since dependencies come in different flavors and have varied
characteristics, dealing with them in a systematic way can be
facilitated by classifying them into groups with similar prop-
erties. Our approach consists in defining a coordinate system
based on key properties (or characteristics) of a dependency
as shown in figure 2. The coordinate values of the axes are
discrete. A dependency, from the viewpoint of classification,
has the following characteristics:
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Figure 2: Multidimensional space of Dependencies

Space/Locality/Domain– how “far” is the antecedent
from the dependent (i.e., sharing memory space, sharing the
same node, sharing the same subnet, being located within
the same domain etc.). This can also be referred to as “inter-
domain” vs. “intra-domain” or “intra-system” vs. “inter-
system” dependency. When a dependency line crosses a do-
main boundary, this usually means that Service Level Agree-

ments are associated with this dependency. Thus when we
are looking for dependencies that affect SLA management
(i.e., to ensure the customer is obtaining the Quality of Ser-
vice that was promised), inter-domain dependencies play a
key role. On the other hand, a dependent service component
may be on the same layer (usuallyinter-system) – for ex-
ample, a database client application depends on a database
server. If the antecedent component is located at a lower
layer, we speak ofintra-systemdependencies, e.g., a Web
browser depends on the TCP service.

Component Type– what the antecedent component actu-
ally is, i.e., a piece of hardware, an end system, a software
package, a service, etc. This distinction is important because
different types of components tend to behave and fail differ-
ently.

Component Activity – whether the antecedent is “active”
(such as a piece of hardware or software) and can be di-
rectly/explicitly queried, or “passive” (such as a file), which
by itself cannot be queried or instrumented and must always
have an “intermediary” that acts on behalf of it.

Dependency Strength– how strongly the dependent
component depends on the antecedent resource. While
it may seem useless to consider dependencies other than
mandatory, it turns out thatstrengthis a good metric to deal
with intermittent dependencies. These reflect the situation
where a component may require a resource only for certain
periods of time: For an application working with a local Lo-
tus Notes database copy, the Notes server is required only
twice during its runtime, namely to perform initial and final
replication of the database. The server may be unavailable
during intervals in between without affecting the application
adversely.

Dependency Formalization– what degree of formaliza-
tion this dependency has and, thus, to which degree it can
be determined automatically. This serves as a metric that
helps to evaluate how expensive and/or difficult it is to ac-
quire and identify this dependency, represent it, and, track
this dependency during the lifetime of the component. For
a “formalized” dependency, the cost of dealing with it is ob-
viously lower than that for a “non-automated” or “not-well-
formalized” one.

Dependency Criticality– how should this dependency be
satisfied, in terms of availability of the resource/service this
component depends on. It is important to note that as the de-
pendency evolves with time, the meaning and the semantics
of the three possible values change.

Apart from these characteristics, it is important to con-
sider two additional aspects that determine the behavior of
dependencies but do not fit into the multidimensional repre-
sentation:

Time: Dependencies may and usually do change from one
point in the component’s lifetime to another. Some may dis-
appear e.g., the need for disk space to install the component
is gone once the installation is complete. Some may change
– for example, the need for temporary disk space may not
be gone but eventually decrease from the installation to the
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running phase of an application. And some dependencies
may come up that were not there before – such as the need
for remote components which matters when the application
runs, but should (and does) not prevent the installation from
succeeding.
For example, IBM WebSphere may depend on the availabil-
ity of a certain amount of disk space at installation time –
however this dependency may disappear as the application
life-cycle moves past installation. Another example (depen-
dency upon DNS) appears only after the installation is com-
plete and possibly after the configuration stage is done.
It is useful to monitor and study how the dependency charac-
teristics change and how dependencies are dropped or added,
as the dependency moves along the time line.

Dependency Lifecycle: It is useful to distinguish between
functionaland structural dependencies. As a dependency
moves along the time axis, it is instantiated further, accumu-
lating details and evolving from functional to structural.
A functionaldependency is an association between two en-
tities, typically captured first at design time, which says that
one component requires some services from another. A
structural dependency contains detailed information and is
typically captured first at deployment or installation time.

4 Dependency Analysis

The analysis in the previous section has pointed out that a
major requirement for the automated management of dis-
tributed application services is to have a record of their de-
pendencies on lower layer services and resources. Abstract
service models have been used to address this issue [8], but
this approach requires the collection and mining of large
amounts of data. In the following sections, we will describe a
pragmatic approach for dependency enumeration that can be
realized on a variety of widely deployed operating systems
without requiring detailed management instrumentation of
the applications and networked services.

4.1 System Information Repositories

Considering the fact that a majority of application services
run on UNIX and Windows NT-based systems, it is worth
analyzing the degree to which information regarding appli-
cations and services is already contained in the operating
systems. The underlying idea is as follows: if it is possi-
ble to obtain a reasonable amount of information from these
sources, the need for application-specific instrumentation
can be greatly reduced. Our approach recognizes the fact
that system administrators successfully deploy applications
and services without having access to detailed, application-
specific management instrumentation.

WindowsNT/95/98 systems and UNIX implementations
such as IBM AIX and Linux have built-in repositories that
keep track of the installed software packages, filesets and
their versions. AIXObject Data Manager (ODM), Windows
Registry, and LinuxRed Hat Package Manager (RPM)are
examples for these system-wide configuration repositories.

In this paper, we will concentrate on ODM. However, our
approach is applicable to other repositories as well.

Usually, these repositories serve as the basis for soft-
ware installation tools such asInstallShield(for Windows
systems) or the AIXSystems Management Interface Tool
(SMIT). Moreover, they can be regarded as knowledge bases
that contain important information with respect to the com-
patibility of services and applications. The fact that a spe-
cific software package must already be present on a system
so that another package can be installed successfully, im-
plies that the service implemented by the latter package de-
pends on the service implemented by the former. In other
words, if a specific software package has other software
packages listed as installation prerequisites, we can infer that
this dependency relationship is also valid for their instanti-
ated counterparts, i.e., services and applications.

A simple example will serve to illustrate this: if the sys-
tem repository indicates that a specific Web server has a dis-
tinct TCP/IP implementation as a prerequisite, this essen-
tially means that:

1. A functional, i.e., generic and implementation-
independent relationship model for the service categories
“WWW” and “TCP/IP” can be established. The model
describes services in terms of the functionality they
provide and on which other services they depend.

2. Structural , i.e., specific and implementation-dependent
management information is available. An appropriate al-
gorithm for automated problem determination for a mal-
functioning WWW service would have to check whether
the operational states of a specific web server and of its
underlying TCP/IP stack are ”up”. This is possible be-
cause the dependency relationships of a specific service
are explicitly listed in the system repository. Section 4.2
will give an example of such a data structure.

Discovering and enumerating the dependency relationships
that applications have on lower layer services in a networked
environment is a difficult problem. It has both a static and
dynamic aspect, that is, dependencies identified at applica-
tion install time and those discovered at runtime. The func-
tional dependency model can be used to describe static de-
pendencies between application and service categories. The
structural part captures dynamic information related to con-
crete service implementations. In the next sections, we illus-
trate our approach by means of an example.

4.2 Intra-System Dependencies

The Object Data Manager (ODM)is the repository of the
AIX operating system and contains information about the
different components of the operating system such as device
drivers, networking services and graphical user interfaces,
middleware (like object request brokers, message-queuing
systems), development tools (compilers, debuggers, CASE-
Tools) and additional components such as database and web
servers. Furthermore, applications such as web browsers,
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database clients, management platforms, groupware systems
are also registered in the repository.

ODM obtains knowledge about new software components
at their installation time from theinstallp software in-
stallation routine that is invoked by SMIT. This routine reads
the software description template (an example of this simple
template common to all applications is depicted below) that
comes with the new software package, verifies the prereq-
uisites and – upon successful completion of the prerequisite
tests – installs the software and enters the description tem-
plate into ODM. Note that the information contained in the
template can be added after the application has been com-
piled. Thus, it does not necessarily have to be provided by
the application developer (although this is desirable) but can
be added by the system administrator or a third party.

We will now take a look at how configuration informa-
tion for software packages is represented in ODM. The fol-
lowing entry for the successfully (state = 5 ) installed
TCP/IP client component2 (bos.net.tcp.server ) –
being part of the operation system networking software
(bos.net ) of IBM AIX – indicates that this package (ver-
sion 4.2.1.0 ) replaces and renames the previously in-
stalled packagebosnet.tcpip.obj version4.1.0.0 .

lpp_name = "bos.net.tcp.server"
update = 0
name = "bos.net"
state = 5
ver = 4
rel = 2
mod = 1
fix = no
ptf = ""
sceded_by = ""
prereq = "*prereq bos.rte 4.2.0.0,

*prereq bos.net.tcp.client 4.1.0.0"
description = "TCP/IP Server"
supersedes = "bosnet.tcpip.obj 4.1.0.0"

Additional information for applied fixes/patches and their
descriptions is also found in this template. One particularly
important part of this data structure is the entry ”prereq ”
(prerequisites) because it indicates which other software
packages must already be present in the system so that this
component can be successfully installed. In the following
sections, we will describe how we make use of this informa-
tion for our purposes. Since every software package installed
on AIX is required to list its properties in this machine-
readable format, we can therefore assume that the depen-
dencies cover a comprehensive set of software packages.

The query operations of the ODM API [4], a C-API con-
taining 22 subroutines for various administrative functions,
allow the generation of bothfunctional and structural ser-
vice dependency modelsat runtime. Figure 3 represents
an extract of the functional service dependency model (in-
cluding applications such as DB2 database clients, services
such as NFS and DNS) of a running system andnot an ab-
stract model. It is built by evaluating thedescription
and prereq fields of the above template. The structural

2The term “LPP” in the template stands for “licensed program product”
and denotes a service component.
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dependency model is much more detailed and omitted for
the sake of brevity; it contains information on the differ-
ent components that make up a service and is based on the
lpp name, ver andrel entries in addition to both fields
cited above.

This analysis shows that system repositories such as ODM
represent a rich source of application service management
information, not only regarding the configuration of installed
applications but also for determining dependency relation-
ships between applications and services. The only require-
ment is that the application components be described using
the above template. However, it should be noted that:

System repositories refer toindividual systems onlyand
thus yield, for the most part, Intra-system dependencies.
Since end-to-end management mainly deals with Inter-
system dependencies, we have to develop mechanisms that
allow us to track the dependencies between client and server
components located, in general, on different systems. This
topic is addressed in the following section.

It is necessary to link thestatic information contained in
the repository todynamic information obtained from the
processes at runtime (e.g., their state and priority, the per-
centage of used CPU cycles and memory, the userID of their
owner etc.). A mandatory requirement is that the templates
also contain the process names of their components (which
is not the case in the current ODM implementation). How-
ever, as the process names are already known at installation
time, they can easily be included into ODM by adding an
additional item “process name ” to the data structures.

4.3 Inter-System Dependencies

It is particularly important for end-to-end problem determi-
nation that information about Inter-system dependencies is
available, because it is necessary to determine if the client
and the server parts of a given service work properly. We
will first examine the possibilities of determining problems
on the client side and then describe what mechanisms are
available for servers.

Very often, information about the servers to which a client
connects is explicitly listed in the client configuration files:
A DNS resolver not only has information regarding its do-
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main name but also its name servers. NFS clients - in turn
- know from which servers they need to mount file systems.
Some counterexamples to this are the WWW and FTP ser-
vices, where the server names are obviously not known in
advance. However, this problem is alleviated by the fact that
usually a proxy server is known, thus allowing one to deter-
mine if the problem is local to the client or lies beyond the
proxy.

On the server side, we are able to make use of the depen-
dencies listed in ODM also for the determination of Inter-
system dependencies for the following reasons:

� Client and servers usually share the same functional de-
pendencies (e.g., both web client and web server depend
on the availability of the DNS service which - in turn - de-
pends on a working IP service). The dependency model
in figure 3 is valid for clients and servers.

� From an installation point of view, clients of a given ser-
vice are prerequisites for their server counterparts. This
implies that server software can only be installed if the
client part is already present on the system; the ODM tem-
plate for a TCP/IP server described in section 4.2 clearly
states this in the second argument of theprereq at-
tribute. We can therefore assume that the clients needed
to test the servers are locally installed thus facilitating the
testing of servers because no network and intermediate
systems are involved.

Although we have seen that system repositories provide
a considerable amount of information useful for application
management, it should be pointed out that one specific kind
of dependency cannot be tracked by them: it is yet not possi-
ble to determine if a software package is installed on a local
or remote file system. The additional dependencies intro-
duced by networked file systems (and their underlying oper-
ating systems) do not appear in the model.

Another issue is that the information identified in this sec-
tion is relevant for configuration and fault management but
not suitable for performance and accounting management: It
is possible to verify whether a service and its prerequesites
and peers are working but we cannot ascertain whether the
services perform their duties in an acceptable time period.
In order to satisfy performance-related SLAs, the applica-
tions need to be instrumented appropriately. TheApplica-
tion Response Management (ARM) API[1] with its recent
extensions [5] is an example for such an approach.

5 Conclusion and Outlook

A key requirement for application and service management,
highlighted in this paper, is the identification, computation
and representation of dependency information. Since depen-
dencies come in different flavors and have varied characteris-
tics, dealing with them in a systematic way can be facilitated
by classifying them into groups with similar properties. We
have developed such a classification which helps to identify

the various aspects of dependencies. The approach for iden-
tifying and computing dependencies presented in this paper
is pragmatic and based on a static dependency analysis that
yields information on entities within a system (Intra-system)
and between peer entities of a service (Inter-system). We
show that standard operating systems, such as WindowsNT,
AIX and Linux, contain a wealth of information in their
repositories that can be exploited for theautomated genera-
tion of dependencies. Our approach has an added advantage
in that it does not place the burden on application developers
to instrument their applications.

The identification of dependencies is a prerequisite for
the deployment of troubleshooting services that capture fault
management knowledge contained in fault documentation
systems. The authors are currently engaged in further re-
search in modeling and implementing management services
for optimizing the traversal of dependency structures.
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