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Abstract. We considerthe problem of typestateveri cation for shallow programs;i.e.,
programswhere pointersfrom programvariablesto heap-allocateabjectsare allowed,
but whereheap-allocatedbjectsmay not themselescontainpointers We prove a number
of resultsrelating the compleity of veri cation to the natureof the nite statemachine
usedto specifythe property Somepropertiesareshavn to beintractable put otherswhich
appeatto be quite similar admit polynomial-timeveri cation algorithms.Our resultssene
to provideinsightinto theinherenttompleity of importantclasse®f veri cation problems.
In addition,the programabstractionsisedfor the polynomial-timeveri cation algorithms
may be of independeninterest.

In solvinga problemof this sort, the grandthingis to be ableto reason
badwar. ... In theeverydayaffairs of life it is more usefulto reasonforward.
—SirArthur ConanDoyle, A Studyin Scarlet

1 Intr oduction

The desirefor morereliable softwarehasled to increasingnterestin extendedstaticchecking:
staticallyverifying whethera programsatis escertaindesirablepropertiesA techniquehathas
receved particularattentionis thatof nite stateor typestateveri cation (e.g.,see[27,26,21,6,
8,3,9,13,12,17,1]). In this model,objectsof a giventype exist in oneof nitely mary states
the operationgermittedon an objectdependon the stateof the object,andthe operationsnay
potentiallyalterthe stateof the object. Thegoalof typestateveri cation is to staticallydetermine
if theexecutionof agivenprogrammay causeanoperatiorto beperformedonanobjectin astate
wherethe operationis not permitted.

Typestateveri cation canbe usedto checkthat objectssatisfy certainkinds of temporal
propertiesg.g.,thatan objectis not usedbeforeit is initialized, or thata le is not usedafterit
is closed.In this paper we will specifysuchpropertiesusingregular expressionor nite state
automatahatde ne thesetof valid sequencesf operationghatcanbe performedon anobject.

Ourgoalin thispaperis to developaninitial understandingf how thedif culty of performing
typestateveri cation relatesto the nature of the propertybeingveri ed. Amongotherthings,we
will shawv thatnotall nite statepropertiesareequallyhardto verify. For example givenashallow
program(wherepointersfrom programvariablego heap-allocatedbjectsareallowed,but where
heap-allocatedbjectsmaynotthemselescontainpointers) we shav thatverifying thata le is
not readafterit is closedcanbe donein polynomialtime, while verifying thata le is notread
beforeit is openeds PSRACE-Complete

While therehasbeenmuchprogreson mary aspectof automategrogramveri cation, we
arenot aware of ary previous work relatingthe dif culty of typestateveri cation to properties
of the nite stateautomatonThis work is part of a broadereffort to develop ef cient program
veri cation techniqueshataretailoredto the propertybeingveri ed [23].

TypestateVeri cation and Shallow Programs

In orderto meaningfullycomparethe compleity of veri cation algorithms,we needto make
somebaselineassumptionaboutthe precisionof theanalysisin this paper wewill usetheterm
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veri cation to meanveri cation thatis precisemodulothewidely-usedassumptiorthatall paths
in the programarefeasible.Speci cally, givena nite stateproperty a pathin a programis said
to beanerror path if executionalongthatpathwould causeaninvalid sequencef operationgo

be performedon atleastoneobjectandthegoalof typestateveri cation is to determindf agiven

programhasary errorpath.

Typestateveri cation canbedonein polynomialtime if the programto beveri ed allows no
inter-variablealiasing.Conversely it is astraightforwardconsequencef previousresultg18, 20]
thatif a programhastwo or more levels of pointers,typestateveri cation is PSRACE-hard. In
this paperwe thereforeconcentrat@n understandinghe classof shallowprogramsoccuyying a
pointin betweertheseextremes.

Assumevewishto performtypestateveri cation for objectof atypeT . A T -shallowprogram
is awell-typedprocedure-fre@rogramwhereall variablesare pointersto T -typedobjects,and
whosestatementareallocationgcreationof anew objectof typeT), copy assignmentécopying
thevalueof avariableto another) or invocationsof anoperationon avariable.Notethatshallov
programsmay contain multiple pointersto objectsof type T, but allocatedobjectsmay not
themselescontainT -pointersin otherwords,pointersin shallov programsare single-lesel [20].
Our resultsalsoapply to programsthat manipulatecomplex or recursve typeswhereallocated
objectscontainpointers providedthat thosepointeis cannotreferto objectsof typeT . Programs
thatareshallov with respecto a giventype,e.g.File , arenotuncommornin practice.

Example: Verifying File Operations

Considerthe problemof checkingthata closed le is never reador closedagain, which we will
referto asread ;close . In generalwewill useregularexpressiongo designatesequencesf
valid operation®n anobjectof agiventype,wherea sequencés valid iff it is apre x of astring
in thelanguagade ned by theregularexpression.

The principal dif culty in doing preciseveri cation arisesfrom determininghow aliasing
interactswith operationson objects.Someprior work on typestateveri cation (e.g.[7]) has
employed a two-stepapproacho the problem,in which aninitial phaseperformsa conserative
heapanalysiof theprogram andasubsequenthaseausegheinformationfrom theheapanalysis
to do typestateanalysis However, we canseefrom the programfragmentsn Figure 1 thatsuch
anapproactcansometimedeadto impreciseresults.One caneasilyverify thatin both Figures
1(a)and1(b), all sequencesf le operationn agivenobjectarepre xesof read ;close ;
i.e.,thatnoread everfollowsaclose .

However, consideratwo-phaseanalysisin which theheapanalysisis separatérom thetype-
stateanalysis.In Fig. 1(a), a precise(and correct) heapanalysiswill determinethat program
variablez atprogrampoints2 maypointto the objectcreatecat sO or the objectcreatedatsl.
Furthermorea precisetypestateanalysiswill determinethatthe objectcreatedat s1 could be
in a closedstateat s2. A two-phaseanalysismustthereforeerroneouslyconcludethatthe read
couldbeperformedonaclosedle. Similarly, in Fig. 1(b), ary conserative heapanalysisvould
determinehatobjectscreatedat programpointss3 ands5 couldreachthereadstatemenats4 .
In addition,a typestateanalysiswould alsodeterminethatthe objectscreatedat programpoints
s3 ands5 couldbein aclosedstateat s4 . Theanalysiswould, howvever, notbeableto discorer
thatf canneverpointto aclosedobjectat s4, andwouldincorrectlyindicatea possibleerror. In
this paperwe shav thatfor a certainclassof problems(includingread ; close ), it is possible
to formulatea precisepolynomialtime veri cation algorithmfor shallav programs.

Main Results

Themaincomplity resultsestablishedn this paperareasfollows (in all caseswe assumehat
programsareshallow):

% In the presencef recursve datastructurestypestateveri cation is undecidabld19,24].



sO: x := new(); s3:f = new();
sl:y = new(); while (?) f
z =y, s4 : firead();
if (?)f if (?)f

y:close (); f :close ();

zZ = X s5:f = new();
g g
s2 : z:read(); g

@) (b)

Fig. 1. Programfragmentsllustratingthe effect of aliasingon typestateveri cation.

— Veri cation is in P for omission-closegropertiesapropertyis saidto beomission-closedf
every subsequencef avalid sequencés alsoavalid sequencg Exampleread ;close .)

— Veri cation isNP-Completdor agyclic programgi.e.,programsvithoutloops)andPSRACE-
completeor arbitraryprogramsgor propertiesvith arepeatablenablingsequenceaproperty
is saidto have arepeatablenablingsequencé thereis anautomatorstatewhereaparticular
sequence of operationss invalid, but * isvalid. Example:open* ;read .

— An integervaluedfunctionf is saidto be a boundon the shortesterror pathlengthfor a
typestatgropertyif every erroneouprogramof sizen is guaranteetb have anerrorpathof
lengthf (n) orless.If PSRACE is not equalto NP, thenno polynomialboundexistsfor the
shorteserrorpathlengthfor propertiesvith arepeatablenablingsequenceln otherwords,
it maynotbepossibleto nd short,i.e., polynomialsizeerrorpathsin theworstcase.)

— Veri cation is in Pfor agyclic programsfor almost-omission-closegropertiesa propertyis
saidto be almost-omission-closei thereis anintegerk suchthatevery subsequencef a
valid sequencef lengthgreaterthank is alsovalid. Example:open;read . Notethatary
propertywith only nitely mary valid sequencess trivially almost-omission-closed.

— Veri cation is in P for almost-omission-closegropertieshat have a polynomialboundon
the shorteserrorpathlength.

— A programis saidto have amaximumaliasingfactorof k if thereis no pathin the program
thatwill produceanobjectpointedto by morethank differentvariablesArbitrary nite state
propertiesfor programsof sizen with a maximumaliasingfactorof k may be veri ed in
time O(n**! ) for programsof sizen.

Theresultsabore aresummarizedn Fig. 2 in termsof thepropertief regularexpressionsvhich
de ne thepropertiego beveri ed (the notationusedtherewill bede nedin Section2).

The polynomial-timeveri cation resultssummarizedabore use programabstractionghat
may be of independentnterest—inparticular they may prove useful asthe startingpoint for
developing more generalabstractiondor non-shallev programs(e.g.,in a mannersimilar to
[23]). Thebulk of theabstractionsve usearepredicateabstiactions[15]; hoveverwe shav in the
sequethatthevocalulary of predicatesisedn apredicateabstractiortanhave adramatiampact
on the ef ciency of the resultinganalysis.Our predicatevocahlulariesare carefully designedo
yield ef cient analysesvithoutsacri cing precision.n addition,in Section5, we developanovel
integer abstractionwhichis basedn countingthenumberof programpathsalongwhichasimple
propertyholdstrue;thisin turn allows inferring whethera morecomple propertyholds.

RelatedWork

Therehasbeensigni cant recentinterestin avarietyof propertyveri cation techniquesgary of
themfocusingon typestateveri cation. While signi cant progresshasbeenmadein improving
theprecisionandef ciency of veri cation, developingveri cation techniqueshataresufciently
preciseandscalableo handleindustrial-sizeapplicationsor awide variety of problemsis still a
challengeandmotivatesour work here.
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E.g. read ;close open; read open ™ ;read [(lock ;unlock )
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General? complete

BoundedAliasing P

Fig. 2. Overview.

Oneof theopenchallengesn typestateveri cation is anadequatéreatmentf aliasing.Some
approacheavoid theissue:e.qg.,the originalwork ontypestateveri cation [27,26] did notallow
ary aliasing;morerecentwork on typestateveri cation basedon linear types[8] alsorestricts
aliasingseverely Otherapproachege.g.[7]) perform alias analysisand typestateveri cation
separatelyaninitial phaseperformsaconserativealiasanalysidor theprogramandasubsequent
phaseusestheinformationfrom the aliasanalysisto do typestateveri cation. However, this can
leadto impreciseresults asillustratedby the examplesin Fig. 1.

A seconcdchallengeto practicalveri cation is dealingwith infeasibleprogrampaths.Daset
al. [7] addresghis issueusingef cient path-sensitie algorithms(which eliminatecertaininfea-
sible pathsfrom consideratiorduring analysis) but do not track certainadditionalinformation,
e.g.,aliasing,precisely Our algorithmsdo not addresshe questionof pathsensitvity, but there
couldbemeritin combiningaspect®f our approactwith thosethateliminateinfeasiblepaths.

Severalrecenteri cation approacheR, 16]combinepredicataabstractioil5], countergample-
guidedre nementof the predicatevocalulary [4], andexplorationof the resultingabstracttate
spaceausingmodel-checkingThesetechniquesisesymbolicandtheorem-preing techniquego
identify asetP of predicateselevantto the problemof interestthenmodel-checkhe resulting

nite statesystemover a statespaceconstructedrom the powersetiattice2” ' Tuefals& rpig
processterateswith increasinglylargersetsof predicatesintil asatishctoryresultis obtainedin
principle, thesealgorithmshave the potentialto avoid imprecisiondueto both aliasingandpath
infeasibility. However, theworst-caseomplity of asingleiterationis exponentiain thenumber
of predicatesBy contrastwhile mostof thealgorithmswe presentairebasecbn abstractionby a
setof predicate®Q, our analysiss basedn thefunction-spacdatticeQ ! f false maybeg, and
runsin timelinearin thesizeof Q. This approactyieldspolynomial-timealgorithms while none
of thetechniquedasednmodel-checkindnave a polynomialtime worst-caseompleity for the
sameproblemgeventhoughthey may utilize asmallemumberof predicateshanouralgorithm).
Our selectionof predicatesensureghat the useof the smallerfunction spacelattice resultsin
no lossof precision,i.e., we ensurethat our abstractioris complete(e.g.,see[14]). Finally, the
predicateabstractionsve usearedependensolely on the natureof the typestategoroblembeing
veri ed, anddo not requireexpensve predicatediscosery atveri cation time.

Finally, we notethat our lower boundresultsfollow the tradition setby earlier complexity
resultsdueto LandiandRyder[18] andMuth andDebray[20].

2 Terminology and Notation

In this sectionwe provide somebasicde nitions thatwe will usein therestof the paper

De nition 1 (Shallow Program). A shallov programis a <Stmt> de ned by the following
contet-free grammar wheee the ? denotesa nondeterministidoranch (i.e., an uninterpeted



conditional) All variables<Var> in thelanguagearerefelenceso objectsoftypeT. All operations
<Op>in thelanguage are methodssupportedy typeT.

<Stmt> = <Var> = <Var> | <Var> = new() | <Var>.<Op>()
| <Stmt><Stmt> | if (?) <Stmt> [ else <Stmt> ]
| Label: <Stmt> | goto Label

We will make the simplifying assumptiorthat when a programbegins executionall program
variablegpointto separat®bjects(i.e., initialized to non-aliased/alues) andall objectsresidein
theirinitial staten otherrespectsthesemantic®f shallav programds completelystandardand
we will notformalizeit here We will, however, appeato theintuitive notionof apath through
aprogramP (or P -path):avalid sequencef statementstartingat P's entry.

In this paperwe will studysafetypropertieof shallov programsAlthoughsafetyproperties
could be speci ed via temporallogics (e.g.,LTL [5]), we will use nite automataor regular
expressiongo simplify the presentationFormally:

De nition 2 (Pre x-Closed SafetyAutomaton).Apre x-closedsafetypropertyF isrepresented
bya nite stateautomato{(FSA)F = h ;Q; ;init; Qnf errgi where istheautomatoralphabet
consistingof observableoperations,Q is the setof automatorstates, is thetransitionfunction
mappinga stateand an opemation to a successostate init 2 Q is a distinguishednitial state

err 2 Q isadistinguishecerrorstatefor whichforevery 2, (err; ) = err,andall statesn
Q nf errg are acceptingstatesWe saythat o° is the successoof a stateq on opefation op when
(g;0p) = . Givena sequencef opemtions = 0p;;0p,;:::;0p,, wewrite Valids ( ) or

2 Valide when is acceptedyF , andwewrite Invalid- ( ) when is notacceptedyF .

For brevity, wewill referto safetypropertiesisingaregularexpressiorrepresentinghelanguage
acceptedy anautomatonratherthanspecifyingthe automatoritself. Whenspecifyinga safety
propertyusing a regular expressionwe will adoptthe corventionthat a regular expression
denoteghepre x closuie of the setof sequencesf operationgle ned by . For example,when
wewriteread ;close wealsoconsider (theemptysequencegndread tobevalid sequences.

Examplel. Considerthe propertyread ;close statingthata le may be readan arbitrary
numberof timesbeforeit is closed(and shouldnever be readafter it wasclosedandnever be
closedtwice). The alphabefor this problemconsistsof two operations = fread ;close g.
TheFSAfor this propertyis shovn in Fig. 3.

read

Fig. 3.A nite-state automatorfor thepropertyread ;close .

Whenverifying asafetypropertyrepresentetly anautomatomQ@; init; err; ; i forashallav
programP, we will assumehateachmethodnameusedin P is mappedto an elementof
Giventhis corvention,we will usenamesf operationsn  andmethodsn P interchangeably
i.e.,wewill saythatastatemenbftheformx.op() invokesanoperatioop 2 .Wecanthen
relatemethodinvocationsto sequencesf operationsn  asfollows:

De nition 3 (Operation Sequencedor Objects). Givena P-path , U( ) denoteshe setof
objectinstancescreatedduring this execution,and for any objecto 2 U( ), [0] denoteghe
sequencef opemtionsperformedon o during executionof .



Giventhede nitions above, we cannow formally describethe classof veri cation problems
we wishto solve:

De nition 4 (SVg). Givena safetypropertyF , the shallov veri cation problemfor F, SVg,
determinedor any shallowprogram P whetherthere existsa path P-path  sud that [0] 2
Invalide for someo 2 U( ).

3 Omission-ClosedPropertiesin Polynomial Time
In this sectionwe shav thatomission-closegropertiescanbeveri ed in polynomialtime.

Omission-ClosedProperties

Informally, a propertyis omission-closedf the setof all valid sequencesf operationss closed
with respecto omissionsary sequencebtainedby omittingoneor moreoperationgrom avalid
sequencef operationgs alsovalid.

De nition 5. A propertyrepresentedy anautomatorF is saidto be omission-closeavhenfor
all sequences; ; 2 ,Validr ( )) Valide ().

Thefollowing theorempresentsalternatve characterizationsef omission-closegroperties.

Theorem 1. Givenan automatonF , the following are all equivalentwhele all sequencesare
elementof

(a) Forall sequences; ; ,Valide ( )) Valide ().

(b) If ! 1 isasubsequencef! , thenvalide (! 2) ) Valide (! 1).

in Invalide iff containssome ; asa subsequence

Proof Theequivalenceof (a)and(b) is straightforvard.As for, (c), considetheforbiddensubse-
quences; correspondingo theacyclicpathsin theautomatori- from theinitial stateto theerror
state (For example theforbiddensubsequencédesr theautomatorin Fig.3are 1 =close ;read
and , = close ;close .) Theresultfollows.

Background: Distrib utive PredicateAbstractions

Theanalysiswve presentill utilize a predicateabstractiorthattracksthe valuesof a setof pred-
icatesP de ned ontheconcretgrogram-state(We will usethetermprogram-stateio denotethe
stateof thewholeprogramin the concretesemanticsto distinguishit from astatein a FSAspec-
ifying a property) For ef ciency reasonswe will utilize anindependenattributesanalysis[22],
ananalysighatdoesnot maintainthe correlationbetweerdifferentpredicatevalues.Speci cally,
the setof concreteprogram-stategrising at a programpoint will be abstractedy a valuein
P ! ffalse;maybeay. Wenow summarizeheconditionsunderwhichanindependenattributes
analysiscanbeusedfor apredicateabstractiorwithoutlosingprecisionGivenapredicaté and
astatemenst , we denoteby WP(St ;' ) thewealestpreconditionof ' with respecto St [10].

De nition 6. Givena nite setof predicatesBase we saythat a nite setof predicatesP =
andfor ead statemenst ,WP(St ; P;) = Pj, _:::_Pj, ,sudthatforalll g mpP;, 2 P.
We alsosaythatthe setof predicatesP is distributively WP-closed

Theorem 2. Givena distributively WP-closedsetof predicatesP for a program Pgm precise
analysis(i.e., determiningfor every programpointandeverypredicatein P whetherthere exists
a pathto the program point causingthe predicateto betrue) is possiblein time O(jP jjPgnj).

Proof. Straightforvard.E.g.,the problemcanbereducedo areachabilityproblemover a graph
of sizeO(jP jjPgnj), asin theIFDS framework of [25].



A Polynomial Algorithm

We useadesignategbredicateError thatis truein aprogram-statd andonly if theprogram-state
containsanobjectin the errorstateerr. We will now show thatfor omission-closegropertiesa
distributive WP closureof polynomialsizecanbeconstructedor f Errorg. In generaladistributive
WP closurefor f Errorg needsto include predicateghat refer to aliasingrelationshipsamong
variablesaswell asthestateof theobjectspointedto by thevariablesThis motivatesthefollowing
de nition of afamily of predicates.

De nition 7. Wewrite In (X) to denotahefactthattheobjectqﬂ}ntedto bythevariablex isin
state 2 Q.GivenanyS Q, weusetheshorthandns(x) , »s In (x) todenotethatthe
objectpointedto by thevariablex is in oneof thestatesn S.

De nition 8. LetA beanon-emptgetofvariables(in agivenprogram), S  Q asetof statesn
F . We usethepredicatehA; Si to meanthatall variablesin A havethesamevalue(are aliases),
andtheobjectreferredto by variablesin A is in oneof thestatesin S. Formally,

.V \Y
m) Sl [l XZA;yZA(y = X)A X2A InS(X)

Thenumberof predicatesftheformhA; Si isexponentiain thenumberof progranvariables.
However, not all predicatef this form arerelevant i.e. needto bein adistributive WP closure
for f Errorg . The key to obtaininga polynomialsize distributive WP closurefor f Errorg is to
boundthesizeof thesetA, for ary relevantpredicatd;; Si by aconstantWewill dothisin two
steps.First, we will shav thata predicatehA; Si is relevantonly for certainS Q. Then,we
will shav thatfor eachsuchsetS, the predicatehA; Si is relevantfor only A of cardinalityless
thanaspeci ¢ constant.

We rst presentanalgorithmfor determiningwhichS  Q arerelevantfor veri cation. The
algorithmshown in Fig. 4 is basedon a backward traversalof the nite stateautomatonThe
algorithmconstructsagraphF = (V_;E_ ), whereeachvertex is a subseof Q, andanedge
P ! S denoteshatP is apre-imageof S for thetransitionfunction (seebelow).

De nition 9. Let  denotethe reversetransitionrelationof F, i.e,, givena stateq 2 Q, an
gpelationaz ,andasetofstatesS Q, (q:a), fa®2 Qj (¢®a) = gg,and (S;a),
2s (@a).ForS;;S;  Q,S;issaidtobeapre-imageofS;if9a2 : (Si;a) = Se.

Ve =55 B =55 workSet= ff errgg;
while  workSet6 ; {
select and remove S from workSet
for each operation op 2 {
P=(Sop);
if P62V, { V. =V_[ fPg workSet= workSef fPg; }
E. =E. [ fP! Sg
ol

Fig. 4. Backwardsexplorationof the propertyautomaton.

Fig. 5 illustratesthe graphconstructedy backward explorationof theread ;close au-
tomatonshawn in Fig. 3. We now establisharesultaboutthegraphF .

Theorem 3. IfF representainomission-closefroperty thenforanyS 2 V_ ,andanyopention
a2 , (S;a) S.FurtherthegraphF isacyclicexceptfor self-loops.
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Fig. 5. Thegraphconstructedy backward explorationof the automatorof Fig. 3.

Proof. Forary S 2 V_ thereexistsasequencef operations suchthatS is thesetof all states
in which isinvalid (by construction)Now, (S; a) isthesetof all statedn whicha isinvalid.
SinceF is omission-closed, (S;a) S. Sinceary predecessdP of S mustbea superseof
S, it followsimmediatelythatary cyclein thegraphF mustbeaself-loop. u
Fig.6 andFig. 7 presentvealest-preconditioequationgor predicate®f theform bA; Si and
thespecialpredicateError. Fromthesesquationsywe candeterminavhich predicatesrerelevant
for veri cation. Theequationsevealtwo things.First, they shaw thatit is sufcient if we restrict

our attentionto predicatef theform hA; Si whereS 2 V_ . Secondthey shaw thata predicate
hA; Pi isrelevantonly if thereis arelevantpredicatdB ; Si whereS is a propersuccessoof P

in thegraphF andB hascardinalityatleastjAj 1. In otherwords,we needto only consider
predicate®f theform hA; Pi wherethecardinalityof A is lessthanor equalto thelengthof the

longestagyclic pathfrom P toferrgin F .

|Stmt [WP(Stmt ; hA; Si) \
X =y PA[x 7! y]; Si
X = new () |PA;Si if X 62A
false ifx2ANAG6 fxg
true if A=fxgMinit2 S
false if A= fxg” init 625
x.op() hA; Si if (S;op)=S
PA[ fxg;, (S;op)i _ PA;Si if (S;op) S
At program true ifjAj= 17init2 S
entry false if jJAj 6 1 _ init 625

Fig. 6. WP equationdor predicate®f theform hA; Si. We denoteby A[x 7! y] thesetobtained
by replacingary occurrenceof x in A by y.

De nition 10. ForanyS 2 V_ , de ne dist(S) to bethenumberof edgesin thelongestacyclic
pathfromS to ferrg in F . Givena program with a setof variablesVars we de ne a setof
predicates? = fhA; SijS2 V. ;A VarsjAj dist(S)g[ fErrorg.

Theorem4. ThesetP [ ftrue; falsegis a distributivelyWP-closedsetof predicatedor f Errorg.

Proof. Followsfrom theabove discussion.

Theoremb5. If F is omission-closedhenSVe isin P.

Proof Immediatefrom Theoremd andTheoren?. Notethatthe cardinalityof P is O(jvarg®),
whereVarsis thesetof all variablesn the programandk is thelengthof thelongestagyclic path
in F . (Note,from Theorem3, thatk is alsoboundediy thenumberof statesn F .) For example,
read ;close verication canbedonein time O(jVars?jPgnj).



[Stmt [WP(Stmt ; Error) \

X =y Error

X = new () |Error

X.0p() Error if (ferrg;op) = ferrg
hfxg; (ferrg;op)i _ Error if (ferrg;op) ferrg

/At programentry [false \

Fig. 7. WP equationdor the predicateError.

Discussion

A logicalformulacanusuallybesimpli ed into anumberof equivalentforms.Hence awealest-
preconditioncan often be expressedn mary ways. The form we choseto usein expressing
wealest-preconditionaboveis critical to deriving apolynomialtime veri cation algorithm As an

example,considetheread ;close exampleThefollowingisanalternatve,correctwealest-
preconditionequationwhich saysthatanobjectin theerr stateis possibleafterx.close() iff

eitherx pointsto anobjectin stateqy or anobjectexistsin theerr statebeforethe statement:

WP(x.close() ;Error) = hfxg;fagi _ Error: (2)
Theactualformulationwe used
WP(x.close() ;Error) = hfxg;ferr;qgi _ Error @)

actuallycontainssomeredundany. In particularhfxg; f err; gpgi isequivalentto hfxg; ferrgi _
hfxg; f qxgi. Butthedisjuncthfxg; f errgi is redundanbecausé impliesError, anothedisjunct
in ourformula.

However, equation2 is preferableto equationl. In particular we have seenthat we can
determinein polynomialtime if hfxg;ferr;ggi is possibleat ary programpoint. However,
onecanshawv that determiningif hfxg;f ggi is possibleat a programpoint is PSRACE-hard,
adaptingheproofwe presentn Sectiond. Thus,unlessPSRACE = P, a distributively WP-closed
setcontaininghfxg; f qpgi of polynomialsizedoesnot existl

4 RepeatableEnabling SequenceProperties

In this sectionwe show thatveri cation of Repeatabl&nablingSequenceropertiegseeDe ni-
tion 11) is NP-completdor agyclic programsaandPSACE-completén general.

De nition 11 (RepeatableEnabling SequenceProperties).We saythata propertyrepresented
by anautomatorF is arepeatableenablingsequenc@ropertyif there exist sequencesf opera-
tions , and sudithatthesetofsequences * areall valid butthesequence isinvalid.
(Thesequence maybethoughtof asa repeatablesequencé¢hatenables )

For example, the propertyopen™ ;read (seeFigure 8) which requiresthat a read be
precededby one or more open operationsis a repeatableenablingsequenceproperty (The
more naturalpropertyopen ™ ;read is alsoa repeatablesnablingsequenceroperty but we
useopen®;read asthe running exampleto contrastit with the omission-closedoroperty
read ;close .)Weshawthatveri cation of repeatablenablingsequenceropertiess PSRACE-
completeby reductionfrom the simultaneouslyalseproblem(see[20], [11]).

De nition 12. (SimultaneouslyFalseProblem) Givena programP with aninitial assignment



Fig. 8. An automatorfor the propertyopen * ; read .

assignmentgof constantor variables),conditionalsor unconditionaljumps,a simultaneously
falseproblemfor P is a problemof theform: is there an executionpathfromtheentrypoint of P
to a programpointp suc thatx; = 0;xz = 0;:::Xx = 0whencontrol reachesp ?

Lemmal. (1) Thesimultaneouslyalse problemfor acyclic programsis NP-complete(2) The
simultaneouslyalseproblemfor arbitrary programsis PSRACE-complete

Proof. See[20] and[11]. u

Let F beanautomatorrepresentin@ repeatablenablingsequencgroperty We shaw that
SVk is PSACE-hardby reductionfrom the simultaneouslyfalseproblem.If , , aresuch
thatsequences * arevalid andsequence is invalid, then and mustbe non-empty
(although maybeempty).Givenaninstanceof thesimultaneouslyalseproblemx; = 0;x, =

we createtwo objectsZero andOnewhich supportmethodscorrespondingo the sequences,

, and . Next, we copy programP into P° replacingevery assignmenbf the form x; = 0
by xi = Zero andx; = 1 by x; = Onerespectiely. Then, at programpoint p, we insertthe
statemenif (?) goto p;. Letthesequence bea;;ay;:::;a,let beb;byp;::: by, andlet
bec:; c; i1 cn. Weinsertthefollowing sequencef statementattheend.

goto exit ;

p1:  Zero:ai(); Zero:ax(); :::; Zero:a ();
Oneay(); Oneay(); :::; Onea ();
X1:01(); X1:b20); @11 X1:bel);
X2:01(); X2:02(); 1115 X2:bnl);

Xi:b1(); x:b2(); 111 Xwbond);
Onec(); Onecy(); :::; Onecn();
exit
Note that control can reachprogrampoint p. only throughthe conditional branchstatement
if (?) goto p: (becausef thestatemengoto exit ; justbeforep;).

Lemma 2. Assuminghatthesequencesfopemtions and arenon-emptythesimultaneously
falseproblemx; = 0;x2 = 0;:::xx = 0 at program pointp in P returnstrue if andonly if
program P ° violatesthe propertyrepresentedy F .

Proof. ProgramP° createsonly two objectsZ ero and One. Note that the only sequencef
operationgerformedon Zerois ' wherei is the numberof variablesin x1; X2;:::: X« that
arealiasedto Z ero at programpoint p. Thus,no illegal operationis ever performedon Z ero.
Similarly, the only sequencef operationgerformedonOneis | wherej is thenumberof

j canbeO. In otherwords,P ° violatesthe propertyrepresentetly F iff thesimultaneouslyalse
problemx; = 0;x2 = 0;:::xx = 0atprogrampointp in P returnstrue. t



Theorem 6. Considerarepeatableenablingsequenceropertyrepresentedy anautomatorf .
SVe isNP-completéor acyclicprogramsandPSFACE-completdor arbitrary (cyclic) programs.

Proof. The proofsof NP-hardnesand PSRACE-hardnessf agyclic andarbitraryprogramsre-
sepectiely follows from Lemmasl and2 respectiely. LemmaAl in the Appendixshows that
the problemof shallav veri cation for all safetypropertiesrepresentety anautomatorarein
NP for agyclic programsandin PSRACE for arbitraryprograms. u

Theoremt showvsthatveri cation of repeatablenablingsequenceropertiess dif cult even
for shallav programsin fact, the situationis worse.We now show that even the shortesterror
pathsmaybe of exponentialsizein theworstcase.

De nition 13 (Err or Path). Let F bean automatorrepresentinga propertyto be veri ed. We

saythata path(possiblycyclic)in thecontwol ow graphof P fromtheentryvertexto somevertex

v is an errorpathif symbolicexecutionof the programalongthis path (ignoring the conditionals)
exhibits a violation of the propertyassociatedvith F . Theprogram P is saidto be erroneousf

there existsan error pathin P . Aninteger-valuedfunctionf is saidto bea boundontheshortest
error path lengthif every erroneousprogram for sizen is guaranteedto havean error path of

lengthf (n) or less.

Theorem?7. If NP6 PSRACE,thenthere doesnotexista polynomialboundontheshortesterror
pathlengthfor repeatableenablingsequenceroperties.

Proof. Theproofis givenin theappendix. u

Theorem7 suggestshatit maynotbepossibleto nd shortcounter&amplepathsexhibiting
theviolationof propertiesikeopen ™ ; read . Thisisimportantio know becausenary approaches
to veri cation (e.g.,[3]) areinherentlyassociateavith the generatiorof a countereamplepath
thatexhibits theviolation of the propertyof interest.Theorem? suggestshe possibilitythateven
theshorteserrorpathin the programmay be of sizeexponentialin the sizeof the program.

5 Veri cation by counting

We have now seenthat veri cation is intractablefor repeatableenablingsequenceproperties
andpolynomialfor omission-closegbroperties Unfortunately thereare propertieghatfall into

neitherclass A simpleexampleis theopen ;read property Notethatopen ;read is similarto

open ™ ;read in thatit requireghatanobjectbeopenedeforeit canberead butit differsfrom

it in thatanobjectcannotbe openedmnultiple times.Doesthis make veri cation ary easier?

5.1 The Intuition

The requirementthat an object cannotbe openedmultiple times is a forbidden subsequence
problem(whereopen ; open is the forbiddensubsequencglseeTheoreml(c)). It follows that
we canverify if the given programmay openanobjectmultiple timesin polynomialtime. Thus,
open ;read veri cation is polynomial-timeequivalenttoopen * ; read veri cation of aprogram
guaranteednot to openany objectmore than once We will now show that, at leastfor agyclic
programs this addedrestriction (that an object can not be openedmultiple times) doesmake
polynomialtime veri cation possible.

Let us begin by consideringwhy read ;close veri cation is easywhile open ™ ; read
veri cation is not. Considerthefollowing codefragment:

«s  Ppgopen(); ... peopen(); ...  q.read();



Theopen™ ;read propertywill be violatedif thereis an executionpath suchthat the value
of q attheread statements differentfrom the valuesof eat p; at the correspondingpen
statementgassumingherearenoopen statements theprogramotherthanthoseshavn above).
Determiningif certainrelationshipscan simultaneouslyexist amonga potentially unbounded
numberof programvariablesis dif cult.

In contrastconsidetthefollowing codefragment:

p;.close(); pk -close(); g.read();

Theread ;close propertywill beviolatedhereif thereis anexecutionpathsuchthatthevalue
of q attheread statemenis equalto thevalueof somep; atthecorrespondinglose statement.
In otherwords, this requiresindependenanswerdo k differentquestionseachaboutthe value
of only two programvariablesThis turnsoutto be easy

Let usnow turn backto the earlierexampleabove.

~ Ppropen(); ... pcopen(); ... q.read();

If we now know thatno objectis openedwice, how canwe exploit this for open ™ ;read (i.e.,
open; read ) veri cation? For ary giveni , we know thatit is easyto determingf g.read()
statemeninayreadthesameobjectthatis openedy thep;.open() statementimaginethatwe
cancountthenumberof executionpaths n;, alongwhichthis canhappenfor eachi . Addingup
all then; would tell ushow mary times(i.e., alonghow mary executionpaths)the g.read()
statements a valid operation. If this numberdoesnot equalthe numberof executionpathsto
theqg.read()  statementthenthere mustbe an executionpath along which g.read()  will
readanunopeneabject Suchindirectreasonindgasedn countingis thebasisfor thealgorithm
presentedn this section.

Ohviously, countingthe numberof pathsis not feasiblein the presencef cycles.In therest
of this sectionwe will restrictour attentionto agyclic, or loop-free,programsandshov how the
above approacttanbeusedfor a classof veri cation problems.

5.2 De nitions

We sstartby formally de ning thequantitiesve wantto compute GivensomeprogramP , consider
aP-path . RecallthatU( ) denoteshesetof objectinstancesreatedn ,andforaryi 2 U( ),

[i] denoteghe sequencef operationperformedoni. Let [p] denotethevalueof variablep at
theendof . If sis astatemenin the program,we will usesi, andsyy: to denotethe program
pointsjust beforeandjust afterthe statemens.

De nition 14. Let denotea sequencef opemtions, a programpath,and  thesetof all
pathsfrom gntry to a program pointu. Then,denect( ; ), jfi2U( )j [i]= gdjand
ct( ;u), 2 ,CtC i)

We now de ne auxiliary countsof theform &(hX ; i;u), whichwewill subsequentlyseto
computect( ;u), whereX is asetof programvariablesInformally, thesetX will constrairthe
countingto the objectinstancepointedto by all variablesin X . Secondwhile ct( ;u) counts
exactmatchedor , &(hX; i;u) will countsubsequencmatchedor

De nition 15. Giventwo sequences and |, let&( ; ) denotethe numberoftimes occurs
asa (not necessarilycontiguoussubsequencef

ttar  a;bh bn), jf(i; ;ik)jl 1< <ik m*ar a=h, bgj
In thespecialcasewher is theemptysequencg®( ; ) isde nedtobel.

5 Thisis wherewe exploit the factthatno objectis openedwice. Otherwise addingup n; will
endup countingsomepathsmultiple times.



De nition 16. GivenasetofvariablesX ,wede neU( ;X), fi2U( )j8p2 X: [p]l=i g
Essentiallyif X is emptythenU( ;X ) isU( ). If X is non-emptyandall variablesin X point
to thesameobjecti thenU( ;X ) isf i g. If all variablesin X do notpointto the sameobject,
thenU( ;X)) is empty

De nition 17. Let denoteasequencefopemtions, aprogrampath,ang u thesetofall paths
fromtheentryvertalgoaprogrampointu.Then,de ne&(hX; i; ), 20 (X)) & ;i)

and&(hx; isu),  , &KX i)

Example2. Considertheprogramshowvn belon ontheleft. Let u denotethe programpoint after
thelaststatemeny.read() .Let ; denotdhepathtou wherethefalsebranchof theif-statement
istaken,andlet , denoteheotherpathtou. Thetableontheright shovsthevaluesof thevarious
quantitiede nedabove. Thefactthatct(read ; u) is non-zerdndicateshattheprogramcontains
aviolation of theopen ;read property

X = new(); X B(hx; i )[B(RX; T )[BT u)[et( ;u)
i_c;;er%e_w()’ fxg| read 1 1 2 _
if. ) f ' fxglopen ; read 1 1 2 _
y'.open()' fyg| read 1 1 2 _
' ' fyglopen;read 0 1 1 _
read 0: read 2 2 4 1
yeread(): open ; read 1 2 3 3

5.3 Counting Subsequences

Wenow shav how thequantitiesde ned abore canbecomputedFig. 9 expressesherelationships
thatmusthold betweerthe & valuesat differentprogrampoints.

[Statement  [Equations \

B(hX; i;entry, ) if Xj> Lorj j> 0) thenOelsel
BN i5Uin) = ) prequy (DX 5 Vour)
X =y O(hX; ijuow) = &(PX  fxg[ fyg i;un) (if x 2 X)
B(hX; i Uou ) = &KX, i5uin) (if x 62X)
x = new () |&(HF X g; i;Uou) = &(H X g; i;uin)
&(hX; i;Uou) =0 (if x 2 X and(jXj> Lorj j> 0))
(X i Uou ) = &(hX; i uin) (if x 62X andX 6 )
x.f() &(hX; i;Uow ) = &(NX; i;uin) (when isnotof theform f )
(X i5uow ) = &K(hX; fijuin )+ (where = f)
(X [ fxg; i;un)

Fig. 9. Equationgor computingthenumberof subsequenamatchesNotethat,in generaltheset
X maybeempty or thesequence maybetheemptysequence, but theequationsassumehat
bothX and cannotbesimultaneouslgmpty (Wearenotinterestedn thevalueof &t(h; i;u).)

Lemma 3. For anysequence andany acyclic program Pgmover a setof program variables
Vars &(h; i;u) canbecomputedor all programpointsu in polynomialtime

Proof. We computethevaluesof &(h; i;u) usingtheequationgresentedn Fig. 9. Notethat
computing®t(h; i;u) ataprogrampoint u may transitvely requirecomputingthe value of



&(hX; i;v) atsomevertex v, where isapre x of ,andX isasetof variablesof cardinality
atmostj j j j: Hence,thenumberof values(or equationsyve needto computeatary program
pointis O(jvarg’ '), whereVarsis thesetof all variablesin theprogram Theresultfollows. ti

5.4 Counting exactmatches

Earlierwe arguedhow we couldcomputehenumberof exactmatchedor read fromthenumber
of subsequencmatchedor read andthenumberof subsequenceatchedor open ; read . We
now presentgeneralizatiorof thisidea.

Lemma4. Letu denoteany program point. We will use to denotethat is a proper
supesequencef (i.e,that isapropersubsequencef ).Then,
X

cf( ;u) = &h; i;u) &( ; et ;u):

Proof. Wewill now shov thatct( ; ) = &(h; i; ) P &( ; )ct( ; ) forary execu-
tion path , from whichthelemmafollowsimmediatelyNotethatct( ; ) countsexactmatches
for in ,while®(h; i; ) countsoccurrencesf asasubsequend@ .Now,considerry
supersequence of . Every exactmatchfor in  will giveus®&( ; ) subsequencmatches
for . Hencetheabore equalityfollows. u

A sequence hasin nitely mary supersequences So,how canwe make useof theabove
equation?

De nition 18. A propertyrepresentedyanautomatorf is saidto bealmost-omission-closeii

thereexistsanintegerk sudthatfor all sequences; ; 2 ifj j> kthenValidr ( ))
Validr ().
Let usreferto ( ; ) asan omission-violationif is a valid sequencéut is

not.An omission-closegropertyis onewith no omission-violationsAn almost-omission-closed
propertyis onewith only nitely mary omission-violationsNotethatopen ;read isanexample
of averi cation problemwherethereis only oneomission-violationnamelyread is invalid but
open;read is valid. Wewill now establistithefollowing.

Theorem8. If F representsanalmost-omission-closqutoperty thenSVe for acyclicprograms

isinP.

Proof. Considerary thatisinvalid. Then,ary supersequenceof of lengthk + 1 mustbea

forbiddensubsequencélencewe cancheckaprogramn polynomialtimeto sedf it containsary

such . If it doeswe canstopsincetheprogramdoesnotsatisfytherequiredproperty Otherwise,

we countthenumberof subsequencmatchesn theprogramfor  andevery supersequenceof
of sizek or less.We canthencomputethe exactmatchcountusingLemma4. u

5.5 Verication of programswith loops?

How canwe adaptthe ideasdescribedabore to verify programswith loops?Given an almost-
omission-closegroperty if we cancomeup with a polynomialboundp(n) on the length of
the shortestkerror path,thenwe can“unroll” loopsin agivenprogramP sufciently to generate
a correspondindoop-freeprogramP ° thatincludesall pathsof lengthp(n) or lessin P, and
applythe precedingveri cation algorithmto P°. (De nition 20in theappendixshavs how such
unrolling canbe done.)This givesusethefollowing theorem.

Theorem9. If F representanalmost-omission-closgatopertywith a polynomialboundonthe
shortesterror pathlength,thenSVe isin P.

Unfortunatelywe have notbeenableto identify polynomialboundsontheshorteserrorpath
lengthfor almost-omission-closepropertiesWe conjecturethat suchpolynomialboundsexist,
atleastfor theopen ;read property



6 Polynomial Time Veri cation for Programswith Limited Aliasing

In Sectiom wesaw that,unles®= NP, veri cation of repeatablenablingsequenceropertieswill
requireexponentiatimein theworst-caselsit, hovever, possibleo designveri cation algorithms
thatareef cient in practice e.g.,by exploiting propertiesof programghatarisein practice 7 or
example,oneseldomseegprogramsn which a very large numberof variablespointto the same
objectat a programpoint. In this sectionwe presenta veri cation algorithmmotivatedby this
obsenation. Thealgorithmrunsin time O(jPgnj*** ), wherej Pgni is thesizeof theprogramand
k is themaximumaliasingfactorof the program:a programis saidto have a maximumaliasing
factorof k if thereis no pathin theprogramthatwill produceanobjectpointedto by morethank
differentvariables Unlike the polynomialsolutionsof previoussectionsthealgorithmpresented
hereworksfor ary typestateproperty

We note that naive veri cation algorithmsdo not achieve the abore compleity, i.e. they
maytake exponentialtime evenfor programswith amaximumaliasingfactorof 2. In particular
considerthe olvious abstractionwhere the program-states representedby a partition of the
programvariablesinto equivalenceclasseqof variablesthat are aliasedto eachother), with a
nite stateassociatedvith eachequivalenceclass.The numberof suchprogram-statethatcan
ariseataprogrampointis exponentiain thenumberof programvariablesevenfor programswith
amaximumaliasingfactorof 2.

Our algorithmusespredicate®f theform [A; S] de ned below.

De nition 19. LetA  Varsbeanon-emptysetof programvariables,andS  Q asetof states
of F. A N N
[A; S] = (y=x)" (z6x) "~ Ins(x))
X2Ay 2A x2 Az 2Varsa X2 A

WhenS containsa singlestate 2 Q, wewrite [A; ], ratherthan[A; f g].

Intuitively, a predicatdA; S] meanghatall variablesin A have the samevalue(arealiases),
everyvariablenotin A hasadifferentvaluefrom thevariablesn A, andtheobjectreferredto by
variablesn A is in oneof thestateof S. ThedifferencebetweerfA; S] andhA; Si (De nition 8)
is noteworthy. The non-aliasingconditionsareimplicitly representeth [A; S] by assuminghat
every variablenot in A hasa differentvalue from the variablesin A, whereasin hA; Si, the
variablesnotin A mayor maynotbealiasedo thevariablesn A.

Fig. 10(b) presentsur veri cation algorithmthatcomputesfor all programpoints,the setof
predicateof theform [A; ] thatmay-be-trueat the programpoint. (A predicatep is saidto be
may-be-truetaprogrampointu iff thereexistsapathto u suchthatexecutionalongthatpathwill
causep to becometrue.) The algorithmis basedon a standardterative collectinginterpretation
algorithm.The function ow (St )(' ), de ned in Fig. 10(a),identi es the setof predicateghat
may-be-truafterstatemenst givenapredicaté thatmay-be-trudeforestatemengt . Forary
programpointl, Succ(l) denoteghesuccessorsf I.

Theorem 10. Thealgorithm of Fig. 10 @[eciselycomputeshesetof predicateqA; S] thatmay
hold at any program pointin timeO((" , ; , | ) iPgnj) = o(n* jPgnj) wheek is
the maximumnumberof variablesaliasedto ead other at any point in the program Pgm and
n = jVarg is thenumberof programvariables.

The proof of thetheoremappearsn theAppendix.Thoughthe worst-caseompleity of the
algorithmis exponential,the exponentialfactork is expectedto be a small constantfor typical
programssincethe numberof pointerssimultaneouslyointingto the sameobjectis expectedo
be small(andsigni cantly smallerthanjVars).

Note that usingthe setof predicatesle ned in De nition 19 is not sufcient to achieve the
desiredcompleity. The style of “forward propagtion” usedby our algorithmis alsoessential,



workList= fg

for each program point |
resultgl) = fg

for each program variable Xi
add (entry, [x;;finitg]) to workList

[Statement [ ow (Statement )([A; ])] | while workListé ; {

X =y fIAL Txg;, Jgify2 A remove (I; ) from workList
fIAnfxg, ]g if y 62A for eac? 92 ow(stmt )( ) {
x = new() [f[fxg;init]; ifx2A for 1 ZOSUCCU) {
[Anfxg 1g if 62esultgl®) {
fA: 1o if X 62A resultl® = result19) [ f %
l 0. .
x.0p() f[A; (;oplgifx2 A add (1% 9 to workList
fA; g if x 62A Frhd
(2 (b)

Fig. 10.An iterative algorithmusingpredicate®f theform [A; S].

asit ensureshatthe costof analysiss proportionaltto the numberof predicateshatmay-be-true
(ratherthanthe numberof total predicatesasis the casewith alternatve analysistechniques).

7 OpenProblems

In this paperwe have shovn thatveri cation of omission-closegropertiess in P andthatver
i cation of repeatableenablingsequenceropertiesis NP-completefor agyclic programsand
PSRACE-completén generalWe have shovn thatveri cation of almost-omission-closearoper
tiesis in Pfor ag/clic programsHowever, mary questionstill remainopen.E.g.,we donotknow
if veri cation of almost-omission-closegropertiess in P for cyclic programsMoreover there
arepropertiesvhich do notlie in ary of theseclassesE.g.,considerthe propertyopen ; read
which generalize®pen ;read by allowing ary numberof read operationsWe canadaptthe
countingmethodof Section5 to shaw thatveri cation of open;read isin P for agyclic pro-
grams However, we have notbeenableto formulatesucharesultfor ageneraklassof properties
thatincludesopen ;read . Finally, therearealsootherpropertiessuchas(lock ;unlock )
(ary numberof alternatingock andunlock operations¥or which we have neitherbeenable
to shawv a polynomialbound,nor shav anNP-hardnessgesult.
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A Proofs

LemmaAl For any automatonF, SV is in NP for acyclic programsand in PSRACE for
arbitrary programs.

Proof: SVe isin NPfor agyclic programsincewecannon-deterministicallghoosepaththrough
theprogramandcheckto seeif ary objectreachesheerrorstateduringexecutionalongthatpath.
To shav that SV for anarbitraryprogramP is in PSRACE, we constructa non-deterministic
multi-tape polynomial-space-boundeturing MachineM to solve the problem.M simulates
input programP , non-deterministicallghoosinghebranchto take atbranchpoints.Let usrefer
to objectspointedto by the variablesin P aslive objects.M keepstrack of which variables
pointto which (live) objects,andtracksthe nite-state of eachlive object.The spaceneededo
maintainthis informationis trivially boundedoy a polynomialin thesizeof programP . If ary of
therelevantobjectsgoesinto theerrorstateduringsimulation,M haltsandsignalsthe possibility
of anerror. Corversely if thereis a paththatcause®neof the objectsto gointo the error state,
thenM canguessghis pathandwill haltsignallingtheerror

De nition 20. Considerthe contmol- ow-graph Gp = (Ve ;Ep) of program P. Let GS =
(Ve ;EQ) denotethe acyclic graph obtainedfrom Gr by remaing all bak-edges. We de-
ne Unroll(Gp ;n) to be the acyclic graph obtainedby makingn + 1 copiesof G2 (called
G (1);GR (2);::: G2 (n + 1) respectively)andfor everybak-ede (u; v) in Gp , addingan
edge from vertex u in G2(i) to vertex v in G2(i + 1) for all i from 1 to v. More formally
Unroll(Ge ;n) = (V ;E ) wher

V =f((v;i)jv2VWe;1 i n+1g
E =f[(ui)(viDlj [wvI2ES; 1 i n+1g][
fl(ui);(vii+ D]j[u;vI2Ep EP;1 i ng

It is easyto verify thatUnroll (Gp ; V) is agyclic containsevery pathof lengthv orlessin Gp .
Proof of Theorem7

LetF bethe nite stateautomatorassociatedvith therepeatablenablingsequenceroperty
FromTheoremé it follows thatveri cation of F for agyclic programss in NP andfor arbitrary
(cyclic) programsis PSRACE-hard.We prove Theorem? by shawing thatif thereis a polyno-
mial boundon the shortesterror path,thenthe veri cation problemfor cyclic programscanbe
polynomial-timereducedto the veri cation problemfor agyclic programswhich would imply
thatNP=PSRACE.

Let p(n) denotea polynomialboundon the size of the shortesterror pathwheren denotes
the sizeof the program.GivenanarbitraryprogramP with control o w fraphGp , we construct
theagyclic programUnroll(Gp ; p(n)) whichis agy/clic andcontainsall pathsof lengthp(n) or
lessin Gp . Thesizeof Unroll(Gp ; p(n)) andthetime takento constructt arebothpolynomial
in n. Thus,theproblemof veri cation of Gp is polynomiallyreducedo theproblemof verifying
Unroll(Ge ; p(n)), whichis a contradiction.

Proof of Theorem 10

The proof that the algorithm computeghe precisesolutionis straightforvard and requires
shoving that[ - 2p ow (St )(' ) computesa preciseabstractransferfunctionfor statementt
with respecto the setof predicate$?, andthatthis is a distributive function.

Wenow establistthecompleity of thealgorithm Assumehatthemaximalsizeof analias-set
occurringin the programis k. The algorithmmay generateredicatef the form [A; S] for all
subsetof ary sizeupto k of programvariable]s_\,/ars. The numberof predicateghat may have
atrue valuein a programpoint is thereforeO( , ; , | ) wheren = jVarg (we treatthe
numberof FSMgstatesasa constant) Thecompleity of the chaoticiterationalgorithmof Fig. 10
isthereforeO(( ; ; « 'I‘ ) jPgnj). Theexpressioris alsoboundedby O(n*  jPgnj). The
above assumeshatthe stepof computing ow (stmt |)( ) takesconstantime.



