
TypestateVeri�cation: Abstraction Techniquesand Complexity Results

J.Field1 , D. Goyal2; � , G. Ramalingam1 , andE.Yahav3

1 IBM T.J.WatsonResearchCenter, {jfield,rama}@watson.ibm.com
2 IBM T.J.WatsonResearchCenter

3 TelAviv University, yahave@post.tau.ac.il

Abstract. We considerthe problemof typestateveri�cation for shallow programs;i.e.,
programswherepointersfrom programvariablesto heap-allocatedobjectsare allowed,
but whereheap-allocatedobjectsmaynot themselvescontainpointers.We prove a number
of resultsrelating the complexity of veri�cation to the natureof the �nite statemachine
usedto specifytheproperty. Somepropertiesareshown to beintractable,but otherswhich
appearto bequitesimilar admitpolynomial-timeveri�cation algorithms.Our resultsserve
to provideinsightinto theinherentcomplexity of importantclassesof veri�cation problems.
In addition,theprogramabstractionsusedfor thepolynomial-timeveri�cation algorithms
maybeof independentinterest.

In solvinga problemof this sort, thegrandthing is to beableto reason
backward. ... In theeverydayaffairsof life it is moreusefulto reasonforward.

–SirArthur ConanDoyle, A Studyin Scarlet.

1 Intr oduction

Thedesirefor morereliablesoftwarehasled to increasinginterestin extendedstaticchecking:
staticallyverifying whethera programsatis�escertaindesirableproperties.A techniquethathas
receivedparticularattentionis thatof �nite stateor typestateveri�cation (e.g.,see[27,26,21,6,
8,3,9,13,12,17,1]). In this model,objectsof a given typeexist in oneof �nitely many states;
theoperationspermittedon anobjectdependon thestateof theobject,andtheoperationsmay
potentiallyalterthestateof theobject.Thegoalof typestateveri�cation is to staticallydetermine
if theexecutionof agivenprogrammaycauseanoperationto beperformedonanobjectin astate
wheretheoperationis notpermitted.

Typestateveri�cation can be usedto check that objectssatisfy certainkinds of temporal
properties;e.g.,thatanobjectis not usedbeforeit is initialized, or thata �le is not usedafter it
is closed.In this paper, we will specifysuchpropertiesusingregularexpressionsor �nite state
automatathatde�ne thesetof valid sequencesof operationsthatcanbeperformedonanobject.

Ourgoalin thispaperis todevelopaninitial understandingof how thedif�culty of performing
typestateveri�cation relatesto thenature of thepropertybeingveri�ed. Amongotherthings,we
will show thatnotall �nite statepropertiesareequallyhardtoverify. Forexample,givenashallow
program(wherepointersfrom programvariablesto heap-allocatedobjectsareallowed,but where
heap-allocatedobjectsmaynot themselvescontainpointers),weshow thatverifying thata �le is
not readafter it is closedcanbedonein polynomialtime, while verifying thata �le is not read
beforeit is openedis PSPACE-Complete.

While therehasbeenmuchprogresson many aspectsof automatedprogramveri�cation, we
arenot awareof any previous work relatingthe dif�culty of typestateveri�cation to properties
of the �nite stateautomaton.This work is part of a broadereffort to develop ef�cient program
veri�cation techniquesthataretailoredto thepropertybeingveri�ed [23].

TypestateVeri�cation and Shallow Programs

In order to meaningfullycomparethe complexity of veri�cation algorithms,we needto make
somebaselineassumptionsabouttheprecisionof theanalysis.In thispaper, wewill usetheterm
? Author's currentaf�liation: CalyptoDesignSystemsInc., dgoyal@calypto.com .



veri�cation to meanveri�cation thatis precisemodulothewidely-usedassumptionthatall paths
in theprogramarefeasible.Speci�cally, givena �nite stateproperty, a pathin a programis said
to beanerror path, if executionalongthatpathwouldcauseaninvalid sequenceof operationsto
beperformedonat leastoneobjectandthegoalof typestateveri�cation is to determineif agiven
programhasany errorpath.

Typestateveri�cation canbedonein polynomialtime if theprogramto beveri�ed allowsno
inter-variablealiasing.Conversely, it is astraightforwardconsequenceof previousresults[18,20]
that if a programhastwo or more levelsof pointers,typestateveri�cation is PSPACE-hard4. In
thispaper, we thereforeconcentrateonunderstandingtheclassof shallowprogramsoccupying a
point in betweentheseextremes.

Assumewewishtoperformtypestateveri�cation for objectsof atypeT .A T-shallowprogram
is a well-typedprocedure-freeprogramwhereall variablesarepointersto T -typedobjects,and
whosestatementsareallocations(creationof anew objectof typeT), copy assignments(copying
thevalueof avariableto another),or invocationsof anoperationonavariable.Notethatshallow
programsmay containmultiple pointersto objectsof type T , but allocatedobjectsmay not
themselvescontainT -pointers.In otherwords,pointersin shallow programsare single-level [20].
Our resultsalsoapply to programsthat manipulatecomplex or recursive typeswhereallocated
objectscontainpointers,providedthat thosepointerscannotreferto objectsof typeT . Programs
thatareshallow with respectto agiventype,e.g.File , arenotuncommonin practice.

Example: Verifying File Operations

Considertheproblemof checkingthata closed�le is never reador closedagain,which we will
referto asread � ; close . In general,wewill useregularexpressionsto designatesequencesof
valid operationsonanobjectof agiventype,whereasequenceis valid iff it is apre�x of astring
in thelanguagede�ned by theregularexpression.

The principal dif�culty in doing preciseveri�cation arisesfrom determininghow aliasing
interactswith operationson objects.Someprior work on typestateveri�cation (e.g. [7]) has
employeda two-stepapproachto theproblem,in which aninitial phaseperformsa conservative
heapanalysisof theprogram,andasubsequentphaseusestheinformationfrom theheapanalysis
to do typestateanalysis.However, we canseefrom theprogramfragmentsin Figure1 thatsuch
anapproachcansometimesleadto impreciseresults.Onecaneasilyverify that in bothFigures
1(a)and1(b), all sequencesof �le operationson a givenobjectarepre�xesof read � ; close ;
i.e., thatno read ever followsaclose .

However, considera two-phaseanalysisin which theheapanalysisis separatefrom thetype-
stateanalysis.In Fig. 1(a), a precise(and correct)heapanalysiswill determinethat program
variablez atprogrampoint s2 maypoint to theobjectcreatedat s0 or theobjectcreatedat s1 .
Furthermore,a precisetypestateanalysiswill determinethat the objectcreatedat s1 could be
in a closedstateat s2 . A two-phaseanalysismustthereforeerroneouslyconcludethat the read
couldbeperformedonaclosed�le. Similarly, in Fig. 1(b),any conservativeheapanalysiswould
determinethatobjectscreatedatprogrampointss3 ands5 couldreachthereadstatementat s4 .
In addition,a typestateanalysiswould alsodeterminethat theobjectscreatedat programpoints
s3 ands5 couldbein aclosedstateat s4 . Theanalysiswould,however, notbeableto discover
thatf canneverpoint to aclosedobjectat s4 , andwould incorrectlyindicateapossibleerror. In
this paperwe show thatfor a certainclassof problems(includingread � ; close ), it is possible
to formulateaprecisepolynomialtimeveri�cation algorithmfor shallow programs.

Main Results

Themaincomplexity resultsestablishedin thispaperareasfollows (in all cases,weassumethat
programsareshallow):

4 In thepresenceof recursivedatastructures,typestateveri�cation is undecidable[19,24].



s0 : x := new();
s1 : y := new();
z := y;
if (?) f

y:close ();
z := x;

g
s2 : z:read();

s3 : f := new();
while (?) f

s4 : f :read();
if (?) f

f :close ();
s5 : f := new();

g
g

(a) (b)

Fig.1. Programfragmentsillustratingtheeffectof aliasingon typestateveri�cation.

– Veri�cation is in Pfor omission-closedproperties:apropertyis saidto beomission-closedif
everysubsequenceof avalid sequenceis alsoavalid sequence.(Example:read � ; close .)

– Veri�cation isNP-Completefor acyclic programs(i.e.,programswithoutloops)andPSPACE-
completefor arbitraryprogramsfor propertieswith arepeatableenablingsequence:aproperty
is saidtohavearepeatableenablingsequenceif thereis anautomatonstatewhereaparticular
sequence
 of operationsis invalid, but � + 
 is valid. Example:open + ; read .

– An integer-valuedfunction f is said to be a boundon the shortesterror path length for a
typestatepropertyif everyerroneousprogramof sizen is guaranteedto haveanerrorpathof
lengthf (n) or less.If PSPACE is not equalto NP, thenno polynomialboundexists for the
shortesterrorpathlengthfor propertieswith arepeatableenablingsequence.(In otherwords,
it maynotbepossibleto �nd short,i.e.,polynomialsizeerrorpathsin theworstcase.)

– Veri�cation is in P for acyclic programsfor almost-omission-closedproperties:apropertyis
saidto bealmost-omission-closedif thereis an integerk suchthatevery subsequenceof a
valid sequenceof lengthgreaterthank is alsovalid. Example:open ; read . Notethatany
propertywith only �nitely many valid sequencesis trivially almost-omission-closed.

– Veri�cation is in P for almost-omission-closedpropertiesthathave a polynomialboundon
theshortesterrorpathlength.

– A programis saidto have a maximumaliasingfactorof k if thereis no pathin theprogram
thatwill produceanobjectpointedto by morethank differentvariables.Arbitrary �nite state
propertiesfor programsof sizen with a maximumaliasingfactorof k may be veri�ed in
timeO(nk +1 ) for programsof sizen.

Theresultsabovearesummarizedin Fig.2 in termsof thepropertiesof regularexpressionswhich
de�ne thepropertiesto beveri�ed (thenotationusedtherewill bede�ned in Section2).

The polynomial-timeveri�cation resultssummarizedabove useprogramabstractionsthat
may be of independentinterest—inparticular, they may prove usefulas the startingpoint for
developing more generalabstractionsfor non-shallow programs(e.g., in a mannersimilar to
[23]). Thebulk of theabstractionsweusearepredicateabstractions[15]; howeverweshow in the
sequelthatthevocabulary of predicatesusedin apredicateabstractioncanhaveadramaticimpact
on the ef�ciency of the resultinganalysis.Our predicatevocabulariesarecarefully designedto
yield ef�cient analyseswithoutsacri�cing precision.In addition,in Section5,wedevelopanovel
integer abstraction,whichisbasedoncountingthenumberof programpathsalongwhichasimple
propertyholdstrue;this in turnallows inferringwhetheramorecomplex propertyholds.

RelatedWork

Therehasbeensigni�cant recentinterestin avarietyof propertyveri�cation techniques,many of
themfocusingon typestateveri�cation. While signi�cant progresshasbeenmadein improving
theprecisionandef�ciency of veri�cation, developingveri�cation techniquesthataresuf�ciently
preciseandscalableto handleindustrial-sizeapplicationsfor awidevarietyof problemsis still a
challenge,andmotivatesourwork here.
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E.g. read � ; close open ; read open + ; read (lock ; unlock ) �
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Fig.2. Overview.

Oneof theopenchallengesin typestateveri�cation is anadequatetreatmentof aliasing.Some
approachesavoid theissue:e.g.,theoriginalwork on typestateveri�cation [27,26] did notallow
any aliasing;morerecentwork on typestateveri�cation basedon linear types[8] alsorestricts
aliasingseverely. Other approaches(e.g. [7]) perform alias analysisand typestateveri�cation
separately:aninitial phaseperformsaconservativealiasanalysisfor theprogram,andasubsequent
phaseusestheinformationfrom thealiasanalysisto do typestateveri�cation. However, this can
leadto impreciseresults,asillustratedby theexamplesin Fig. 1.

A secondchallengeto practicalveri�cation is dealingwith infeasibleprogrampaths.Daset
al. [7] addressthis issueusingef�cient path-sensitive algorithms(which eliminatecertaininfea-
siblepathsfrom considerationduringanalysis),but do not trackcertainadditionalinformation,
e.g.,aliasing,precisely. Our algorithmsdo not addressthequestionof pathsensitivity, but there
couldbemerit in combiningaspectsof ourapproachwith thosethateliminateinfeasiblepaths.

Severalrecentveri�cation approaches[2,16]combinepredicateabstraction[15],counterexample-
guidedre�nementof thepredicatevocabulary [4], andexplorationof theresultingabstractstate
spaceusingmodel-checking.Thesetechniquesusesymbolicandtheorem-proving techniquesto
identify a setP of predicatesrelevant to theproblemof interest,thenmodel-checktheresulting
�nite statesystemoverastatespaceconstructedfrom thepowersetlattice2P !f true;falseg . This
processiterateswith increasinglylargersetsof predicatesuntil asatisfactoryresultis obtained.In
principle,thesealgorithmshave thepotentialto avoid imprecisiondueto bothaliasingandpath
infeasibility. However, theworst-casecomplexity of asingleiterationisexponentialin thenumber
of predicates.By contrast,while mostof thealgorithmswepresentarebasedonabstractionsby a
setof predicatesQ, our analysisis basedon thefunction-spacelatticeQ ! f false; maybeg, and
runsin timelinearin thesizeof Q. Thisapproachyieldspolynomial-timealgorithms,while none
of thetechniquesbasedonmodel-checkinghaveapolynomialtimeworst-casecomplexity for the
sameproblems(eventhoughthey mayutilize asmallernumberof predicatesthanouralgorithm).
Our selectionof predicatesensuresthat the useof the smallerfunction spacelattice resultsin
no lossof precision,i.e., we ensurethatour abstractionis complete(e.g.,see[14]). Finally, the
predicateabstractionswe usearedependentsolelyon thenatureof the typestateproblembeing
veri�ed, anddonot requireexpensivepredicatediscoveryat veri�cation time.

Finally, we notethat our lower boundresultsfollow the tradition setby earliercomplexity
resultsdueto LandiandRyder[18] andMuth andDebray[20].

2 Terminology and Notation

In this section,weprovidesomebasicde�nitions thatwewill usein therestof thepaper.

De�nition 1 (Shallow Program). A shallow programis a <Stmt> de�ned by the following
context-free grammar, where the ? denotesa nondeterministicbranch (i.e., an uninterpreted



conditional).All variables<Var> in thelanguagearereferencestoobjectsoftypeT.All operations
<Op> in thelanguagearemethodssupportedby typeT.

<Stmt> ::= <Var> := <Var> | <Var> := new() | <Var>.<Op>()
| <Stmt>;<Stmt> | if (?) <Stmt> [ else <Stmt> ]
| Label: <Stmt> | goto Label

We will make the simplifying assumptionthat when a programbegins executionall program
variablespoint to separateobjects(i.e., initialized to non-aliasedvalues),andall objectsresidein
their initial state.In otherrespects,thesemanticsof shallow programsis completelystandard,and
wewill not formalizeit here.Wewill, however, appealto theintuitivenotionof apath� through
aprogramP (or P-path):avalid sequenceof statementsstartingatP 'sentry.

In thispaper, wewill studysafetypropertiesof shallow programs.Althoughsafetyproperties
could be speci�ed via temporallogics (e.g.,LTL [5]), we will use�nite automataor regular
expressionsto simplify thepresentation.Formally:

De�nition 2 (Pre�x-ClosedSafetyAutomaton).Apre�x-closedsafetypropertyF isrepresented
bya�nite stateautomaton(FSA)F = h� ; Q; � ; init; Qnf errgi where� istheautomatonalphabet
consistingof observableoperations,Q is thesetof automatonstates,� is thetransitionfunction
mappinga stateandan operation to a successorstate, init 2 Q is a distinguishedinitial state,
err 2 Q is a distinguishederrorstatefor which for every� 2 � , � (err; � ) = err, andall statesin
Q n f errg areacceptingstates.Wesaythatq0 is thesuccessorof a stateq onoperationop when
� (q; op) = q0. Givena sequenceof operations� = op1 ; op2 ; : : : ; opk , wewrite ValidF (� ) or
� 2 ValidF when� is acceptedbyF , andwewrite InvalidF (� ) when� is notacceptedbyF .

For brevity, wewill referto safetypropertiesusingaregularexpressionrepresentingthelanguage
acceptedby anautomaton,ratherthanspecifyingtheautomatonitself. Whenspecifyinga safety
propertyusinga regular expression,we will adoptthe convention that a regular expression�
denotesthepre�x closure of thesetof sequencesof operationsde�ned by � . For example,when
wewriteread � ; close wealsoconsider� (theemptysequence)andread tobevalidsequences.

Example1. Considerthe propertyread � ; close statingthat a �le may be readan arbitrary
numberof timesbeforeit is closed(andshouldnever be readafter it wasclosedandnever be
closedtwice).Thealphabetfor this problemconsistsof two operations� = f read ; close g.
TheFSA for thispropertyis shown in Fig. 3.

init
���

1
q2 err

r ead

cl ose

�

r ead,
cl ose }

�

r ead,
c l ose }

Fig.3.A �nite-stateautomatonfor thepropertyread � ; close .

WhenverifyingasafetypropertyrepresentedbyanautomatonhQ; init ; err; � ; � i for ashallow
programP, we will assumethat eachmethodnameusedin P is mappedto an elementof � .
Giventhis convention,we will usenamesof operationsin � andmethodsin P interchangeably,
i.e.,wewill saythatastatementof theform x.op() invokesanoperationop 2 � . Wecanthen
relatemethodinvocationsto sequencesof operationsin � asfollows:

De�nition 3 (Operation Sequencesfor Objects). Givena P-path � , U(� ) denotesthe setof
object instancescreatedduring this execution,and for any objecto 2 U(� ), � [o] denotesthe
sequenceof operationsperformedono duringexecutionof � .



Giventhede�nitions above,we cannow formally describetheclassof veri�cation problems
wewish to solve:

De�nition 4 (SVF ). Givena safetypropertyF , the shallow veri�cation problemfor F , SVF ,
determinesfor any shallowprogram P whetherthere existsa path P-path � such that � [o] 2
InvalidF for someo 2 U(� ).

3 Omission-ClosedPropertiesin Polynomial Time

In this section,weshow thatomission-closedpropertiescanbeveri�ed in polynomialtime.

Omission-ClosedProperties

Informally, a propertyis omission-closedif thesetof all valid sequencesof operationsis closed
with respectto omissions:any sequenceobtainedby omittingoneor moreoperationsfrom avalid
sequenceof operationsis alsovalid.

De�nition 5. A propertyrepresentedby an automatonF is saidto beomission-closedwhenfor
all sequences� ; � ; 
 2 � � , ValidF (� � 
 ) ) ValidF (� 
 ).

Thefollowing theorempresentsalternativecharacterizationsof omission-closedproperties.

Theorem1. Givenan automatonF , the following are all equivalent,where all sequencesare
elementsof � � :
(a) For all sequences� ; � ; 
 , ValidF (� � 
 ) ) ValidF (� 
 ).
(b) If ! 1 is a subsequenceof ! 2 , thenValidF (! 2) ) ValidF (! 1).
(c) There existsa �nite setof forbiddensubsequences� 1 ; � 2 ; : : : ; � k such that a sequence� is

in InvalidF iff � containssome� i asa subsequence.

Proof. Theequivalenceof (a)and(b) is straightforward.As for, (c),considertheforbiddensubse-
quences� i correspondingto theacyclicpathsin theautomatonF from theinitial stateto theerror
state.(Forexample,theforbiddensubsequencesfor theautomatonin Fig.3are� 1 = close ; read
and� 2 = close ; close .) Theresultfollows.

Background: Distrib utivePredicateAbstractions

Theanalysiswepresentwill utilize apredicateabstractionthattracksthevaluesof asetof pred-
icatesPde�ned ontheconcreteprogram-state.(Wewill usethetermprogram-stateto denotethe
stateof thewholeprogramin theconcretesemantics,to distinguishit from astatein a FSAspec-
ifying a property.) For ef�ciency reasons,wewill utilize anindependentattributesanalysis[22],
ananalysisthatdoesnotmaintainthecorrelationbetweendifferentpredicatevalues.Speci�cally,
the set of concreteprogram-statesarising at a programpoint will be abstractedby a value in
P ! f f alse;maybeg. Wenow summarizetheconditionsunderwhichanindependentattributes
analysiscanbeusedfor apredicateabstractionwithout losingprecision.Givenapredicate' and
astatementSt , wedenoteby WP(St ; ' ) theweakestpreconditionof ' with respectto St [10].

De�nition 6. Givena �nite setof predicatesBase, we say that a �nite setof predicatesP =
f P1 ; : : : ; Pk gisadistributiveWP-closureofBasewhenBase� P andfor eachpredicatePi 2 P,
andfor eachstatementSt ,WP(St ; Pi ) = Pj 1 _ : : :_ Pj m , suchthatfor all 1 � g � m,Pj g 2 P.
Wealsosaythat thesetof predicatesP is distributively WP-closed.

Theorem2. Givena distributivelyWP-closedsetof predicatesP for a program Pgm, precise
analysis(i.e., determiningfor everyprogrampointandeverypredicatein P whetherthereexists
a pathto theprogrampoint causingthepredicateto betrue) is possiblein timeO(jP jjPgmj).

Proof. Straightforward.E.g.,theproblemcanbereducedto a reachabilityproblemover a graph
of sizeO(jP jjPgmj), asin theIFDS framework of [25].



A Polynomial Algorithm

WeuseadesignatedpredicateError thatis truein aprogram-stateif andonly if theprogram-state
containsanobjectin theerrorstateerr. We will now show thatfor omission-closedproperties,a
distributiveWPclosureof polynomialsizecanbeconstructedfor f Errorg. In general,adistributive
WP closurefor f Errorg needsto includepredicatesthat refer to aliasingrelationshipsamong
variablesaswellasthestateof theobjectspointedtoby thevariables.Thismotivatesthefollowing
de�nition of a family of predicates.

De�nition 7. Wewrite In� (x) to denotethefact that theobjectpointedto by thevariablex is in
state� 2 Q. GivenanyS � Q, weusetheshorthandInS (x) ,

W
� 2 S In� (x) to denotethat the

objectpointedto by thevariablex is in oneof thestatesin S.

De�nition 8. LetA beanon-emptysetofvariables(in agivenprogram), S � Q asetofstatesin
F . WeusethepredicatehA; Si to meanthatall variablesin A havethesamevalue(arealiases),
andtheobjectreferredto byvariablesin A is in oneof thestatesin S. Formally,

hA; Si ,
V

x2 A; y2 A (y = x) ^
V

x2 A InS (x)

Thenumberof predicatesof theformhA; Si isexponentialin thenumberof programvariables.
However, not all predicatesof this form arerelevant, i.e. needto bein a distributiveWP closure
for f Errorg . The key to obtaininga polynomialsizedistributive WP closurefor f Errorg is to
boundthesizeof thesetA, for any relevantpredicatehA; Si by aconstant.Wewill dothis in two
steps.First, we will show thata predicatehA; Si is relevantonly for certainS � Q. Then,we
will show thatfor eachsuchsetS, thepredicatehA; Si is relevantfor only A of cardinalityless
thanaspeci�c constant.

We �rst presentanalgorithmfor determiningwhichS � Q arerelevantfor veri�cation. The
algorithmshown in Fig. 4 is basedon a backward traversalof the �nite stateautomaton.The
algorithmconstructsa graph

 �
F = (V �

F ; E  �
F ), whereeachvertex is a subsetof Q, andanedge

P ! S denotesthatP is apre-imageof S for thetransitionfunction� (seebelow).

De�nition 9. Let
 �
� denotethe reversetransitionrelationof F , i.e., givena stateq 2 Q, an

operationa 2 � , anda setof statesS � Q,
 �
� (q; a) , f q0 2 Qj � (q0; a) = qg, and

 �
� (S; a) ,

S
q2 S

 �
� (q; a). For S1 ; S2 � Q, S2 is saidto bea pre-imageof S1 if 9a 2 � :

 �
� (S1 ; a) = S2 .

V �
F = ; ; E  �

F = ; ; workSet= ff errgg;
while workSet6= ; {

select and remove S from workSet;
for each operation op 2 � {

P =
 �
� (S; op);

if P 62V �
F { V �

F = V �
F [ f Pg; workSet= workSet[ f Pg; }

E  �
F = E  �

F [ f P ! Sg;
} }

Fig. 4. Backwardsexplorationof thepropertyautomaton.

Fig. 5 illustratesthe graphconstructedby backward explorationof the read � ; close au-
tomatonshown in Fig. 3.Wenow establisha resultaboutthegraph

 �
F .

Theorem3. If F representsanomission-closedproperty, thenfor anyS 2 V �
F , andanyoperation

a 2 � ,
 �
� (S; a) � S. Further, thegraph

 �
F is acyclicexceptfor self-loops.



{ ����� �

�
	

�

q� }

{ err,
q� }

{ �
��� }

Fig.5. Thegraphconstructedby backwardexplorationof theautomatonof Fig. 3.

Proof. For any S 2 V �
F thereexistsasequenceof operations� suchthatS is thesetof all states

in which� is invalid (by construction).Now,
 �
� (S; a) is thesetof all statesin whicha� is invalid.

SinceF is omission-closed,
 �
� (S; a) � S. Sinceany predecessorP of S mustbea supersetof

S, it follows immediatelythatany cycle in thegraph
 �
F mustbeaself-loop. ut

Fig.6andFig.7presentweakest-preconditionequationsfor predicatesof theformhA; Si and
thespecialpredicateError. Fromtheseequations,wecandeterminewhichpredicatesarerelevant
for veri�cation. Theequationsrevealtwo things.First, they show thatit is suf�cient if werestrict
ourattentionto predicatesof theform hA; Si whereS 2 V �

F . Second,they show thatapredicate
hA; P i is relevantonly if thereis a relevantpredicatehB ; Si whereS is apropersuccessorof P
in thegraph

 �
F andB hascardinalityat leastjAj � 1. In otherwords,we needto only consider

predicatesof theform hA; P i wherethecardinalityof A is lessthanor equalto thelengthof the
longestacyclic pathfrom P to f errg in

 �
F .

Stmt WP(Stmt ; hA; Si )

x := y hA[x 7! y]; Si
x := new () hA; Si if x 62A

false if x 2 A ^ A 6= f xg
true if A = f xg ^ init 2 S
false if A = f xg ^ init 62S

x.op() hA; Si if
 �
� (S; op) = S

hA [ f xg;
 �
� (S; op)i _ hA; Si if

 �
� (S; op) � S

At program true if jAj = 1 ^ init 2 S
entry false if jAj 6= 1 _ init 62S

Fig.6.WP equationsfor predicatesof theform hA; Si . Wedenoteby A[x 7! y] thesetobtained
by replacingany occurrenceof x in A by y.

De�nition 10. For anyS 2 V �
F , de�ne dist (S) to bethenumberof edgesin thelongestacyclic

path from S to f errg in
 �
F . Givena program with a setof variablesVars, we de�ne a setof

predicatesP = fhA; Sij S 2 V �
F ; A � Vars; jAj � dist (S)g [ f Errorg.

Theorem4. ThesetP [ f true; falseg is a distributivelyWP-closedsetof predicatesfor f Errorg.

Proof. Follows from theabovediscussion.

Theorem5. If F is omission-closed,thenSVF is in P.

Proof. Immediatefrom Theorem4 andTheorem2. Notethatthecardinalityof P is O(jVarsjk ),
whereVars is thesetof all variablesin theprogramandk is thelengthof thelongestacyclic path
in

 �
F . (Note,from Theorem3, thatk is alsoboundedby thenumberof statesin F .) For example,

read � ; close veri�cation canbedonein timeO(jVarsj2 jPgmj).



Stmt WP(Stmt ; Error)

x := y Error
x := new () Error

x.op() Error if
 �
� (f errg; op) = f errg

hfxg;
 �
� (f errg; op)i _ Error if

 �
� (f errg; op) � f errg

At programentry false

Fig.7.WPequationsfor thepredicateError.

Discussion

A logical formulacanusuallybesimpli�ed into anumberof equivalentforms.Hence,aweakest-
preconditioncan often be expressedin many ways.The form we choseto usein expressing
weakest-preconditionsaboveiscritical toderivingapolynomialtimeveri�cation algorithm.Asan
example,considertheread � ; close example.Thefollowing is analternative,correct,weakest-
preconditionequation,whichsaysthatanobjectin theerr stateis possibleafterx.close() if f
eitherx pointsto anobjectin stateq2 or anobjectexistsin theerr statebeforethestatement:

WP(x.close() ; Error) = hfxg; f q2gi _ Error: (1)

Theactualformulationweused

WP(x.close() ; Error) = hfxg; f err; q2gi _ Error (2)

actuallycontainssomeredundancy. In particular, hfxg; f err; q2gi isequivalenttohfxg; f errgi _
hfxg; f q2gi . But thedisjuncthfxg; f errgi is redundantbecauseit impliesError, anotherdisjunct
in our formula.

However, equation2 is preferableto equation1. In particular, we have seenthat we can
determinein polynomial time if hfxg; f err; q2gi is possibleat any programpoint. However,
onecanshow that determiningif hfxg; f q2gi is possibleat a programpoint is PSPACE-hard,
adaptingtheproofwepresentin Section4.Thus,unlessPSPACE= P, adistributively WP-closed
setcontaininghfxg; f q2gi of polynomialsizedoesnotexist!

4 RepeatableEnabling SequenceProperties

In thissectionweshow thatveri�cation of RepeatableEnablingSequenceproperties(seeDe�ni-
tion 11) is NP-completefor acyclic programsandPSPACE-completein general.

De�nition 11 (RepeatableEnabling SequenceProperties).Wesaythata propertyrepresented
byanautomatonF is a repeatableenablingsequencepropertyif thereexist sequencesof opera-
tions� , � and
 such that thesetof sequences� � + 
 areall valid but thesequence� 
 is invalid.
(Thesequence� maybethoughtof asa repeatablesequencethatenables
 .)

For example, the property open + ; read (seeFigure 8) which requiresthat a read be
precededby one or more open operationsis a repeatableenablingsequenceproperty. (The
morenaturalpropertyopen + ; read � is alsoa repeatableenablingsequenceproperty, but we
use open + ; read as the running example to contrastit with the omission-closedproperty
read � ; close .)Weshow thatveri�cation of repeatableenablingsequencepropertiesisPSPACE-
completeby reductionfrom thesimultaneouslyfalseproblem(see[20], [11]).

De�nition 12. (SimultaneouslyFalseProblem) Givena programP with an initial assignment
of values(0 or 1) to a setx1 ; x2 ; : : : ; xn of booleanvariables,wheretheprogramP containsonly



q2 q3

open

r eadinit
=q1

open

r ead

err

�

open,
r ead }

�

open,
r ead }

Fig.8.An automatonfor thepropertyopen + ; read .

assignments(of constantsor variables),conditionalsor unconditionaljumps,a simultaneously
falseproblemfor P is a problemof theform: is thereanexecutionpathfromtheentrypointof P
to a programpointp such that x1 = 0; x2 = 0; : : : xk = 0 whencontrol reachesp ?

Lemma 1. (1) Thesimultaneouslyfalseproblemfor acyclicprogramsis NP-complete. (2) The
simultaneouslyfalseproblemfor arbitrary programsis PSPACE-complete.

Proof. See[20] and[11]. ut

Let F beanautomatonrepresentinga repeatableenablingsequenceproperty. We show that
SVF is PSPACE-hardby reductionfrom the simultaneouslyfalseproblem.If � , � , 
 aresuch
that sequences� � + 
 arevalid andsequence� 
 is invalid, then � and 
 mustbe non-empty
(although� maybeempty).Givenaninstanceof thesimultaneouslyfalseproblemx1 = 0; x2 =
0; : : : ; xk = 0 at programpoint p in a programP, we constructa programP 0 asfollows. First,
we createtwo objectsZero andOnewhich supportmethodscorrespondingto thesequences� ,
� , and 
 . Next, we copy programP into P 0 replacingevery assignmentof the form xi = 0
by xi = Zero and xi = 1 by xi = Onerespectively. Then,at programpoint p, we insert the
statementif (?) goto p1. Let thesequence� bea1 ; a2 ; : : : ; al , let � beb1 ; b2 ; : : : bm , andlet 

bec1 ; c2 ; : : : cn . We insertthefollowing sequenceof statementsat theend.

goto exit ;
p1 : Zero:a1(); Zero:a2(); : : : ; Zero:al ();

One:a1(); One:a2(); : : : ; One:al ();
x1:b1(); x1:b2(); : : : ; x1:bm();
x2:b1(); x2:b2(); : : : ; x2:bm();
: : :
xk:b1(); xk:b2(); : : : ; xk:bm();
One:c1(); One:c2(); : : : ; One:cn();

exit :

Note that control can reachprogrampoint p1 only throughthe conditionalbranchstatement
if (?) goto p1 (becauseof thestatementgoto exit ; just beforep1).

Lemma 2. Assumingthatthesequencesof operations� and
 arenon-empty, thesimultaneously
falseproblemx1 = 0; x2 = 0; : : : xk = 0 at program point p in P returnstrue if and only if
programP 0 violatesthepropertyrepresentedbyF .

Proof. ProgramP 0 createsonly two objectsZ ero and One. Note that the only sequenceof
operationsperformedon Z ero is � � i wherei is thenumberof variablesin x1 ; x2 ; : : : ; xk that
arealiasedto Z ero at programpoint p. Thus,no illegal operationis ever performedon Z ero.
Similarly, theonly sequenceof operationsperformedon One is � � j 
 wherej is thenumberof
variablesin x1 ; x2 ; : : : ; xk thatarealiasedto One atprogrampointp. Thissequenceis invalid iff
j canbe0. In otherwords,P 0 violatesthepropertyrepresentedby F iff thesimultaneouslyfalse
problemx1 = 0; x2 = 0; : : : xk = 0 atprogrampointp in P returnstrue. ut



Theorem6. Considera repeatableenablingsequencepropertyrepresentedbyanautomatonF .
SVF isNP-completefor acyclicprogramsandPSPACE-completefor arbitrary (cyclic)programs.

Proof. Theproofsof NP-hardnessandPSPACE-hardnessof acyclic andarbitraryprogramsre-
sepectively follows from Lemmas1 and2 respectively. LemmaA1 in theAppendixshows that
theproblemof shallow veri�cation for all safetypropertiesrepresentedby anautomatonarein
NP for acyclic programsandin PSPACEfor arbitraryprograms. ut

Theorem6 showsthatveri�cation of repeatableenablingsequencepropertiesis dif�cult even
for shallow programs.In fact, the situationis worse.We now show that even the shortesterror
pathsmaybeof exponentialsizein theworstcase.

De�nition 13 (Err or Path). Let F bean automatonrepresentinga propertyto beveri�ed. We
saythata path(possiblycyclic) in thecontrol �ow graphof P fromtheentryvertex to somevertex
v is anerrorpathif symbolicexecutionof theprogramalongthispath(ignoringtheconditionals)
exhibitsa violation of thepropertyassociatedwith F . TheprogramP is saidto beerroneousif
thereexistsanerror pathin P . An integer-valuedfunctionf is saidto bea boundontheshortest
error path lengthif every erroneousprogram for sizen is guaranteedto havean error path of
lengthf (n) or less.

Theorem7. If NP6= PSPACE,thentheredoesnotexista polynomialboundontheshortesterror
pathlengthfor repeatableenablingsequenceproperties.

Proof. Theproof is givenin theappendix. ut

Theorem7 suggeststhatit maynotbepossibleto �nd shortcounterexamplepathsexhibiting
theviolationof propertieslikeopen + ; read .Thisis importanttoknow becausemany approaches
to veri�cation (e.g.,[3]) areinherentlyassociatedwith thegenerationof a counterexamplepath
thatexhibits theviolationof thepropertyof interest.Theorem7 suggeststhepossibilitythateven
theshortesterrorpathin theprogrammaybeof sizeexponentialin thesizeof theprogram.

5 Veri�cation by counting

We have now seenthat veri�cation is intractablefor repeatableenablingsequenceproperties
andpolynomialfor omission-closedproperties.Unfortunately, therearepropertiesthat fall into
neitherclass.A simpleexampleis theopen ; read property. Notethatopen ; read is similar to
open + ; read in thatit requiresthatanobjectbeopenedbeforeit canberead,but it differsfrom
it in thatanobjectcannotbeopenedmultiple times.Doesthismakeveri�cation any easier?

5.1 The Intuition

The requirementthat an object cannotbe openedmultiple times is a forbiddensubsequence
problem(whereopen ; open is the forbiddensubsequence)(seeTheorem1(c)). It follows that
we canverify if thegivenprogrammayopenanobjectmultiple timesin polynomialtime.Thus,
open ; read veri�cation ispolynomial-timeequivalenttoopen + ; read veri�cation of aprogram
guaranteednot to openany objectmore than once. We will now show that,at leastfor acyclic
programs,this addedrestriction(that an object can not be openedmultiple times) doesmake
polynomialtimeveri�cation possible.

Let us begin by consideringwhy read � ; close veri�cation is easywhile open + ; read
veri�cation is not.Considerthefollowing codefragment:

...; p1 .open(); ...; pk .open(); ...; q.read();



The open + ; read propertywill be violated if thereis an executionpath suchthat the value
of q at the read statementis differentfrom the valuesof each pi at the correspondingopen
statements(assumingtherearenoopen statementsin theprogramotherthanthoseshownabove).
Determiningif certainrelationshipscan simultaneouslyexist amonga potentially unbounded
numberof programvariablesis dif�cult.

In contrast,considerthefollowing codefragment:

...; p1 .close(); ...; pk .close(); ...; q.read();

Theread � ; close propertywill beviolatedhereif thereis anexecutionpathsuchthatthevalue
of q attheread statementisequalto thevalueof somepi atthecorrespondingclose statement.
In otherwords,this requiresindependentanswersto k differentquestions,eachaboutthevalue
of only twoprogramvariables.This turnsout to beeasy.

Let usnow turnbackto theearlierexampleabove.

...; p1 .open(); ...; pk .open(); ...; q.read();

If we now know thatno objectis openedtwice,how canwe exploit this for open + ; read (i.e.,
open ; read ) veri�cation? For any giveni , we know that it is easyto determineif q.read()
statementmayreadthesameobjectthatis openedby thepi .open() statement.Imaginethatwe
cancountthenumberof executionpaths,n i , alongwhich thiscanhappen,for eachi . Addingup
all then i would tell ushow many times(i.e., alonghow many executionpaths)theq.read()
statementis a valid operation5. If this numberdoesnot equalthenumberof executionpathsto
the q.read() statement,thenthere mustbe an executionpath along which q.read() will
readanunopenedobject! Suchindirectreasoningbasedoncountingis thebasisfor thealgorithm
presentedin this section.

Obviously, countingthenumberof pathsis not feasiblein thepresenceof cycles.In therest
of this sectionwe will restrictour attentionto acyclic, or loop-free,programs,andshow how the
aboveapproachcanbeusedfor aclassof veri�cation problems.

5.2 De�nitions

Westartby formallyde�ning thequantitieswewanttocompute.GivensomeprogramP, consider
aP-path� . RecallthatU(� ) denotesthesetof objectinstancescreatedin � , andfor any i 2 U(� ),
� [i ] denotesthesequenceof operationsperformedon i . Let � [p] denotethevalueof variablep at
theendof � . If s is a statementin theprogram,we will usesin andsout to denotetheprogram
pointsjustbeforeandjustafterthestatements.

De�nition 14. Let � denotea sequenceof operations,� a programpath,and � u thesetof all
pathsfrom entry to a program point u. Then,de�ne ct(� ; � ) , jf i 2 U(� ) j � [i ] = � gj and
ct(� ; u) ,

P
� 2 � u

ct(� ; � )

Wenow de�ne auxiliarycountsof theform bct(hX ; � i ; u), whichwewill subsequentlyuseto
computect(� ; u), whereX is a setof programvariables.Informally, thesetX will constrainthe
countingto the object instancepointedto by all variablesin X . Second,while ct(� ; u) counts
exactmatchesfor � , bct(hX ; � i ; u) will countsubsequencematchesfor � .

De�nition 15. Giventwo sequences� and� , let bct(� ; � ) denotethenumberof times� occurs
asa (notnecessarilycontiguous)subsequenceof � .

bct(a1 � � � ak ; b1 � � � bm ) , j f (i 1 ; � � � ; i k ) j 1 � i 1 < � � � < i k � m ^ a1 � � � ak = bi 1 � � � bi k g j

In thespecialcasewhere � is theemptysequence, bct(� ; � ) is de�nedto be1.

5 This is wherewe exploit thefactthatno objectis openedtwice.Otherwise,addingup n i will
endupcountingsomepathsmultiple times.



De�nition 16. GivenasetofvariablesX ,wede�neU(� ; X ) , f i 2 U(� ) j 8p 2 X :� [p] = i g:
Essentially, if X is empty, thenU(� ; X ) is U(� ). If X is non-emptyandall variablesin X point
to thesameobjecti thenU(� ; X ) is f i g. If all variablesin X do not point to thesameobject,
thenU(� ; X ) is empty.

De�nition 17. Let� denoteasequenceofoperations,� aprogrampath,and� u thesetofall paths
fromtheentryvertex to a programpoint u. Then,de�ne bct(hX ; � i ; � ) ,

P
i 2U ( � ;X )

bct(� ; � [i ])

and bct(hX ; � i ; u) ,
P

� 2 � u
bct(hX ; � i ; � )

Example2. Considertheprogramshown below on theleft. Let u denotetheprogrampointafter
thelaststatementy.read() .Let � 1 denotethepathtou wherethefalsebranchof theif-statement
is taken,andlet � 2 denotetheotherpathtou. Thetableontheright showsthevaluesof thevarious
quantitiesde�nedabove.Thefactthatct(read ; u) isnon-zeroindicatesthattheprogramcontains
aviolationof theopen ; read property.

x := new();
y := new();
x:open();
if (?) f

y:open();
g
x:read();
y:read();

X � bct(hX ; � i ; � 1) bct(hX ; � i ; � 2) bct(hX ; � i ; u) ct(� ; u)
f xg read 1 1 2 _
f xg open ; read 1 1 2 _
f yg read 1 1 2 _
f yg open ; read 0 1 1 _
� read 2 2 4 1
� open ; read 1 2 3 3

5.3 Counting Subsequences

Wenow show how thequantitiesde�nedabovecanbecomputed.Fig.9expressestherelationships
thatmustholdbetweenthe bct valuesatdifferentprogrampoints.

Statementu Equations

bct(hX ; � i ; entryin ) = if (jX j > 1 or j� j > 0) then0 else1
bct(hX ; � i ; uin ) =

P
v 2 pred( u )

bct(hX ; � i ; vout )

x := y bct(hX ; � i ; uout ) = bct(hX � f x g [ f y g; � i ; uin ) (if x 2 X )
bct(hX ; � i ; uout ) = bct(hX ; � i ; uin ) (if x 62X )

x := new () bct(hf x g; � i ; uout ) = bct(hf x g; � i ; uin )
bct(hX ; � i ; uout ) = 0 (if x 2 X and(jX j > 1 or j� j > 0))
bct(hX ; � i ; uout ) = bct(hX ; � i ; uin ) (if x 62X andX 6= � )

x.f() bct(hX ; � i ; uout ) = bct(hX ; � i ; uin ) (when� is notof theform � f )
bct(hX ; � i ; uout ) = bct(hX ; � f i ; uin )+ (where� = � f )

bct(hX [ f x g; � i ; uin )

Fig. 9.Equationsfor computingthenumberof subsequencematches.Notethat,in general,theset
X maybeempty, or thesequence� maybetheemptysequence� , but theequationsassumethat
bothX and� cannotbesimultaneouslyempty. (Wearenotinterestedin thevalueof bct(h�; � i ; u).)

Lemma 3. For anysequence� andanyacyclicprogramPgmover a setof programvariables
Vars, bct(h�; � i ; u) canbecomputedfor all programpointsu in polynomialtime.

Proof. We computethevaluesof bct(h�; � i ; u) usingtheequationspresentedin Fig. 9. Notethat
computingbct(h�; � i ; u) at a programpoint u may transitively requirecomputingthe valueof



bct(hX ; � i ; v) atsomevertex v, where� is apre�x of � , andX is asetof variablesof cardinality
atmostj� j � j� j. Hence,thenumberof values(or equations)weneedto computeatany program
point is O(jVarsj j � j ), whereVars is thesetof all variablesin theprogram.Theresultfollows. ut

5.4 Counting exactmatches

Earlierwearguedhow wecouldcomputethenumberof exactmatchesfor read from thenumber
of subsequencematchesfor read andthenumberof subsequencematchesfor open ; read . We
now presentageneralizationof this idea.

Lemma 4. Let u denoteany program point. We will use� � � to denotethat � is a proper
supersequenceof � (i.e., that � is a propersubsequenceof � ). Then,

ct(� ; u) = bct(h�; � i ; u) �
X

� � �

bct(� ; � )ct(� ; u):

Proof. Wewill now show thatct(� ; � ) = bct(h�; � i ; � ) �
P

� � �
bct(� ; � )ct(� ; � ) for any execu-

tion path� , from which thelemmafollows immediately. Notethatct(� ; � ) countsexactmatches
for � in � , while bct(h�; � i ; � ) countsoccurrencesof � asasubsequencein � . Now, considerany
supersequence� of � . Every exactmatchfor � in � will give us bct(� ; � ) subsequencematches
for � . Hence,theaboveequalityfollows. ut

A sequence� hasin�nitely many supersequences� . So,how canwe make useof theabove
equation?

De�nition 18. A propertyrepresentedbyanautomatonF is saidto bealmost-omission-closedif
thereexistsanintegerk suchthatfor all sequences� ; � ; 
 2 � � , if j� � 
 j> k thenValidF (� � 
 ) )
ValidF (� 
 ).

Let us refer to (� 
 ; � � 
 ) as an omission-violationif � � 
 is a valid sequencebut � 
 is
not.An omission-closedpropertyis onewith noomission-violations.An almost-omission-closed
propertyis onewith only �nitely many omission-violations.Notethatopen ; read is anexample
of averi�cation problemwherethereis only oneomission-violation,namelyread is invalid but
open ; read is valid.Wewill now establishthefollowing.

Theorem8. If F representsanalmost-omission-closedproperty, thenSVF for acyclicprograms
is in P.

Proof. Considerany � thatis invalid. Then,any supersequence� of � of lengthk + 1 mustbea
forbiddensubsequence.Hence,wecancheckaprogramin polynomialtimetoseeif it containsany
such� . If it does,wecanstopsincetheprogramdoesnotsatisfytherequiredproperty. Otherwise,
wecountthenumberof subsequencematchesin theprogramfor � andeverysupersequence� of
� of sizek or less.WecanthencomputetheexactmatchcountusingLemma4. ut

5.5 Veri�cation of programswith loops?

How canwe adaptthe ideasdescribedabove to verify programswith loops?Given an almost-
omission-closedproperty, if we cancomeup with a polynomialboundp(n) on the lengthof
theshortesterrorpath,thenwe can“unroll” loopsin a givenprogramP suf�ciently to generate
a correspondingloop-freeprogramP 0 that includesall pathsof lengthp(n) or lessin P , and
applytheprecedingveri�cation algorithmto P 0. (De�nition 20 in theappendixshows how such
unrollingcanbedone.)Thisgivesusethefollowing theorem.

Theorem9. If F representsanalmost-omission-closedpropertywith a polynomialboundonthe
shortesterror pathlength,thenSVF is in P.

Unfortunately, wehavenotbeenableto identify polynomialboundsontheshortesterrorpath
lengthfor almost-omission-closedproperties.We conjecturethatsuchpolynomialboundsexist,
at leastfor theopen ; read property.



6 Polynomial Time Veri�cation for Programswith Limited Aliasing

In Section4wesaw that,unlessP= NP,veri�cation of repeatableenablingsequencepropertieswill
requireexponentialtimein theworst-case. Is it, however,possibletodesignveri�cation algorithms
thatareef�cient in practice, e.g.,by exploiting propertiesof programsthatarisein practice?For
example,oneseldomseesprogramsin which a very largenumberof variablespoint to thesame
objectat a programpoint. In this sectionwe presenta veri�cation algorithmmotivatedby this
observation.Thealgorithmrunsin timeO(jPgmjk +1 ), wherejPgmj is thesizeof theprogramand
k is themaximumaliasingfactorof theprogram:a programis saidto have a maximumaliasing
factorof k if thereis nopathin theprogramthatwill produceanobjectpointedto by morethank
differentvariables.Unlike thepolynomialsolutionsof previoussections,thealgorithmpresented
hereworksfor any typestateproperty.

We note that naive veri�cation algorithmsdo not achieve the above complexity, i.e. they
maytake exponentialtime evenfor programswith a maximumaliasingfactorof 2. In particular,
considerthe obvious abstractionwherethe program-stateis representedby a partition of the
programvariablesinto equivalenceclasses(of variablesthat arealiasedto eachother),with a
�nite stateassociatedwith eachequivalenceclass.Thenumberof suchprogram-statesthat can
ariseataprogrampoint is exponentialin thenumberof programvariablesevenfor programswith
amaximumaliasingfactorof 2.

Ouralgorithmusespredicatesof theform [A; S] de�ned below.

De�nition 19. LetA � Varsbea non-emptysetof programvariables,andS � Q a setof states
of F .

[A; S] =
^

x 2 A;y 2 A

(y = x) ^
^

x 2 A;z 2 VarsnA

(z 6= x) ^
^

x 2 A

I nS (x) )

WhenS containsa singlestate� 2 Q, wewrite [A; � ], ratherthan[A; f � g].

Intuitively, a predicate[A; S] meansthatall variablesin A have thesamevalue(arealiases),
everyvariablenot in A hasadifferentvaluefrom thevariablesin A, andtheobjectreferredto by
variablesin A is in oneof thestateof S. Thedifferencebetween[A; S] andhA; Si (De�nition 8)
is noteworthy. Thenon-aliasingconditionsareimplicitly representedin [A; S] by assumingthat
every variablenot in A hasa different value from the variablesin A, whereasin hA; Si , the
variablesnot in A mayor maynotbealiasedto thevariablesin A.

Fig. 10(b)presentsourveri�cation algorithmthatcomputes,for all programpoints,thesetof
predicatesof theform [A; � ] thatmay-be-trueat theprogrampoint. (A predicatep is saidto be
may-be-trueataprogrampointu iff thereexistsapathtou suchthatexecutionalongthatpathwill
causep to becometrue.)Thealgorithmis basedon a standarditerative collectinginterpretation
algorithm.The function �ow (St )( ' ), de�ned in Fig. 10(a),identi�es the setof predicatesthat
may-be-trueafterstatementSt givenapredicate' thatmay-be-truebeforestatementSt . For any
programpoint l , Succ(l ) denotesthesuccessorsof l .

Theorem10. Thealgorithmof Fig. 10 preciselycomputesthesetof predicates[A; S] that may
hold at any program point in time O((

P
1� i � k

� n
i

�
) � jPgmj) = O(nk � jPgmj) where k is

the maximumnumberof variablesaliasedto each other at any point in the program Pgm, and
n = jVarsj is thenumberof programvariables.

Theproof of thetheoremappearsin theAppendix.Thoughtheworst-casecomplexity of the
algorithmis exponential,theexponentialfactork is expectedto bea small constantfor typical
programs,sincethenumberof pointerssimultaneouslypointingto thesameobjectis expectedto
besmall(andsigni�cantly smallerthanjVarsj).

Note thatusingthesetof predicatesde�ned in De�nition 19 is not suf�cient to achieve the
desiredcomplexity. Thestyleof “forwardpropagation” usedby our algorithmis alsoessential,



Statement �ow (Statement )([A; � ])

x := y f [A [ f xg; � ]g if y 2 A
f [A n f xg; � ]g if y 62A

x := new() f [f xg; init ]; if x 2 A
[A n f xg; � ]g

f [A; � ]g if x 62A
x.op() f [A; � (� ; op)]g if x 2 A

f [A; � ]g if x 62A

workList = fg
for each program point l

results(l ) = fg
for each program variable x i

add (entry; [x i ; f initg]) to workList
while workList 6= ; {

remove (l ;  ) from workList
for each  0 2 �ow (stmt l )(  ) {

for l0 2 Succ(l ) {
if  0 62results(l0) {

results(l0) = results(l0) [ f  0g
add (l0;  0) to workList

} } } }

(a) (b)

Fig.10.An iterativealgorithmusingpredicatesof theform [A; S].

asit ensuresthatthecostof analysisis proportionalto thenumberof predicatesthatmay-be-true
(ratherthanthenumberof total predicates,asis thecasewith alternativeanalysistechniques).

7 OpenProblems

In this paperwe have shown thatveri�cation of omission-closedpropertiesis in P andthatver-
i�cation of repeatableenablingsequencepropertiesis NP-completefor acyclic programsand
PSPACE-completein general.Wehaveshown thatveri�cation of almost-omission-closedproper-
tiesis in Pfor acyclic programs.However, many questionsstill remainopen.E.g.,wedonotknow
if veri�cation of almost-omission-closedpropertiesis in P for cyclic programs.Moreover there
arepropertieswhich do not lie in any of theseclasses.E.g.,considerthepropertyopen ; read �

which generalizesopen ; read by allowing any numberof read operations.We canadaptthe
countingmethodof Section5 to show thatveri�cation of open ; read � is in P for acyclic pro-
grams.However, wehavenotbeenableto formulatesucharesultfor ageneralclassof properties
that includesopen ; read � . Finally, therearealsootherpropertiessuchas(lock ; unlock ) �

(any numberof alternatinglock andunlock operations)for which we have neitherbeenable
to show apolynomialbound,norshow anNP-hardnessresult.
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A Proofs

LemmaA1 For any automatonF , SVF is in NP for acyclic programsand in PSPACE for
arbitrary programs.

Proof:SVF is in NPfor acyclic programssincewecannon-deterministicallychooseapaththrough
theprogramandcheckto seeif any objectreachestheerrorstateduringexecutionalongthatpath.
To show that SVF for an arbitraryprogramP is in PSPACE, we constructa non-deterministic
multi-tapepolynomial-space-boundedTuring MachineM to solve the problem.M simulates
inputprogramP, non-deterministicallychoosingthebranchto takeatbranchpoints.Let usrefer
to objectspointedto by the variablesin P as live objects.M keepstrack of which variables
point to which (live) objects,andtracksthe �nite-state of eachlive object.Thespaceneededto
maintainthis informationis trivially boundedby apolynomialin thesizeof programP. If any of
therelevantobjectsgoesinto theerrorstateduringsimulation,M haltsandsignalsthepossibility
of anerror. Conversely, if thereis a paththatcausesoneof theobjectsto go into theerrorstate,
thenM canguessthispathandwill halt signallingtheerror.

De�nition 20. Considerthe control-�ow-graph GP = (VP ; EP ) of program P. Let G0
P =

(VP ; E 0
P ) denotethe acyclic graph obtainedfrom GP by removing all back-edges. We de-

�ne Unroll(GP ; n) to be the acyclic graph obtainedby makingn + 1 copiesof G0
P (called

G0
P (1); G0

P (2); : : : G0
P (n + 1) respectively),and for everyback-edge (u; v) in GP , addingan

edge from vertex u in G00
P (i ) to vertex v in G00

P (i + 1) for all i from 1 to v. More formally
Unroll(GP ; n) = (V � ; E � ) where

V � = f (v; i ) j v 2 VP ; 1 � i � n + 1 g
E � = f [(u; i ); (v; i )] j [u; v] 2 E 0

P ; 1 � i � n + 1 g [
f [(u; i ); (v; i + 1)] j [u; v] 2 EP � E 0

P ; 1 � i � n g

It is easyto verify thatUnroll(GP ; v) is acyclic containseverypathof lengthv or lessin GP .
Proof of Theorem7

Let F bethe�nite stateautomatonassociatedwith therepeatableenablingsequenceproperty.
FromTheorem6 it follows thatveri�cation of F for acyclic programsis in NP andfor arbitrary
(cyclic) programsis PSPACE-hard.We prove Theorem7 by showing that if thereis a polyno-
mial boundon theshortesterrorpath,thentheveri�cation problemfor cyclic programscanbe
polynomial-timereducedto the veri�cation problemfor acyclic programs,which would imply
thatNP= PSPACE.

Let p(n) denotea polynomialboundon thesizeof theshortesterrorpathwheren denotes
thesizeof theprogram.GivenanarbitraryprogramP with control�o w fraphGP , we construct
theacyclic programUnroll(GP ; p(n)) which is acyclic andcontainsall pathsof lengthp(n) or
lessin GP . Thesizeof Unroll(GP ; p(n)) andthetime takento constructit arebothpolynomial
in n. Thus,theproblemof veri�cation of GP is polynomiallyreducedto theproblemof verifying
Unroll(GP ; p(n)) , which is acontradiction.
Proof of Theorem10

The proof that the algorithmcomputesthe precisesolution is straightforward andrequires
showing that [ ' 2 P �ow (St )( ' ) computesa preciseabstracttransferfunction for statementSt
with respectto thesetof predicatesP , andthatthis is adistributive function.

Wenow establishthecomplexity of thealgorithm.Assumethatthemaximalsizeof analias-set
occurringin theprogramis k. Thealgorithmmaygeneratepredicatesof the form [A; S] for all
subsetsof any sizeup to k of programvariablesVars. Thenumberof predicatesthatmayhave
a true value in a programpoint is thereforeO(

P
1� i � k

� n
i

�
) wheren = jVarsj (we treat the

numberof FSMstatesasaconstant).Thecomplexity of thechaoticiterationalgorithmof Fig. 10
is thereforeO((

P
1� i � k

� n
i

�
) � jPgmj). Theexpressionis alsoboundedby O(nk � jPgmj). The

aboveassumesthatthestepof computing�ow (stmt l )(  ) takesconstanttime.


