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Abstract

Thispaper evaluates performanceissuesin WWW serverson UNIX-
style platforms. While other work has focused on reducing the use
of kernel primitives, we consider ways in which the operating sys-
tem and the network protocol stack can improve support for high-
performance WWW servers. We study techniquesin 3 categories:
new socket functions, per-byte optimizations, and per-connection
optimizations. We examine two proposed socket functions, ac-

ceptex()and send_fil e(), comparing send_fil e()’s ef-
fectiveness with an mmap() / wri t ev() combination. We show
how send_fi | e() provides the necessary semantic support to
eliminate copies and checksums in the kernel, and quantify the
utility of the function’'s header and close options. We also present
mechanismsto reduce the number of packetsexchangedinanHTTP
transaction, both increasing server performance and reducing net-
work utilization, without compromising interoperability. We evalu-
ate these issues with a high-performance WWW server, using IBM
AlX workstations connected over 100 mbps Ethernet, driven by the
WebStone and SURGE WWW server workload generators. Mi-
crobenchmark results using WebStone show that our combination
of mechanisms can improve server throughput by up to 53 percent,
and can eliminate up to 33 percent of the packetsin an HTTP ex-
change. Macrobenchmark results with SURGE show an aggregate
increase in server throughput of 25 percent.

1 Introduction

The phenomenal growth of the World-Wide Web, in both the vol-
ume of information on it and the numbers of users desiring access
to it, is dramatically increasing the performance requirements for
large scale information servers. WWW server performance is thus
a central issue in providing ubiquitous, reliable, and efficient in-
formation access. This paper evaluates issues in WWW server
performance on UNIX-style platforms. While other work has fo-
cused on reducing the use of kernel primitives, we explore ways
in which the operating system and the network protocol stack can
improve support for high-performance WWW servers. |ssues we
consider include;

e new socket functions. Microsoft has added two new socket
functionstoNT [4],accept ex()andtransnmitfil e(),
and HP has a similar function send_fil e()in HPUX.
These API’s streamline the programming interface used by a
web server in atypical HTTP transaction, but do they pro-
vide any performance benefit? Doest ransmi tfil e() or
send_f i | e() show any improvement over thealready avail-
able mmap()and wri t ev() system calls?

e per-byte optimizations. It is well-known that data touch-
ing operations, such as copying and checksumming, are ex-
pensive. BSD-derived Unix operating systems use different
buffering mechanisms in the file system and the networking
code, forcing data to be copied when it is moved from one
subsystem to another. How well canwe approach azero-copy
integrated |/O architecture[7], while continuing to exploit the
benefits of existing file systems? What sort of performance
impact will eliminating data touching operations have for
WWW servers?

e per-connection optimizations. TCP connection management
was not designed for client-server traffic, exchanging more
packets that is semantically necessary. While the transi-
tion to persistent connectionsin HTTP 1.1 will improvethis,
most machines are still using HTTP 1.0. How can the per-
connection overhead be reduced, without violating the TCP
protocol specification?

We study these issues using a testbed of several IBM RS/6000
AlIX workstations connected over 100 mbps Ethernet. We use Rice
University’s Flash WWW server, which exploits most currently-
known user-level optimizations, and utilize the WWW workload
generators WebStone and SURGE [3] to drive the system with
HTTP 1.0 requests.

Our experience confirms previous work showing that WWW
servers spend most of their time in the kernel [1, 5]. We build
upon previous work by studying ways in which the operating sys-
tem and protocol stack can improve support for high-performance
WWW servers. We examine the benefits of two proposed socket
functions, accept ex() and send_fil e(), comparing the ef-
fectivenessof send_f i | e() with an combination of mrap( ) and
witev(). We show how send_fil e() provides the neces-
sary semantic support for further optimizations, such as eliminating
copies and reducing packet exchanges, and quantify the utility of
the function’s header and close options. We present mechanismsto
reduce the number of packets exchanged in an HTTP transaction,
both increasing server performance and reducing network utiliza-
tion.



File Size Flash Flash Diff
(bytes) Base | Optmized (%)

1024 || 1140.11 1407.55 | 23.46
2048 || 1059.26 1320.16 | 24.63
4096 904.15 1166.91 | 29.06

8192 722.22 937.51 | 29.81
16384 501.92 708.30 | 41.12
65536 187.72 298.16 | 58.83

262144 54.36 89.15 | 64.00
1048576 13.55 21.79 | 60.81

Table 1: HTTP Throughput in ops/sec (WebStone)

2 Overview of Results

Space constraints prevent us from describing our results fully, thus
we can only provide an overview of our findings. Table 1 shows
how our optimizations improve server throughput across requests
for different file sizes as measured by WebStone. Table 2 shows
the aggregate increase in server throughput as our optimizations are
incrementally added as measured by SURGE. Interested readers
should consult the IBM research report [6] for more details. We
summarize our findings as follows:

o new socket functions. We evaluate the proposed socket func-
tionsaccept ex() and send_fi | e(). Wefindlittle or no
increasein performance usingtheaccept ex() function, on
either process-based or thread-based WWW servers. In ad-
dition, kernel profiling shows that servers spend arelatively
small amount of timeintheaccept (), get socknane(),
andr ead( ) systemcalls. Asend_fi | e()implementation
that incurs a single copy provides no advantage over a com-
bination of mmap()andwitev().

e per-byte optimizations. Per-byte optimizations that we ex-
amine include eliminating a data copy on the fast path by
caching mbuf’s within the kernel and offloading the TCP
checksum to the adaptor. A send_fi | e( ) implementation
tied to an integrated 1/0 system which does not copy data
provides substantially better performance. In our testbed,
we observe an increase in throughput of up to 53 percent.
We find that offloading the checksum to the network device
can improve WWW server performance by up to 7 percent.
Our mbuf cache mechanism can aso be enhanced to allow
caching of the checksum values in the mbufs, for network
interfaces that do not support the checksum offload.

e per-connection optimizations. Our per-connection optimiza-
tionsreduce overhead by eliminating redundant packetsin the
TCP connection setup and teardown. We show how the close
option to send_fi | e() provides the semantic support to
enable piggybacking the FIN on the last data segment, elim-
inating one packet in small transfers and improving through-
put by 6 percent in those cases. We also show how delaying
acknowledgments for the FIN and SYN-ACK packets can
eliminate 2 more packets, increasing performance an addi-
tional 14 percent for small transfers. In total, we reduce the
packets in a small HTTP exchange from 9 to 6, reducing
network utilization and raising server throughput by up to
20 percent in those scenarios, all without violating the TCP
protocol specification. Our changes aremore easily deployed

Configuration SURGE | Diff
Opg/sec | (%)
Flash-Poll 437.72
+sendfile() 418.05 | -05
+ Mbuf Caching 519.83 | +20
+ Checksum Offload 555.14 | +06
+ FIN Piggyback 560.66 | +01
+ Delayed Ack of FIN 571.60 | +02
+ Delayed Ack of SYN 581.56 | +02
Total Improvement: +25

Table 2: HTTP Throughput in ops/sec (SURGE)

incrementally since they do not require both hosts in a con-
versation to adopt them, unlike T/TCP or SACK.

e aggregatebenefits. Using SURGE asamacrobenchmark, we
show that the combination of techniques improve aggregate
server performance by 25 percent.

Whilewe have evaluated these optimizationsin the context of a
WWW server, they have utility for other programs as well. Reduc-
ing packet exchanges should help other TCP-based applications,
and send_fi | e()is agenera function that can be used by other
network servers, such as NFS, FTP, or SMB. As a consequence of
our findings, IBM’s Al X division hasreleased these featuresin Al1X
43.2.
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