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Abstract

In this paperwe present performancestudyof memoryreference
behaviorin network protocol processingusing an Internet-based
protocolstackimplementedn thex-kernelrunningin userspaceon
a MIPS R4400-basedilicon Graphicsmachine. We usethe pro-
tocolsto drive a validatedexecution-driverarchitecturakimulator
of our machine.We characterizehe behaviorof networkprotocol
processinggderiving statisticssuchas cachemissrates andper
centageof time spentwaiting for memory We alsodeterminehow
sensitiveprotocol processings to the architecturalenvironment,
varying factors such as cachesize and associativity and predict
performancen futuremachines.

We showthat network protocol cachebehaviorvarieswidely,
with miss ratesrangingfrom 0 to 28 percent,dependingon the
scenario We find instructioncachebehaviorhasthe greateseffect
on protocollatencyundermostcasesandthatcold cachebehavior
is very differentfrom warm cachebehavior We demonstratehe
upperboundson performancehat can be expectedoy improving
memorybehavior andtheimpactof featuressuchasassociativity
and larger cachesizes. In particular we find that TCP is more
sensitiveto cachebehaviorthan UDP, gaininglarger benefitsfrom
improvedassociativityandbiggercaches. Wepredictthatnetwork
protocolswill scalewell with CPU speedsn thefuture.

1 Introduction

Cachebehavioris acentralissuein contemporargomputeisystem
performance.The large gap betweenCPU andmemoryspeedss
well-known, andis expectedo continuefor the forseeablduture
[17]. Cache memories areusedto bridgethis gap,andmultiple lev-
els of cachememoriesaretypical in contemporarnsystems.Many
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studieshave examinedthe memory referencebehaviorof appli-
cation code, and recently work has appearedstudyingthe cache
behaviorof operatingsystems However little work hasbeendone
to dateexploringtheimpactof memoryreferencebehavioron net-
work protocols. As networksbecomeubiquitous,it is importantto
understandhe interactionof network protocol softwareandcom-
puterhardware. Thus, ratherthanexaminingan applicationsuite
suchasthe SPEC95 benchmarksthe workload that we studyis
networkprotocolsoftware.

We wish to addresghefollowing researclissues:

¢ Whatis the memoryreferencebehaviorof networkprotocol
code?Whatarethe cachehit rates?How muchtime is spent
waiting for memory?

¢ Whichhasamoresignificantimpactonperformanceinstruc-
tion referencesr datareferences?

e How sensitiveare network protocolsto the cacheorganiza-
tion? How do factorssuchas cachesize and associativity
affect performance?

e Whatkind of impactwill futurearchitecturatrendshaveon
networkprotocolperformance?

We useexecution-driven simulationto answertheseguestions,
by using an actualnetwork protocol implementatiorthat we run
both on a real systemandon a simulator We haveconstructeca
simulatorfor our MIPS R4400-basedilicon Graphicsmachines,
andtakengreateffort to validate our simulator i.e., to ensurethat
it modelsthe performancesostsof our platformaccurately We use
the simulatorto analyzea suite of Internet-basegbrotocol stacks
implementedn thex-kernel[20], whichwe portedto userspaceon
our SGlmachine We characteriz¢hebehaviof networkprotocol
processingderiving statisticssuchascachemissrates,instruction
use,and percentagef time spentwaiting for memory We also
determinehow sensitiveprotocolprocessings to the architectural
environmentyarying factorssuchas cachesize and associativity
andwe predictperformancen futuremachines.

We show that network protocol softwareis very sensitiveto
cachebehavior and quantify this sensitivity in terms of perfor
manceundervarious conditions. We find that protocol memory
referenceébehaviorvarieswidely, andthatinstructioncachebehav-
ior hasthe greatestffect on protocollatencyin mostcases. We
presentthe upperboundson performanceamprovementghat can



be expectedy improvingmemorybehavior andtheimpactof fea-
tures,suchasassociativityandlarger cachesizes,on performance.
In particular we find that TCP is moresensitiveto cachebehavior
thanUDP, gaininglarger benefitsfrom improvedassociativityand
biggercaches.We predictthat networkprotocolperformancewill
scalewith CPUspeedvertime.

Theremaindeof this papelis organizedasfollows: In Section2
we describeour experimentaknvironmenin detail,includingpro-
tocolsandtheexecution-driversimulator In Section3 we present.
baselinecachenemoryanalysisof a setof networkprotocolstacks.
In Section4 we show how sensitivenetwork protocolsareto ar
chitecturalfeaturessuchascachesizeandassociativity In Section
5 we give an exampleof improving instructioncachebehavior In
Section6 we outlinerelatedwork. In Section7 we summarizeour
conclusionsanddiscussossiblefuture work.

2 Experimental Infrastructure

In this sectionwe describeour architecturalsimulator network
protocol workload, experimentalmethodology and validation of
the simulatorfor theworkload.

2.1 Architectural Simulator

In orderto investigatethe memoryreferencebehaviorof network
protocols we havedesignedaindimplementedanarchitecturakim-

ulator for our Silicon Graphicsmachine. We usethis simulatorto

understandhe performancecostsof our network protocol stacks,
andto guide usin identifying and reducingbottlenecks. The pri-

mary goal of the simulatorhasbeento accurately modelCPU and
memorycostsfor the SGlarchitecture.

Ourarchitecturasimulatoris built usingMINT [38], atoolkit for
implementingnultiprocessomemoryreferencesimulators. MINT
interpretsa compiledbinary directly and executest, albeit much
moreslowly thanif the binarywasrun onthenativemachine.This
processs calleddirect execution. MINT is designedo simulate
MIPS-basedmultiprocessorssuchas our SGI machinesand has
supportfor the multiprocessofeaturef IRIX. Unlike someother
simulators,it doesnot requireall sourcefor the applicationto be
available,anddoesnot requirechangingthe applicationfor usein
thesimulator Thismeangheexactsamebinaryis usedonboththe
actualmachineandin thesimulator

A simulatorbuilt usingMINT consistf 2 componentsafront
end, providedby MINT, which handlesthe interpretationand ex-
ecutionof the binary, and a back-end,suppliedby the user that
maintainsthe stateof the cacheand providesthe timing proper
tiesthatareusedto emulatea tamget architecture.Thefront endis
typically called a trace generator, andthe back enda trace con-
sumer. On eachmemoryreferencethefront endinvokesthe back
end,passinghe appropriatenemoryaddressBasedonits internal
state thebackendreturnsa valueto thefront endtelling it whether
to continueg(for examplepnacachehit) orto stall(onacacheaniss).
We havedesignedcandimplementecdh backendfor usewith MINT
to constructiuniprocessosimulatorfor our100MHz R4400-based
SGI Challenge. Figure 1 showsthe memoryorganizationfor this
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Figurel: MachineOrganization

machine. The R4400hasseparatel6 KB direct-mappedn-chip
first level instructionand datacacheswith a line size of 16 bytes.
Our SGl machinealsohasa 1 MB second-levetlirect-mappean-
boardunifiedcachewith aline sizeof 128bytes.

The simulatorcaptureghe costof the importantperformance
characteristic®f the SGI platform. It supportsmultiple levels of
cachehierarchy including the inclusion property for multi-level
cacheq1], andmodelsthe aspectof the MIPS R4400processor
that have a statistically significantimpact on performance such
asbranchdelaysandload delay pipeline interlocks. It doesnot,
however capturetranslationlookasidebufffer (TLB) behaviot.

As mentionecdearlier weuseour simulatorto evaluatehecache
memorybehaviorof networkprotocols.We now presenthe proto-
colsandtestenvironmenthatwe use. Validationresultsaregiven
in Section2.3.

2.2 Network Protocol Workload

The network protocol stackswe considerin this paperareimple-

mentedn thex-kernel[20], anenvironmenfor quickly developing
efficientnetworkprotocolsoftware.Unfortunatelywe did nothave

accesdo the sourcecodeof the IRIX operatingsystemthat runs

on our Silicon Graphicsmachines.Our stackis thusa userspace
implementatiorof the x-kernelthatwe portedto the SGI platform.

The codeis the uniprocessobasefor two differentmultiprocessor
versionsof the x-kernel[30, 39].

Theprotocolswve examinearefrom thecoreTCP/IPsuite,those
usedn typical InternetscenariosTheexecutiorpathswe studyare
thosethatwould be seeralongthecommoncaseor “fast path” dur-
ing datatransferof an application. We do not examineconnection
setupor teardown;in theseexperimentsconnectionsare already
established.

TCPis the TransmissiorControl Protocolusedby Internetap-
plicationsthatrequirereliableservice suchasfile transfer remote
login,andHTTP. It providesaconnection-orienteservicewith reli-
able,in-orderdatadelivery, recoverdromloss,error, or duplication,

! An earlierversiondid modelthe TLB, butwefoundthattheimpactonaccuracyor
thisworkloadwasnegligible,andthatthe executiortime of the simulatorwastripled.
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andhasbuilt in flow control and congestiorcontrol mechanisms.
UDP is a connectionlesslatagrantransportprotocolthat provides
little beyondsimple multiplexing and demultiplexing;it doesnot
makeguaranteeaboutordering,errorcontrol,or flow control. IP is
the network-layerprotocolthat performsrouting of messagesver
the Internet. FDDI is the Fiber Distributed Data Interface,a 100
Mbit fiber-optictoken-ringbased_AN protocol.

Our TCP implementationis baseduponthe x-kernels adapta-
tion of the Berkeley Tahoereleasewhich we also updatedto be
compliantwith the BSD Net/2[24] software.In additionto adding
headeprediction thisinvolvedupdatinghecongestiorcontroland
timer mechanismsaswell asreorderingcodein the sendsideto
testfor themostfrequentscenariodirst [21]%. In addition,thecode
hassomeBSD 4.4fixes,butnoneof the RFC1323extensiong7].

Checksummindhasbeenidentifiedasa potentialperformance
issuein TCP/UDPimplementations. Certainnetwork interfaces,
suchasSGl's FDDI boards havehardwaresupportfor calculating
checksumghat effectively eliminate the checksumperformance
overhead. However not all deviceshavethis hardwaresupport.
To capturebothscenarioswe run experimentsvith checksumming
onandoff, to emulatechecksums$eingcalculatedn softwareand
hardware respectively For our softwarechecksumexperiments,
thechecksuntodewe useis thefastestvailableportablealgorithm
thatwe areawareof, whichis from UCSD[23].

Sinceourplatformrunsin userspaceaccessinghe FDDI adap-
tor involves crossingthe IRIX socketlayer and the user/kernel
boundary which is prohibitively expensive.Normally, in a user
spaceimplementationof the x-kernel, a simulateddevice driver
is configuredbelow the mediaaccesscontrol layer (in this case,

2We use32 bits for the flow-controlwindows;see[30] for moredetails.

FDDI). The simulateddriver usesthe socketinterfaceto emulatea
networkdevice,crossingheuserkernelboundaryoneverypacket.
Sincewe wish to measureonly our protocol processingoftware,
we replacedthe simulateddriver with in-memorydevicedrivers
for boththe TCP and UDP protocolstacks,in orderto avoid this
socket-crossingost. Thedriversemulatea high-speed-DDI inter
face,andsupportthe FDDI maximumtransmissiorunit (MTU) of
slightly over 4K bytes. This approachs similar to thosetakenin
[4, 16, 34).

In addition to emulatingthe actual hardwaredrivers, the in-
memory drivers also simulatethe behaviorof a peerentity that
would be attheremoteendof aconnection.Thatis, thedriversact
assender®r receiversproducingor consumingpacketsasquickly
aspossibleto simulatethebehavionf simplexdatatransferoveran
errorfree network. To minimize executiontime andexperimental
perturbation,the receive-sidedrivers use pre-constructegacket
templatesanddonotcalculateTCPor UDP checksumslnsteadjn
experimentshatuseasimulatedsende, checksumsirecalcuatedat
thetransportayer, buttheresultsareignored,andassumedorrect.

Figure2 showsa sampleprotocolstack,in this casea sendside
TCP/IP configuration. In this example,a simulatedTCP receiver
sits below the FDDI layer The simulatedTCP receivergener
atesacknowledgmenpacketdor packetsentby the TCP protocol
above. The driver acknowledge®very otherpacket,thus mimic-
king the behaviorof Net/2 TCP when communicatingwith itself
asapeer Sincespawninga threadis expensivein userspacein
IRIX, thedriver "borrows"the stackof a calling threadto sendan
acknowledgmenbackup.

The TCP receive-sidariver (i.e., simulatedTCP sender)pro-
ducegacketdn-orderfor consumptiorby theactualTCPreceiver
and flow-controlsitself appropriatelyusing the acknowledgments
andwindow informationreturnedby the TCP receiver Both simu-
latedTCP driversalsoperformtheir respectivaolesin settingupa
connection.

Our testenvironments meantto measureprotocol processing
time in the network subsystenon the host; it doesnot measure
externalfactorssuchaslatencyacrosghewire to aremotehost,or
the effects of network congestion. One of our main performance
metricsis latency. In ourexperimentswe definelatencyasthetotal
processing time requiredfor the networkprotocolcode.Latencyis
thetotaltimebetweerwhenapackets sentatthetop of theprotocol
stackandwhenthesendfunctionreturns.lt thusincludesprocedure
call returntime from aftera packetis deliveredto a device. In our
experimentsthereportedtimesfor latenciesarethe averageof ten
runs,whereeachrunin turn measuretheaveragdatencyobserved
overab5 secondsamplingintervalaftera’5 secondvarmup.During
thesentervals,otherprocessinganoccasionallyoccur, suchasthe
x-kernelsperiodiceventmarage whichrunsevery 50 millisecords,
or theTCP200millisecondfasttimer. However we haveobserved
thetimesfor theseothereventgo bestatisticallyinsignificantin our
experiments.

2.3 Validating the Simulator

In orderto validatethe performanceaccuracyof the simulator a
numberof benchmarksvererun onboththerealandsimulatedma-
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Layerin Read | Write
Hierarchy time | time
L1 Cache 0 0
L2 Cache 11 11
ChallengeBus | 141 147

Table1: Readandwrite timesin cycles

chines.We usedthe memorystriding benchmark$rom LMBench
[25] to measurehe cachehit andmisslatenciedor all threelevels
of the memoryhierarchy:L1, L2, andmainmemory Table1 lists
the cycle timesto readandwrite the cacheson the 100MHz SGI
Challenge Figure3 showsthe LMBenchreadmemoryaccessime
asafunctionof theareawalkedby the stridebenchmarkasrunon
our 100 MHz R4400SGI Challenge. We call this grapha mem-

ory signature. The memorysignatureillustratesthe accesgimes
of thefirst level cache the second-levetache andmain memory
Whenthe areawalked by the benchmarkits within the first level
cache(i.e.,is 16 KB or less),readingabytein the arearesultsin a
first-level cachehit andtakes20 nanosecods. Whenthe areafits

within the secondevel cache(i.e., is betweenl6 KB and1 MB in

size),readinga byte resultsin a second-levetachehit andtakes
134nanoseconsl If theareais largerthan1 MB, mainmemoryis

accessedandthetime to reada byte is 1440nanosecods. Note
thatthe scalesn Figure3 arelogarithmicon boththex andy axes.

Thesememory latency measurements turn gave us values
with which to parameterizehe architecturalsimulator The same
memorystrideprogramswerethenrun in the simulator to ensure
thatthe simulatednumbersagreedvith thosefrom therealsystem.
Figure 4 showsthe memory signatureof the samebinary being

Benchmark Simulated| Real | Error (%)
TCP SendCksumOff 76.63| 78.58 -2.48
TCP SendCksumOn 147.84| 146.66 0.81
UDP SendCksumOff 18.43| 15.97 15.40
UDP SendCksumOn 71.99| 70.30 241
TCP RecvCksumOff 58.06 | 62.65 -7.33
TCPRecvCksumOn 190.47| 198.39 -3.99
UDP RecvCksumOff 33.80| 32.84 2.95
UDP RecvCksumOn 161.78| 158.84 1.85
AverageError 4.65

Table2: Macrobenchmarkimes(gsec)andrelativeerror

run on the simulatorfor the samemachine. As canbe seen,the
simulatormodelsthe cachememorybehaviorvery closely

While reassuringhesememorymicro-benchmeksdo notstres
otheroverheadsuchasinstructioncosts. Whatwe aremostinter
estedin is how accurateour simulatoris on our workload,namely
networkprotocolprocessingTable2 presents setof protocolpro-
cessingbenchmarkswith their correspondingeal and simulated
latenciesn microsecondsandtherelativeerror Erroris definedas

Error =

(Stmulated Value — Real Value) 10

Real Value 0

A negativeerror meansthe simulator under estimates the real
time; a positive value meansit overestimates the real time. The
average erroris calculatecasthemeanof theabsolutevaluesof the
individualerrors. Thisis to preventpositiveandnegativendividual
valuesfrom cancding eachotherout. Notetheaveragesrroris under
5 percentwith theworstcaseerrorbeingaboutl5 percent.We are
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Figure5: BaselineProtocolLatencies

awareof only a very few piecesof work that usetrace-drivenor
execution-driversimulationthat actually validatetheir simulators
[3, 8, 12]. Ouraccuracyis comparabléo theirs. More detailsabout
the constructionand validation of the simulatorcan be found in
[29].

3 Characterization and Analysis

Inthissectionwe presenburcharacterizatioandanalysisof mem-
ory referencebehaviorof network protocolsundera number of
differentconditions.

3.1 Baseline Memory Analysis

We beginby determiningthe contributionto packetlatencythatis

dueto waiting for memory Our baselinelatenciesare produced
by executingthe core suite of protocolson the architecturalsim-

ulator, examiningTCP and UDP, sendandreceiveside,and with

checksummingon and off. Figure 5 showsthe latenciesin mi-

crosecondsdlistinguishingtime spentin computation(CPU time)

from time spentwaiting for memory(memorytime). Table3 lists

the correspondingachemissratesfor theL1 instructioncache L1

datacacheandL?2 unified cachefor eachconfiguration.

Studyingthe datain more detail, we seethat all the configu-
rationsspendtime waiting for memory rangingfrom 16 to nearly
57 percent. TCP generallyspendsa larger fraction of time than
UDP waiting for memory andreceiversareslightly morememory
boundthansenders.UDP generallyexhibitslow missratesfor all

Protocol Levell | Levell | Level2
Configuration Instr Data | Unified
TCP SendCksumOff 8.30% | 5.90% | 0.00%
TCP SendCksumOn 3.60% | 7.60% | 0.00%
TCP RecvCksumOff 7.00% | 2.80% | 0.00%
TCPRecvCksumOn 2.80% | 15.60%| 5.70%
UDP SendCksumOff | 4.00% | 0.30% | 6.70%
UDP SendCksumOn | 1.10% | 1.10%| 2.50%
UDP RecvCksumOff | 4.70% | 1.60% | 2.60%
UDP RecvCksumOn | 1.50% | 17.80% | 9.20%

Table3: CacheMiss Ratesfor BaselineProtocols

thecachelevels,while TCPtendsto havehighermissratesfor the
correspondingexperiments particularly in the datacacheon the
sendside. Experimentghatincludechecksummingenerallyshow
lower instructioncachemissrates,sincethe checksumcodeis an
unrolledloop,andthusexhibitshighertemporalndspatiallocality.

Thechecksuntodealsodoesagoodjob of hiding memorylatency
sincethe unrolling allows checksuncomputationto overlapwith

loadinstructions.

3.2 Hot vs. Cold Caches

The experimentswe have presentedhus far have involved hot
caches, where successivgacketsbenefitfrom the resulting state
left by their predecessorddowever the stateof the cachecanvary
dependingon applicationand operatingsystembehavior For ex-
ample,when a packetarrivesat an idle machine,it is not certain
whetherthe networkprotocolcodeor datawill be cache-resident.
To examinethe impactof the cachestateon networkprotocolper
formanceweranadditionalexperimentshatmeasurehe extremes
of cachebehaviorusingcold caches andidealized caches.

In experimentwith cold cachesafter processingeachpacket,
thecachein thesimulatoris flushed of all contents Eachpacketis
thusprocessedvith no locality benefitsfrom the previouspacket.
Coldcacheexpaimentsthusmeasirethepatentialworst-casenem-
ory behaviorof protocolprocessing.

In experimentswith idealized cachesthe assumptioris made
that all referencedo the level 1 cacheshit; i.e., no gap between
memoryand CPU speedsexists. However the processomodel
remainsthe same asdescribedn Section2.1. Theidealizedcache
experimentghus give us an unrealizablebest-caséehavior and
provideupperboundson performancavhenfocusingsolelyonthe
memorybehaviorof networkprotocols.

Table4 presentasampleof resultsjn this cas€for theUDP and
TCP sendsideswith and without checksumming.In generalwe
observea factorof 5 to 6 increasen latencybetweerexperiments
with hot cachesaaindthosewith cold cachesOur experimentsising
UDP exhibitanincreaséy afactorof 6, whichis evenmoredrastic
thanthe increasemeasuredy Salehiet al. [33], who observeda
slowdownby a factorof 4 whencoercingcold-cachéehaviorwith
UDPwithoutchecksmmming.In experimentsisingT CR, whichthey

3This flushtakes0 cyclesof simulatedime.



ProtocolConfiguration| Cold | Hot | Ideal
TCP SendCksumOff 375 | 77 42
TCP SendCksumOn 517 | 147 96
UDP SendCksumOff 123 | 18 12
UDP SendCksumOn 262 | 71 12

Table4: Latencieswith Cold, Hot, andldealizedCachegpsec)

Protocol Levell | Levell | Level2
Configuration Instr Data | Unified
TCP SendCksumOff | 20.90% | 18.50% | 21.30%
TCP SendCksumOn 8.30% | 21.70% | 17.90%
UDP SendCksumOff | 23.10% | 19.90% | 28.60%
UDP SendCksumOn | 4.30% | 23.20% | 19.50%

Table5: Cold CacheMiss Rates

did notexaminewe seethatlatenciesncreaséy asmallerfactorof

5. Thisis becausd CP exhibitsrelatively betterinstructioncache
missratesthan UDP in the cold cachescenario.We believe TCP
exhibitsbetterspatiallocality becausél CP doesmoreinstruction
processingerpackethanUDP. Forexamplethe TCPcodemakes
more frequentuseof the messagduffer manipulationroutinesin

the x-kernelper-packet thanUDP does. This suggestshat TCP’s

re-useof themessagduffer codealongthefastpathcontributeso

its relativelybetteri-cachebehavior

We alsosawthatcold cacheexperimentsisingchecksumming
did not suffer as much relative slowdowncomparedwith the hot
cacheequivalentsasthoseexperimentshatdid not usechecksum-
ming. Thiswasdueto betterinstructioncachebehavioragainsince
the checksuntodeexhibitsbothhightemporalandspatiallocality.

Table5 presentshe cachemissratesfor a sampleof cold cache
experimentsin generalthe missrategoesup by afactorof 2-5. It
is interestingto notethatdespitetheinitial cold stateof thecaches,
missratesarestill under25 percent.

3.3 Instructions vs. Data

Much of the literature on network protocol performancehas
focusedon reducingthe numberof copies,sincetouchingthe data
is expensive[2, 11, 13 15. However this work hasnot made
explicit how muchof this costis dueto data referencesasopposed
to instruction references. For example,a copyroutineon a RISC
platform incurs at leastone instruction referencefor every data
reference namely the instructionthat loads or storesa piece of
data. We thereforewish to understandwhich cost hasa larger
impacton performanceinstructionreferencesr datareferences.

To testwhich type of referencess moresignificant,we imple-
mentedtwo additionalsimulators. The first wasanideal d-cache
simulator wheredatareferenceslwayshit in theL1 datacacheput
instructionsarefetchednormally from the instructioncache;thus,
thereareno datacachemisses.The secondvasa complementary
ideal i-cache simulator wheretherearenoinstructioncachemisses,
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butdatareferencearefetchednormallyfrom thedatacache.While
neitherof thesesimulatorsepresentanattainablenachinetheydo
providea way of distinguishinginstructioncostsfrom datacosts,
andyield insight into where network protocol developershould
focustheir efforts for the greatesbenefit.

In all of our experimentsthe raw numberof instructionref-
erencesxceedghat of datareferences.Iln generaltestswithout
checksummingexhibita roughly2:1 instruction:dataatio, andex-
perimentswith checksummindiada 3:1 ratio. This is consistent
betweenTCPandUDP, andbetweerthesendsideandreceiveside.
In most of the experimentsjnstructionreferencesalso outweigh
datareferencesn termsof theirimpacton latency The exception
is for protocolarchitectureshatcopy datawherepacketsarelarge.
In theseexperimentsthe d-cachewas more significantthan the
i-cache. Figure 6 presentsan exampleof the results,for the TCP
andUDP sendsides.Thecolumnsmarked'D-Cache’arethetimes
usingtheidealizeddatacache,andthe columnsmarked'l-Cache’
containresultsusing the idealizedinstructioncache. Our results
indicatethat the performancémpact on network protocolsof the
CPU-memonrydisparityis felt morethroughinstructionreferences
thanthroughdatareferencesThis meangprotocoldevelopersef-
forts are betterfocusedon improving instruction cachebehavior
thandatacachebehavior

4 Architectural Sensitivity

In this sectionwe explorearchitecturalariationsin severatdlimen-
sions,in orderto determinehow sensitiveour protocolperformance
isto thememorysystenconfigurationandto determinehow proto-
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col performancenight beexpectedo changewith theintroduction
of newarchitectures.

4.1 Increased Cache Size

Onetrendin emeging processorss increasingtransistorcounts,
which hasled to increasingon-chipcachesizes. For example the
MIPS R10000has32 KB on-chipcaches As we describeckarlier
our SGI platform has16 KB first level caches. While in certain
cases(typically the UDP experiments)this cachesize produces
reasonablaniss rates, it is useful to seehow sensitivenetwork
protocol performances to the size of the cache. Larger caches,
for examplemay allow the entireworking setof the protocolstack
to fit completelyin the cache. To evaluatehow sensitivenetwork
protocolperformances to cachesize,we rana setof experiments
varyingthefirstlevelcachesizesfrom 8 KB upto 128KB in powers
of two. Thelevel 2 unifiedcachewasleft at1 MB.

Figure? presentshelatenciedor ourprotocolconfigurationgs
afunctionof thefirstlevelcachesize. We canobservehatincreased
cachesizeresultsin reducedatency andthatTCPis moresensitive
tothecachesizethanUDP. Thelargestgainscomesrom increasing
thelevell cachesizesupto 32 KB, with diminishingimprovements
afterthat. Figure 8 presentsan examplein detail, showing TCP
send-siddatencywith checksummingff as a function of cache
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Figure8: TCP SendSideLatencywith Larger Caches

Levell | Levell | Levell | Level2
CacheSize Instr Data | Unified
8KB | 14.40%| 7.10%| 0.00%

16 KB 8.30% | 5.90%| 0.00%
32KB 4.10%| 1.90%| 0.00%

64 KB 1.90% | 1.50% | 0.00%
128KB 0.20% | 0.80% | 0.00%

Table6: Miss Ratesvs. CacheSize(TCP Send,CksumOff)

size, againdistinguishingbetweenCPU time and memorytime.
We can seethatthe reductionin latencyis dueto lesstime spent
waitingfor memory Table6 presentshecorrespondingachemiss
rates.We observeahatboththeinstructionanddatacachemissrates
improveasthe sizeincreaseso 128KB, butthatthe changen the
instructioncachemissrateis moredramatic.

4.2 Increased Cache Associativity

As mentionecearlier the block placementlgorithmfor thecaches
in our SGI machines direct-mappedbothfor thefirst andsecond
levels. This meanghatanitem loadedinto the cachecanonly be
placedinto asinglelocation,usuallybasedn a subsebf its virtual
addresdits. If two “hot” itemshapperto mapto thesamedocation,
the cachewill thrashpathologically In contrast,TLBs andvirtual
memory systemsare usually fully associative. Cachememories
havehistorically beendirect mappedbecauseaddingassociativity
hastendedo increasehecritical pathlengthandthusincreaseycle
time [18]. While manyRISC machinegodayhavedirect-mapped
on-chipcachesemepging machinessuchasthe MIPS R10000are
startingto have2 way set-associativen-chipcaches.

It is thususefulto assesshe impactof improvedassociativity
on network protocol performance. To test this, we ran several
experiments/arying the associativityfrom 1 to 8 in powersof 2.
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While 8-wayset-associativen-chipcachesreunusuat, including
themin our evaluationhelpsillustrate how memorytime is being
spent.For examplejt allowsusto estimatehow muchof memory
time is dueto conflictsin the cacheratherthancapacityproblems
[19].

Figure9 presentsheprotocollatenciesasassociativityis varied.
In theseexperimentsfor simplicity, all cachedn the systemhave
the sameassociativitye.g.,anexperimenimarkedwith 2 indicates
that the instructioncache,the datacache,andthe level 2 unified
cacheall have2-way setassociativity All otherfactorsare held
constant,.e., the first-level cachesize remainsat 16 KB, andthe
second-levekizeremainsat 1 MB. We canseethat TCP exhibits
betterdatencyasassociativityisincreasedll thewayupto 8. Figure
10 presentsan examplein detail, showing TCP send-siddatency
with checksummingoff as a function of setassociativity again
distinguishingbetweerCPUtimeandmemorytime. We canseethat
thereductionin latencyis dueto adecrease thetime spentwaiting
for memory Table7 presentghe correspondingachemissrates.
We seethatthe datacacheachievesloseto zeromisseswvith 2 way
set-associativitybut thatthe instructioncachemissratesimprove
allthewayupto 8-way ThisimpliesthattheBerkeley-derived CP
codehasconflictson the fast path, andthat restructuringthe code
for bettercachebehaviompromisegperformancémprovements\We

*The PowerP(520has8-way on-chipset-associativeaches.
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Figure10: TCP SendSideLatencywith Associativity

Cache| Levell | Levell | Level2
Assoc. Instr Data | Unified
1| 8.30%| 5.90% | 0.00%
2| 530%| 0.40%| 0.00%
4| 1.70%| 0.00%| 0.00%
8| 0.50%| 0.00%| 0.00%

Table7: TCP SendMiss Ratesvs. Assoc. (CksumOff)

presenbneexampleof this restructuringn Section5.

In contrastwe do not observeany performancegainsfor UDP
beyond2 way set-associativity This is becausewith 2-way set-
associativeachestheUDP stacksachievevery closeto azeromiss
rate,i.e., they canfit completelywithin the cache.This showsthat
UDP hasfewerconflictsthanTCPR andimpliesthatthe opportunity
for improving UDP cachebehavioris smallerthanthatfor TCP.

4.3 Future Architectures

Given that CPU’s are roughly doubling in performanceevery 2
years,we would like to gainanunderstandingf how future archi-
tecturaltrendswill impactnetworkprotocolperformanceWe have
seerthatbothincrease@ssociativityandlargercachesizesmprove
latency However thesepreviousexperimentdaveheldthe clock
speedand miss penaltiesconstant,which ignorestwo significant
trendsin computerarchitecture.First, processoclock speedsre
increasingandsecondthe gapbetweemrmemoryspeedsandCPU
speedss growing.

To gain a betterunderstandingf how networkprotocolwork-
loadsmight behaveon future architectureswe comparedhe per
formanceof ourstackson 3 differentvirtual machinestepresenting
characteristicof 1994, 1996, and 1998, respectively The 1994
machineis our baselinecase describecearlier The 1996machine
hasa faster200 MHz clock andlarger on-chipcacheswith 2 way



Machine(year) | 1994] 1996 1998 |

Clock SpeedMHz) 100| 200 | 400
L1 CacheSize(KB) 16 32 64
L1 Associativity 1 2 2
L1 Read(cycles) 0 0 0
L1 Write (cycles) 0 0 0
L2 CacheSize(KB) 1024 | 1024 | 1024
L2 Associativity 1 2 2
L2 Read(cycles) 11 13 16
L2 Write (cycles) 11 13 16
MemoryRead(cycles) | 141 | 201| 300
MemoryWrite (cycles)| 147 | 275| 400

Table8: MachineCharacteristics

set-associativity It also haslarger miss penalties,the valuesof

whichwe takefrom thenewerSGIIP22Indigo/2workstationswith

a 200 MHz clock. The 1998 machineis an extrapolationof the
cycletime andlatencytrendsfrom the 1994to the 1996 machine.
Table8 lists therelevantparameterfor the 3 machines.

Table9 presentshelatencief severaprotocolconfigurations
being run on the 3 machines. As can be seen,latenciesfall as
CPU’s getfaster However the more importantquestionis, how
doesnetworkprotocolprocessingcalewith processospeed?or
that answer we must normalizeby the clock speedand look at
the cycles per instruction, or CPI. CPI is a standardmeasureof
architecturaperformanceanidealizedarchitecturewill havea CPI
of on€. Table 10 showsthe relative CPI's for the sameset of
experimentsin generalwe seethatthe CPIfalls asprocessorget
faster This is becausehe workloadstartsto fit within the caches
andrun at essentiallythe processospeed.Cold cacheexperiments
arealsolistedin Tables9 and10. We seethatthe penaltyfor acold
cachebecomegvenworseon futuremachines.

5 Improving I-Cache Performance with Cord

In this sectionwe examinetheflip sideof hardware-softwareter
action: tuningor changingthe softwareto takebetteradvantagef
thehardware.

In this paper we haveadvocatedechniqueghat improve in-
structioncachebehavior Mosbegeret al. [27] andBlackwell [5]
providetwo examplesof how this canbe done. Mosbeger et al.
examineseverabompilerrelatedapproachet improvingprotocol
latency Usingacombinatiorof theirtechniquegoutlining,cloning,
andpath-inlining) theyshowupto a40percentredudionin protocol
processindgimes. Blackwell [5] alsoidentifiesinstructioncachebe-
haviorasanimportantperformancédactorusingtracesof NetBSD.
He proposes techniquefor improving processingimesfor small
messagedyy processingatchesf packetsat eachlayer soasto
maximizeinstructioncachebehavior and evaluateghis technique
via a simulationmodelof protocolprocessing.In this Sectionwe
evaluateanothertechnique:improving instructioncachebehavior

® Assuminga single-issugrocessar

ProtocolConfiguration 1994 | 1996| 1998
HOT TCP SendCksumOff 76.61| 23.92 8.84
HOT TCP SendCksumOn 147.80| 52.44| 19.58
HOT UDP SendCksumOff 18.43 6.27 251
HOT UDP SendCksumOn 71.97| 30.45| 12.18
COLD TCPSendCksumOff | 375.36| 247.13| 139.20
COLD TCPSendCksumOn | 517.59| 330.43| 181.64
COLD UDP SendCksumOff | 123.81| 83.35| 47.39
COLD UDP SendCksumOn | 262.43| 168.08| 91.30
Table9: MachineLatenciequsec)
ProtocolConfiguration 1994 | 1996 | 1998

HOT TCP SendCksumOff 257| 158| 1.45
HOT TCP SendCksumOn 183 129 121
HOT UDP SendCksumOff 224 142| 142
HOT UDP SendCksumOn 1.30| 1.10| 1.10

COLD TCP SendCksumOff | 12.87 | 16.97 | 23.93
COLD TCP SendCksumOn 6.49| 8.29| 1141
COLD UDP SendCksumOff | 16.72 | 22.62 | 32.28

COLD UDP SendCksumOn | 4.86| 6.23| 8.48

Table10: MachineCPlIs

usingCORD[35].

CORDis abinaryre-writing tool that usesprofile-guidedcode
positioning [31] to reoiganize executabledor betterinstruction
cachebehavior An original executablds run throughPixie [36]
to determindts runtime behaviorandprofile which proceduresire
usedmostfrequently CORD usesthis informationto re-link the
executablesothatproceduresisedmostfrequentlyaregroupedo-
gether This heuristicapproachattemptgo minimizethelikelihood
that“hot” procedurewill conflictin theinstructioncache.

We ranour suiteof networkprotocolbenchmarkshroughPixie
andCORDto produceCORDedequivalentexecutablesTable 11
presentghe latenciesof both the original and CORDedversions
of the programs. As canbe seen the performanceémprovements
rangefrom O to 40 percent.

Table 12 presentghe cachemissratesfor the CORDedbench-
marks.Comparinghesenumberswith Table3, we canseethatthe
CORDedexecutableexhibit instructioncachemissratesthat are
20-100percentiowerthanthosefor theoriginal executablesln the
caseof the UDP sendsideexperimentwithout checksummingwe
seethattherearrangeexecutableachievesl 00 percentit ratesin
both the instructionand datacaches! This showshow datarefer
encesanbeindirectlyimprovedby chargingingtructionreferencs.
In this case the changedaveremoveda conflictin the L2 unified
cachebetweeninstructionsanddata,and subsequetly eliminating
anyinvalidationsto theL1 cachedorcedby theinclusionproperty



Protocol Original | CORD | Diff
Configuration time (%)
TCPSendCksumOff 76.61| 72.61 5
TCPSendCksumOn 147.80| 148.38 0
TCPRecvCksumOff 58.04| 54.33 6
TCPRecvCksumOn 190.42| 186.61 2
UDP SendCksumOff 20.92| 1253| 40
UDP SendCksumOn 77.45| 65.59| 15
UDP RecvCksumOff 33.46| 27.03| 19
UDP RecvCksumOn 160.15| 148.76 7

Table11: Baseline& CORDedProtocolLatencieqpsec.)

Protocol Levell | Levell | Level2
Configuration Instr Data | Unified
TCP SendCksumOff 6.10% | 6.00%| 0.70%
TCP SendCksumOn 3.10% | 7.60% | 0.80%
TCPRecvCksumOff | 4.70%| 2.50% | 1.40%
TCPRecvCksumOn 1.70% | 15.70%| 7.30%
UDP SendCksumOff | 0.00% | 0.00% | 22.20%
UDP SendCksumOn | 0.10% | 1.20%| 7.70%
UDP RecvCksumOff | 0.60% | 1.60% | 9.20%
UDP RecvCksumOn | 0.20% | 17.80% | 10.80%

Table12: CacheMiss Ratesfor CORDedProtocols

6 Related Work

A numberof researcherbaveaddressedelatedissuesin network
protocolperformanceinvolving architectureandmemorysystems.
In this sectionwe outline their resultsand, as appropriate relate
theirfindingsto ours.

Blackwell [5] alsoidentifiesinstructioncachebehaviorasan
importantperformancdactorusingtracesof NetBSDon an Alpha.
He proposes techniquefor improving processingimesfor small
messagedyy processingatchesof packetsat eachlayer soasto
maximizeinstructioncachebehavior andevaluateghis technique
via a simulationmodelof protocolprocessing.

Clark et al. [10] provide an analysisof TCP processingpver
headson an Intel i386 architecturecirca 1988. Their analysisfo-
cusednprotocad-relatedprocesmg,anddoesnotaddresOSisaues
suchasbufferingandcopyingdata. Theiragumentis thatTCPcan
supporthigh bandwidthsf implementecefficiently, andthat major
source®f overheadirein data-touchingperationsuchascopying
andchecksummingTheyalsonotethatinstructionuseof the pro-
tocols was essentiallyunchangedvhen moving to an unspecified
RISCarchitectureandthatthis setis essentiallya RISC set. They
alsofocuson datamemoryreferencesassuminghat instructions
arein the cache.We havealsofocusedon protocol-relatedssues,
but on a contemporanRISC architecture and havequantifiedthe
instructionusage We haveexamineddothinstructionanddataref-
erencesmeasured¢achemissratesfor both,andhaveexploredthe
rangeof cachebehavior
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Jacobsoif22) presentahigh-performanc& CPimplementation
thattries to minimize datamemoryreferences.He showsthat by
combiningthe packetchecksumwith the datacopy, the checksum
incurslittle additionaloverheadsinceit is hiddenin the memory
latencyof the copy. We have measuredhe cachemiss ratesof
protocol stacksof a zero-copyprotocol stackon a contemporary
RISC-basednachinewith andwithoutthe checksum.

Mosbeger et al. [27] examineseveral compilerrelated ap-
proachedo improving protocollatency They presentan updated
studyof protocolprocessingpn a DEC Alpha, including a detailed
analysisof instructioncacheeffectivenessUsinga combinationof
their techniquegoutlining, cloning, and path-inlining),they show
up to a40 percentreductionin protocolprocessindimes.

Rosenblunet al. [32] presenanexecution-driversimulatorthat
executedoth applicationand operatingsystemcode. They evalu-
atescientific,engineeringandsoftwaredevelopmentvorkloadson
their simulator Theyconcludethatemeging architecturafeatures
suchaslockup-freecachesspeculativeexecutionandout-of-order
executiorwill maintainthe currentimbalanceof CPUandmemory
speed®n uniprocessorsHowever thesetechniqueswill nothave
the sameeffect on shared-memorynultiprocessorsandthey claim
that CPU memory disparitieswill becomeevenworse on future
multiprocessors.Our workload, in contrast,is network protocol
processingandwe haveonly examinediniprocessobehavior Al-
thoughwe cannotevaluatesomeof themoreadvancedrchitectural
featureghattheydo, our conclusionsboutour workloadon future
architecturesigreewith theirs,dueto theincreaseatachesizesand
associativitieshatarepredictedfor thesemachines.

Salehiet al. [33] examineschedulingfor parallelizednetwork
protocolprocessing/ia a simulationmodelparameterizetdy mea-
surement®f a UDP/IP protocolstackon a shared-memorynulti-
processar Theyfind that schedulingfor cacheaffinity canreduce
protocol processindatencyandimprove throughput. Ratherthan
usinga modelof protocolbehavior we usereal protocolsto drive
avalidatedexecution-driversimulator We examineboth TCPand
UDP, determineinstructionand memorycosts,andvary architec-
tural dimensiongo determinesensitivity

Speeret al. [37] describeprofile-basedoptimization (PBO),
which usesprofiles of previousexecutionsof a programto deter
minehowto reoiganizecodeto reducebranchcostsand,to alesser
extentreducecachemisses.PBOreordersasicblocksto improve
branchpredictionaccuracyandreoganizeproceduresothatmost
frequentcall chainsarelaid out contiguouslyto reduceinstruction
cachemisses. They showthat PBO canimprove networkingper
formanceby upto 35percenbnanHP PA-RISC architecturavhen
sendingsingle-bytepackets. Our work, in contrast,separateshe
benefitof branchpredictionfrominstructionreorderingandshows
thatthelatterhasat leastasmuchof aneffect astheformer

Much researchhasbeendone supportinghigh-speecdhetwork
interfacespothin thekernelandin userspacq2, 6, 11, 13, 14,15,
26]. A commonthemethroughouthis body of work is the desire
to reducethe numberof datacopiesasmuchaspossible asnaive
networkprotocolimplementationgancopypacketdataasmuchas
five times. As a consequencssingle-copyand even“zero-copy”
protocol stackshavebeendemonstrated9, 28]. Thesepiecesof
work focus on ‘reducingwork’ doneduring protocol processing,



namelyreducingthenumberof instructionsexecuted Our protocol
stacksemulatezero-copystacks. Our resultsnot only measure
the cachemissratesanddetermineghearchitecturakensitivity but
also distinguishbetweeninstructionmemory referencesand data
memoryreferences.

7 Conclusions and Future Work

In this paperwe haveexaminedcachebehaviorof network proto-
cols. We summarizeour findingsasfollows:

e Instruction cache behavior is significant. Despiteprevious
work’s emphasion reducingdatareferencegfor example,
in ILP), we find thatinstructioncachebehaviorhasa larger
impact on performancein most scenariosthan data cache
behavior Giventhe spreadof zero-copyarchitecturesand
thefactthataverag@acketsaresmall,therelativeimportance
of thei-cachebehaviorshouldcontinueto hold.

e Cold cache performance falls dramatically. In caseswhere
cachesarecold beforepacketprocessing latenciesareroughly
6 timeslongerfor UDP and4 timeslongerfor TCP without
checksummingand 3.5 times longer for eachwith check-
summing.

e Larger caches and increased associativity improve perfor-
mance. We also showthat TCP is more sensitiveto these
factorsthanUDP. The associativityresultsdemonstratehat
many cachemissesin network protocolsarecausecdy con-
flicts in the cache andthat associativitycanremovemostof
thesemisses.

e Future architectures reduce the gap. Network protocols
shouldscalewell with clock speednfuturemachinesexcept
for oneimportantscenario:whenprotocolsexecuteout of a
cold cache.

e Codelayout iseffectivefor network protocols. Simplecompiler
basedools suchas CORD thatdo profile-guidedcodeposi-
tioning areeffectiveonnetworkprotocolsoftware improving
performanceby up to 40 percentandreducingnetworkpro-
tocol softwares demandonthe memorysystem.

Theseresultsindicate that instruction-cacheentric optimiza-
tionsholdthemostpromise gventhoughlargerprimarycacheswith
smallassociativitiesrebecominghenorm. Theyalsoindicatethat
efforts to improvei-cacheperformancenf complexprotocolssuch
asTCP areworthwhile. However simplerprotocolssuchasUDP
andIP probablydo not warrantthe effort, in thatsmallamountsof
associativityandautomatedools suchasCORD aresufficient.

For futurework, we briefly discussseveralpossibledirections.

Thereare severaimportantfactorsin moderncomputerarchi-
tecturethatwe havenot yet examined.Multiple instructionissue,
non-blockingcachesand speculativeexecutionare all emeging
in the latestgenerationf microprocessors.Evaluatingnetwork
protocol processingn the presencef thesearchitecturafeatures
remainsto be done.
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Ourresultshavebeenobtainedon atypical RISC microproces-
sor Given the widespreacdcommercialadoptionof the Intel x86
architecturea CISCinstructionset, it would be interestingto ex-
aminecachebehaviorandinstructionsetusageon theseplatforms.
We speculatehat, giventhe morecompactinstructionrepresenta-
tiononCISCmachinesthedatacachevould playamoresignificant
role.

Smallscaleshared-memorgnultiprocessorarecommonserver
platforms. Our simulatorcould be extendedo accuratelymodel
multiple processorsand usedto evaluatememorysystemperfor
manceof networkprotocolson shared-memoryultiprocessors.
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