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Abstract

In this paperwe presenta performancestudyof memoryreference
behaviorin networkprotocolprocessing,usingan Internet-based
protocolstackimplementedin thex-kernelrunningin userspaceon
a MIPS R4400-basedSilicon Graphicsmachine. We usethe pro-
tocolsto drive a validatedexecution-drivenarchitecturalsimulator
of our machine.We characterizethebehaviorof networkprotocol
processing,deriving statisticssuchascachemissrates andper-
centageof time spentwaiting for memory. We alsodeterminehow
sensitiveprotocol processingis to the architecturalenvironment,
varying factorssuchas cachesize and associativity, and predict
performanceon futuremachines.

We showthat networkprotocolcachebehaviorvarieswidely,
with miss ratesrangingfrom 0 to 28 percent,dependingon the
scenario.We find instructioncachebehaviorhasthegreatesteffect
on protocollatencyundermostcases,andthatcold cachebehavior
is very different from warm cachebehavior. We demonstratethe
upperboundson performancethat canbe expectedby improving
memorybehavior, andtheimpactof featuressuchasassociativity
and larger cachesizes. In particular, we find that TCP is more
sensitiveto cachebehaviorthanUDP, gaininglargerbenefitsfrom
improvedassociativityandbiggercaches. Wepredictthatnetwork
protocolswill scalewell with CPUspeedsin thefuture.

1 Introduction

Cachebehavioris acentralissuein contemporarycomputersystem
performance.The large gapbetweenCPU andmemoryspeedsis
well-known, andis expectedto continuefor the forseeablefuture
[17]. Cache memories areusedto bridgethisgap,andmultiple lev-
elsof cachememoriesaretypical in contemporarysystems.Many�
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studieshaveexaminedthe memory referencebehaviorof appli-
cation code,and recentlywork hasappearedstudying the cache
behaviorof operatingsystems.However, little work hasbeendone
to dateexploringtheimpactof memoryreferencebehavioron net-
work protocols.As networksbecomeubiquitous,it is importantto
understandthe interactionof networkprotocolsoftwareandcom-
puterhardware.Thus,ratherthanexaminingan applicationsuite
suchas the SPEC95 benchmarks,the workloadthat we study is
networkprotocolsoftware.

We wish to addressthefollowing researchissues:

� What is thememoryreferencebehaviorof networkprotocol
code?Whatarethecachehit rates?How muchtime is spent
waiting for memory?

� Whichhasamoresignificantimpactonperformance,instruc-
tion referencesor datareferences?

� How sensitivearenetworkprotocolsto the cacheorganiza-
tion? How do factorssuchas cachesizeand associativity
affect performance?

� Whatkind of impactwill futurearchitecturaltrendshaveon
networkprotocolperformance?

We useexecution-driven simulationto answerthesequestions,
by using an actualnetworkprotocol implementationthat we run
both on a real systemandon a simulator. We haveconstructeda
simulatorfor our MIPS R4400-basedSilicon Graphicsmachines,
andtakengreateffort to validate our simulator, i.e., to ensurethat
it modelstheperformancecostsof ourplatformaccurately. We use
the simulatorto analyzea suite of Internet-basedprotocol stacks
implementedin thex-kernel[20], whichwe portedto userspaceon
ourSGImachine.Wecharacterizethebehaviorof networkprotocol
processing,derivingstatisticssuchascachemissrates,instruction
use,and percentageof time spentwaiting for memory. We also
determinehow sensitiveprotocolprocessingis to thearchitectural
environment,varying factorssuchascachesizeandassociativity,
andwe predictperformanceon futuremachines.

We show that network protocol softwareis very sensitiveto
cachebehavior, and quantify this sensitivity in terms of perfor-
manceundervariousconditions. We find that protocol memory
referencebehaviorvarieswidely, andthatinstructioncachebehav-
ior hasthe greatesteffect on protocol latencyin mostcases.We
presentthe upperboundson performanceimprovementsthat can
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beexpectedby improvingmemorybehavior, andtheimpactof fea-
tures,suchasassociativityandlargercachesizes,on performance.
In particular, we find thatTCPis moresensitiveto cachebehavior
thanUDP, gaininglargerbenefitsfrom improvedassociativityand
biggercaches.We predictthatnetworkprotocolperformancewill
scalewith CPUspeedovertime.

Theremainderof thispaperisorganizedasfollows: In Section2
we describeourexperimentalenvironmentin detail,includingpro-
tocolsandtheexecution-drivensimulator. In Section3 wepresenta
baselinecachememoryanalysisof asetof networkprotocolstacks.
In Section4 we showhow sensitivenetworkprotocolsareto ar-
chitecturalfeaturessuchascachesizeandassociativity. In Section
5 we give anexampleof improvinginstructioncachebehavior. In
Section6 we outlinerelatedwork. In Section7 we summarizeour
conclusionsanddiscusspossiblefuturework.

2 Experimental Infrastructure

In this sectionwe describeour architecturalsimulator, network
protocol workload, experimentalmethodology, and validation of
thesimulatorfor theworkload.

2.1 Architectural Simulator

In orderto investigatethememoryreferencebehaviorof network
protocols,wehavedesignedandimplementedanarchitecturalsim-
ulator for our Silicon Graphicsmachine.We usethis simulatorto
understandthe performancecostsof our networkprotocolstacks,
andto guideus in identifying andreducingbottlenecks.The pri-
marygoalof thesimulatorhasbeento accurately modelCPUand
memorycostsfor theSGIarchitecture.

Ourarchitecturalsimulatorisbuilt usingMINT [38], atoolkit for
implementingmultiprocessormemoryreferencesimulators.MINT
interpretsa compiledbinary directly andexecutesit, albeit much
moreslowly thanif thebinarywasrunonthenativemachine.This
processis calleddirect execution. MINT is designedto simulate
MIPS-basedmultiprocessors,suchasour SGI machines,andhas
supportfor themultiprocessorfeaturesof IRIX. Unlike someother
simulators,it doesnot requireall sourcefor the applicationto be
available,anddoesnot requirechangingtheapplicationfor usein
thesimulator. Thismeanstheexactsamebinaryis usedonboththe
actualmachineandin thesimulator.

A simulatorbuilt usingMINT consistsof 2 components:a front
end,providedby MINT, which handlesthe interpretationandex-
ecutionof the binary, and a back-end,suppliedby the user, that
maintainsthe stateof the cacheand providesthe timing proper-
ties thatareusedto emulatea targetarchitecture.Thefront endis
typically calleda trace generator, and the backenda trace con-
sumer. On eachmemoryreference,thefront endinvokestheback
end,passingtheappropriatememoryaddress.Basedon its internal
state,thebackendreturnsa valueto thefront endtelling it whether
tocontinue(for example,onacachehit) or tostall(onacachemiss).
We havedesignedandimplementeda backendfor usewith MINT
toconstructauniprocessorsimulatorfor our100MHz R4400-based
SGI Challenge.Figure1 showsthe memoryorganizationfor this
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Figure1: MachineOrganization

machine. The R4400hasseparate16 KB direct-mappedon-chip
first level instructionanddatacacheswith a line sizeof 16 bytes.
Our SGI machinealsohasa 1 MB second-leveldirect-mappedon-
boardunifiedcachewith a line sizeof 128bytes.

The simulatorcapturesthe costof the importantperformance
characteristicsof the SGI platform. It supportsmultiple levelsof
cachehierarchy, including the inclusion property for multi-level
caches[1], andmodelsthe aspectsof the MIPS R4400processor
that havea statistically significant impact on performance,such
asbranchdelaysand load delaypipeline interlocks. It doesnot,
however, capturetranslationlookasidebufffer (TLB) behavior� .

As mentionedearlier, weuseoursimulatortoevaluatethecache
memorybehaviorof networkprotocols.We nowpresenttheproto-
colsandtestenvironmentthatwe use.Validationresultsaregiven
in Section2.3.

2.2 Network Protocol Workload

The networkprotocolstackswe considerin this paperare imple-
mentedin thex-kernel[20], anenvironmentfor quickly developing
efficientnetworkprotocolsoftware.Unfortunately, wedidnothave
accessto the sourcecodeof the IRIX operatingsystemthat runs
on our Silicon Graphicsmachines.Our stackis thusa user-space
implementationof thex-kernelthatwe portedto theSGI platform.
Thecodeis theuniprocessorbasefor two differentmultiprocessor
versionsof thex-kernel[30, 39].

Theprotocolsweexaminearefrom thecoreTCP/IPsuite,those
usedin typical Internetscenarios.Theexecutionpathswestudyare
thosethatwouldbeseenalongthecommoncaseor “fast path”dur-
ing datatransferof anapplication.We do not examineconnection
setupor teardown;in theseexperiments,connectionsarealready
established.

TCPis theTransmissionControlProtocolusedby Internetap-
plicationsthat requirereliableservice,suchasfile transfer, remote
login,andHTTP. It providesaconnection-orientedservicewith reli-
able,in-orderdatadelivery, recoversfromloss,error, orduplication,�

An earlierversiondidmodeltheTLB, butwefoundthattheimpactonaccuracyfor
thisworkloadwasnegligible,andthattheexecutiontime of thesimulatorwastripled.
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andhasbuilt in flow control andcongestioncontrol mechanisms.
UDP is a connectionlessdatagramtransportprotocolthatprovides
little beyondsimplemultiplexing anddemultiplexing;it doesnot
makeguaranteesaboutordering,errorcontrol,orflow control. IP is
thenetwork-layerprotocolthatperformsroutingof messagesover
the Internet. FDDI is the Fiber DistributedDataInterface,a 100
Mbit fiber-optic token-ringbasedLAN protocol.

Our TCP implementationis baseduponthe x-kernel’s adapta-
tion of the BerkeleyTahoerelease,which we also updatedto be
compliantwith theBSDNet/2[24] software.In additionto adding
headerprediction,thisinvolvedupdatingthecongestioncontroland
timer mechanisms,aswell as reorderingcodein the sendside to
testfor themostfrequentscenariosfirst [21] � . In addition,thecode
hassomeBSD4.4fixes,butnoneof theRFC1323extensions[7].

Checksumminghasbeenidentifiedasa potentialperformance
issuein TCP/UDPimplementations.Certainnetwork interfaces,
suchasSGI’s FDDI boards,havehardwaresupportfor calculating
checksumsthat effectively eliminate the checksumperformance
overhead. However, not all deviceshavethis hardwaresupport.
To capturebothscenarios,werunexperimentswith checksumming
on andoff, to emulatechecksumsbeingcalculatedin softwareand
hardware,respectively. For our softwarechecksumexperiments,
thechecksumcodeweuseis thefastestavailableportablealgorithm
thatwe areawareof, which is from UCSD[23].

Sinceourplatformrunsin userspace,accessingtheFDDI adap-
tor involves crossingthe IRIX socket layer and the user/kernel
boundary, which is prohibitively expensive.Normally, in a user-
spaceimplementationof the x-kernel, a simulateddevicedriver
is configuredbelow the mediaaccesscontrol layer (in this case,	

We use32bits for theflow-controlwindows;see[30] for moredetails.

FDDI). Thesimulateddriver usesthesocketinterfaceto emulatea
networkdevice,crossingtheuser-kernelboundaryoneverypacket.
Sincewe wish to measureonly our protocolprocessingsoftware,
we replacedthe simulateddriver with in-memorydevicedrivers
for both the TCP andUDP protocolstacks,in orderto avoid this
socket-crossingcost.Thedriversemulateahigh-speedFDDI inter-
face,andsupporttheFDDI maximumtransmissionunit (MTU) of
slightly over 4K bytes. This approachis similar to thosetakenin
[4, 16, 34].

In addition to emulatingthe actual hardwaredrivers, the in-
memorydrivers also simulatethe behaviorof a peer entity that
wouldbeat theremoteendof a connection.Thatis, thedriversact
assendersor receivers,producingor consumingpacketsasquickly
aspossible,tosimulatethebehaviorof simplexdatatransferoveran
error-freenetwork. To minimizeexecutiontime andexperimental
perturbation,the receive-sidedrivers use pre-constructedpacket
templates,anddonotcalculateTCPorUDPchecksums.Instead,in
experimentsthatuseasimulatedsender,checksumsarecalculatedat
thetransportlayer, but theresultsareignored,andassumedcorrect.

Figure2 showsasampleprotocolstack,in thiscaseasendside
TCP/IPconfiguration. In this example,a simulatedTCP receiver
sits below the FDDI layer. The simulatedTCP receivergener-
atesacknowledgmentpacketsfor packetssentby theTCPprotocol
above. The driver acknowledgeseveryotherpacket,thusmimic-
king the behaviorof Net/2 TCP when communicatingwith itself
asa peer. Sincespawninga threadis expensivein userspacein
IRIX, thedriver "borrows"thestackof a calling threadto sendan
acknowledgmentbackup.

The TCP receive-sidedriver (i.e., simulatedTCP sender)pro-
ducespacketsin-orderfor consumptionby theactualTCPreceiver,
andflow-controlsitself appropriatelyusing the acknowledgments
andwindow informationreturnedby theTCPreceiver. Bothsimu-
latedTCPdriversalsoperformtheir respectiverolesin settingupa
connection.

Our testenvironmentis meantto measureprotocolprocessing
time in the network subsystemon the host; it doesnot measure
externalfactorssuchaslatencyacrossthewire to a remotehost,or
the effectsof networkcongestion.Oneof our main performance
metricsis latency. In ourexperiments,wedefinelatencyasthetotal
processing time requiredfor thenetworkprotocolcode.Latencyis
thetotaltimebetweenwhenapacketissentatthetopof theprotocol
stackandwhenthesendfunctionreturns.It thusincludesprocedure
call returntime from aftera packetis deliveredto a device. In our
experiments,thereportedtimesfor latenciesaretheaverageof ten
runs,whereeachrunin turnmeasurestheaveragelatencyobserved
overa5 secondsamplingintervalaftera5 secondwarmup.During
theseintervals,otherprocessingcanoccasionallyoccur, suchasthe
x-kernel’speriodiceventmanager whichrunsevery50milliseconds,
or theTCP200millisecondfasttimer. However, wehaveobserved
thetimesfor theseothereventsto bestatisticallyinsignificantin our
experiments.

2.3 Validating the Simulator

In order to validatethe performanceaccuracyof the simulator, a
numberof benchmarkswererunonboththerealandsimulatedma-
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Figure3: ActualReadLatencies

Layerin Read Write
Hierarchy time time
L1 Cache 0 0
L2 Cache 11 11
ChallengeBus 141 147

Table1: Readandwrite timesin cycles

chines.We usedthememorystridingbenchmarksfrom LMBench
[25] to measurethecachehit andmisslatenciesfor all threelevels
of thememoryhierarchy:L1, L2, andmainmemory. Table1 lists
the cycle times to readandwrite the cacheson the 100MHz SGI
Challenge.Figure3 showstheLMBenchreadmemoryaccesstime
asa functionof theareawalkedby thestridebenchmark,asrunon
our 100 MHz R4400SGI Challenge. We call this grapha mem-
ory signature. The memorysignatureillustratesthe accesstimes
of thefirst level cache,thesecond-levelcache,andmainmemory.
Whentheareawalkedby thebenchmarkfits within the first level
cache(i.e., is 16 KB or less),readinga byte in thearearesultsin a
first-level cachehit andtakes20 nanoseconds. Whentheareafits
within thesecondlevel cache(i.e., is between16 KB and1 MB in
size),readinga byte resultsin a second-levelcachehit andtakes
134nanoseconds. If theareais larger than1 MB, mainmemoryis
accessed,and the time to reada byte is 1440nanoseconds. Note
thatthescalesin Figure3 arelogarithmicon boththex andy axes.

Thesememory latencymeasurementsin turn gaveus values
with which to parameterizethe architecturalsimulator. The same
memorystrideprogramswerethenrun in thesimulator, to ensure
thatthesimulatednumbersagreedwith thosefrom therealsystem.
Figure 4 showsthe memorysignatureof the samebinary being
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Figure4: SimulatedReadLatencies

Benchmark Simulated Real Error (%)
TCPSendCksumOff 76.63 78.58 -2.48
TCPSendCksumOn 147.84 146.66 0.81
UDPSendCksumOff 18.43 15.97 15.40
UDPSendCksumOn 71.99 70.30 2.41
TCPRecvCksumOff 58.06 62.65 -7.33
TCPRecvCksumOn 190.47 198.39 -3.99
UDPRecvCksumOff 33.80 32.84 2.95
UDPRecvCksumOn 161.78 158.84 1.85
AverageError 4.65

Table2: Macrobenchmarktimes( � sec)andrelativeerror

run on the simulatorfor the samemachine. As canbe seen,the
simulatormodelsthecachememorybehaviorvery closely.

Whilereassuring,thesememorymicro-benchmarksdonotstress
otheroverheadssuchasinstructioncosts.Whatwe aremostinter-
estedin is how accurateour simulatoris on ourworkload,namely,
networkprotocolprocessing.Table2 presentsasetof protocolpro-
cessingbenchmarks,with their correspondingreal and simulated
latenciesin microseconds,andtherelativeerror. Error is definedas

����������������� �"!$#&%('�)�*,+-%.#/!$)10324)�%.#5+-%.#/!$)�6
2�)�%.#7+-%.#/!$) 8�9;:(:

A negativeerror meansthe simulatorunderestimates the real
time; a positive valuemeansit overestimates the real time. The
average erroris calculatedasthemeanof theabsolutevaluesof the
individualerrors.Thisis topreventpositiveandnegativeindividual
valuesfromcanceling eachotherout. Notetheaverageerrorisunder
5 percent,with theworstcaseerrorbeingabout15 percent.We are
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Figure5: BaselineProtocolLatencies

awareof only a very few piecesof work that usetrace-drivenor
execution-drivensimulationthat actuallyvalidatetheir simulators
[3, 8, 12]. Ouraccuracyis comparableto theirs.Moredetailsabout
the constructionand validation of the simulatorcan be found in
[29].

3 Characterization and Analysis

In thissection,wepresentourcharacterizationandanalysisof mem-
ory referencebehaviorof network protocolsunder a numberof
differentconditions.

3.1 Baseline Memory Analysis

We beginby determiningthecontributionto packetlatencythat is
due to waiting for memory. Our baselinelatenciesareproduced
by executingthe core suiteof protocolson the architecturalsim-
ulator, examiningTCP andUDP, sendandreceiveside,andwith
checksummingon and off. Figure 5 showsthe latenciesin mi-
croseconds,distinguishingtime spentin computation(CPU time)
from time spentwaiting for memory(memorytime). Table3 lists
thecorrespondingcachemissratesfor theL1 instructioncache,L1
datacache,andL2 unifiedcachefor eachconfiguration.

Studyingthe datain more detail, we seethat all the configu-
rationsspendtime waiting for memory, rangingfrom 16 to nearly
57 percent. TCP generallyspendsa larger fraction of time than
UDP waiting for memory, andreceiversareslightly morememory
boundthansenders.UDP generallyexhibitslow missratesfor all

Protocol Level 1 Level 1 Level2
Configuration Instr Data Unified
TCPSendCksumOff 8.30% 5.90% 0.00%
TCPSendCksumOn 3.60% 7.60% 0.00%
TCPRecvCksumOff 7.00% 2.80% 0.00%
TCPRecvCksumOn 2.80% 15.60% 5.70%
UDPSendCksumOff 4.00% 0.30% 6.70%
UDPSendCksumOn 1.10% 1.10% 2.50%
UDPRecvCksumOff 4.70% 1.60% 2.60%
UDPRecvCksumOn 1.50% 17.80% 9.20%

Table3: CacheMiss Ratesfor BaselineProtocols

thecachelevels,while TCPtendsto havehighermissratesfor the
correspondingexperiments,particularly in the datacacheon the
sendside.Experimentsthatincludechecksumminggenerallyshow
lower instructioncachemissrates,sincethechecksumcodeis an
unrolledloop,andthusexhibitshighertemporalandspatiallocality.
Thechecksumcodealsodoesagoodjob of hidingmemorylatency
sincethe unrolling allows checksumcomputationto overlapwith
loadinstructions.

3.2 Hot vs. Cold Caches

The experimentswe have presentedthus far have involved hot
caches, wheresuccessivepacketsbenefitfrom the resultingstate
left by their predecessors.However, thestateof thecachecanvary
dependingon applicationandoperatingsystembehavior. For ex-
ample,whena packetarrivesat an idle machine,it is not certain
whetherthenetworkprotocolcodeor datawill be cache-resident.
To examinetheimpactof thecachestateon networkprotocolper-
formance,weranadditionalexperimentsthatmeasuretheextremes
of cachebehavior, usingcold caches andidealized caches.

In experimentswith cold caches,afterprocessingeachpacket,
thecachein thesimulatoris flushed< of all contents.Eachpacketis
thusprocessedwith no locality benefitsfrom thepreviouspacket.
Coldcacheexperimentsthusmeasurethepotentialworst-casemem-
ory behaviorof protocolprocessing.

In experimentswith idealized caches,the assumptionis made
that all referencesto the level 1 cacheshit; i.e., no gap between
memoryand CPU speedsexists. However, the processormodel
remainsthesame,asdescribedin Section2.1. Theidealizedcache
experimentsthus give us an unrealizablebest-casebehavior, and
provideupperboundson performancewhenfocusingsolelyonthe
memorybehaviorof networkprotocols.

Table4 presentsasampleof results,in thiscasefor theUDPand
TCP sendsideswith andwithout checksumming.In general,we
observea factorof 5 to 6 increasein latencybetweenexperiments
with hot cachesandthosewith cold caches.Ourexperimentsusing
UDPexhibitanincreaseby afactorof 6,whichis evenmoredrastic
thanthe increasemeasuredby Salehiet al. [33], who observeda
slowdownby a factorof 4 whencoercingcold-cachebehaviorwith
UDPwithoutchecksumming.In experimentsusingTCP,whichthey=

This flushtakes0 cyclesof simulatedtime.
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ProtocolConfiguration Cold Hot Ideal
TCPSendCksumOff 375 77 42
TCPSendCksumOn 517 147 96
UDPSendCksumOff 123 18 12
UDPSendCksumOn 262 71 12

Table4: Latencieswith Cold,Hot, andIdealizedCaches( � sec)

Protocol Level 1 Level 1 Level 2
Configuration Instr Data Unified
TCPSendCksumOff 20.90% 18.50% 21.30%
TCPSendCksumOn 8.30% 21.70% 17.90%
UDPSendCksumOff 23.10% 19.90% 28.60%
UDPSendCksumOn 4.30% 23.20% 19.50%

Table5: ColdCacheMiss Rates

didnotexamine,weseethatlatenciesincreaseby asmallerfactorof
5. This is becauseTCPexhibitsrelativelybetterinstructioncache
missratesthanUDP in the cold cachescenario.We believeTCP
exhibitsbetterspatiallocality becauseTCP doesmoreinstruction
processingperpacketthanUDP. Forexample,theTCPcodemakes
morefrequentuseof the messagebuffer manipulationroutinesin
the x-kernelper-packet thanUDP does. This suggeststhat TCP’s
re-useof themessagebuffer codealongthefastpathcontributesto
its relativelybetteri-cachebehavior.

We alsosawthatcold cacheexperimentsusingchecksumming
did not suffer as muchrelativeslowdowncomparedwith the hot
cacheequivalentsasthoseexperimentsthatdid not usechecksum-
ming. Thiswasduetobetterinstructioncachebehavior,againsince
thechecksumcodeexhibitsbothhightemporalandspatiallocality.

Table5 presentsthecachemissratesfor a sampleof coldcache
experiments.In general,themissrategoesup by a factorof 2-5. It
is interestingto notethatdespitetheinitial coldstateof thecaches,
missratesarestill under25percent.

3.3 Instructions vs. Data

Much of the literatureon network protocol performancehas
focusedon reducingthenumberof copies,sincetouchingthedata
is expensive[2, 11, 13, 15]. However, this work hasnot made
explicit how muchof thiscostis dueto data references asopposed
to instruction references. For example,a copy routineon a RISC
platform incurs at leastone instruction referencefor every data
reference,namely, the instructionthat loadsor storesa pieceof
data. We thereforewish to understandwhich cost has a larger
impacton performance:instructionreferencesor datareferences.

To testwhich typeof referencesis moresignificant,we imple-
mentedtwo additionalsimulators. The first wasan ideal d-cache
simulator, wheredatareferencesalwayshit in theL1 datacache,but
instructionsarefetchednormally from the instructioncache;thus,
thereareno datacachemisses.Thesecondwasa complementary
ideal i-cache simulator, wheretherearenoinstructioncachemisses,
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butdatareferencesarefetchednormallyfrom thedatacache.While
neitherof thesesimulatorsrepresentsanattainablemachine,theydo
providea way of distinguishinginstructioncostsfrom datacosts,
and yield insight into wherenetworkprotocol developersshould
focustheir efforts for thegreatestbenefit.

In all of our experiments,the raw numberof instructionref-
erencesexceedsthat of datareferences.In general,testswithout
checksummingexhibit a roughly2:1 instruction:dataratio,andex-
perimentswith checksumminghada 3:1 ratio. This is consistent
betweenTCPandUDP, andbetweenthesendsideandreceiveside.
In most of the experiments,instructionreferencesalso outweigh
datareferencesin termsof their impacton latency. Theexception
is for protocolarchitecturesthatcopydatawherepacketsarelarge.
In theseexperiments,the d-cachewas more significant than the
i-cache. Figure6 presentsan exampleof the results,for theTCP
andUDPsendsides.Thecolumnsmarked‘D-Cache’arethetimes
usingthe idealizeddatacache,andthecolumnsmarked‘I-Cache’
containresultsusing the idealizedinstructioncache. Our results
indicatethat the performanceimpacton networkprotocolsof the
CPU-memorydisparityis felt morethroughinstructionreferences
thanthroughdatareferences.This meansprotocoldevelopers’ef-
forts are better focusedon improving instructioncachebehavior
thandatacachebehavior.

4 Architectural Sensitivity

In thissectionweexplorearchitecturalvariationsin severaldimen-
sions,in orderto determinehowsensitiveourprotocolperformance
is to thememorysystemconfiguration,andto determinehowproto-

6



T
C

P
 S

en
d 

C
ks

um
 O

ff

T
C

P
 S

en
d 

C
ks

um
 O

n

T
C

P
 R

ec
v 

C
ks

um
 O

ff

T
C

P
 R

ec
v 

C
ks

um
 O

n

U
D

P
 S

en
d 

C
ks

um
 O

ff

U
D

P
 S

en
d 

C
ks

um
 O

n

U
D

P
 R

ec
v 

C
ks

um
 O

ff

U
D

P
 R

ec
v 

C
ks

um
 O

n
0

50

100

150

200

250

La
te

nc
y 

in
 u

se
c

8K 16K 32K 64K 128K

Figure7: Latencieswith IncreasingCacheSize

col performancemight beexpectedto changewith theintroduction
of newarchitectures.

4.1 Increased Cache Size

One trend in emerging processorsis increasingtransistorcounts,
which hasled to increasingon-chipcachesizes.For example,the
MIPS R10000has32 KB on-chipcaches.As we describedearlier,
our SGI platform has16 KB first level caches. While in certain
cases(typically the UDP experiments),this cachesize produces
reasonablemiss rates, it is useful to seehow sensitivenetwork
protocolperformanceis to the sizeof the cache. Larger caches,
for example,mayallow theentireworking setof theprotocolstack
to fit completelyin the cache.To evaluatehow sensitivenetwork
protocolperformanceis to cachesize,we rana setof experiments
varyingthefirst levelcachesizesfrom 8KB upto128KB in powers
of two. Thelevel2 unifiedcachewasleft at1 MB.

Figure7 presentsthelatenciesfor ourprotocolconfigurationsas
afunctionof thefirst levelcachesize.Wecanobservethatincreased
cachesizeresultsin reducedlatency, andthatTCPis moresensitive
to thecachesizethanUDP. Thelargestgainscomesfrom increasing
thelevel1 cachesizesupto32KB, with diminishingimprovements
after that. Figure8 presentsan examplein detail, showingTCP
send-sidelatencywith checksummingoff as a function of cache
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Figure8: TCPSendSideLatencywith LargerCaches

Level 1 Level 1 Level 1 Level 2
CacheSize Instr Data Unified

8 KB 14.40% 7.10% 0.00%
16 KB 8.30% 5.90% 0.00%
32 KB 4.10% 1.90% 0.00%
64 KB 1.90% 1.50% 0.00%

128KB 0.20% 0.80% 0.00%

Table6: Miss Ratesvs.CacheSize(TCPSend,CksumOff)

size, againdistinguishingbetweenCPU time and memorytime.
We canseethat the reductionin latencyis dueto lesstime spent
waitingfor memory. Table6 presentsthecorrespondingcachemiss
rates.Weobservethatboththeinstructionanddatacachemissrates
improveasthesizeincreasesto 128KB, but thatthechangein the
instructioncachemissrateis moredramatic.

4.2 Increased Cache Associativity

As mentionedearlier, theblockplacementalgorithmfor thecaches
in our SGI machineis direct-mapped,both for thefirst andsecond
levels. This meansthatan item loadedinto thecachecanonly be
placedinto asinglelocation,usuallybasedonasubsetof its virtual
addressbits. If two “hot” itemshappento mapto thesamelocation,
thecachewill thrashpathologically. In contrast,TLBs andvirtual
memorysystemsare usually fully associative. Cachememories
havehistorically beendirectmappedbecauseaddingassociativity
hastendedto increasethecritical pathlengthandthusincreasecycle
time [18]. While manyRISCmachinestodayhavedirect-mapped
on-chipcaches,emergingmachines,suchastheMIPSR10000,are
startingto have2 wayset-associativeon-chipcaches.

It is thususefulto assessthe impactof improvedassociativity
on network protocol performance. To test this, we ran several
experimentsvarying the associativityfrom 1 to 8 in powersof 2.
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Figure9: ProtocolLatencieswith Associativity

While 8-wayset-associativeon-chipcachesareunusual> , including
themin our evaluationhelpsillustratehow memorytime is being
spent.For example,it allowsusto estimatehow muchof memory
time is dueto conflictsin thecacheratherthancapacityproblems
[19].

Figure9presentstheprotocollatenciesasassociativityisvaried.
In theseexperiments,for simplicity, all cachesin thesystemhave
thesameassociativity, e.g.,anexperimentmarkedwith 2 indicates
that the instructioncache,the datacache,and the level 2 unified
cacheall have2-way setassociativity. All otherfactorsareheld
constant,i.e., the first-level cachesizeremainsat 16 KB, and the
second-levelsizeremainsat 1 MB. We canseethatTCP exhibits
betterlatencyasassociativityis increasedall thewayupto8. Figure
10 presentsan examplein detail, showingTCP send-sidelatency
with checksummingoff as a function of set associativity, again
distinguishingbetweenCPUtimeandmemorytime.Wecanseethat
thereductionin latencyisduetoadecreasein thetimespentwaiting
for memory. Table7 presentsthecorrespondingcachemissrates.
Weseethatthedatacacheachievescloseto zeromisseswith 2 way
set-associativity, but that the instructioncachemissratesimprove
all thewayupto8-way. ThisimpliesthattheBerkeley-derivedTCP
codehasconflictson the fastpath,andthat restructuringthecode
for bettercachebehaviorpromisesperformanceimprovements.We?

ThePowerPC620has8-wayon-chipset-associativecaches.
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Figure10: TCPSendSideLatencywith Associativity

Cache Level 1 Level 1 Level2
Assoc. Instr Data Unified

1 8.30% 5.90% 0.00%
2 5.30% 0.40% 0.00%
4 1.70% 0.00% 0.00%
8 0.50% 0.00% 0.00%

Table7: TCPSendMiss Ratesvs.Assoc.(CksumOff)

presentoneexampleof this restructuringin Section5.

In contrast,we do not observeanyperformancegainsfor UDP
beyond2 way set-associativity. This is becausewith 2-way set-
associativecaches,theUDPstacksachieveveryclosetoazeromiss
rate,i.e., theycanfit completelywithin thecache.This showsthat
UDPhasfewerconflictsthanTCP, andimpliesthattheopportunity
for improvingUDPcachebehavioris smallerthanthatfor TCP.

4.3 Future Architectures

Given that CPU’s are roughly doubling in performanceevery 2
years,we would like to gainanunderstandingof how futurearchi-
tecturaltrendswill impactnetworkprotocolperformance.Wehave
seenthatbothincreasedassociativityandlargercachesizesimprove
latency. However, thesepreviousexperimentshaveheld theclock
speedand miss penaltiesconstant,which ignorestwo significant
trendsin computerarchitecture.First, processorclock speedsare
increasing,andsecond,thegapbetweenmemoryspeedsandCPU
speedsis growing.

To gaina betterunderstandingof how networkprotocolwork-
loadsmight behaveon future architectures,we comparedthe per-
formanceof ourstackson3 differentvirtual machines,representing
characteristicsof 1994, 1996, and 1998, respectively. The 1994
machineis our baselinecase,describedearlier. The1996machine
hasa faster200MHz clock andlarger on-chipcacheswith 2 way

8



Machine(year) 1994 1996 1998

Clock Speed(MHz) 100 200 400
L1 CacheSize(KB) 16 32 64
L1 Associativity 1 2 2
L1 Read(cycles) 0 0 0
L1 Write (cycles) 0 0 0
L2 CacheSize(KB) 1024 1024 1024
L2 Associativity 1 2 2
L2 Read(cycles) 11 13 16
L2 Write (cycles) 11 13 16
MemoryRead(cycles) 141 201 300
MemoryWrite (cycles) 147 275 400

Table8: MachineCharacteristics

set-associativity. It also has larger miss penalties,the valuesof
whichwetakefrom thenewerSGIIP22Indigo/2workstationswith
a 200 MHz clock. The 1998 machineis an extrapolationof the
cycle time andlatencytrendsfrom the1994to the1996machine.
Table8 lists therelevantparametersfor the3 machines.

Table9 presentsthelatenciesof severalprotocolconfigurations
being run on the 3 machines. As can be seen,latenciesfall as
CPU’s get faster. However, the more importantquestionis, how
doesnetworkprotocolprocessingscalewith processorspeed?For
that answer, we must normalizeby the clock speedand look at
the cycles per instruction,or CPI. CPI is a standardmeasureof
architecturalperformance;anidealizedarchitecturewill haveaCPI
of one@ . Table 10 showsthe relative CPI’s for the sameset of
experiments.In general,we seethattheCPI falls asprocessorsget
faster. This is becausetheworkloadstartsto fit within thecaches
andrunat essentiallytheprocessorspeed.Coldcacheexperiments
arealsolistedin Tables9 and10. We seethatthepenaltyfor acold
cachebecomesevenworseon futuremachines.

5 Improving I-Cache Performance with Cord

In this sectionweexaminetheflip sideof hardware-softwareinter-
action: tuningor changingthesoftwareto takebetteradvantageof
thehardware.

In this paper, we haveadvocatedtechniquesthat improve in-
structioncachebehavior. Mosberger et al. [27] andBlackwell [5]
providetwo examplesof how this canbe done. Mosberger et al.
examineseveralcompiler-relatedapproachesto improvingprotocol
latency. Usingacombinationof theirtechniques(outlining,cloning,
andpath-inlining),theyshowuptoa40percentreductionin protocol
processingtimes.Blackwell[5] alsoidentifiesinstructioncachebe-
haviorasanimportantperformancefactorusingtracesof NetBSD.
He proposesa techniquefor improvingprocessingtimesfor small
messages,by processingbatchesof packetsat eachlayer so asto
maximizeinstructioncachebehavior, andevaluatesthis technique
via a simulationmodelof protocolprocessing.In this Sectionwe
evaluateanothertechnique:improving instructioncachebehaviorA

Assuminga single-issueprocessor.

ProtocolConfiguration 1994 1996 1998
HOT TCPSendCksumOff 76.61 23.92 8.84
HOT TCPSendCksumOn 147.80 52.44 19.58
HOT UDPSendCksumOff 18.43 6.27 2.51
HOT UDPSendCksumOn 71.97 30.45 12.18
COLD TCPSendCksumOff 375.36 247.13 139.20
COLD TCPSendCksumOn 517.59 330.43 181.64
COLD UDPSendCksumOff 123.81 83.35 47.39
COLD UDPSendCksumOn 262.43 168.08 91.30

Table9: MachineLatencies( � sec)

ProtocolConfiguration 1994 1996 1998
HOT TCPSendCksumOff 2.57 1.58 1.45
HOT TCPSendCksumOn 1.83 1.29 1.21
HOT UDPSendCksumOff 2.24 1.42 1.42
HOT UDPSendCksumOn 1.30 1.10 1.10
COLD TCPSendCksumOff 12.87 16.97 23.93
COLD TCPSendCksumOn 6.49 8.29 11.41
COLD UDPSendCksumOff 16.72 22.62 32.28
COLD UDPSendCksumOn 4.86 6.23 8.48

Table10: MachineCPIs

usingCORD[35].

CORDis a binaryre-writing tool thatusesprofile-guidedcode
positioning [31] to reorganizeexecutablesfor better instruction
cachebehavior. An original executableis run throughPixie [36]
to determineits runtimebehaviorandprofile whichproceduresare
usedmost frequently. CORD usesthis informationto re-link the
executablesothatproceduresusedmostfrequentlyaregroupedto-
gether. Thisheuristicapproachattemptsto minimizethelikelihood
that“hot” procedureswill conflict in theinstructioncache.

Weranoursuiteof networkprotocolbenchmarksthroughPixie
andCORDto produceCORDedequivalentexecutables.Table11
presentsthe latenciesof both the original and CORDedversions
of the programs.As canbe seen,the performanceimprovements
rangefrom 0 to 40percent.

Table12 presentsthecachemissratesfor theCORDedbench-
marks.Comparingthesenumberswith Table3, we canseethatthe
CORDedexecutablesexhibit instructioncachemissratesthat are
20-100percentlowerthanthosefor theoriginalexecutables.In the
caseof theUDP sendsideexperimentwithout checksumming,we
seethattherearrangedexecutableachieves100percenthit ratesin
both the instructionanddatacaches! This showshow datarefer-
encescanbeindirectlyimprovedby changinginstructionreferences.
In this case,thechangeshaveremoveda conflict in theL2 unified
cachebetweeninstructionsanddata,andsubsequently eliminating
anyinvalidationsto theL1 cachesforcedby theinclusionproperty.
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Protocol Original CORD Diff
Configuration time (%)
TCPSendCksumOff 76.61 72.61 5
TCPSendCksumOn 147.80 148.38 0
TCPRecvCksumOff 58.04 54.33 6
TCPRecvCksumOn 190.42 186.61 2
UDPSendCksumOff 20.92 12.53 40
UDPSendCksumOn 77.45 65.59 15
UDPRecvCksumOff 33.46 27.03 19
UDPRecvCksumOn 160.15 148.76 7

Table11: Baseline& CORDedProtocolLatencies( � sec.)

Protocol Level 1 Level 1 Level 2
Configuration Instr Data Unified
TCPSendCksumOff 6.10% 6.00% 0.70%
TCPSendCksumOn 3.10% 7.60% 0.80%
TCPRecvCksumOff 4.70% 2.50% 1.40%
TCPRecvCksumOn 1.70% 15.70% 7.30%
UDPSendCksumOff 0.00% 0.00% 22.20%
UDPSendCksumOn 0.10% 1.20% 7.70%
UDPRecvCksumOff 0.60% 1.60% 9.20%
UDPRecvCksumOn 0.20% 17.80% 10.80%

Table12: CacheMiss Ratesfor CORDedProtocols

6 Related Work

A numberof researchershaveaddressedrelatedissuesin network
protocolperformance,involving architectureandmemorysystems.
In this sectionwe outline their resultsand, as appropriate,relate
their findingsto ours.

Blackwell [5] also identifiesinstructioncachebehavioras an
importantperformancefactorusingtracesof NetBSDonanAlpha.
He proposesa techniquefor improvingprocessingtimesfor small
messages,by processingbatchesof packetsat eachlayer so asto
maximizeinstructioncachebehavior, andevaluatesthis technique
via a simulationmodelof protocolprocessing.

Clark et al. [10] providean analysisof TCP processingover-
headson an Intel i386 architecturecirca 1988. Their analysisfo-
cusesonprotocol-relatedprocessing,anddoesnotaddressOSissues
suchasbufferingandcopyingdata.Theirargumentis thatTCPcan
supporthigh bandwidthsif implementedefficiently, andthatmajor
sourcesof overheadarein data-touchingoperationssuchascopying
andchecksumming.Theyalsonotethat instructionuseof thepro-
tocolswasessentiallyunchangedwhenmoving to an unspecified
RISCarchitecture,andthatthis setis essentiallya RISCset. They
also focuson datamemoryreferences,assumingthat instructions
arein thecache.We havealsofocusedon protocol-relatedissues,
but on a contemporaryRISCarchitecture,andhavequantifiedthe
instructionusage.Wehaveexaminedbothinstructionanddataref-
erences,measuredcachemissratesfor both,andhaveexploredthe
rangeof cachebehavior.

Jacobson[22] presentsahigh-performanceTCPimplementation
that tries to minimize datamemoryreferences.He showsthat by
combiningthepacketchecksumwith thedatacopy, thechecksum
incurs little additionaloverheadsinceit is hiddenin the memory
latencyof the copy. We havemeasuredthe cachemiss ratesof
protocol stacksof a zero-copyprotocol stackon a contemporary
RISC-basedmachinewith andwithout thechecksum.

Mosberger et al. [27] examineseveralcompiler-related ap-
proachesto improvingprotocol latency. They presentan updated
studyof protocolprocessingon a DEC Alpha, includinga detailed
analysisof instructioncacheeffectiveness.Usinga combinationof
their techniques(outlining, cloning,andpath-inlining),they show
up to a 40 percentreductionin protocolprocessingtimes.

Rosenblumet al. [32] presentanexecution-drivensimulatorthat
executesbothapplicationandoperatingsystemcode.Theyevalu-
atescientific,engineering,andsoftwaredevelopmentworkloadson
their simulator. Theyconcludethatemerging architecturalfeatures
suchaslockup-freecaches,speculativeexecution,andout-of-order
executionwill maintainthecurrentimbalanceof CPUandmemory
speedson uniprocessors.However, thesetechniqueswill not have
thesameeffecton shared-memorymultiprocessors,andtheyclaim
that CPU memorydisparitieswill becomeevenworseon future
multiprocessors.Our workload, in contrast,is networkprotocol
processing,andwehaveonly examineduniprocessorbehavior. Al-
thoughwecannotevaluatesomeof themoreadvancedarchitectural
featuresthattheydo,ourconclusionsaboutourworkloadonfuture
architecturesagreewith theirs,dueto theincreasedcachesizesand
associativitiesthatarepredictedfor thesemachines.

Salehiet al. [33] examineschedulingfor parallelizednetwork
protocolprocessingvia a simulationmodelparameterizedby mea-
surementsof a UDP/IPprotocolstackon a shared-memorymulti-
processor. Theyfind thatschedulingfor cacheaffinity canreduce
protocolprocessinglatencyandimprovethroughput.Ratherthan
usinga modelof protocolbehavior, we userealprotocolsto drive
a validatedexecution-drivensimulator. We examinebothTCPand
UDP, determineinstructionandmemorycosts,andvary architec-
tural dimensionsto determinesensitivity.

Speeret al. [37] describeprofile-basedoptimization (PBO),
which usesprofilesof previousexecutionsof a programto deter-
minehowto reorganizecodeto reducebranchcostsand,to a lesser
extent,reducecachemisses.PBOreordersbasicblocksto improve
branchpredictionaccuracyandreorganizesproceduressothatmost
frequentcall chainsarelaid out contiguouslyto reduceinstruction
cachemisses.Theyshowthat PBOcanimprovenetworkingper-
formanceby upto 35percentonanHPPA-RISCarchitecturewhen
sendingsingle-bytepackets. Our work, in contrast,separatesthe
benefitsof branchpredictionfrominstructionreordering,andshows
thatthelatterhasat leastasmuchof aneffect astheformer.

Much researchhasbeendonesupportinghigh-speednetwork
interfaces,bothin thekernelandin userspace[2, 6, 11, 13, 14,15,
26]. A commonthemethroughoutthis bodyof work is thedesire
to reducethenumberof datacopiesasmuchaspossible,asnaive
networkprotocolimplementationscancopypacketdataasmuchas
five times. As a consequence, single-copyandeven“zero-copy”
protocolstackshavebeendemonstrated[9, 28]. Thesepiecesof
work focus on ‘reducingwork’ doneduring protocolprocessing,
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namelyreducingthenumberof instructionsexecuted.Ourprotocol
stacksemulatezero-copystacks. Our resultsnot only measure
thecachemissratesanddeterminethearchitecturalsensitivity, but
also distinguishbetweeninstructionmemoryreferencesand data
memoryreferences.

7 Conclusions and Future Work

In this paperwe haveexaminedcachebehaviorof networkproto-
cols. We summarizeour findingsasfollows:

� Instruction cache behavior is significant. Despiteprevious
work’s emphasison reducingdatareferences(for example,
in ILP), we find that instructioncachebehaviorhasa larger
impact on performancein most scenariosthan data cache
behavior. Given the spreadof zero-copyarchitectures,and
thefactthataveragepacketsaresmall,therelativeimportance
of thei-cachebehaviorshouldcontinueto hold.

� Cold cache performance falls dramatically. In caseswhere
cachesarecoldbeforepacketprocessing,latenciesareroughly
6 timeslongerfor UDP and4 timeslongerfor TCPwithout
checksumming,and 3.5 times longer for eachwith check-
summing.

� Larger caches and increased associativity improve perfor-
mance. We also showthat TCP is moresensitiveto these
factorsthanUDP. The associativityresultsdemonstratethat
manycachemissesin networkprotocolsarecausedby con-
flicts in thecache,andthatassociativitycanremovemostof
thesemisses.

� Future architectures reduce the gap. Network protocols
shouldscalewell with clockspeedonfuturemachines,except
for oneimportantscenario:whenprotocolsexecuteout of a
cold cache.

� Code layout is effective for network protocols. Simplecompiler-
basedtoolssuchasCORDthatdo profile-guidedcodeposi-
tioningareeffectiveonnetworkprotocolsoftware,improving
performanceby up to 40 percent,andreducingnetworkpro-
tocol software’s demandsonthememorysystem.

Theseresultsindicatethat instruction-cachecentricoptimiza-
tionsholdthemostpromise,eventhoughlargerprimarycacheswith
smallassociativitiesarebecomingthenorm. Theyalsoindicatethat
efforts to improvei-cacheperformanceof complexprotocolssuch
asTCPareworthwhile. However, simplerprotocolssuchasUDP
andIP probablydo not warranttheeffort, in thatsmallamountsof
associativityandautomatedtoolssuchasCORDaresufficient.

For futurework, we briefly discussseveralpossibledirections.

Thereareseveralimportantfactorsin moderncomputerarchi-
tecturethatwe havenot yet examined.Multiple instructionissue,
non-blockingcaches,and speculativeexecutionare all emerging
in the latestgenerationsof microprocessors.Evaluatingnetwork
protocolprocessingin the presenceof thesearchitecturalfeatures
remainsto bedone.

Our resultshavebeenobtainedon a typicalRISCmicroproces-
sor. Given the widespreadcommercialadoptionof the Intel x86
architecture,a CISCinstructionset, it would be interestingto ex-
aminecachebehaviorandinstructionsetusageon theseplatforms.
We speculatethat,given themorecompactinstructionrepresenta-
tiononCISCmachines,thedatacachewouldplayamoresignificant
role.

Smallscaleshared-memorymultiprocessorsarecommonserver
platforms. Our simulatorcould be extendedto accuratelymodel
multiple processors,andusedto evaluatememorysystemperfor-
manceof networkprotocolson shared-memorymultiprocessors.
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