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Abstract

Overthe nextseveralyearsthe performancelemand®on globally
availableinformationserversaareexpectedo increasalramatically
Theseserveramustbe capableof sendingandreceivingdataover
hundred=or eventhousand®f simultaneougsonnections.In this
paperwe showthatconnection-leveparallelprotocols(wheredif-
ferentconnectionsare processedh parallel)runningon a shared-
memorymultiprocessocandeliverhigh networkbandwidthacross
alarge numberof connections.

We experimentallyevaluateconnection-levebparallel imple-
mentationof both TCP/IPandUDP/IP protocolstacks.We focus
onthreequestionsn our performancesvaluation:howthroughput
scaleswith the numberof processorshow throughputchangess
the numberof connectionsncreasesandhow fairly theaggregate
bandwidthis distributedacrossconnections.We show how sev-
eral factorsimpact performance:the numberof processorsised,
the numberof threadsin the system,the numberof connections
assignedo eachthread,andthetype of protocolsin the stack(i.e.,
TCPversusUDP).

Ourresultsshowthatwith carefulimplementatiorconnection-
level parallel protocol stacksscalewell with the numberof pro-
cessorsanddeliver high throughputwhich is, for the mostpart,
sustainedisthe numberof connectionsncreasesMaximizing the
numberof threadsin the systemyields the bestoverall through-
put. However the bestfairnessbehavioris achievedoy matching
the numberof threadsto the numberof processorandscheduling
connectiongssignedo threadsn around-robinmanner

1 Introduction

Overthenextseveraleardntegratedgervicesietworkconnectivity
will continueto expandrapidly. At the sametime, theinformation
availablevia the Global Information Infrastructure(Gll) will be-
comemore bandwidthintensiveastext-only information sources
are augmentedvith voice, video, and imagedata. In combina-
tion, thesefactorswill dramaticallyincreasethe performancee-
quirementdor large scaleinformationservers. Examplesnclude
serverdor publicinformation(e.g.,digital librariesor government
informationsources)yideo-on-demandindhigh-performancéle
systems.Serverdor suchapplicationanustsendor receiveinfor-
mation at high throughput,which must be sustainedor allowed
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to degradegracefully)in the presencef large numbersf connec-
tions. In continuous-mediapplicationssuchasvideo-on-demand,
it is alsoimportantthatconnectionseceivetheir“fair share”of the
overallthroughputin orderto provideconsistentjuality of service
to endusers.

Maintaininghigh performancevhile supportingarge numbers
of connectiongsimportanto anyinformationserve. A naturalway
to accomplishthisis by exploitingthe inherentparallelismamong
connections.Connection-level parallelism associateshe protocol
processingequiredby connectionswith individual processe®r
threads. On a shared-memorynultiprocessarperformancegains
canberealizedover multipleconnetionsby executingthesahreads
concurrentlyon differentprocessors.

Previouswvork on connection-leveparallelismcanbefoundin
[8, 25,28, 29]. In particular Schmidtand Suda[29] haveshown
good scalability of the receive-sidedatapathin connection-level
parallelism,usinga threadfor eachconnectionpon a 20-processor
SunSPARCCenter2000.

In this paperwe experimentallyevaluateconnection-levepar
allelismin anumberof previouslyunexaminediimensionsWe fo-
cusonthreequestionsn our performancevaluation:howthrough-
putscaleswith the numberof processordhowthroughputchanges
asthe numberof connectiondncreasesandhow fairly the aggre-
gatebandwidthis distributedacrossconnections.Specifically we
showthefollowing:

e We presentan implementationthat allows us to vary the
availableconcurrencyin connection-leveparallelism,and
evaluateheimpactthis hason performance.

o Wedemonstratghatconnection-levebarallelismscaleswvell
with thenumberof processordpr bothsendingandreceiving
data.

e We showthatthreadperconnectionNwhereconnectionsare
assignedto threads)provides better aggregatethroughput
than processoiper connection(where connectionsare as-
signedto processors).

o Whentherearemoreconnectionshanavailablethreadsywe
find that the bestthroughputis achievedby usingasmany
threadsaspossible.

e We showthat aggregatehroughputis sustainedvell asthe
numberof connectionss increasedy morethantwo orders
of magnitudethusdemonstratingracefuldegradation.

o We find thatthe distribution of aggregatehroughputacross
connectionganbeunfair, andthatthisis directly affectedby
the executiortime allocatedto threadshy the schedulerand
by the perpacketatencyseerby eachthread.

e Finally, we demonstratehat processoper connectionpro-
videsbetterfairnessthanthreadperconnection.



Ourevaluatiorof connection-leveparallelismis performedor
both TCP/IPand UDP/IP protocol stacks,mplementedusingthe
x-kernel[11]. Ourimplementatiorrunsin userspaceon ashared-
memorySilicon GraphicgSGI) Challengemultiprocessof7].

Severalother approachego parallelizing network protocols
havealsobeenproposedandarebriefly describechere;morede-
tailed surveyscan be found in [3, 10]. Functional parallelism
decomposefunctionswithin a protocolstackandassignghemto
processingelements. Examplesinclude [15, 16, 24]. In layered
parallelism, protocolsareassignedo specificprocessorandmes-
sagesarepassedetweerlayersthroughinterprocesg€ommunica-
tion. Parallelismgainscanbe achievedmainly throughpipelining
effects,asshownin [9]. Packet-level parallelism associatepro-
cessingwith eachindividual packet,achievingspeedugoth with
multiple connectionsand within a single connection. Examples
include[3, 10, 13, 23].

Theremaindernf the paperis structuredasfollows: Section2
providesbackgroundon connection-leveparallelism. Section3
discussesurimplementatiorof connection-leveparallelism,and
describesour experiments. In section4 we presentour results.
Finally, section5 summarizeshe paper

2 Connection-Level Parallelism

Connection-levelparallelismis essentiallythe synthesisof two
ideas: the first is extendingthe notion of a connectionthrough
the entire protocol stack,evendown to the device;the secondis
runningthesemultiple connectionsn parallel.
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Figurel: ProtocolStackConfigurations

Figure1(a) showsa conventionaprotocolstack,whereproto-
colsandconnectiongremultiplexedontop of otherprotocolsand
connectionsinthisfigure,aTCPconnectiorandaUDP comedion
multiplex the IP protocol. On the receivepath, IP demultiplexes
incomingpacketgo theappropriatgrotocol.

Figure 1(b) showsa connection-leveparallel protocol stack.
In this example the TCPandUDP connectionextendall theway
downtothedevice.Protocolsareconceptuallyeplicatedandmul-
tiplexing occursat the lowestlayer of the protocolstack. On the
receivepath, a packetis immediatelydemultiplexedo the appro-
priate connection. This demultiplexingis performedby a packet
filter or classifieq1, 19, 20, 32].

Givenasetof connectionsthreadsandprocessorgheassign-
mentor mappingoetweerthemcanbedonein anumberof different
ways. Choosingamappingdefineshegranularityof a connection-
level parallelimplementation.Previouswork on connection-level
parallelism([8, 25, 28, 29] hasfocusedon relatively staticassign-
mentsof connectiongo processesOnenovelaspecbf ourimple-

mentationis thatit allowsusto vary the mappingbetweerproces-
sors,connectionsandthreads. We introducethe abstractiorof a
virtual processor, whichallowsusto varythisassignmentandthus
examinehow structuralchoicesaffect performance.
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Figure2: Approachesgo Connection-LeveParallelism

Thesimplestandmostcoarse-grainedpproactto connection-
level parallelismis processor per connection (PPC),which asso-
ciateseachconnectionwith anindividual processar Figure 2(a)
showsan examplewhere8 connectionsare mappedto 2 threads,
which areeachboundto their own processar Ovalsin this figure
denoteunits of concurrency Thus, only onethreadat atime can
performprotocolprocessindor eachof the 2 setsof 4 connections
in Figure2(a). PPChasthe advantagef simpleimplementation,
but may not balanceload well when someconnectionsare more
activethanothers.

Themostfine-grainedapproachthread per connection (TPC),
makeseachconnectionits own unit of concurrency Figure 2(b)
showsan exampleof TPC with 8 connectionsand 8 threadsfor
sendingdata. Thesethreadsarefreeto executeon eitherof thetwo
processorsand perform protocol processingon behalf of any of
theconnectionslin practice howevereachconnectioris typically
associatedvith an individual thread[8, 28]. While TPC allows
easyload balancing,it may not scalewell with large numbersof
connectionssinceeachthreadmustbeallocatedresourcegsuchas
athreadcontrolblock andastack).

Ourimplementatiorfacilitatesvaryingthemappingof connec-
tions to threadsand processordy usingvirtual processors.Con-
nectionsare assignedo virtual processorsratherthan physical
processor®r threadsjn what we call virtual processor per con-
nection (VPPC). Insteadof a connection the notion of a virtual
processowhich correspondgo one or more connections)s ex-
tendeddownthroughthe protocolstack,all the way to the device.
Figure2(c) showsanexamplewhere8 connectionsareassignedo
4 virtual processoren 2 physicalprocessorsAs with threadper
connection threadsare free to executeon eitherof the two pro-
cessorsandperformprotocolprocessingn behalfof connections
assignedo any of the four virtual processors.If the numberof
virtual processorg the sameasthe numberof connectionsyPPC
yields the same(maximal) concurrencyasthreadper connection.
If the numberof virtual processorsatcheghe numberof physi-
cal processorqgandthreadsarewired to physicalprocessorsthen
VPPCis equivalento PPC.

Another way of thinking of VPPC is that it extendsthread
perconnectiorto supportmultiplexinga setof connection®ntoa
pool of threadswherethe numberof threadscanbe varied. This
becomesmportantif oneconsidersa serversupportingthousands
of connectionsSinceeachthreadrequiregesourcegandincreases



the costof scheduling)jt is easyto imaginethat TPCwon't scale
aswell asVPPC(or evenPPC)undersuchconditions.

At first glance avirtual processomay seemsynonymousvith
athread,however thereareimportantdifferences.A virtual pro-
cessordefinesa unit of concurrencynot a specificthread. For
example,on the sendside, an applicationthreadmight be “bor-
rowed” to run on avirtual processom orderto deliverdatato the
device.Converselyon thereceiveside,a threaddispatchedrom a
lower layerin the protocolstackwould run on a virtual processor
to deliverdatato theapplication.

3 Implementation and Experiments

In orderto studythe performancef connection-leveparallelism
(CLP), we haveimplementednultiprocessowrersionsof the core
Internet protocols(TCRE UDP and IP) over FDDI, runningin a
versionof the x-kernelwhich was extendedo supportCLP. This
sectiondescribesheimportantfeatureof our parallelizedk-kernel
and protocols. In the last part of this section,we describeour
experimentatiesign.

3.1 Connection-Level Parallel x-Kernel

In ourimplementatiorof connection-levgbarallelismconcurrency
control is accomplishedby having a semaphordor eachvirtual
processarTo executegprotocolcodeonavirtual processgrathread
mustacquiretheappropriatessemaphoreOncerunningonavirtual
processara threadrunsto completion,asin the original x-kernel
[11].

Oneinnovativefeatureof ourimplementatioris thatthereare
no locks on the fast path through the protocol stack, on either
the sendor receiveside (once packetshave beendemultiplexed
to the appropriatevirtual processor).This is in contrastto earlier
implementation$3, 23, 25, 29]in which datastructuresarelocked
on thefastpath. We accomplistthis by replicatingdatastructures
on a per virtual processomasiswhere possible. Thus, threads
which requireexclusiveaccesgo an objectmerelylook up their
currentvirtual processoidentifier, anduseit to indexinto anarray
of replicatedobjects. Locking is not necessarysince only one
threadat a time canbe executingon a particularvirtual processar
Exampleof datastructuresvhich we areableto replicateinclude
x-kerneldemultiplexinghashtables,TCP sendbuffer freelists,and
IP datagramdentifiercounters.

It is importantto point out that not all datastructurescanbe
replicated. For example, TCP connectiongnustbe uniquely in-
stantiated.Thus,our CLP implementatiorrequiresa packetfilter
mechanisnio demultiplexreceivedpacketso the appropriatevir-
tual processofor a TCP (or UDP) connection. Packeffilters are
becomingmorepopular(andefficient[1, 32]) in contemporarpp-
eratingsystemsinceearly demultiplexingyieldsothe performance
gains.Forexampledepositingeceivedacketdirectlyinto appli-
cationbuffersavoidscopyingdata[5, 18, 30]. Our useof apacket
filter, to demultiplexto the appropriatevirtual processarsimply
leverageshis existingmechanisnior anadditionalpurpose.

3.2 Connection-Level Parallel Protocols

Our Internetprotocolsareall basednthe uniprocessoimplemen-
tationsdistributedwith the Decembef 993versionof the x-kernel.
In addition to modifying them for connection-leveparallelism,
we madetwo otherimportantchangego theseprotocols. First,
we updatedthe TCP codeto be currentwith the Berkeley4.4Lite
implementation,excludingthe RFC 1323 extensiong12]. We
alsoreplacedheInternetchecksuntodewith the fastestavailable
portablealgorithmthatwe wereawareof, which wasfrom UCSD
[14].

We also implementeda connection-levelparallel version of
UDP. EventhoughUDP is a connectionlesprotocol,we consider
long termassociationbetweera sendeiandreceiverto bea“con-
nection”,orflow [4]. A UDPassociatiolis usedomapconnections
to virtual processorsandprovidesa handlefor demultiplexing,in
thesamefashionasTCPR

Sincewe did not haveaccesgo a devicewhich matcheshe
performancef our protocols,we replacedhelowestlevel drivers
in the x-kernelwith in-memorydevicedrivers for both the TCP
andUDP protocolstacks. The driversemulatean FDDI interface
capableof operatingat memoryspeedgi.e., muchfasterthan100
Mbps), andsupportthe FDDI maximumtransmissiorunit (MTU)
of slightly over4KB. This approachs similarto thethoseusedby
otherresearcherf3, 10,17,23,29].

In ourexperimentsyweassumehatacomedion alwayshasdaa
to send(i.e.,eachconnectioris aninfinite datasource).Therefore,
thedriversactaspeersender®rreceiversproducingor consuming
packetsaasfastaspossible.This simulateghebehaviorof a collec-
tion of clientssendingor receivingdataover simplexconnections
routed through an errorfree network. To minimize experimen-
tal perturbationthe receive-sidalriver usespreconstructegacket
templatesTo simulateanactualsenderthis driver shouldcompute
thelnternetchecksumandupdatehetemplatgfor TCP).Insteada
dummychecksunvalueis left in thetemplateandthe TCPor UDP
receivercomputethe checksumbutignoretheresult.
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Figure3: TCP Send-SideConfiguration

Figure3 showsanexampleof atestconfiguration.Theexample
is of a send-sideTCP throughputtest, where a simulated TCP
receiversits below the FDDI layer The simulatedTCP receiver
generateacknowledgematsfor packetsentby theactualsenders.
The driver acknowledgegveryotherpacketfor eachconnection,
thusmimickingthebehaviorof BerkeleyTCPwhen communicaing
with itself asa peer Sincespawningthreadsis expensiven user
spacdn IRIX, thedriver“borrows” the stackof a calling threadto
sendanacknowledgemertiackup.

The TCPreceive-siddriver (i.e., simulatedTCP sender)pro-
ducegacketsn-orderfor consumptiorby theactualreceiver Both
simulatedT CPdriversalsoperformtheirrespectiveolesin setting
up aconnection.

3.3 Experimental Design

To evaluateour CLP implementationye ranexperimentgor both
TCP/IP and UDP/IP protocol stacks. In additionto the protocol



stackbeing measuredseveralother parameterslefinean experi-
ment: the numberof physicalprocessorsyirtual processorsand
connectionswhetherthe multiprocessois the senderor receiver;
andwhetheror notthe checksunis computed.

Thethroughputdatafrom eachexperimentbothaggregatand
perconnection)arecalculatedrom the averageof 12 runs,where
arun consistof measuringhe steady-statéhroughputof packets
carrying4KB of userdatafor 45 secondsafter aninitial warmup
periodof 45second®r more. Forall datawe presentn figures,we
show90% confidencentervals. During experimentswe isolated
our machineasmuchaspossibleby disallowingotheruseractivity
andremovingall non-essentialaemonsWe now discusssomeof
themoresubtleaspect®f our experiments.

Our experimentaisea threadfor eachvirtual processoto pro-
duceand sendor receivepackets. The protocol processingasso-
ciatedwith connectionsassignedo the samevirtual processoiis
performedin a round-robinmanneramongconnectionswith the
unit of work beingthe processingneededo bring a single packet
(or a burstof packets)up or down the protocol stack. Between
processingeachunit of work, the virtual processois yielded to
allow othertasks(e.g., TCPtimers)to runonthatvirtual processar
However the schedulingof threadsrunningon virtual processors
is controlledby the IRIX operatingsystem.

In someof our results,we presentaverageperpacketlatency
(aswell asthroughput)over the 45-secondsamplingperiod, for
eachindividualthread.We computdatencyusingLittle’s law from
themeasuredhroughputor thethread theactualwall-clock time,
andtheusertime givento thethreadby the operatingsystem.The
usertime for a threadrepresentghe time spentexecuting,and
thereforeprocessingpackets,in userspace. This is obtainedby
makingaget rusage() systemcall atthebeginningandendof
thesamplingperiod.

It iswell knownthatmemoryreferencébehaviorcanbecrucial
in determininchowasystenperformswvhenrunningonamultipro-
cessorWe controlthememoryreferencédehaviorof our protocols
in severalways. First, to capturethe costof loadingpacketswith
userdata,eachsendingconnectiorcopiesdatafrom a staticallyal-
locateddKB pageto apage-alignea-kernelcommunicatiorbuffer.
For receivingconnectionsthe copyis performedn the reversedi-
rection. Otherthanthis copy, we do not attemptto captureany
computatioror memoryreferencesssociateavith anapplication.

For send-sideexperimentswe always cachecommunication
buffersin LIFO lists. Thesdists aremaintainedgervirtual proces-
sor, andthereforerequirenolocks. Thistechniqueéhasbeenshown
toimprovethroughpuin protocolstacksunningonauniprocessor
[6]. This meansthat our send-sideexperimentaneasureeithera
cache-to-cacher a memory-to-cacheopy dependingon the fate
of the“application” databuffer in thecaches.

For receive-sidexperimentsit is unreasonable assumehat
userdatawill be in the cache,so we wire threadsto processors
andforce any userdatareferencedor thefirst time to be fetched
from memoryandnot from processocaches.To implementthis,
threadsallocatereceive-sidebuffers (pages)from a per physical
processocircular list which is twice aslarge asthe second-level
cacheson our multiprocessar Unfortunately managingthis list
introducedocking overheadwhich unfairly penalizeghroughput
experimentsvheretherearemorevirtual thanphysicalprocessors.
We thereforeonly presentreceive-sideresultsfor processoiper
connection.

In experimentsvherewe varythenumberof processorsye use
IRIX'spset facility, whichrestrictsthethreadsn aprocesgroup
to runningon a subsebf processors.

4 Results

We reportresultsfrom an evaluationof our connection-levepar
allel implementationalong three different dimensions. First, we
examinehow aggregatehroughputscalesasthe numberof pro-
cessorsncreasesSecondwe examinehow throughpuis affected
by the numberof connections.Finally, we investigatehow fairly
the total throughputis distributedacrossboth moderateandlarge
numbersof connections.

To quantify fairness,we measurehe throughputseenby each
virtual processarand computepercentilesetweenthe maximum
and minimum throughputs. Since our fairnessexperimentsisea
singlethreadper virtual processarour resultsrefer to perthread
throughput,or throughputper thread. In contrastwe referto ag-
gregatgor total) throughputasjust throughput.

4.1 Throughput Scalability with Respect to Processors

To evaluatehow throughputscaleswith the numberof processors
weranexperimentsaryingthenumberof physicalprocessorfom
1to 20,andboundasingleconnectiorto eachprocessousingour
processoperconnectiorimplementation.

Figure4 showsthroughputversusnumberof processorgand
connections)or both TCP and UDP protocol stacks. In these
experimentduffers are “written” on the sendside by repeatedly
copyinga 128byte (the sizeof a second-levetachdine) memory
buffer into the 4KB of userdata,and“read” onthereceivesideby
repeatedlycopyingportionsof theuserdatainto a 128 byte buffer.
The checksumis also computedon packets. Virtual processor
per connection(VPPC)andthreadper connection TPC) dataare
omittedfrom Figure4 sinceall threeschemegield essentiallythe
sameperformanceén this scenario Notethatthroughpuis highest
for UDP send-sideprocessingand lowest for TCP receive-side
processing.

Figure5 showsspeeduporrespondingo the throughputdata
presentedn Figure4. Herespeedups throughputnormalizedby
thecorrespondingingleprocessothroughput.Notethatin all four
experimentspeedugs linear, andin the rangeof 14 to 17 at 20
processors.

7000 —

UDP send side
UDP receive side
---TCP send side

—- TCP receive sid

Throughput (Mb/sec)

] 5 10 15 20
Processors (connections)
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Figure5: UDP andTCP Speedugor ProcessoperConnection.

Figures4 and5 give compellingevidencahatconnection-level
parallelprotocolstackgevenwith TCP)canscalewith thenumber
of processors.Theseresultsare consistentwith thosereportedin
[29], which focus on the receiveside for threadper connection
parallelism.We extendtheir resultsin two significantways. First,
our UDP andsend-sidel CPresultsarenew Secondpur receive-
side resultsinclude the cost of fetching userdatafrom memory
overthesystembus,thefirsttime it is touched.

The datapresentedn Figures4 and5 were all gatheredbn a
20-processot50MHz SGIChallenge Unfortunatelywe only had
short-termaccesgo this machine sothe throughputatapresented
here shouldnot be directly comparedwith dataelsewherdn the
paperwhichweregatheredna12-processot00MHz Challenge.

4.2 Throughput Sustainability with Respect to Connec-
tions

Tomeasurgheimpactof addng connectionsontheoverallthrough-
put,weranexperimentyaryingthenumberof connectionsunning
on a 12-processomachinefrom 12 to 3072. We alsovariedthe
granularityof parallelismfrom coarsgprocessoperconnectionjo
fine (threadper connection).We wantedto determinewvhetherin-
creasingparallelism(by multiplexingfewerconnection®ntomore
virtual processors)s beneficial,becauseof increasedscheduling
flexibility and improved locality of memory reference,or detri-
mental,becausef the overheadf usingmorevirtual processors.
Comparingthe throughputof differentimplementationsvith the
samenumberof connectiongnswerghis question.

In theseexperimentsthreadsarenotwiredto processorsThus,
the resultspresentecherearefor threadper connection(TPC) or
virtual processoper connection(VPPC), evenwhen the number
of virtual processorss the sameasthe numberof physicalproces-
sors.We foundthatin all experimentsviring threadgo processors
decreasedhe aggregatehroughput. In someconfigurationghis
decreasevasasmuchas50%. Furthermorethe versionof IRIX
we usedscheduleghreadsfor cacheaffinity [2], which hasbeen
shownto benefitconnection-leveparallelism[26, 27].

Figure 6 showsthe throughputof our multiprocessosending
dataon 12 to 3072TCP connectionswherethe checksumis com-
puted. Figure7 showsthe correspondingesultsfor our UDP pro-
tocol stack without checksummingWhereVPPCdataareshown,

the numberof virtual processorss indicatedby V' in the legend.
We alsoconductedexperimentsaisingbetweenl2 and 384 virtual
processorgnot shownin thesefigures)andfoundtheseconfigura-
tionsto yield throughputvalueswhich generallylie betweerthose
shown. It is worth noting that the curvesfor threadper connec-
tion stopat 384 connectionssincelRIX only allows a maximum
of 512threadsin a procesggroupto sharean addresspace. We
wereunableto useeverythreadfor sendingor receiving)data,and
therefordimited thenumberof protocolprocessinghreaddo 384.
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Figure 7: UDP Send-SideThroughputfrom 12 to 3072 Connec-
tions.

Severatonclusionganbedrawnfrom thedatain Figures and
7. Thethroughpufor bothTCPandUDP is sustainedurprisingly



well asthe numberof connectionsncreases.For example,using
384 virtual processorsthe overall throughputfor TCP send-side
processin@nly degraesfrom960Mbpsto 800Mbpsasthenumter
of connectionsncreasedrom 384 to 3072. Furthermore,with
more than 12 connectionausing the maximumnumberof virtual
processorgi.e., using TPC or VPPCwith 384 virtual processors)
yieldsthe bestthroughput.Usingmorevirtual processorglsohas
theadvantagéhatit pushe®utthepointatwhichthroughpustarts
to degrade.Specifically for 12 virtual processorsthe throughput
startsto degradeémmediately(going from 12 to 24 connections),
while for TPC, the throughputdoesnot degradeuntil thereare 96
active connections. This is encouragingsince under conditions
whereconnectiorsourcesio not haveaninfinite amountof datato
sendi.e.,areoccasionallydle), theschedulingdlexibility gainedoy
increasinghenumberof virtual processorwidenstheperformance
improvemenbverthatachieveddy usingfewervirtual processors
[27,31.

Figurest and7 alsoshowa surprisingresult: thethroughpubof
TCPis lesssensitiveto anincreasean the numberof connections
thanthat of UDP. We suspecthat this is becausehe code path
for sendingpacketsover UDP connectionss shorterthanthecode
pathfor TCP connectionsmakingthe UDP resultsmore sensitive
to conflictsin thecacheson the multiprocessarThis phenomenon
hasbeenobservedy othersona uniprocessof21].
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Figure8: UDP Receive-Siddhroughpufrom 12to 3072Connec-
tions.

So far we havepresentedesultsonly for experimentsvhere
themultiprocessois thesenderHowever for applicationsuchas
high-performancéle service(whichtypically runontop of UDP),
it is alsointerestingo examinehecasevherethemultiprocessois
thereceiver Whenclientswrite to filesontheserverit is likely that
consecutivgacketsarrivequickly enougtthattheirprocessingan
beamortizedbverasinglevirtual processoyield. If eachreceiving
threadyieldsthevirtual processoafterprocessingwo packetsthe
unit transfereds 8KB, atypical disk block sizefor networkedfile
systems We referto processingnultiple packetdetweerasingle
virtual processoyield asprocessingpacketsn “bursts”. Thus,a
single packetis processedf the burstsizeis one, and a pair of
packetsareprocessed theburstsizeis two, etc. Amortizing what
arenormallyperpacketcostsovermultiple packetds awell known
techniquefor improvingnetworkingperformance.

Figure8 showsprocessoper connectionPPC)throughputfor
a UDP receiver wherethe burstsize usedby eachconnectionis
eitheroneortwo, andthechecksunis notcomputed Recallthatthe
mechanisnto ensurehatapplicationdatais fetchedfrom memory
asit is first touchedaddssufiicient overheadhatcomparisorwith
a greaternumberof virtual processorss difficult. However for
up to 96 virtual processorshe resultsare all comparableo those
shownfor PPC.Comparingthe dottedline in Figure 8 with the
dashedirtual processoperconnectiorcurvein Figure7 (for V =
12)indicatesthatthe UDP receivesidethroughputdegradesnore
gracefullythanthe sendside, againsuggestinghat the resultsin
Figure7 arein partdueto theimpactof cachebehavioron UDP’s
send-sideodepath. Figure8 alsoshowsthatthroughpuimproves
up to 20%by processingeceivedpacketsn pairs.

We alsoinvestigatedhe benefitsof amortizingmultiple packet
transferoverasinglevirtual processoyield (i.e., processingack-
etsin bursts)on the sendside. This strategyis applicablein any
situationwherethe size of dataobjectsbeing transfereds large
relativeto the MTU for the network(e.g.,imagefiles). However
this strategymay not be applicableif the latencyof sendingdata
objectsis crucial (e.g.,packetvoice or video). Sincesomesimple
experimentshowedhatthis techniqueyields diminishingreturns,
we fixed the burst size at 16 packets(64KB) for our send-side
experiments.
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Figure 9: Impact of Processing?acketsin Burstson Send-Side
AggregateThroughput.

Figure 9 comparesthroughputfor the maximum number of
virtual processorg§i.e., TPC or VPPCwith 384 virtual processors)
usingaburstsizeof 16 with our previousresultsfor a burstsizeof
one(seeFiguress and7). Notethatthethroughpuimprovesby 10-
20%for TCPandupto 40%for UDP. Foraburstsizeof 16,thegap
betweerthethroughputurvesfor 12 and384virtual processori
Figure6isnarrowed.In fact,it becomesénsignificantat384ormore
connectionsor TCPR Thissuggestshatusingburstswhenthereare
a large numberof active connectiongdecreaseghe performance
impactof thenumberof virtual processorn the system.

4.3 Fairness

In the resultswe havediscussedso far, the throughputmeasure
of interesthasbeenthe overall, aggregate throughputof all of the



connectionsAnotherimportantmeasur®f performancehowever
is the throughputseenby individual connections. Recallthatour
experimentsaisea singlethreadfor eachvirtual processoto send
or receivepackets Furthermoreprocessingf packetdor connec-
tionsassignedo thesamevirtual processois performedn around-
robin manner Thus,any differencein throughputfor connections
assignedo thesamevirtual processors atmostonepacketsworth
of dataover the samplinginterval (i.e., 45 seconds).We exploit
thisfactto presenfairnessresultsfor perthreadthroughputather
than perconnectionthroughput. In describingtheseresults,we
will usetheterm*“thread”to meanthe threadperformingprotocol
processingn avirtual processar

Clearly, the extentto which a thread receivests fair shareof
the total throughputis influencedby the mannerin which threads
arescheduledy IRIX. With N threads,onemight be temptedto
assumehateachthreadreceivesapproximatelyl /N (i.e.,roughly
its “fair share”)of this aggregat¢hroughputparticularlywhenthe
perthreadthroughputis measuredver a sufficiently long period
of time. As we will see,however our resultsshowtherecanbe
significantdifferencesn the perthreadthroughput.

Wequantifywhethemurprotocolimplementationaredistribut-
ing aggregatehroughputfairly by measuringhe throughputseen
by eachthreadandcomputingpercentile®f theperthreadthrough-
puts,betweerthe maximumandminimumvalues.We reporthere
on resultsfrom two configurations consistingof UDP send-side
processingvithout checksummingwith bothamoderateandlarge
numberof connections.However the send-sideesultsfor TCP
alsoshowthesametrends.

Figure 10 showsthe differencein throughputthat threadssee
whensendingdatafor 384connectionsThecurvesplot percentiles
of perthreadthroughputasafunctionof thenumberof threadsThe
throughpushownis normalizedby theaveragehroughpuseerby
all threads. The dotted line in Figure 10, for example,shows
the normalizedthroughputsuchthat 75% of the threadsreceivea
throughputof lessthanor equalto the y-axis value. The spread
betweerthe curvesis thusa roughindicationof thedistributionof
perthreadthroughputseenby the numberof threadsindicatedby
thex-axis.
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Figure 10: UDP Send-SideThroughputper Threadfor 384 Con-
nections.

Figure 10 illustratesseveralinterestingaspectof the servets
behavior First, we notethattherecanbe a significantdifference
in the throughputseenby individual threads. For example,with
96 threadsthethreadreceivingthe highesthroughputeceivesap-
proximately 10 timesthe throughputreceivedby the threadwith
the lowestthroughput. We found this quite surprisingsincewith
96 threads 1500schedulingime quanta(in a 45-secondnterval),
and12processorgachthreadshouldhavereceivedapproximately
190 time quanta— long enoughto haveaveragedut the perfor
mancedifferencesonemight expectin the throughputsluring the
individual 30 mstime quanta.

Figurel0alsoillustratesthatthe differencesn throughputper
threadareminimizedwhenthereareonly 12 threads.Thus,from a
fairnessstandpointa smallernumberof threadss to be preferred.
Recall from our discussionof Figure 7, however that a smaller
numberof threadsesultsin lower throughput.For example with
384connectionsheaggregatéhroughputasindicatedn Figure7)
is2.0Gbpsand3.1Gbpsfor 12and384threadsrespectively Thus,
while 12 threadsprovidea fairer allocationof throughputamong
threadsthe aggregatéhroughpuis lower.

We were surprisedby the magnitudeof the unfairnessshown
in Figure 10, andwantedto understandts cause.As we will see,
the usertime givento threadsandthe latencyprocessingackets,
both appearto play a role in the unfair distribution of aggregate
throughputo individual threads.
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Figurell: UDP Send-SiddJserTime for 384 Connections.

Figurellshowsheuse timegiventothethreadcorrespmding
tothequartilesin Figure10 (labelledA throughD, andF). Theuser
time shownis normalizedby the averageusertime given to all
threads. We stressthat Figure 11 is not a quartile plot. Hence,
curvesin this figure cancross,asseenfor threadsB andD at 192
threads.The similarity in shapeandslopeof the curvesin Figures
10and11, atleastupto 96 threadssuggestshatthe schedulehas
somedeterminingeffect on fairnessin this region. However this
is nolongerthe casewith morethan96 threadssincethe usertime
for threadsB, C, D andF areall similarin thisregion,yet deliver
dramaticallydifferentthroughputasshownin Figure10).



Latency (microseconds)

Figure12: UDP Send-Sidd.atencyfor 384 Connections.

Figure 12 showsthe averageperpacketlatency seenby the
threadsin Figure 10 (labelledA throughF). Again, notethat Fig-
ure 12 is not a percentileplot. The most noticeablefeature of
Figure 12 is the dramaticdifferencein latencybetweenthreads,
whentherearea moderateor large numberof them. For example,
threadE (which correspondso the 4th percentilein throughput)
andF (which corresponds$o the minimum throughput) showdif-
ferencesof a factor of 2.3 to 6.3, at 96 threadsand above. This
suggestghat the distribution of perpacketlatency seenby the
threadshasa heavytail in thisregion. Onepossibleexplanatiorfor
this is the memoryreferencebehaviorduring protocolprocessing.
Thesdlifferencesn latencyhaveadramaticaffectontheperthread
throughputespeciallywhentherearemorethan96 threads.

We werealsointerestedn examiningthe fairnessbehaviorof
our protocolstackasthe numberof connectionsncreasedrom a
moderateo largesize. To compareour resultswith thosedescribed
above we usedthe sameprotocolstack(i.e., UDP send-sidewith-
out checksumming)the samerangeof threads(i.e., 12 to 384),
andagainmeasured/aluesover a 45-secondnterval. Figures13
through15 showthe fairnessbehaviorof our serversendingdata
over3072UDP connections We discusghesefiguresin order, as
before.

Figure 13 showspercentilef normalizedperthreadthrough-
put asa function of the numberof threadsfor 3072 connections.
Notethatthe differencesn perthreadthroughpuin thisfigureare
still significant(i.e., areup to a factorof 5), butarelessthanthose
in Figure 10, which exceeda factor of 10. In commonwith our
resultsfor fewer connectionsFigure 13 also illustratesthat the
differencesn perthreadthroughputareminimizedwhenthereare
only 12 threads.However this improvemenin fairnessbehavior
againcomesatthecostof aggre@tethroughput. Forexamplewhen
using384threadqat the extremeright of Figure13) theaggregate
throughputfrom Figure7 is 2.1 Gbps.However for 12 threadgat
thefar left of Figure13) theaggregatehroughpuis 1.7 Gbps.

Figures14 and15 againshowthe effect of usertime givento
threadsandaverageperpacketatency onthe perthreadthrough-
put. Figure14 showsthenormalizedusertime givento thethreads
correspondingo the quartilesin Figure13 (labelledA throughD,
andF). Thesimilarity in shapeandslopeof thecurvesin Figuresl3
and14, at leastup to 96 threadsagainsuggestshatthe scheduler

hassomedeterminingeffect on fairnessin this region. However
for morethan 96 threads.the schedulingbehavioragainhasless
impactonfairness.Figurel5showstheaverageerpacketatency
seenby thethreadsn Figure13 (labelledA throughF). The most
interestingeatureof Figurel5is thedropin averageerpacketa-
tencyfor thethreadwhich deliversthelowestthroughpu{(F), when
comparedvith thecorrespondingurvein Figurel2. Forexample,
with 384 connectiongndthe samenumberof threadstheaverage
perpacketlatencyfor threadF is roughly 2000microsecondg¢see
Figure12). For 3072connectionsind 384 threadsthe perpacket
latencyfor threadF is only 625 microseconds.In fact, over the
rangeof threadswe examined,the gap betweenthe latenciesof
the threaddeliveringthe 25th percentilethroughputD) and min-
imum throughput(F), is narrowedconsiderablyas the numberof
connectionssincreasedThus,while increasinghenumbeiof con-
nectionsassignedo thesamenumberof threadseducesggregate
throughputijt canimprovetheworst-caséatencybehavior

5 Conclusion

In this paper we haveshownthat connection-leveparallelproto-
col stacksscalewell with the numberof processorsand deliver
high throughputwhich is, for the mostpart, sustainedasthe num-
ber of connectionsncreases. For moderateto large numbersof
connectionsthe numberof threadsin the systemand the num-
ber of connectionsassignedo eachthreadare the key factorsin
determiningperformanceon a multiprocessar Choosingwhich
connection-leveparallelimplementatiorto useshoulddependon
whethertotal throughputor fairnessis moreimportant.

Our resultsshowthatthreadper connectiorparallelismyields
thebestaggregatéhroughput.Howeverthreadoerconnectioomay
notbefeasibleif thenumberof connectiongexceedshenumberof
threadghat canbe reasonablysupportedy a particularmultipro-
cessorIn this casethebestthroughpuis obtainedoy usingvirtual
processoperconnectiorandmaximizingthe numberof threadsn
thesystem.

We alsoexaminedhefairnessbehaviorof ourimplementation
by consideringboththerangeandvalueof perthreadthroughputs
andlatencies Ourresultsshowthatmatchinghenumberof threads
to thenumberof physicalprocessorsyhile schedulingconnections
assignedo eachthread(or virtual processorj)n around-robinman-
ner, yields the bestfairnessbehavior In thisimplementationthe
rangeof throughputsseenby different threadsfor a UDP-based
protocolstackis decreasedy a factor of five or more. However
an improvementin fairnessmay come at the cost of aggregate
throughput.

If an applicationneedsmaximalthroughputfrom a multipro-
cessorprotocol stack, amortizing perpacketcostsover multiple
packetsis worthwhile. In our implementationwe showedthat
yielding the virtual processoafter a burstof afew packetsather
than after every packetimprovedthroughputby up to 40%. Our
experimentso dateshowthatprocessingpacketsn burstsdoesnot
significantlyimpactfairnessverlongintervalsof time (45seconds
or more). However onewould expectthat this would not betrue
for shorterintervalsof time (e.g.,tensof milliseconds).We planon
investigatinghisin futureresearch.

Acknowledgments

We areindebtedto Larry Petersorand the x-kernelgroup at the
University of Arizonafor extendingtheir helpandhospitality Ed
MenzeandHilarie Ormananswereatountlesgjuestions Franklin
Reynoldsand Franco Travostinoof OSF; and Bill Fisher Neal
Nuckolls,GregChessonandBill Nowicki of SGlgaveusexcellent
suggestiongor improvingthis work. We aregratefulto Jim Salehi
andEric Brown for manyhoursof lively discussioraboutconnec-



100 % (A)
75 % (B) 144
--50 % (C)
25 % (D)
Al———4%@®
k] —-—-= Minimum (F)
(] .
o
f—: 1.5 12
© 7 o
g £
5 [
£ o
1 [%2]
Cg» 1.0 4 2
£ 10
Foo N
oS . ©
N £
= T <]
£ - 2
S 05
=z 08 0.8
0.0 — 0.6
T T T T T T TTTT T T T T T TTTT T . . T . . T
10 Thi‘goads 1000 10 100 1000
Threads
Figure13: UDP Send-Sid& hroughpuper Threadfor 3072Con- Figurel4: UDP Send-Sid&JserTime for 3072Connections.
nections.
700 —
600 —
o
©
C 500 —
o
(8]
(2]
SR
o
(8]
é 400 —
>
) -
c
]
B 300
200 —
100 —
T T T T T TTT] T T T T TTT]
10 100 1000
Threads

Figurel5: UDP Send-Sidd.atencyfor 3072Connections.



tion-levelparallelism.Theanonymouseviewergyreatlyimproved
the contentandpresentatiomf this paper Thanksalsoto Whitney
Harris and Paul Sorensorfor arrangingaccesgo a 20-processor
machine.

References

(1

(2]

(3]

(4]

(5]

(6]

(71

(8]

9]

[20]

(11]

[12]

(23]

[14]

[15]

[16]

M. L. Bailey, B. Gopal,M. A. PagelsL. L. PetersonandP. Sarkar
PathFinderapattern-basepacketlassifier In First USENIX Sympo-
siumon Operating Systems Design and I mplementation (OSDI), pages
115-123Monterey CA, Nov. 1994.

J. M. Bartonand N. Bitar. A scalablemulti-discipline, multiple-

processoschedulingrameworkfor IRIX. In IPPS’95 Workshop on

Job Scheduling Srategiesfor Parallel Processing, page®4—-40,Santa
BarbaraCA, Apr. 1995.

M. BjorkmanandP. Gunningbeg. Locking effectsin multiprocessor
implementation®f protocols.In SGCOMM Symposium on Commu-
nications Architectures and Protocols, pages74-83,SanFrancisco,
CA, Sept.1993.ACM.

K. C. Claffy, H.-W. Braun,andG. C. Polyzos. Internettraffic flow
profiling. TechnicalReportUCSD ReportCS93-328,SDSCReport
GA-A21526,Universityof Californaat SanDiego,March1994.

P. DruschelL. PetersonandB. Davie. Experiencesvith ahigh-speed
networkadaptor:A softwareperspectiveln SGCOMM Symposium

on Communi cations Architecturesand Protocols, page®—13,London,

England Aug. 1994.ACM.

P.DruschelndL. L. PetersonFbufs: A high-bandwidttcross-émain
transferfacility. In Proceedings of the Fourteenth ACM Symposiumon
Operating Systems Principles, pages189—-202,Asheville, NC, Dec.
1993.

M. GallesandE. Williams. Performanceptimizationsjmplementa-
tion, andverificationof the SGI ChallengemultiprocessarTechnical
report,Silicon Graphicsinc., Mt. View, CA, May 1994.

A. Gag. ParallelSTREAMS:a multi-processoimplementation.In
Proceedings of the Winter 1990 USENIX Conference, Washington,
D.C.,Jan.1990.

D. Giarrizzo,M. KaiserswerthT. Wicki, andR. C. Williamson. High-
speedparallel protocol implementation. First IFIP WG6.1/WG6.4
Inter national Workshop on Protocols for High-Speed Networks, pages
165-180May 1989.

M. W. Goldbeg, G. W. Neufeld,andM. R. Ito. A parallelapproach
to OSI connection-orientegrotocols. Third IFIP WG6.1/WG6.4 In-
ternational Workshop on Protocols for High-Speed Networks, pages
219-232May 1992.

N. C. HutchinsonandL. L. PetersonThe x-Kernel: An architecture
for implementingnetworkprotocols.|EEE Transactions on Software
Engineering, 17(1):64-76,)an.1991.

V. JacobsonR. Braden,and D. Borman. TCP extensiondor high
performanceln Network Information Center RFC 1323, pagesl-37,
Menlo Park,CA, May 1992.SRl International.

N. Jain,M. Schwartz,and T. R. Bashkow Transportprotocol pro-
cessingat Gbpsrates.In SGCOMM Symposium on Communications
Architectures and Protocols, pagesl88-199 PhiladelphiaPA, Sept.
1990.ACM.

J. Kay andJ. Pasquale Measurementanalysisandimprovemenif
UDP/IP throughputfor the DECStation5000. In Proceedings of the
Winter 1993 USENIX Conference, pages249—-258,SanDiego, CA,
1993.

O. G. Koufopavlouand M. Zitterbart. Parallel TCP for high per
formancecommunicatiorsubsystemsin Proceedings of the Global
Telecommunications Conference (GLOBECOM), pages1395-1399
1992.

T. F. LaPortaandM. Schwartz A high-speegbrotocolparallelimple-

mentation:Designandanalysis.Fourth IFIP TC6.1/WG6.4 Interna-

tional Conference on High Performance Networking, pagesl35-150,
Dec.1992.

10

[17]

(18]

[19]

[20]

[21]

[22]

(23]

[24]

[25]

[26]

[27]

(28]

[29]

(30]

(31]

(32

B.Lindgren,B. KrupczakM. Ammar, andK. SchwanAn architecture
andtoolkit for parallelandconfigurableprotocols.In Proceedings of
the International Conference on Network Protocols, pages234—-242,
SanFranciscoCA, Mar. 1993.

C. Maedaand B. N. Bershad. Protocolservicedecompositiorfor
high-performanceetworking.In Proceedings of the Fourteenth ACM
Symposium on Operating Systems Principles, pages244—-255,Dec.
1993.

S.McCanneandV. JacobsonTheBSD packeffilter: A newarchitec-
turefor userlevel packetcapture.ln Proceedings of the Winter 1993
USENIX Conference, page259-269,Jan.1993.

J.Mogul, R. Rashid,andM. Accetta. The packeffilter: An efficient
mechanisnfor userlevel networkcode. In Proceedings 11th Sym-
posium on Operating System Principles, pages39-51, Austin, TX,
November1987.

A. B. Montz, D. Mosbeger, S. W. O’'Malley, L. L. PetersonT. A.
ProebstingandJ. H. Hartman. Scout: A communications-oriented
operatingsystem.TechnicaReportTR 94-20,Universityof Arizona,
TusconAZ, Junel994.

E. Nahum,D. J. Yates,S. O'Malley, H. Orman,andR. Schroeppel.
Parallelizechetworksecurityprotocols.In Proceedingsof the Internet
Society Symposium on Network and Distributed System Security, San
Diego,CA, Feb.1996.

E.M. Nahum,D. J.YatesJ.F. Kurose,andD. Towsley Performance
issuedn parallelizedchetworkprotocols.In First USENIX Symposium
on Operating Systems Design and | mplementation (OSDI), pagesl 25—
137,Monterey CA, Nov. 1994.

A. N. Netravali,W. D. Roome,andK. Sabnani.Designandimple-
mentationof a high-speedransportprotocol. |IEEE Transactions on
Communications, 38(11):2010-224,Nov. 1990.

D. Presotto.Multiprocessostreamdor Plan9. In Proceedings of the
United Kingdom UNIX Users Group, Jan.1993.

J.D. Salehi,J. F. Kurose,andD. Towsley The performanceémpact
of schedulingor cacheaffinity in parallelnetworkprocessinglin In-
ternational Symposium on High Performance Distributed Computing
(HPDC-4), PentagorCity, VA, Aug. 1995.

J.D. SalehiJ.F. Kurose andD. Towsley Theeffectivenessf affinity-

basedschedulingin multiprocessometworking. In Proceedings of

the Conference on Computer Communications (IEEE Infocom), page
2C.2,SanFranciscoCA, Mar. 1996.

S.Saxena).K. PeacockF. Yang,V. Verma,andM. Krishnan.Pitfalls
in multithreadingSVR4 STREAMSand otherweightlessprocesses.
In Proceedings of the Winter 1993 USENIX Conference, pages85-96,
SanDiego,CA, Jan.1993.

D. C. SchmidtandT. Suda. Measuringthe performanceof parallel
message-basqatocessarchitectures.In Proceedings of the Confer-

ence on Computer Communications (IEEE Infocom), pages624—-633,
Boston,MA, Apr. 1995.

C. A. Thekkath,T. D. Nguyen,E. Moy, andE. D. Lazowska.Imple-
mentingnetworkprotocolsat userlevel. In SGCOMM Symposium
on Communications Architectures and Protocols, pages64—73, San
FranciscoCA, Sept.1993.ACM.

D. J. Yates, E. M. Nahum, J. F Kurose, and D. Towsley
Networking support for large scale multiprocessor servers.
Technical Report CMPSCI 95-83 (in preparation), URL =
ftp://gaia.cs.umass.edu/pulaté95Networkingps.Z, University of
Massachusettéymherst MA, Dec.1995.

M. Yuhara,B. N. Bershad,C. Maeda,and J. E. Moss. Efficient
packetdemultiplexingfor multiple endpointsandlarge messagesln
Proceedings of the Winter 1994 USENIX Conference, Jan.1994.



