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Abstract

Over thenextseveralyearstheperformancedemandson globally
availableinformationserversareexpectedto increasedramatically.
Theseserversmustbecapableof sendingandreceivingdataover
hundredsor eventhousandsof simultaneousconnections.In this
paper, weshowthatconnection-levelparallelprotocols(wheredif-
ferentconnectionsareprocessedin parallel)runningon a shared-
memorymultiprocessorcandeliverhighnetworkbandwidthacross
a largenumberof connections.

We experimentallyevaluateconnection-levelparallel imple-
mentationsof bothTCP/IPandUDP/IPprotocolstacks.We focus
on threequestionsin ourperformanceevaluation:howthroughput
scaleswith thenumberof processors,how throughputchangesas
thenumberof connectionsincreases,andhow fairly theaggregate
bandwidthis distributedacrossconnections.We show how sev-
eral factorsimpactperformance:the numberof processorsused,
the numberof threadsin the system,the numberof connections
assignedto eachthread,andthetypeof protocolsin thestack(i.e.,
TCPversusUDP).

Our resultsshowthatwith carefulimplementationconnection-
level parallelprotocol stacksscalewell with the numberof pro-
cessors,anddeliver high throughputwhich is, for the mostpart,
sustainedasthenumberof connectionsincreases.Maximizing the
numberof threadsin the systemyields the bestoverall through-
put. However, thebestfairnessbehavioris achievedby matching
thenumberof threadsto thenumberof processorsandscheduling
connectionsassignedto threadsin a round-robinmanner.

1 Introduction

Overthenextseveralyearsintegratedservicesnetworkconnectivity
will continueto expandrapidly. At thesametime, theinformation
availablevia the Global Information Infrastructure(GII) will be-
comemorebandwidthintensiveastext-only informationsources
are augmentedwith voice, video, and imagedata. In combina-
tion, thesefactorswill dramaticallyincreasethe performancere-
quirementsfor large scaleinformationservers.Examplesinclude
serversfor public information(e.g.,digital librariesor government
informationsources),video-on-demand,andhigh-performancefile
systems.Serversfor suchapplicationsmustsendor receiveinfor-
mation at high throughput,which must be sustained(or allowed
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to degradegracefully)in thepresenceof largenumbersof connec-
tions. In continuous-mediaapplications,suchasvideo-on-demand,
it is alsoimportantthatconnectionsreceivetheir “fair share”of the
overallthroughputin orderto provideconsistentquality of service
to endusers.

Maintaininghighperformancewhile supportinglargenumbers
of connectionsis importanttoanyinformationserver. A naturalway
to accomplishthis is by exploitingtheinherentparallelismamong
connections.Connection-level parallelism associatestheprotocol
processingrequiredby connectionswith individual processesor
threads.On a shared-memorymultiprocessor, performancegains
canberealizedover multipleconnectionsbyexecutingthesethreads
concurrentlyon differentprocessors.

Previouswork on connection-levelparallelismcanbefoundin
[8, 25, 28, 29]. In particular, SchmidtandSuda[29] haveshown
goodscalabilityof the receive-sidedatapath in connection-level
parallelism,usinga threadfor eachconnection,on a 20-processor
SunSPARCCenter2000.

In thispaper, weexperimentallyevaluateconnection-levelpar-
allelismin anumberof previouslyunexamineddimensions.Wefo-
cusonthreequestionsin ourperformanceevaluation:howthrough-
putscaleswith thenumberof processors,howthroughputchanges
asthenumberof connectionsincreases,andhow fairly theaggre-
gatebandwidthis distributedacrossconnections.Specifically, we
showthefollowing:

� We presentan implementationthat allows us to vary the
availableconcurrencyin connection-levelparallelism,and
evaluatetheimpactthis hasonperformance.

� Wedemonstratethatconnection-levelparallelismscaleswell
with thenumberof processors,for bothsendingandreceiving
data.

� We showthat threadperconnection(whereconnectionsare
assignedto threads)providesbetter aggregatethroughput
than processorper connection(where connectionsare as-
signedto processors).

� Whentherearemoreconnectionsthanavailablethreads,we
find that the bestthroughputis achievedby usingasmany
threadsaspossible.

� We showthat aggregatethroughputis sustainedwell asthe
numberof connectionsis increasedby morethantwo orders
of magnitude,thusdemonstratinggracefuldegradation.

� We find that thedistributionof aggregatethroughputacross
connectionscanbeunfair, andthatthis is directlyaffectedby
theexecutiontimeallocatedto threadsby thescheduler, and
by theper-packetlatencyseenby eachthread.

� Finally, we demonstratethat processorper connectionpro-
videsbetterfairnessthanthreadperconnection.
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Ourevaluationof connection-levelparallelismis performedfor
both TCP/IPandUDP/IP protocolstacks,implementedusingthe
x-kernel[11]. Our implementationrunsin userspaceon ashared-
memorySiliconGraphics(SGI) Challengemultiprocessor[7].

Severalother approachesto parallelizing network protocols
havealsobeenproposedandarebriefly describedhere;morede-
tailed surveyscan be found in [3, 10]. Functional parallelism
decomposesfunctionswithin a protocolstackandassignsthemto
processingelements. Examplesinclude [15, 16, 24]. In layered
parallelism, protocolsareassignedto specificprocessors,andmes-
sagesarepassedbetweenlayersthroughinterprocesscommunica-
tion. Parallelismgainscanbeachievedmainly throughpipelining
effects,asshownin [9]. Packet-level parallelism associatespro-
cessingwith eachindividual packet,achievingspeedupbothwith
multiple connectionsand within a single connection. Examples
include[3, 10,13,23].

Theremainderof thepaperis structuredasfollows: Section2
providesbackgroundon connection-levelparallelism. Section3
discussesour implementationof connection-levelparallelism,and
describesour experiments. In section4 we presentour results.
Finally, section5 summarizesthepaper.

2 Connection-Level Parallelism

Connection-levelparallelismis essentiallythe synthesisof two
ideas: the first is extendingthe notion of a connectionthrough
the entireprotocolstack,evendown to the device;the secondis
runningthesemultipleconnectionsin parallel.
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Figure1: ProtocolStackConfigurations

Figure1(a)showsa conventionalprotocolstack,whereproto-
colsandconnectionsaremultiplexedontopof otherprotocolsand
connections.In thisfigure,aTCPconnectionandaUDPconnection
multiplex the IP protocol. On the receivepath,IP demultiplexes
incomingpacketsto theappropriateprotocol.

Figure 1(b) showsa connection-levelparallel protocolstack.
In this example,theTCPandUDPconnectionsextendall theway
downto thedevice.Protocolsareconceptuallyreplicated,andmul-
tiplexing occursat the lowest layer of the protocolstack. On the
receivepath,a packetis immediatelydemultiplexedto theappro-
priateconnection.This demultiplexingis performedby a packet
filter or classifier[1, 19,20, 32].

Givenasetof connections,threads,andprocessors,theassign-
mentormappingbetweenthemcanbedonein anumberof different
ways.Choosingamappingdefinesthegranularityof aconnection-
level parallelimplementation.Previouswork on connection-level
parallelism[8, 25, 28, 29] hasfocusedon relativelystaticassign-
mentsof connectionsto processes.Onenovelaspectof our imple-

mentationis thatit allowsusto vary themappingbetweenproces-
sors,connections,andthreads.We introducetheabstractionof a
virtual processor,whichallowsusto varythisassignment,andthus
examinehowstructuralchoicesaffect performance.
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Figure2: Approachesto Connection-LevelParallelism

Thesimplestandmostcoarse-grainedapproachto connection-
level parallelismis processor per connection (PPC),which asso-
ciateseachconnectionwith an individual processor. Figure2(a)
showsan examplewhere8 connectionsaremappedto 2 threads,
which areeachboundto their own processor. Ovalsin this figure
denoteunitsof concurrency. Thus,only onethreadat a time can
performprotocolprocessingfor eachof the2 setsof 4 connections
in Figure2(a). PPChasthe advantageof simpleimplementation,
but may not balanceload well when someconnectionsaremore
activethanothers.

Themostfine-grainedapproach,thread per connection (TPC),
makeseachconnectionits own unit of concurrency. Figure2(b)
showsan exampleof TPC with 8 connectionsand 8 threadsfor
sendingdata.Thesethreadsarefreeto executeoneitherof thetwo
processors,andperformprotocolprocessingon behalfof any of
theconnections.In practice,however, eachconnectionis typically
associatedwith an individual thread[8, 28]. While TPC allows
easyload balancing,it may not scalewell with large numbersof
connections,sinceeachthreadmustbeallocatedresources(suchas
a threadcontrolblockandastack).

Our implementationfacilitatesvaryingthemappingof connec-
tions to threadsandprocessorsby usingvirtual processors.Con-
nectionsare assignedto virtual processors,rather than physical
processorsor threads,in what we call virtual processor per con-
nection (VPPC). Insteadof a connection,the notion of a virtual
processor(which correspondsto oneor moreconnections)is ex-
tendeddownthroughtheprotocolstack,all theway to thedevice.
Figure2(c)showsanexamplewhere8 connectionsareassignedto
4 virtual processorson 2 physicalprocessors.As with threadper
connection,threadsare free to executeon eitherof the two pro-
cessors,andperformprotocolprocessingon behalfof connections
assignedto any of the four virtual processors.If the numberof
virtual processorsis thesameasthenumberof connections,VPPC
yields the same(maximal)concurrencyasthreadper connection.
If thenumberof virtual processorsmatchesthe numberof physi-
calprocessors,(andthreadsarewiredto physicalprocessors),then
VPPCis equivalentto PPC.

Another way of thinking of VPPC is that it extendsthread
perconnectionto supportmultiplexingasetof connectionsontoa
pool of threads,wherethenumberof threadscanbevaried. This
becomesimportantif oneconsidersa serversupportingthousands
of connections.Sinceeachthreadrequiresresources(andincreases
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thecostof scheduling),it is easyto imaginethatTPCwon’t scale
aswell
 asVPPC(or evenPPC)undersuchconditions.

At first glance,avirtual processormayseemsynonymouswith
a thread,however, thereareimportantdifferences.A virtual pro-
cessordefinesa unit of concurrency, not a specificthread. For
example,on the sendside, an applicationthreadmight be “bor-
rowed” to run on a virtual processorin orderto deliverdatato the
device.Conversely, on thereceiveside,a threaddispatchedfrom a
lower layer in theprotocolstackwould run on a virtual processor
to deliverdatato theapplication.

3 Implementation and Experiments

In orderto studythe performanceof connection-levelparallelism
(CLP), we haveimplementedmultiprocessorversionsof the core
Internetprotocols(TCP, UDP and IP) over FDDI, running in a
versionof thex-kernelwhich wasextendedto supportCLP. This
sectiondescribestheimportantfeaturesof ourparallelizedx-kernel
and protocols. In the last part of this section,we describeour
experimentaldesign.

3.1 Connection-Level Parallel x-Kernel

In ourimplementationof connection-levelparallelism,concurrency
control is accomplishedby having a semaphorefor eachvirtual
processor. To executeprotocolcodeonavirtualprocessor,a thread
mustacquiretheappropriatesemaphore.Oncerunningonavirtual
processor, a threadrunsto completion,asin the original x-kernel
[11].

Oneinnovativefeatureof our implementationis that thereare
no locks on the fast path through the protocol stack, on either
the sendor receiveside (oncepacketshavebeendemultiplexed
to theappropriatevirtual processor).This is in contrastto earlier
implementations[3, 23, 25, 29] in whichdatastructuresarelocked
on thefastpath. We accomplishthis by replicatingdatastructures
on a per virtual processorbasiswherepossible. Thus, threads
which requireexclusiveaccessto an objectmerely look up their
currentvirtual processoridentifier, anduseit to indexinto anarray
of replicatedobjects. Locking is not necessarysince only one
threadat a timecanbeexecutingon a particularvirtual processor.
Examplesof datastructureswhichwe areableto replicateinclude
x-kerneldemultiplexinghashtables,TCPsendbuffer freelists,and
IP datagramidentifiercounters.

It is importantto point out that not all datastructurescanbe
replicated. For example,TCP connectionsmustbe uniquely in-
stantiated.Thus,our CLP implementationrequiresa packetfilter
mechanismto demultiplexreceivedpacketsto theappropriatevir-
tual processorfor a TCP (or UDP) connection.Packetfilters are
becomingmorepopular(andefficient [1, 32]) in contemporaryop-
eratingsystemssinceearlydemultiplexingyieldsother performance
gains.Forexample,depositingreceivedpacketsdirectlyintoappli-
cationbuffersavoidscopyingdata[5, 18, 30]. Our useof apacket
filter, to demultiplexto the appropriatevirtual processor, simply
leveragesthisexistingmechanismfor anadditionalpurpose.

3.2 Connection-Level Parallel Protocols

Our Internetprotocolsareall basedontheuniprocessorimplemen-
tationsdistributedwith theDecember1993versionof thex-kernel.
In addition to modifying them for connection-levelparallelism,
we madetwo other importantchangesto theseprotocols. First,
we updatedtheTCPcodeto be currentwith theBerkeley4.4Lite
implementation,excluding the RFC 1323 extensions[12]. We
alsoreplacedtheInternetchecksumcodewith thefastestavailable
portablealgorithmthatwe wereawareof, which wasfrom UCSD
[14].

We also implementeda connection-levelparallel version of
UDP. EventhoughUDP is a connectionlessprotocol,we consider
long termassociationsbetweenasenderandreceiverto bea “con-
nection”,orflow [4]. A UDPassociationisusedtomapconnections
to virtual processors,andprovidesa handlefor demultiplexing,in
thesamefashionasTCP.

Sincewe did not haveaccessto a devicewhich matchesthe
performanceof ourprotocols,we replacedthelowestlevel drivers
in the x-kernel with in-memorydevicedrivers for both the TCP
andUDP protocolstacks.ThedriversemulateanFDDI interface
capableof operatingat memoryspeeds(i.e., muchfasterthan100
Mbps),andsupporttheFDDI maximumtransmissionunit (MTU)
of slightly over4KB. Thisapproachis similar to thethoseusedby
otherresearchers[3, 10,17,23,29].

In ourexperiments,weassumethataconnectionalwayshasdata
to send(i.e.,eachconnectionis aninfinite datasource).Therefore,
thedriversactaspeersendersor receivers,producingorconsuming
packetsasfastaspossible.Thissimulatesthebehaviorof acollec-
tion of clientssendingor receivingdataoversimplexconnections
routed throughan error-free network. To minimize experimen-
tal perturbation,thereceive-sidedriver usespreconstructedpacket
templates.Tosimulateanactualsender, thisdrivershouldcompute
theInternetchecksumandupdatethetemplate(for TCP).Instead,a
dummychecksumvalueis left in thetemplateandtheTCPor UDP
receiverscomputethechecksum,but ignoretheresult.
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Figure3: TCPSend-SideConfiguration

Figure3showsanexampleof atestconfiguration.Theexample
is of a send-sideTCP throughputtest, where a simulatedTCP
receiversits below the FDDI layer. The simulatedTCP receiver
generatesacknowledgementsfor packetssentby theactualsenders.
The driver acknowledgeseveryotherpacketfor eachconnection,
thusmimickingthebehaviorof BerkeleyTCPwhencommunicating
with itself asa peer. Sincespawningthreadsis expensivein user
spacein IRIX, thedriver “borrows” thestackof acalling threadto
sendanacknowledgementbackup.

TheTCPreceive-sidedriver (i.e., simulatedTCPsender)pro-
ducespacketsin-orderfor consumptionbytheactualreceiver. Both
simulatedTCPdriversalsoperformtheir respectiverolesin setting
up aconnection.

3.3 Experimental Design

To evaluateourCLP implementation,we ranexperimentsfor both
TCP/IPandUDP/IP protocolstacks. In addition to the protocol
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stackbeingmeasured,severalotherparametersdefinean experi-
ment:� the numberof physicalprocessors,virtual processors,and
connections;whetherthemultiprocessoris thesenderor receiver;
andwhetheror not thechecksumis computed.

Thethroughputdatafrom eachexperiment(bothaggregateand
per-connection)arecalculatedfrom theaverageof 12 runs,where
a run consistsof measuringthesteady-statethroughputof packets
carrying4KB of userdatafor 45 seconds,afteran initial warmup
periodof 45secondsor more.Forall datawepresentin figures,we
show90%confidenceintervals. During experiments,we isolated
ourmachineasmuchaspossibleby disallowingotheruseractivity
andremovingall non-essentialdaemons.Wenowdiscusssomeof
themoresubtleaspectsof ourexperiments.

Our experimentsusea threadfor eachvirtual processorto pro-
duceandsendor receivepackets. The protocolprocessingasso-
ciatedwith connectionsassignedto the samevirtual processoris
performedin a round-robinmanneramongconnections,with the
unit of work beingtheprocessingneededto bring a singlepacket
(or a burst of packets)up or down the protocolstack. Between
processingeachunit of work, the virtual processoris yielded to
allow othertasks(e.g.,TCPtimers)to runonthatvirtual processor.
However, theschedulingof threadsrunningon virtual processors
is controlledby theIRIX operatingsystem.

In someof our results,we presentaverageper-packetlatency
(as well as throughput)over the 45-secondsamplingperiod, for
eachindividualthread.WecomputelatencyusingLittle’s law from
themeasuredthroughputfor thethread,theactualwall-clock time,
andtheusertimegivento thethreadby theoperatingsystem.The
user time for a threadrepresentsthe time spentexecuting,and
thereforeprocessingpackets,in userspace. This is obtainedby
makingagetrusage() systemcall at thebeginningandendof
thesamplingperiod.

It is well knownthatmemoryreferencebehaviorcanbecrucial
in determininghowasystemperformswhenrunningonamultipro-
cessor. Wecontrolthememoryreferencebehaviorof ourprotocols
in severalways. First, to capturethecostof loadingpacketswith
userdata,eachsendingconnectioncopiesdatafrom astaticallyal-
located4KB pagetoapage-alignedx-kernelcommunicationbuffer.
For receivingconnections,thecopyis performedin thereversedi-
rection. Other than this copy, we do not attemptto captureany
computationor memoryreferencesassociatedwith anapplication.

For send-sideexperiments,we alwayscachecommunication
buffersin LIFO lists. Theselistsaremaintainedpervirtual proces-
sor, andthereforerequireno locks.This techniquehasbeenshown
to improvethroughputin protocolstacksrunningonauniprocessor
[6]. This meansthat our send-sideexperimentsmeasureeithera
cache-to-cacheor a memory-to-cachecopy dependingon the fate
of the“application”databuffer in thecaches.

For receive-sideexperiments,it is unreasonableto assumethat
userdatawill be in the cache,so we wire threadsto processors
andforceany userdatareferencedfor thefirst time to be fetched
from memoryandnot from processorcaches.To implementthis,
threadsallocatereceive-sidebuffers (pages)from a per physical
processorcircular list which is twice aslarge asthe second-level
cacheson our multiprocessor. Unfortunately, managingthis list
introduceslocking overhead,which unfairly penalizesthroughput
experimentswheretherearemorevirtual thanphysicalprocessors.
We thereforeonly presentreceive-sideresultsfor processorper
connection.

In experimentswherewevarythenumberof processors,weuse
IRIX’spset facility, whichrestrictsthethreadsin aprocessgroup
to runningon asubsetof processors.

4 Results

We reportresultsfrom an evaluationof our connection-levelpar-
allel implementationalongthreedifferent dimensions. First, we
examinehow aggregatethroughputscalesasthe numberof pro-
cessorsincreases.Second,weexaminehow throughputis affected
by the numberof connections.Finally, we investigatehow fairly
the total throughputis distributedacrossbothmoderateandlarge
numbersof connections.

To quantify fairness,we measurethethroughputseenby each
virtual processor, andcomputepercentilesbetweenthemaximum
andminimumthroughputs.Sinceour fairnessexperimentsusea
singlethreadper virtual processor, our resultsrefer to per-thread
throughput,or throughputper thread. In contrast,we refer to ag-
gregate(or total) throughputasjust throughput.

4.1 Throughput Scalability with Respect to Processors

To evaluatehow throughputscaleswith thenumberof processors
weranexperimentsvaryingthenumberof physicalprocessorsfrom
1 to 20,andboundasingleconnectionto eachprocessorusingour
processorperconnectionimplementation.

Figure4 showsthroughputversusnumberof processors(and
connections)for both TCP and UDP protocol stacks. In these
experimentsbuffers are “written” on the sendsideby repeatedly
copyinga 128byte(thesizeof asecond-levelcacheline) memory
buffer into the4KB of userdata,and“read” on thereceivesideby
repeatedlycopyingportionsof theuserdatainto a128bytebuffer.
The checksumis also computedon packets. Virtual processor
per connection(VPPC)andthreadper connection(TPC) dataare
omittedfrom Figure4 sinceall threeschemesyield essentiallythe
sameperformancein thisscenario.Notethatthroughputis highest
for UDP send-sideprocessingand lowest for TCP receive-side
processing.

Figure5 showsspeedupcorrespondingto the throughputdata
presentedin Figure4. Herespeedupis throughputnormalizedby
thecorrespondingsingleprocessorthroughput.Notethatin all four
experimentsspeedupis linear, and in the rangeof 14 to 17 at 20
processors.
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Figures4 and5 givecompellingevidencethatconnection-level
parallelprotocolstacks(evenwith TCP)canscalewith thenumber
of processors.Theseresultsareconsistentwith thosereportedin
[29], which focus on the receiveside for threadper connection
parallelism.We extendtheir resultsin two significantways. First,
our UDP andsend-sideTCPresultsarenew. Second,our receive-
side resultsinclude the cost of fetching userdatafrom memory,
overthesystembus,thefirst time it is touched.

The datapresentedin Figures4 and5 wereall gatheredon a
20-processor150MHz SGIChallenge.Unfortunately, weonlyhad
short-termaccessto thismachine,sothethroughputdatapresented
hereshouldnot be directly comparedwith dataelsewherein the
paper, whichweregatheredona12-processor100MHz Challenge.

4.2 Throughput Sustainability with Respect to Connec-
tions

Tomeasuretheimpactof addingconnectionsontheoverallthrough-
put,weranexperimentsvaryingthenumberof connectionsrunning
on a 12-processormachinefrom 12 to 3072. We alsovariedthe
granularityof parallelismfromcoarse(processorperconnection)to
fine (threadperconnection).We wantedto determinewhetherin-
creasingparallelism(by multiplexingfewerconnectionsontomore
virtual processors)is beneficial,becauseof increasedscheduling
flexibility and improved locality of memory reference,or detri-
mental,becauseof theoverheadof usingmorevirtual processors.
Comparingthe throughputof different implementationswith the
samenumberof connectionsanswersthisquestion.

In theseexperiments,threadsarenotwiredtoprocessors.Thus,
the resultspresentedherearefor threadper connection(TPC) or
virtual processorper connection(VPPC),evenwhen the number
of virtual processorsis thesameasthenumberof physicalproces-
sors.We foundthatin all experimentswiring threadsto processors
decreasedthe aggregatethroughput. In someconfigurationsthis
decreasewasasmuchas50%. Furthermore,theversionof IRIX
we usedschedulesthreadsfor cacheaffinity [2], which hasbeen
shownto benefitconnection-levelparallelism[26, 27].

Figure6 showsthe throughputof our multiprocessorsending
dataon 12 to 3072TCPconnections,wherethechecksumis com-
puted.Figure7 showsthecorrespondingresultsfor our UDP pro-
tocolstack,without checksumming.WhereVPPCdataareshown,

the numberof virtual processorsis indicatedby � in the legend.
We alsoconductedexperimentsusingbetween12 and384virtual
processors(not shownin thesefigures)andfoundtheseconfigura-
tionsto yield throughputvalueswhichgenerallylie betweenthose
shown. It is worth noting that the curvesfor threadper connec-
tion stopat 384 connectionssinceIRIX only allows a maximum
of 512 threadsin a processgroupto sharean addressspace.We
wereunableto useeverythreadfor sending(or receiving)data,and
thereforelimited thenumberof protocolprocessingthreadsto 384.
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Severalconclusionscanbedrawnfromthedatain Figures6and
7. Thethroughputfor bothTCPandUDPis sustainedsurprisingly
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well asthe numberof connectionsincreases.For example,using
384 virtual) processors,the overall throughputfor TCP send-side
processingonlydegradesfrom960Mbpsto800Mbpsasthenumber
of connectionsincreasesfrom 384 to 3072. Furthermore,with
more than12 connectionsusingthe maximumnumberof virtual
processors(i.e., usingTPC or VPPCwith 384 virtual processors)
yieldsthebestthroughput.Usingmorevirtual processorsalsohas
theadvantagethatit pushesoutthepointatwhichthroughputstarts
to degrade.Specifically, for 12 virtual processors,the throughput
startsto degradeimmediately(going from 12 to 24 connections),
while for TPC,thethroughputdoesnot degradeuntil thereare96
active connections. This is encouragingsinceunderconditions
whereconnectionsourcesdonothaveaninfinite amountof datato
send(i.e.,areoccasionallyidle), theschedulingflexibility gainedby
increasingthenumberof virtualprocessorswidenstheperformance
improvementover thatachievedby usingfewervirtual processors
[27, 31].

Figures6 and7 alsoshowasurprisingresult: thethroughputof
TCP is lesssensitiveto an increasein the numberof connections
than that of UDP. We suspectthat this is becausethe codepath
for sendingpacketsoverUDPconnectionsis shorterthanthecode
pathfor TCPconnections,makingtheUDP resultsmoresensitive
to conflictsin thecacheson themultiprocessor. Thisphenomenon
hasbeenobservedby othersonauniprocessor[21].
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So far we havepresentedresultsonly for experimentswhere
themultiprocessoris thesender. However, for applicationssuchas
high-performancefile service(which typically runontopof UDP),
it is alsointerestingto examinethecasewherethemultiprocessoris
thereceiver. Whenclientswrite to filesontheserver, it is likely that
consecutivepacketsarrivequickly enoughthattheirprocessingcan
beamortizedoverasinglevirtualprocessoryield. If eachreceiving
threadyieldsthevirtual processorafterprocessingtwo packets,the
unit transferedis 8KB, a typical disk block sizefor networkedfile
systems.Werefer to processingmultiple packetsbetweenasingle
virtual processoryield asprocessingpacketsin “bursts”. Thus,a
single packetis processedif the burst size is one, and a pair of
packetsareprocessedif theburstsizeis two, etc. Amortizingwhat
arenormallyper-packetcostsovermultiplepacketsisawell known
techniquefor improvingnetworkingperformance.

Figure8 showsprocessorperconnection(PPC)throughputfor
a UDP receiver, wherethe burstsizeusedby eachconnectionis
eitheroneor two,andthechecksumisnotcomputed.Recallthatthe
mechanismto ensurethatapplicationdatais fetchedfrom memory
asit is first touchedaddssufficient overheadthatcomparisonwith
a greaternumberof virtual processorsis difficult. However, for
up to 96 virtual processorsthe resultsareall comparableto those
shownfor PPC.Comparingthe dottedline in Figure 8 with the
dashedvirtual processorperconnectioncurvein Figure7 (for � =
12) indicatesthat theUDP receivesidethroughputdegradesmore
gracefullythanthe sendside,againsuggestingthat the resultsin
Figure7 arein partdueto theimpactof cachebehavioron UDP’s
send-sidecodepath.Figure8 alsoshowsthatthroughputimproves
up to 20%by processingreceivedpacketsin pairs.

Wealsoinvestigatedthebenefitsof amortizingmultiplepacket
transfersoverasinglevirtualprocessoryield (i.e.,processingpack-
ets in bursts)on the sendside. This strategyis applicablein any
situationwherethe size of dataobjectsbeing transferedis large
relativeto theMTU for thenetwork(e.g.,imagefiles). However,
this strategymay not be applicableif the latencyof sendingdata
objectsis crucial(e.g.,packetvoiceor video). Sincesomesimple
experimentsshowedthatthis techniqueyieldsdiminishingreturns,
we fixed the burst size at 16 packets(64KB) for our send-side
experiments.
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Figure 9: Impact of ProcessingPacketsin Burstson Send-Side
AggregateThroughput.

Figure 9 comparesthroughputfor the maximum numberof
virtual processors(i.e.,TPCor VPPCwith 384virtual processors)
usingaburstsizeof 16 with ourpreviousresultsfor aburstsizeof
one(seeFigures6and7). Notethatthethroughputimprovesby 10-
20%for TCPandupto 40%for UDP. Foraburstsizeof 16,thegap
betweenthethroughputcurvesfor 12and384virtual processorsin
Figure6isnarrowed.In fact,it becomesinsignificantat384ormore
connectionsfor TCP. Thissuggeststhatusingburstswhenthereare
a large numberof active connectionsdecreasesthe performance
impactof thenumberof virtual processorsin thesystem.

4.3 Fairness

In the resultswe havediscussedso far, the throughputmeasure
of interesthasbeentheoverall,aggregate throughputof all of the
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connections.Anotherimportantmeasureof performance,however,
is the
 throughputseenby individual connections. Recall that our
experimentsusea singlethreadfor eachvirtual processorto send
or receivepackets.Furthermore,processingof packetsfor connec-
tionsassignedto thesamevirtualprocessorisperformedin around-
robin manner. Thus,anydifferencein throughputfor connections
assignedto thesamevirtual processoris atmostonepacket’sworth
of dataover the samplinginterval (i.e., 45 seconds).We exploit
this fact to presentfairnessresultsfor per-threadthroughputrather
than per-connectionthroughput. In describingtheseresults,we
will usethe term“thread” to meanthethreadperformingprotocol
processingon avirtual processor.

Clearly, theextentto which a thread receivesits fair shareof
the total throughputis influencedby themannerin which threads
arescheduledby IRIX. With , threads,onemight be temptedto
assumethateachthreadreceivesapproximately-/.0, (i.e., roughly
its “fair share”)of this aggregatethroughput,particularlywhenthe
per-threadthroughputis measuredovera sufficiently long period
of time. As we will see,however, our resultsshowtherecanbe
significantdifferencesin theper-threadthroughput.

Wequantifywhetherourprotocolimplementationsaredistribut-
ing aggregatethroughputfairly by measuringthe throughputseen
by eachthreadandcomputingpercentilesof theper-threadthrough-
puts,betweenthemaximumandminimumvalues.We reporthere
on resultsfrom two configurations,consistingof UDP send-side
processingwithoutchecksumming,with bothamoderateandlarge
numberof connections.However, the send-sideresultsfor TCP
alsoshowthesametrends.

Figure10 showsthe differencein throughputthat threadssee
whensendingdatafor 384connections.Thecurvesplot percentiles
of per-threadthroughputasafunctionof thenumberof threads.The
throughputshownis normalizedby theaveragethroughputseenby
all threads. The dotted line in Figure 10, for example,shows
thenormalizedthroughputsuchthat 75%of the threadsreceivea
throughputof lessthanor equalto the y-axis value. The spread
betweenthecurvesis thusa roughindicationof thedistributionof
per-threadthroughputseenby thenumberof threadsindicatedby
thex-axis.
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Figure10: UDP Send-SideThroughputper Threadfor 384 Con-
nections.

Figure10 illustratesseveralinterestingaspectsof the server’s
behavior. First, we notethat therecanbe a significantdifference
in the throughputseenby individual threads. For example,with
96threads,thethreadreceivingthehighestthroughputreceivesap-
proximately10 timesthe throughputreceivedby the threadwith
the lowestthroughput. We found this quite surprisingsincewith
96 threads,1500schedulingtime quanta(in a 45-secondinterval),
and12processors,eachthreadshouldhavereceivedapproximately
190 time quanta– long enoughto haveaveragedout the perfor-
mancedifferencesonemight expectin the throughputsduring the
individual30 mstimequanta.

Figure10 alsoillustratesthat thedifferencesin throughputper
threadareminimizedwhenthereareonly 12 threads.Thus,from a
fairnessstandpoint,a smallernumberof threadsis to bepreferred.
Recall from our discussionof Figure 7, however, that a smaller
numberof threadsresultsin lower throughput.For example,with
384connections,theaggregatethroughput(asindicatedin Figure7)
is2.0Gbpsand3.1Gbpsfor 12and384threads,respectively. Thus,
while 12 threadsprovidea fairer allocationof throughputamong
threads,theaggregatethroughputis lower.

We weresurprisedby the magnitudeof the unfairnessshown
in Figure10, andwantedto understandits cause.As we will see,
theusertimegivento threads,andthe latencyprocessingpackets,
both appearto play a role in the unfair distributionof aggregate
throughputto individual threads.

N
or

m
al

iz
ed

 U
se

r 
T

im
e

Threads
110 100 1000

0.6
 

0.8
 

1.0

1.2

1.4

F
7D8C
9B:A

Figure11: UDPSend-SideUserTimefor 384Connections.

Figure11showstheuser timegiventothethreadscorresponding
to thequartilesin Figure10(labelledA throughD, andF).Theuser
time shownis normalizedby the averageuser time given to all
threads. We stressthat Figure 11 is not a quartileplot. Hence,
curvesin this figurecancross,asseenfor threadsB andD at 192
threads.Thesimilarity in shapeandslopeof thecurvesin Figures
10 and11,at leastupto 96threads,suggeststhattheschedulerhas
somedeterminingeffect on fairnessin this region. However, this
is no longerthecasewith morethan96threads,sincetheusertime
for threadsB, C, D andF areall similar in this region,yet deliver
dramaticallydifferentthroughput(asshownin Figure10).
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Figure12: UDPSend-SideLatencyfor 384Connections.

Figure 12 showsthe averageper-packetlatencyseenby the
threadsin Figure10 (labelledA throughF). Again, notethatFig-
ure 12 is not a percentileplot. The most noticeablefeatureof
Figure 12 is the dramaticdifferencein latencybetweenthreads,
whenthereareamoderateor largenumberof them. For example,
threadE (which correspondsto the 4th percentilein throughput)
andF (which correspondsto theminimumthroughput),showdif-
ferencesof a factor of 2.3 to 6.3, at 96 threadsandabove. This
suggeststhat the distribution of per-packet latency seenby the
threadshasaheavytail in this region.Onepossibleexplanationfor
this is thememoryreferencebehaviorduringprotocolprocessing.
Thesedifferencesin latencyhaveadramaticaffectontheper-thread
throughput,especiallywhentherearemorethan96threads.

We werealsointerestedin examiningthe fairnessbehaviorof
our protocolstackasthenumberof connectionsincreasedfrom a
moderateto largesize.To compareourresultswith thosedescribed
above,weusedthesameprotocolstack(i.e.,UDPsend-side,with-
out checksumming),the samerangeof threads(i.e., 12 to 384),
andagainmeasuredvaluesovera 45-secondinterval. Figures13
through15 showthe fairnessbehaviorof our serversendingdata
over3072UDP connections.We discussthesefiguresin order, as
before.

Figure13 showspercentilesof normalizedper-threadthrough-
put asa function of the numberof threads,for 3072connections.
Notethatthedifferencesin per-threadthroughputin thisfigureare
still significant(i.e., areup to a factorof 5), butarelessthanthose
in Figure10, which exceeda factor of 10. In commonwith our
resultsfor fewer connections,Figure 13 also illustratesthat the
differencesin per-threadthroughputareminimizedwhenthereare
only 12 threads.However, this improvementin fairnessbehavior
againcomesatthecostof aggregatethroughput.Forexample,when
using384threads(at theextremeright of Figure13) theaggregate
throughputfrom Figure7 is 2.1Gbps.However, for 12threads(at
thefar left of Figure13) theaggregatethroughputis 1.7Gbps.

Figures14 and15 againshowtheeffect of usertime givento
threads,andaverageper-packetlatency, ontheper-threadthrough-
put. Figure14showsthenormalizedusertimegivento thethreads
correspondingto thequartilesin Figure13 (labelledA throughD,
andF).Thesimilarity in shapeandslopeof thecurvesin Figures13
and14,at leastup to 96 threads,againsuggeststhatthescheduler

hassomedeterminingeffect on fairnessin this region. However,
for more than96 threads,the schedulingbehavioragainhasless
impactonfairness.Figure15showstheaverageper-packetlatency
seenby thethreadsin Figure13 (labelledA throughF). Themost
interestingfeatureof Figure15 is thedropin averageper-packetla-
tencyfor thethreadwhichdeliversthelowestthroughput(F),when
comparedwith thecorrespondingcurvein Figure12. Forexample,
with 384connectionsandthesamenumberof threads,theaverage
per-packetlatencyfor threadF is roughly2000microseconds(see
Figure12). For 3072connectionsand384threads,theper-packet
latencyfor threadF is only 625 microseconds.In fact, over the
rangeof threadswe examined,the gap betweenthe latenciesof
the threaddeliveringthe25th percentilethroughput(D) andmin-
imum throughput(F), is narrowedconsiderablyas the numberof
connectionsis increased.Thus,while increasingthenumberof con-
nectionsassignedto thesamenumberof threadsreducesaggregate
throughput,it canimprovetheworst-caselatencybehavior.

5 Conclusion

In this paper, we haveshownthatconnection-levelparallelproto-
col stacksscalewell with the numberof processors,and deliver
high throughputwhich is, for themostpart,sustainedasthenum-
ber of connectionsincreases.For moderateto large numbersof
connections,the numberof threadsin the systemand the num-
ber of connectionsassignedto eachthreadare the key factorsin
determiningperformanceon a multiprocessor. Choosingwhich
connection-levelparallelimplementationto useshoulddependon
whethertotal throughputor fairnessis moreimportant.

Our resultsshowthat threadperconnectionparallelismyields
thebestaggregatethroughput.However, threadperconnectionmay
notbefeasibleif thenumberof connectionsexceedsthenumberof
threadsthatcanbe reasonablysupportedby a particularmultipro-
cessor. In thiscase,thebestthroughputis obtainedby usingvirtual
processorperconnectionandmaximizingthenumberof threadsin
thesystem.

We alsoexaminedthefairnessbehaviorof our implementation
by consideringboththerangeandvalueof per-threadthroughputs
andlatencies.Ourresultsshowthatmatchingthenumberof threads
to thenumberof physicalprocessors,whileschedulingconnections
assignedto eachthread(or virtualprocessor)in around-robinman-
ner, yields the bestfairnessbehavior. In this implementation,the
rangeof throughputsseenby different threadsfor a UDP-based
protocolstackis decreasedby a factor of five or more. However,
an improvementin fairnessmay come at the cost of aggregate
throughput.

If an applicationneedsmaximal throughputfrom a multipro-
cessorprotocol stack,amortizingper-packetcostsover multiple
packetsis worthwhile. In our implementation,we showedthat
yielding thevirtual processoraftera burstof a few packetsrather
thanafter everypacketimprovedthroughputby up to 40%. Our
experimentsto dateshowthatprocessingpacketsin burstsdoesnot
significantlyimpactfairnessoverlongintervalsof time(45seconds
or more). However, onewould expectthat this would not betrue
for shorterintervalsof time(e.g.,tensof milliseconds).Weplanon
investigatingthis in futureresearch.
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