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Abstract

WWW workloadgeneratorsareusedto evaluateweb server per-
formance,andthushave a large impacton what performanceop-
timizationsareappliedto servers. However, currentbenchmarks
ignorea crucial component:how theseserversperformin theen-
vironmentin which they areintendedto beused,namelythewide-
areaInternet.

Thispapershowshow WAN conditionscanaffectWWW server
performance.Weexaminetheseeffectsusinganexperimentaltest-
bedwhich emulatesWAN characteristicsin a live setting,by in-
troducingfactorssuchasdelayandpacket lossin a controlledand
reproduciblefashion.We studyhow thesefactorsinteractwith the
host TCP implementationand what influencethey have on web
serverperformance.Wedemonstratethatwhenmorerealisticwide-
areaconditionsareintroduced,serversexhibit very differentper-
formancepropertiesandscalingbehaviors, which arenot exposed
by existing benchmarksrunningon LANs. We show thatobserved
throughputscangive misleadinginformationaboutserver perfor-
mance,and thusfind that maximumthroughput,or capacity, is a
moreusefulmetric. We find that packet lossescanreduceserver
capacityby asmuchas50 percentandincreaseresponsetime as
seenby the client. We show that using TCP SACK can reduce
client responsetime,without reducingserver capacity.

1 Introduction

Thephenomenalgrowth of theWorld-WideWebis dramaticallyin-
creasingtheperformancerequirementsfor large-scaleinformation
servers. WWW server performanceis thusa centralissuein pro-
viding ubiquitous,reliable,andefficient informationaccess.Web
server performanceis frequentlyevaluatedusingWWW workload
generators,whichconsequentlyhavealargeimpactonwhatperfor-
manceoptimizationsareappliedto servers. While muchresearch
hasbeendonein producingmorerealisticworkloadgeneratorsand
optimizing WWW server performance,a crucial componenthas
usually beenignored: how theseservers perform in the environ-

mentin which they areintendedto beused,namelythewide-area
Internet.

Many webserversareusedfor wide-areainformationdissem-
ination on the global Internet, which has greatly varying band-
widths, round-triptimes,andpacket losscharacteristics.To date,
virtually all experimentalWWW serverperformanceevaluationhas
beendoneon high-speedLANs, which have very differentperfor-
mancecharacteristicsfromWANs. TheseLANs, typically switched
100 Mbps Ethernet,provide excellentnetwork connectivity, with
high bandwidthandalmostno packet lossor re-ordering. Given
that many web servers are deployed in the commercialInternet,
theseevaluationsarenot realisticin thatthey do not capturewide-
areacharacteristicssuchasmodem-connectedclients,high packet
loss, and large packet delay. Even corporateIntranetsor VPNs,
while administeredby a single organization,are geographically
distributedand thushave very differentperformancecharacteris-
tics. Thus,whencustomerswish to comparedifferentsystemsor
performWWW server capacityplanning,they needto take WAN
characteristicsinto account;otherwisethey may draw misleading
conclusions.

Evaluatinghow webserverperformancechangesin thecontext
of this morerealisticWAN environmentis thegoalof our project,
calledWASP(Wide-AreaServer Performance).We focuson three
metricsof WWW server performance:observed throughput,re-
sponsetime asseenby a client, andmaximumthroughputor ca-
pacity. We areparticularlyinterestedin how WAN characteristics
interactwith thehostTCPimplementation,andtheir effectson the
server. Issuesweconsiderinclude:

� How doesserverperformancescalewith load?

� How dopacket delayandlossaffectobservedthroughput?

� Whatis theimpactof lossanddelayonresponsetimeasseen
by theclient?

� HowdoTCPvariantssuch asSACK andNew Renoinfluence
performance?

� How dodelayandlossaffectservercapacity?

We evaluatetheseeffectsusinganexperimentaltestbed,which
emulatesWAN characteristicsin a live settingby introducingfac-
torssuchasdelayandpacket lossin a controlledandreproducible
fashion.The testbedconsistsof a clusterof PCsactingasclients,
connectedvia a switchedLAN to a high-performancewebserver.

We show thatwhenmorerealisticwide-areaconditionsarein-
troduced,serversexhibit verydifferentperformancepropertiesand



scalingbehaviors, which arenot exposedby currentbenchmarks
suchasWebStoneor SPECWeb. While it is easyto saturateaserver
whenWAN conditionsareignored,driving aserver to full capacity
is muchmoredifficult whendelaysanddropsareintroduced.Ob-
served throughputscangive misleadinginformationaboutserver
performance,and thuscapacityis a moreusefulmetric. We find
thatpacketlossbothreducesaggregateservercapacityandincreases
responsetime as seenby the client. We demonstratethat while
packet delayincreaseslatency, it doesnot have a substantialeffect
on server capacity. We show thatwhile traditionalbenchmarksex-
poselittle or nodifferencebetweendifferentversionsof TCP, such
asSACK or New Reno,thesenewer versionsof TCPcanimprove
client responsetime in WANs, without any reductionin server ca-
pacity.

Currentbenchmarksdonotexposeanyof theseissues,andthus
weclaimWWW serverbenchmarksshouldincorporateWAN char-
acteristics.This will not only make server benchmarksmorereal-
istic, but will providegreaterincentiveandguidancefor developers
to adoptoptimizationsthatmakemoreefficientuseof thenetwork.

The restof this paperis organizedasfollows: Section2 pro-
vides more backgroundon WWW servers and reviews previous
work. Section3 presentsthe WASP architecture,and Section4
presentsour resultsin detail. Section5 summarizesour conclu-
sionsandbriefly discussesplansfor futurework.

2 Background and Related Work

Thedemandto improve Webserver efficiency hasexistedfor quite
sometimeand,asaresult,therehavebeenmany previousefforts to
measureandcharacterizetheperformanceof theseservers. These
effortscanberoughlydividedinto benchmarkingstudiesandanal-
ysesof liveservers.

2.1 Other Benchmarks

MostWebserverbenchmarksuseacollectionof virtual clientscon-
nectedvia a high speedLAN to the server being tested. These
virtual clients are usedto accuratelyrecreatethe workloadsthat
typicalbusyWebserversexperience.Previousefforts to accurately
reproducethe typical workloadon a server have concentratedon
certainaspectsof userrequestaccesspatterns:

� File size, typeandpopularity. Authorsof benchmarkssuch
asSURGE[7] andSPECWeb96[10] developedtheirfile size
andrequestdistribution by analyzingthe logsof many pop-
ular Web sites. As usagepatternshave changedover time,
somebenchmarkssuchasSPECWeb99[10] have beenup-
datedwith morerecentrequestdistributionsandtheaddition
of dynamiccontent.Many benchmarksview request-related
informationasthe key to understandingWeb server perfor-
manceandreproducelittle else.

� Requestarrival andrate. Mostbenchmarksattemptto stress
theserverby requestingobjectsasquickly aspossible.How-
ever, somebenchmarksattemptto recreatemorerealisticar-
rival distributions.TheSURGEbenchmarkusestheconcept
of “userequivalents”to recreatetheactiveandidle periodsof
typical users.Anotherbenchmark,ScalableClient (s-client)
[4], usesan “open-loop” architectureto producea fixed re-
questarrival rate regardlessof server load. Both theseap-
proachescausethe server to dealwith the bursty arrival of
requests,which cansignificantlyaffect server performance.

� Protocolversion. Somebenchmarks,suchasSPECWeb99,
have includedboth HTTP 1.0 and1.1 support. The differ-
encesbetweentheseprotocolscan result in very different
server performance.

Somebenchmarkingefforts, as well as our own, have begun
to incorporatenetwork characteristicsinto server evaluation. For
example,SPECWeb99restrictsthe TCP maximumsegmentsize
(MSS) to be no larger than1460bytes. This reflectsthe fact that
mostclientson the Internetusea MSS of fewer than1460bytes
andthat largerMSSvaluesin a testbedcaninflate thebenchmark
results.

2.2 Analyzing Active Web Servers

Anotherapproachto understandingWeb server performanceis to
profileandanalyzeanactively usedserver. Thisapproachwasused
to examinethe1994CaliforniaElectionWebSite[19] andthe1996
SummerOlympicsWebSite [30]. Eachstudyanalyzedoneof the
busiestweb serversof its time to examinehow the protocolstack
dealtwith typical Web traffic. The 1994study identified perfor-
manceproblemswith protocol control block (PCB) lookupsand
the handlingof TCP connectionsin the TIME WAIT state. The
suggestedfixes for theseperformanceproblemswerequickly in-
corporatedinto operatingsystems.The 1996study concentrated
on TCP behavior andmadesuggestionsto improve lossrecovery.
Theseanalysesidentifiedperformanceproblemsthat aredifficult
to find with currentbenchmarks.Unfortunately, suchstudiesare
arduousto undertake sincethey requireaccessto busy sites. The
busiestserversaretypically commercial,andthushaveprivacy and
securityconcerns,makingit difficult to gainaccessto them. Ana-
lyzing live serversis, unfortunately, rarely an availableoption for
discoveringproblemsin WWW server performance.

TheWideAreaWebMeasurement(WAWM) project[6, 8] takes
a relatedapproachin that it placesvirtual testclients in the wide
areanetwork. The clients sendsyntheticrequestsgeneratedby
SURGEto a remoteserver. This guaranteesthe incorporationof
realisticnetwork characteristics,but usinganactualwide areanet-
work makesit difficult to controltheexperimentcarefully.

More fundamentally, measuringlive sitesin the real Internet
presentsseriouschallengesto reproducibility, asone-timeevents
aremeasured.Researcherscannotbecertainwhat the traffic con-
ditions areat the time of the event, sincethey do not have com-
pletecontrolover theserver, thenetwork, andtheclients.Nor can
they becertainthatsubsequentexperimentshave thesamecharac-
teristics. In addition,“what if ” studiesmay not be feasiblesince
changesmay affect the workloadthat wasobserved. The WASP
project addressesthis by recreatingnetwork characteristicsin a
controlledenvironment,thusallowing reproducibilityanditerative
analysis.Ourapproachenablesexperimentationwith bothexisting
and future network conditions,and evaluationof to-be-deployed
server featuresin a controlledsetting.

3 The WASP Environment

In this Sectionwe presenttheWASPtestbed.Beforewe describe
our setupin Section3.4, we provide the context of the hardware
used,the operatingsystems,the WWW server software,and the
web client workloadgenerators.Section3.5 presentsour experi-
mentalmethodology.



3.1 Hardware and Operating System Software

Our testbedconsistsof 8 client PCs,a gigabitswitch,anda RISC-
basedservermachine.Eachclienthasa 500MHz Pentium/IIIpro-
cessorand96 MB of RAM, and runsFreeBSD3.3. Eachclient
hasa 100 Base-TEthernetinterfaceconnectedpoint-to-pointfull
duplex with the switch. The server machineis an IBM RS/6000
43Pmodel260,which hasa 200MHz Power3processor, 4 MB of
L2 CacheRAM, and256 MB of main memory. The server runs
AIX 4.3.3,IBM’ s UNIX OS,andis connectedto theswitchvia an
AlteongigabitEthernetadaptor.

On theserver OS,we extendedtheTCP/IPstackwith our own
SACK [18] and New Reno [14] implementations. The TCP/IP
stackin AIX is derived from BSD 4.4. AIX hasbeenpreviously
refinedto betterhandlelarge-scaleworkloads,for exampleto use
hashtablesfor PCBlookupandto separatelymanageconnections
in theTIME WAIT state[3, 31].

On theclient OS,we incorporatedRizzo’s SACK sourcecode
[27] from FreeBSD2.6 into the3.3kernel,in orderto interoperate
with ourserver SACK implementation.

3.2 WWW Server Software

Many availablewebserversemploy differentarchitecturesandop-
timizationsandthushave differentperformancecharacteristics.In
orderto minimizeany limitationsof our studythatmight occurby
beingtoo tied to a specificimplementation,we wishedto examine
WAN effects for both a general-purposeand a highly-optimized
server. In addition,we wantedto have accessto the sourcecode
for theservers. We decidedto usetwo servers: Apache,asanex-
ampleof a general-purposeserver, andFlash,asan exampleof a
highly-optimizedone.

Apacheis thewell-known open-sourcegeneral-purposeserver
found at www.apache.org. Netcraft [21] reportsthat Apache
hasthelargestmarketshareof all WWW servers,estimatingthatit
is usedby over 50 percentof websiteson the Internet.Apacheis
a process-basedserver, implementedin userspace,forking several
processes,whichseriallyacceptnew connections.Weusethelatest
stablecodereleaseatthetimeof thiswriting, version1.3.17,which
hasseveral performanceimprovementsover previous Apachere-
leases,includinguseof mmap()andwritev().

Flashis a WWW server developedby Pai et al. [24] at Rice
University. Flashis a single-threadedevent-drivenserver thatuses
asynchronousI/O with theselect()systemcall. Flashexploits
most optimizationsthat are available to a user-spaceweb server
without modifying the operatingsystem. It cachesfiles in user
spacewith mmap(), cachesstat()informationandURI look-
ups,andexploitswritev(). Flashhasbeenshown to besignif-
icantly fasterthanApache.We extendedFlashin several waysto
obtain the maximumperformancein our system[20]. First, we
modifiedit to poll()ratherthanselect(). BangaandMogul
[5] haveshown thatevent-drivenserversthatuseselect(), such
asFlash,cansuffer performanceproblemswhenmanaginglarge
numbersof active connections.To avoid theseproblems,we ad-
aptedFlashto usepoll(), asimilar functionderivedfrom SVR4,
which is availableonsomeformsof Unix, includingAIX. Wealso
modifiedFlashto exploit thezero-copy send file()systemcall
availablein AIX. Combinedwith thechecksumoffloadon theAl-
teongigabitadaptor, theserver performsno unnecessarymemory-
touchingoperationswhenservicingrequestson the fastpath. Fi-
nally, we take advantageof the send file()option, which al-
lowsconsistentlypiggybackingtheFIN bit onthelastTCPsegment
of eachconversation,improving performancefor smalltransfers.

Requests

Clients

Responses

Server

Figure1: WorkloadGeneration

3.3 WWW Client Workload Generator Software

We usetwo client HTTP workloadgeneratorsto evaluateWWW
server performance.We uses-client[4] asa micro-benchmarkto
generatelarge numbersof requestsfor thesamesinglefile on the
server, which lets us seehow performancechangesasa function
of the requestedfile size. We alsouseour own workloadgener-
ator Waspclientasa macro-benchmarkto measuremore realistic
aggregatebehavior.

S-clientisalightweight,event-basedrequestgeneratorthatuses
a singleprocessandtheselect()systemcall to managea large
numberof concurrentactive connectionsto theserver. In our test-
bed,eachclient machinerunsa singles-clientprocess,which gen-
eratesup to 2048concurrentconnectionseach. Figure1 shows a
representationof the workloadarchitecture.For our experiments,
wedonotusethe“openloop” facility of s-client.Eachclientmakes
a requestto theserver, waits for a response,andthenimmediately
makes anotherrequest,throughoutthe durationof the test. The
systemis essentiallyaclosed-formqueuingnetwork, wherewecan
adjustthe numberof clients. By varying the numberof concur-
rent connections,we can vary the load generatedby the bench-
mark. This allows us to observe how the systemscalesas load
is increased,andhow its behavior changesaswe vary parameters
suchasround-triptime andlossrate.

Waspclientis adaptedfrom sourcecodeboth from thes-client
andtheSURGE[7] benchmark.SURGEis a workloadgenerator
designedto capturevarioustraffic characteristicsof WWW sites,
includingheavy-tailedfile andrequestsizedistributions,Zipf pop-
ularity of requestedfiles, temporallocality of requestedfiles, dis-
tributionsof embeddedreferences,anddistributionof off times(or
userthink times). SURGEhasthe notion of a “user-equivalent”,
which representsthe loadproducedby a singleuser. Largernum-
bersof usersproducelargerloadson theserver. SURGEusesmul-
tiple processesandmultiple threads,which do not scaleaswell as
thesingle-processevent-drivenmodelin s-client.Hence,we found
thatit couldnotgeneratesufficient loadto fully saturateourserver.
However, SURGEprovidesa morerealisticworkloadandthuswe
wishedto employ it. Sincethetraffic generationmodelsareorthog-
onalto theimplementationmethod,we importedtheSURGEcode
(version1.1,dated4/98)ontothes-clientevent-drivenarchitecture.
Theonly featurewedid not incorporatefrom SURGEwastheuser
think time. Thus,each“user-equivalent” hasno think time before
requestingthe next web page. While this may sacrificesomere-
alismby reducingtheburstinessof therequestarrival process,we
found that including userthink times slowed the load generation
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Figure2: CentralizedApproach

too muchfor our purposes.We usedthestandardSURGEconfig-
urationparameters,e.g.,using2000files for Zipf popularityand
“optimal file/requestmatching”over theentirerequestdistribution.

3.4 The WASP Environment

TheWASPenvironmentis designedto emulateWAN characteris-
tics by droppingor delayingpackets. Thegoal is not to reproduce
a specificwebsiteor network, but ratherto generatemore realistic
traffic, in orderto exerciseaserver in awaymoreusefulfor capac-
ity planning.A centralfeatureof oursystemis thatit is isolatedand
reproducible,whereasthe actualInternetis continuallychanging.
An experimentrun todayon theInternetmaynot behave thesame
way the next week,month,or year in the future. Our systemal-
lows repeatedexperimentation,which letsusexposeanddiagnose
performanceissues.

Reproducinga specificwebsiteperfectlywould beeffectively
impossible.It wouldbenecessaryto replicateall thecharacteristics
of theclients,includingthebrowserbehavior; thenetwork, suchas
numberof hops,bandwidths,queuesizes,andcrosstraffic; andthe
server itself, for examplethecontent,theserver softwareconfigu-
ration,andthehardwareplatform. In addition,dueto thesizeand
heterogeneityof theInternet,any oneinstanceof a siteor network
is probablynot representative. For example,a largehostingcenter
closeto theMAE WestNAP in Californiawill mostlikely seedif-
ferentround-triptimesto its clientsthanwill asmallcompany web
sitehostedover DSL in theBronx.

Instead,we wish to examinea range of parametersthatwe be-
lieve are more realistic acrossmost servers. We do a sensitivity
analysisof servers to conditionsratherthan reproducea specific
point in the spectrum.Thus,we vary a parametersuchaspacket
delay from 0 to 400 ms. ratherthanchoosinga particularvalue,
and thentry to show what the impactof the delay is on a metric
suchasserver throughput.In addition,our systemhastheadvan-
tagethatit is configurable. Webhostingoperatorscanparameterize
thesystembasedonmeasurementsfrom theirown sitesandchange
themover time asnecessary. Theadvantageof our systemis that
it allows iterative analysisusingthe sameconditions. The disad-
vantageis that our emulatedconditionsmay not be asrealisticas
desired. However, we believe the resultsaremuchmore realistic
thanwithout any WAN conditions,andagain,canbe refinedover
time asbetterunderstandingof therealInternetis gained.

Previousapproaches[4] to introducingpacketdropsanddelays
have relied on addinga singleseparatemachineto the infrastruc-
ture to act asa WAN emulator, asshown in Figure2. This ma-
chineis sometimesreferredto asadelayrouter. Sinceall theWAN
functionality is centralizedin this single machine,we call this a
centralizedapproach. This approachhasthe advantagethat it re-
quiresno modificationsto theclient or server systems,which may
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benecessaryif sourcecodeis unavailable. While this approachis
useful for protocolcorrectnesstesting,we have found that it not
scalableenoughfor WWW server performanceevaluation,given
thehigh loadsgeneratedby theclient machines.We describethis
issuein moredetail in Section3.6, after we describeour experi-
mentalmethodologyin Section3.5.

Instead,we use the configurationshown in Figure 3. Here,
packet delayand loss is introducedon the clients directly, using
theDummynet[28] shim layerarchitecturein FreeBSD,shown in
Figure 4. Dummynetresidesbelow the protocol stack,and thus
is transparentto theapplication.Dummynetappliesfilter rules to
packets traversingthe stack,andinvokesdroppingor delayfunc-
tionsif a packet matchesafilter. Filterscanmatchona granularity
ascoarse-grainedasa subnetor asfine-grainedasaportnumber.

In orderto delaypackets,DummynetusestheFreeBSDtime-
out() facility to scheduletransmissionof delayedpackets.While
thedefault periodof this timer is 10 ms,we recompiledthekernel
with HZ = 1000 to geta finer-grainedmillisecondtimer resolu-
tion. We were concernedthat the 10 ms timer might affect our
results,but foundthatthis changemadeno difference.During our
experiments,ourclientmachinesarenevermorethat50percentuti-
lized. However, we kept theclock at this resolutionanyway, since
our clients have many cycles to spare. While it is true that that
packetsmaybe delayedup to 1 ms longerthanrequested,we be-
lieve thatthis doesnot significantlydisturbour experiments,since
we examinedelaysfrom 50 to 400 ms. WhenDummynetis not
configuredto adddelay, thetimeout() facility is bypassed;i.e.,
packetsaresentdirectly.

To droppackets,Dummynetusesauniformrandomlossmodel
that canbe configuredto a specifiedprobability. The lossmodel
usedin Dummynetis an independentone,i.e., theonlinedecision
to dropa packet is maderegardlessof pastdecisions.While this is
usefulfor testingprotocolcorrectness,it is mostlikely nota realis-
tic portrayalof actuallossbehavior in theInternet.

Packet loss is a complex phenomenonstill beingexploredby



Figure5: 2-Statelossmodel

Loss Prob. leaving Prob. leaving
Prob. “good” state “bad” state

.00 .00 N/A

.03 .02 .65

.06 .04 .65

.09 .07 .65

Table1: Transitionprobabilities

theresearchcommunity. Severalstudieshaveshown thatlossoften
occursin burstson the Internet[26, 29, 32]. The intuition is that
routersdroppacketswhenresourcesarescarce,andthat resources
tendto remainscarcefor somefinite periodof time. Both Paxson
[26] andRubensteinet al. [29] observed that theconditionalloss
probability of the packet following a lost packet is much higher
thantheoverall lossrate.

Motivatedby thesefindings,we extendedDummynetto incor-
poratea two-statedependentlossmodel,shown pictorially in Fig-
ure5. EachconnectionthatpassesthroughDummynetis placedin
eithera “good” stateor “bad” state.For connectionsin the“good”
state,Dummynetforwardsall packets,andfor thosein the “bad”
state,all packetsaredropped. The transitionrate from the good
stateto thebadis setbasedontheratethatlosseventsoccur, which
is differentfrom theoverall packet lossrate. Thelikelihoodof re-
mainingin the “bad” stateis the conditionallossprobability, i.e.,
the probability that a subsequentpacket is lost given that the pre-
vious packet is lost. The transitionfrom thebadstateto thegood
is thus the inverseof the conditional loss probability. This con-
trols thedurationof eachlosseventaswell asthenumberof pack-
etslost. SincetheDummynetextensionmaintainsper-connection
state,lossesobserved by a connectionare correlated,but losses
acrossconnectionsareindependent.

We chosetheconditionallossprobability in our teststo be35
percentbasedon Paxson’s observed measurementsof the Inter-
net. We calculatedthe other transitionprobabilitiesto produce
specificoverall loss rates. The valuesusedare listed in Figure
1. For example,in the 6 percentlossconfiguration,a connection
startsin the“good” stateandhasa4 percentchanceof having each
packet dropped.If a packet is dropped,theconnectiontransitions
to the“bad” state,whereits likelihoodof having subsequentpack-
etsdroppedis muchhigher, in this case35 percent.Whenin the
“bad” stateanda packet is not dropped,theconnectionreturnsto
the“good” stateagain.

NIST Net [9] is atool similar to Dummynet,in thatit is a trans-
parentshimlayerbelow theIP layerin thekernel,which candrop,
delay, or bandwidth-limitpackets.While Dummynetis distributed
with FreeBSD,NIST Net is aseparatepackageavailablefor Linux.
NIST Net hasthedisadvantagethat it doesnot applydropsor de-
laysto outgoingpackets,but insteadonly to incomingpackets.This
meansthatin orderto applydelaysor lossessymmetrically, aLinux
box must be usedas an intermediaterouter. Dummynet,on the
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otherhand,appliesrulesto both incomingandoutgoingpackets,
andthuscanbeusedon theclient. While we did experimentwith
NIST Net,we foundDummynetto bemoreappropriatefor ourex-
periments.

3.5 Experimental Methodology

An importantconsiderationfor ourenvironmentis attemptingto be
asscientificallyreproducibleasnecessary, while balancingagainst
thedesireto examineasmany configurationsaspossible.We thus
took the following approach. In experimentsusing s-client, we
measurerequestsfor 3 representative file sizes: 1 KB to repre-
sentsmall files, 8 KB for an averagefile, and64 KB for a large
file. Eachdatapoint is the averageof threeruns,whereeachrun
is the averageover a 60 secondsamplinginterval after a 30 sec-
ondwarm-up.64KB experimentsaresampledfor 5 minutes,since
64 KB typically takeslongerto transfer. In testsusingWaspclient,
we let eachexperimentrun 10 minutesaftera 30 secondwarm-up
period,againtakingtheaverageof 3 experiments.

All graphsinclude90 percentconfidenceintervals [16], calcu-
latedusing the T distribution, which assumesthat the underlying
datadistribution is normal. If thedatais not normallydistributed,
thenthevariability reflectedby theconfidenceintervalswould not
be appropriate.Given the breadthof the experimentsthat we do,
wearenotableto testthisnormalityassumptionfor all datapoints.
Instead,we checkone“typical” datapoint by runningoneWasp-
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client experimentandones-clientexperiment36 times each. In
theseexperiments,the delaywassetto 100 ms, the lossratewas
3 percent,andthe server was50 percentutilized. We thengener-
atedsyntheticnormaldistributionsusingthesame� and � derived
from thesamples.Figure6 shows theCDF from therealandsyn-
thetic samplesfrom the Waspclientexperiment. As canbe seen,
thenormaldistribution is a very tight fit. We alsogenerateda 10th
percentileprobabilityplot [12], shown in Figure7. If thetwo dis-
tributionsmatch,thepointswill lie closeto a 45-degreeline, and
weseethatthis is thecase.Similarresultswereseenfor thes-client
samples,not shown dueto spacelimitations. We thusassumethat
our otherdatapointsarealsonormally distributed. Since3 sam-
plesarea valid parameterto theT distribution,we believe that the
confidenceintervalsareappropriate.

3.6 WASP Scalability

TheWASPenvironmentscaleswith thenumberof load-generating
machines,unlike the centralizedapproach,sincethe overheadof
droppingor delayingpacketsis distributedacrosstheclients. Fig-
ure 8 demonstratesthe advantageof our approach. This graph
shows serverHTTPthroughputasa functionof thenumberof con-
currentclient requestsgeneratedusing s-client. Four curves are
shown: requestsfor 1 KB documentsusingtheWASPapproach,1
KB documentsusingthe centralizedapproach,64 KB documents
usingtheWASPapproach,and64KB documentsusingthecentral-
ized approach.In this experiment,thedelayrouteris a 450MHz
PentiumII runningFreeBSD3.3,with Dummynetenabled.How-
ever, Dummynetis configuredto only matchandforwardpackets,
i.e.,no delaysor losseswereintroduced,andonly a singlerule for
matchingis used. While the centralizedapproachcanhandlethe
loadfor the1 KB file requests,it cannotwithstandtheloadfor the
64 KB requestswhenlargenumbersof concurrentconnectionsare
used. The WASP environment,on the otherhand,scalesaslong
astheaggregatepacket switchingloadis not greaterthanthegiga-
bit switch’s capacity. In the centralizedapproachabove, the load
cannotbe greaterthan the router’s software forwardingcapacity,
which is typically slower thanswitching. As will be seenin Sec-
tion 4, very largenumbersof concurrentrequestsarenecessaryto
exercisetheserver whendelaysandlossesareintroduced.In ad-
dition, this test usedonly a single filter rule on the delay router.
Largenumbersof filters, suchasmight beneededto maintainper-
connectionstate,will imposeeven moreprocessingandmemory
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Figure9: FlashThroughputvs. DependentLossRate

requirementsin thecentralizedcase,andthuswill inherentlyscale
betterwhendistributedacrosstheclientnodes.

At first glancethis result could seemcounter-intuitive. One
might think thata routerdoeslesswork thanaWWW server, since
all it doesis forward packets, ratherthanhandleHTTP requests,
andthuswould notsaturatebeforetheserver does.However, since
this is a softwarerouteron a PC with a PCI bus, it actuallydoes
morework on a per-packet basis.Eachbyteof a packet is copied
acrossthememorybus twice: oncefrom the inboundinterfaceto
the systemmemory, and againfrom systemmemoryto the out-
boundinterface.Thusthememoryusageis typically twice thatof
theWWW server, which only copiesa packet acrossthe memory
busonce,in thecommoncase.

While a hardware-basedrouter might be fast enoughfor our
purposes,the advantageof our approachis that we usecommod-
ity hardwarerunningpublic-domainsoftware. Thesourcecodeis
freely available,canbe customizedandextended,andthe system
asa wholeis generallylessexpensive. Similarly, anotherapproach
might be to adda dedicatedsoftware-baseddelay router in front
of each client machine.This is part of theapproachtaken in Bar-
ford’s thesis[6]. While thiswouldalsoscale,it wouldrequiremore
hardware,thusbeingmoreexpensive andmoredifficult to manage
andadminister. Our experienceis that this is not necessary, since
the client machineshave sufficient idle cyclesto handlethe extra
packet processing,asdescribedin Section3.4.

4 Results

In thissectionwepresentourresultsin detail.Weshow how packet
lossandnetwork delayaffect server throughput,responsetime as
seenby the client, andserver capacity. In general,due to space
limitations,we mostlypresentresultsusingWaspclientto loadthe
Flashserver combinedwith the dependentlossmodel. However,
we found similar trendsandbehavior usings-client, the indepen-
dentlossmodel,andtheApacheserver.

4.1 Effects on Throughput

We begin by examining how increasingthe loss rate affects the
observed throughputof the web server. Figure9 shows the mea-
suredthroughputof theFlashserver in HTTPoperations/secondas
a functionof loadgeneratedby theWaspclientworkloadgenerator
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Figure10: FlashUtilization vs. DependentLossRate
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Figure11: FlashThroughputvs. RTT

in userequivalents(UE’s). Four curvesareplotted: with no loss,
with 3 percentloss, with 6 percent,and with 9 percent. In this
experiment,no delayis introduced;thepoint is to evaluatetheim-
pactof packet lossin isolationfrom otherfactors.Figure10shows
the correspondingserver machineCPU utilization during the test
asmeasuredbyiostat. Notethatonthethroughputgraph,theX
axis is linear, whereastheY axisis logarithmic.On theutilization
graph,bothaxesarein log scale.As canbeseen,the introduction
of losshasa significanteffect on the observed throughputin the
system.Higherlossratesresultin lower throughputs,regardlessof
load. In addition,we observe that increasingthe loadis necessary
to bring theserver to full saturation,asshown in Figure10.

Next we examinehow throughputis affectedby the introduc-
tion of packet delay. Figure11 shows the throughputof theFlash
server, againasa function of load. Herefive curvesareplotted:
with nodelay, with 50msdelay, with 100ms,200ms,and400ms.
In this test,no packet lossis introduced.Figure12 shows thecor-
respondingserver CPUutilization measuredduring the test. Note
againthaton theX axison thethroughputgraphis linear, while all
otheraxesin thetwo Figuresarelogarithmic.

As with packet loss, introducingpacket delayalsohasa sig-
nificant effect on the observed throughputin the system,regard-
lessof load. Higherround-triptimesratesresultin lower through-
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Figure12: FlashUtilization vs. RTT
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Figure13: FlashResponseTime vs. DependentLossRate

puts. Again we seethat increasingthe load is necessaryto bring
theserver to full saturation,asdepictedin Figure12.

The causeof this behavior is the underlyingTCP protocol’s
congestionavoidancemechanism. When loss or delay is intro-
duced,it hasthe effect of ‘slowing down’ the requestrateasob-
servedby theserver. Sincethis is a closedsystem,thearrival rate
andthedeparturerateof jobsat theserverareidentical.Each“user
equivalent” canonly usea fixed numberof connections,thus re-
stricting the rateat which requestscanbesubmittedto theserver.
In turn, eachconnectionproceedsmoreslowly dueto the lossor
delay. This is becauseTCP’s throughputis inverselyproportional
to the RTT andthe squareroot of the loss. The simplified model
for TCPthroughput[13] states:

�
����� ��� ���������� ���  
where

�
is throughput,� is themaximumsegmentsize(MSS),

�
is theround-triptime, and  is the lossrate. More elaboratemod-
els areavailable[22], but they all sharethis relationshipbetween
throughput,loss,anddelay. Sincelatency is inverselyproportional
to throughput,for a fixedfile size,thetime to transfera singlefile
goesup. As the RTT or packet drop rateincreases,a singlecon-
nectionthus puts lessload on a server than a connectionwith a
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Figure14: FlashResponseTime vs. Delay

lower RTT. Similar trendswereobserved with otherexperiments,
not shown dueto spacelimitations, including testsusings-client,
configurationswith Apache,andexperimentsthat usedthe inde-
pendentlossmodel.

4.2 Effects on Response Time

Latency or responsetime,asseenby theclient, is alsoanimportant
metricin evaluatingwebserverperformance.Thus,wealsowishto
examinehow responsetime is affectedby bothlossrateandround-
trip times.Herethemeasuredlatency is thetimebetweenwhenthe
client applicationinvokes the connect()call to the server and
whenthe lastbyteof theresponseis deliveredto theuserapplica-
tion. It doesnot includeDNS lookuptimesor pageparsingdelays.
It doesinclude,however, wire travel time andclient network pro-
tocolprocessingtime, in additionto theserver processingtime.

Figure13 shows the Flashserver’s responsetime versusload
whenloss is introduced. Four curvesareplotted,againoneeach
for 0 percent,3 percent,6 percent,and9 percentloss. Figure14
shows Flashresponsetimeaspacket delaysareadded.In bothFig-
ures,asthelossrateor packetdelayincreases,theaverageresponse
time doesaswell. This is againdueto TCP’s throughputbeingin-
verselyproportionalto the squareroot of the loss rate [17, 22].
Sinceresponsetime is typically inverselyproportionalto through-
put,higherlossratesleadto higherresponsetimes.

Notethattheno-delayandno-losscurvesfor eachfigurefollow
a diagonalline. This is becausein thesecases,theresponsetime is
limited by theserverprocessingtime. As loadincreases,jobsqueue
up andrequestsmustwait longer for service. We seethat in the
curveswhenlossanddelayareintroduced,theloadontheserver is
low andthustheclient responsetimesarenetwork-limited. As the
loadin user-equivalentsincreases,eachcurve eventuallyintersects
thediagonalline, wheretheserver is fully saturatedandthusqueu-
ing delayat theserver startscontributing to responsetime. Again,
weseethesametrends,notshown dueto spacelimitations,in sim-
ilar experimentsusings-client,for requestsfor differentfile sizes,
with bothFlashandApache.

4.3 Effects of TCP Variants

A greatdealof researchhasbeenaccomplishedstudyingdifferent
versionsof TCP, suchasReno,SACK andNew Reno.TheseTCP’s
have varyingapproachesto lossrecovery andcongestionmanage-
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Figure15: ResponseTimesof TCPVariants(Flash,6 % loss)
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Figure16: Throughputsof TCPVariants(Flash,6 % loss)

ment,andperformvery differently whenfacedwith losses,espe-
cially with respectto theround-triptime. Thuswethoughtit would
be importantto analyzetheseTCP variantsusingthe WASP test-
bed.

Figure15 shows the responsetime for the threeTCP variants
usingan experimentwith 6 percentlossandthe Flashserver. As
canbe seen,the latency measuredby WaspclientusingSACK is
roughly 20 percentlessthanthe time observed usingReno. New
Renois alsobetterthan Reno,in this caseproviding abouta 10
percentimprovementin responsetime.

This is becauseSACK, andto a lesserextent,New Reno,can
recover lost packetsmorequickly thanReno. Renocanonly re-
transmita lost segment(‘fill a hole’) onceevery threeround-trip
times,whereasNew Renocanfill oneholeevery RTT, andSACK
canfill multipleholesperRTT. SACK is alsomoreresilientto ACK
losson thereturnpath.SACK canthusrecover morequickly from
loss,especiallygiven largeround-triptimes. However, SACK can
only provide an advantageover Renowhen multiple losseshap-
penwithin thecurrentcongestionwindow, which in turn only oc-
curswhenthewindow is large.SinceTCPincreasesthecongestion
window via “slow-start”,multipleroundsof packetexchangesmust
occurbeforethecongestionwindow is largeenoughto allow SACK
any lossrecoveryopportunitiesthatarenotavailableto Reno.This
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Figure17: FlashCapacityvs. DependentLossRate

meansSACK makes no differencefor short transfers. In exper-
imentsusings-client,not shown dueto spacelimitations, SACK
showed no improvementsin testsrequesting1 KB files whenloss
was introduced. In experimentswhererequestswere for 64 KB
files, SACK’s advantageover Renowassubstantial.SinceWasp-
client producesa setof requestsfor a wide rangeof file sizes,the
workloadgeneratorexposesSACK’sbenefits.

Figure16shows theobservedthroughputfor thethreeversions
of TCP. Herewe see,for smallerloads,SACK hasthehighestob-
servedthroughput,New Renothenext highest,andRenotheworst.
As theloadsareincreased,eachcurvereachesamaximumthrough-
put as the server is fully utilized, and then startsdegradingwith
excessload. Notethat thesecurvessimply reflectthe implications
of the latenciesfrom Figure15. SinceSACK haslower latency, it
achievesgreaterthroughputfor a givenload.

Theseresultsareimportantsincethesedistinctionsdonotshow
up in conventionalbenchmarkswheretheWAN characteristicsare
ignored. Distinguishingthesecharacteristicsis necessaryto pro-
vide theproperincentivesfor server manufacturers.For example,
SpecWeb99will not rewarda vendorwho supportsSACK or New
Renoin theirTCPstack,yet in therealworld theirutility is clear, in
termsof lower latenciesseenby clients.New Renois asender-side
only modificationandthuscanbe put to useimmediately. While
SACK hasthedeploymentdifficulty in thatit requiresmodification
onbothendsof theconnection,this limitation is fading.SinceWin-
dows 98 supportsSACK, a growing numberof clientsareableto
negotiateSACK options,andin factAllman [1] presentsevidence
that supportsthis. It is plainly beneficialto addSACK supportto
servers. Finally, while onemight be concernedthat SACK could
incur extra processingoverheadsinceit maintainsadditionalper-
connectionstate,we find that this is not an issue.We show in the
next Sectionthat addingSACK andNew Renosupportdoesnot
reducea server’s overall capacity.

4.4 Effects on Server Capacity

We saw in Section4.1 that measuringthroughputcan be com-
plex. Basedon our experiences,we believe thatsimply measuring
throughputwithout regardto serverCPUutilizationcancausemis-
leadingconclusions.For this reason,we examineour third metric,
capacity.

Recall Figure9 in Section4.1, which shows how throughput
varieswith load for different loss rates. How thenwould capac-
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Figure18: ApacheCapacityvs. DependentLossRate

ity bedefined?Oneanswermight be to fix the load in numberof
usersandreportthe throughput,but this methoddoesnot capture
the wholepicture. Considerthe casewherethesystemis undera
loadof 256user-equivalents.Heretheno-losscurve is maximized,
with 1035HTTPoperationspersecond,whereasthe3 percentloss
has471ops/secandthe6 percentlosscurve hasabout198HTTP
ops/sec. As we saw from Figure 10, the server is not fully uti-
lized in the3 percentand6 percentlosscases.Clearly, this is not
a fair comparison,sincetheserver hasidle capacityin theexperi-
mentswherelossis introduced.Now considerthecasewherethe
load is 1024 user-equivalentsin Figure 9. Here, both the 6 per-
centand3 percentlosscurvesaremeasuringfully utilized servers,
whereasthe9 percentlosscurve is not. But again,this comparison
is not fair, sincethe no-delayexperimentreflectsthe costof jobs
queuedup at the server, which resultsin larger numbersof con-
currentconnections,whereasthe 6 percentloss experimentdoes
not. Thepropercomparisonthenis betweenthemaximumsof each
curve, whereeachserver is fully utilized, but is not penalizedby
thecostof queuedjobs. We thusdefinecapacityasthemaximum
over thecurve,despitethefactthatdifferentnumbersof concurrent
usersmay beusedto arrive at themaximum. In our experiments,
thenumbersof clientsarevariedfrom 8 to 4096in powersof two,
andthenthemaximumof all thesepointsis chosen.

Figure17 shows theserver capacityversusthelossrate,using
thethreeversionsof TCPdescribedearlier. As canbeseen,thetotal
capacityis reducedby up to 50 percentfor high lossrates. Note
alsothatthe3 TCPvariantsall have roughlythesamecapacityfor
a particularlossrate. The exceptionis in the 9 percentlosscase,
whereSACK appearsto outperformNew Reno,whichoutperforms
Reno.However, thepicturehereis morecomplicatedbecausethe
server is not completelysaturated.Thesehigh lossratesmadeit
extremelydifficult to fully utilize theserver. In this caseSACK’s
advantageis not in raw capacitybut in its ability to let the server
to processretransmissionsmorequickly andthusallow theserver
to effectively scheduletasksin a more work-conservingmanner.
Basedon our otherdata,we believe thattheactualcapacitywould
bethesameif theserver couldbedrivento full utilization.

Figure18 shows thecapacityfor theApacheserver, againver-
susthe lossrate. Note that thescaleof theY axis is not thesame
asin Figure17,andthatApacheis significantlyslower thanFlash,
hereby roughly a factorof 2. While the trendis not assevereas
with Flash,thereis still a noticeablereductionin capacityas the
lossrate increases.SinceApacheis lessefficient thanFlash,the
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Figure19: FlashCapacityvs. Delay

proportionof time spentin thenetwork protocolstackis relatively
smallerthanis spentusingFlash.Sincelossincreasestheamount
of work doneby theprotocolstack,the relative impactof losson
capacityis thussmallerfor Apache.Notethatwealsoseethesame
issuein the9 percentlosscasethatwe saw in Figure17.

One might think that a server employing SACK would have
greatercapacity, sinceSACK is betterat avoiding unneededre-
transmissions,i.e., have better“goodput.” In practice,we find that
this is not a significantissue. Our intuition is that ultimately the
server hassomefixed capacityfor sendingpackets, and that the
choiceof SACK or Renosimply influenceshow packets aredis-
tributed or scheduledacrossconnections. In addition, given the
conservative natureof TCP’s loss recovery policies, unnecessary
retransmissionsareprobablyrareeven in Reno.Theadvantageof
SACK is thusto infer lossmorequickly.

We now turn our attentionto theeffectsof delayon server ca-
pacity. Figure 19 shows the Flashserver capacityversusdelay,
whereRTT is increasedfrom zeroup to 400 ms. Herewe seea
veryslight falloff in capacity, andonly with very largedelays.Fig-
ure 20 shows the capacityversusdelayusing the Apacheserver,
with thesametrends.Again notethedifferencein thescaleof the
Y-axisbetweenFigures19 and20. We seea very minor reduction
in capacitywith theApacheserver aswell.

Our RTT resultsaresomewhatat oddswith thosefrom Banga
andDruschel[4], who showeda moreseverereductionin capacity
with increasinground-triptimes. Usingdelaysup to 200ms,they
found that capacityshrunkup to 50 percentwith Apacheandup
to 22 percentwith Zeus.In ourexperiments,capacitywasreduced
only 5 percent,andonly with 400 ms round-trip times. Without
accessto their exactsetup,it is difficult to completelyexplain the
difference,but we believe it is dueto two factors.First,Bangaand
Druschelusedan earlierversion(1.2.4)of Apache,whereashere
we usea morerecentversionof Apache(1.3.17),anduseFlash,
which is muchmoreefficient with per-connectionresources.Sec-
ond, our AIX systememploys the TIME WAIT optimizationde-
scribedby Aron and Druschel[3], which was not presentin the
FreeBSDsourceusedby BangaandDruschelat the time of their
work. We believe consequentlythat state-of-the-artimplementa-
tion techniqueshave greatlyreduced,if not eliminated,this prob-
lem of largerRTT’sreducingcapacity.
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5 Conclusions and Future Work

This paperhasexaminedhow WAN conditionscanhave a signif-
icant impacton WWW server performance,in ways that arenot
exposedby benchmarksrun in a LAN setting.We summarizeour
conclusionsasfollows:

� RTTsandlossesmatter. We find that introducingpacket de-
laysandlossescanhavesubstantialeffectsonserverthrough-
put. Driving a systemto saturationis more difficult when
lossesanddelaysareintroduced,andtheserver exhibits dif-
ferentscalingbehavior asloadis increased.Differentservers
mayreactdifferentlyto theseconditions,andthusit is impor-
tantto introducethesecharacteristicsinto any testsuite.

� Packet lossesreducethroughputand increaselatency. We
show how increasinglossratescanlower server capacityby
as much as 50 percentand increasethe responsetimes as
seenby clients.

� Packet delaysincreaselatencybut do not reducethrough-
put. While largeround-triptimesslow responsesasseenby
clients,overall server capacityis unaffected.

� Reno,SACK, and New Renoperformdifferently. Different
versionsof TCP reactvery differently to packet losses.We
show how usingSACK or New Renodoesnotchangeserver
throughput,but can reduceclient responsetime. We con-
cludethatserversshoulddeploy theseTCPvariants.

Again,theWASPenvironmentallowsresearcherstostudythese
effectsandquantify their impacton performance.Basedon these
findings,ourSACK andNew Renocodehasbeenincorporatedinto
the AIX operatingsystem.In addition,given thatWWW proxies
performmany of thesamefunctionsthatwebserversdo,weantic-
ipatethatour resultswill applyto proxiesaswell.

Thiswork hasonly begunto studytheissueof WAN effectson
servers. Many otheraspectsremainto beexamined,e.g.,dynamic
contentsuchasCGI or servlets,securecontentover SSL/TLS,im-
plementationissuesinvolving codepathsnot exercisedby current
benchmarks,etc. In addition,the lossanddelaymodelsbuilt into
the systemneedto be refinedbasedon a betterunderstandingof
how thesephenomenaoccurin thewide-areaInternet.TheWASP



environmentallows usto easilyadaptour modelsandto studydif-
ferentnetworkedserver applications.We intendonpursuingmany
of theseissuesfurther.
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