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Abstract

WWW workload generatorsre usedto evaluateweb sener per
formance,andthushave a large impacton what performanceop-
timizationsare appliedto seners. However, currentbenchmarks
ignorea crucial componenthow thesesenersperformin the en-
vironmentin which they areintendecdto beused,namelythewide-
arealnternet.

Thispapershavshov WAN conditionscanaffect WWW sener
performanceWe examinetheseeffectsusinganexperimentatest-
bedwhich emulatesWAN characteristicsn a live setting,by in-
troducingfactorssuchasdelayandpacletlossin a controlledand
reproduciblefashion.We studyhow thesefactorsinteractwith the
host TCP implementationand what influencethey have on web
senerperformanceWe demonstratéhatwhenmorerealisticwide-
areaconditionsareintroduced,seners exhibit very differentper
formancepropertiesandscalingbehaiors, which arenot exposed
by existing benchmarksunningon LANs. We shav thatobsered
throughputscangive misleadinginformation aboutsener perfor
mance,and thusfind that maximumthroughput,or capacity is a
more usefulmetric. We find that paclet lossescanreducesener
capacityby asmuchas50 percentandincreaseresponsdime as
seenby the client. We shav that using TCP SACK canreduce
clientresponsdime, without reducingsener capacity

1 Introduction

Thephenomenajrowth of the World-Wide Webis dramaticallyin-
creasinghe performanceequirementdgor large-scaldnformation
seners. WWW sener performances thusa centralissuein pro-
viding ubiquitous,reliable,andefficient informationaccess.Web
sener performancas frequentlyevaluatedusingWwWW workload
generatorsyhich consequentlfave alargeimpactonwhatperfor
manceoptimizationsareappliedto seners. While muchresearch
hasbeendonein producingmorerealisticworkloadgeneratorand
optimizing WWW sener performancega crucial componenthas
usually beenignored: haw theseseners performin the erviron-
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mentin which they areintendedto be used,namelythe wide-area
Internet.

Marny web senersareusedfor wide-areanformationdissem-
ination on the global Internet, which has greatly varying band-
widths, round-triptimes, and paclet loss characteristics To date,
virtually all experimentaWWW sener performancevaluationhas
beendoneon high-speed_ANs, which have very differentperfor
mancecharacteristicom WANs. Thesd_ANs, typically switched
100 Mbps Ethernet,provide excellentnetwork connectiity, with
high bandwidthand almostno paclet loss or re-ordering. Given
that mary web seners are deplg/ed in the commercialinternet,
theseevaluationsarenotrealisticin thatthey do not capturewide-
areacharacteristicsuchasmodem-connectedients, high paclet
loss, and large paclet delay Even corporatelntranetsor VPNSs,
while administeredby a single organization,are geographically
distributed and thus have very different performancecharacteris-
tics. Thus,whencustomersvish to comparedifferentsystemsor
performWWW sener capacityplanning,they needto take WAN
characteristicénto account;otherwisethey may drav misleading
conclusions.

Evaluatinghow websener performancehangesn the context
of this morerealisticWAN environmentis the goal of our project,
calledWASP (Wide-AreaSener Performance)We focuson three
metricsof WWW sener performance:obsered throughput,re-
sponsetime asseenby a client, and maximumthroughputor ca-
pacity. We areparticularlyinterestedn how WAN characteristics
interactwith the hostTCPimplementationandtheir effectson the
sener. Issueswve considerinclude:

o Howdoesserverperformancescalewith load?
e Howdo padet delayandlossaffectobservedhroughput?

e Whatis theimpactoflossanddelayonresponséimeasseen
bytheclient?

o HowdoTCPvariantssud asSACK andNew Renainfluence
performance?

¢ Howdodelayandlossaffectservercapacity?

We evaluatetheseeffectsusinganexperimentakestbedwhich
emulatesVAN characteristicén alive settingby introducingfac-
torssuchasdelayandpacletlossin a controlledandreproducible
fashion. The testbedconsistsof a clusterof PCsactingasclients,
connectedria aswitchedLAN to a high-performancevebsener.

We shav thatwhenmorerealisticwide-areaconditionsarein-
troduced senersexhibit very differentperformanceropertiesand



scalingbehaiors, which are not exposedby currentbenchmarks
suchasWebStoner SPECVWh While it is easyto saturateasener
whenWAN conditionsareignored,driving asenerto full capacity
is muchmoredifficult whendelaysanddropsareintroduced.Ob-
sened throughputscan give misleadinginformation aboutsener
performanceandthus capacityis a more usefulmetric. We find
thatpacletlossbothreducesggreyatesenercapacityandincreases
responsdime as seenby the client. We demonstratehat while
paclet delayincreasesateng, it doesnot have a substantiakffect
on sener capacity We shav thatwhile traditionalbenchmarkex-
poselittle or no differencebetweendifferentversionsof TCP, such
asSACK or New Reno,thesenewer versionsof TCP canimprove
clientresponsdime in WANs, without ary reductionin sener ca-
pacity

Currentbenchmarkslo notexposeanyof theseissuesandthus
we claimWWW senerbenchmarkshouldincorporate VAN char
acteristics.This will not only make sener benchmarksnorereal-
istic, but will provide greateiincentive andguidanceor developers
to adoptoptimizationsghatmale moreefficient useof the network.

The restof this paperis organizedasfollows: Section2 pro-
vides more backgroundon WWW seners and reviews previous
work. Section3 presentsthe WASP architecture and Section4
presentsour resultsin detail. Section5 summarizeour conclu-
sionsandbriefly discusseglansfor futurework.

2 Background and Related Work

Thedemando improve Websener efficiency hasexistedfor quite
sometime and,asaresult,therehave beenmary previouseffortsto

measureandcharacterizeéhe performanceof theseseners. These
efforts canberoughlydividedinto benchmarkingtudiesandanal-
ysesof live seners.

2.1 Other Benchmarks

MostWebsenerbenchmarksiseacollectionof virtual clientscon-

nectedvia a high speedLAN to the sener beingtested. These
virtual clients are usedto accuratelyrecreatethe workloadsthat

typical busyWebsenersexperience Previouseffortsto accurately
reproducethe typical workload on a sener have concentratedn

certainaspect®f userrequestaccesypatterns:

o File size typeand popularity. Authorsof benchmarksuch
asSURGE[7] andSPECWbh96[10] developectheirfile size
andrequesdistribution by analyzingthe logs of mary pop-
ular Web sites. As usagepatternshave changedover time,
somebenchmarksuchas SPECV¢b99[10] have beenup-
datedwith morerecentrequestistributionsandtheaddition
of dynamiccontent.Many benchmarksiew request-related
informationasthe key to understandingVeb sener perfor
manceandreproducdittle else.

e Requesarrival andrate Mostbenchmarksittemptto stress
thesener by requestingbjectsasquickly aspossible How-
ever, somebenchmarksittemptto recreatemorerealisticar
rival distributions. The SURGEbenchmarkusesthe concept
of “userequialents”to recreateheactive andidle periodsof
typical users.AnotherbenchmarkScalableClient (s-client)
[4], usesan “open-loop” architectureto producea fixed re-
questarrival rateregardlessof sener load. Both theseap-
proachesausethe sener to deal with the bursty arrival of
requestswhich cansignificantlyaffect sener performance.

e Protocolversion Somebenchmarkssuchas SPECWb99,
have includedbothHTTP 1.0 and 1.1 support. The differ-
encesbetweentheseprotocolscan resultin very different
sener performance.

Somebenchmarkingefforts, aswell asour own, have begun
to incorporatenetwork characteristicsnto sener evaluation. For
example, SPECWb99restrictsthe TCP maximumsegmentsize
(MSS)to be no largerthan 1460bytes. This reflectsthe fact that
mostclientson the Internetusea MSS of fewer than 1460 bytes
andthatlarger MSSvaluesin a testbedcaninflate the benchmark
results.

2.2 Analyzing Active Web Servers

Anotherapproacho understandingVeb sener performances to
profileandanalyzeanactively usedsener. Thisapproactwasused
to examinethe 1994CaliforniaElectionWebSite[19] andthe 1996
SummerOlympicsWeb Site [30]. Eachstudyanalyzedoneof the
busiestweb seners of its time to examinehaw the protocolstack
dealtwith typical Web traffic. The 1994 study identified perfor
manceproblemswith protocol control block (PCB) lookupsand
the handlingof TCP connectionsn the TIME _WAIT state. The
suggestedixesfor theseperformanceproblemswere quickly in-
corporatednto operatingsystems. The 1996 study concentrated
on TCP behaior and madesuggestiongo improve lossrecovery.
Theseanalyseddentified performanceproblemsthat are difficult
to find with currentbenchmarks.Unfortunately suchstudiesare
arduousto undertak sincethey requireaccesgo busy sites. The
busiestsenersaretypically commercialandthushave privagy and
securityconcernsmakingit difficult to gainaccesgo them. Ana-
lyzing live senersis, unfortunately rarely an available option for
discovering problemsn WWW sener performance.

TheWide AreaWebMeasuremenfWAWM) project[6, 8] takes
a relatedapproachn thatit placesvirtual testclientsin the wide
areanetwork. The clients sendsyntheticrequestsgeneratedy
SURGEto aremotesener. This guaranteeshe incorporationof
realisticnetwork characteristicsut usinganactualwide areanet-
work malkesit difficult to controlthe experimentcarefully

More fundamentally measuringive sitesin the real Internet
presentsseriouschallengedo reproducibility asone-timeevents
aremeasured Researchersannotbe certainwhatthe traffic con-
ditions are at the time of the event, sincethey do not have com-
pletecontrolover the sener, the network, andtheclients. Nor can
they be certainthatsubsequengxperimentshave the samecharac-
teristics. In addition, “what if” studiesmay not be feasiblesince
changesmnay affect the workload that was obsered. The WASP
project addresseshis by recreatingnetwork characteristicsn a
controlledervironment,thusallowing reproducibilityanditerative
analysis.Our approachenablesxperimentatiorwith bothexisting
and future network conditions,and evaluation of to-be-deplged
senerfeaturedn acontrolledsetting.

3 The WASP Environment

In this Sectionwe presenthe WASP testbed.Beforewe describe
our setupin Section3.4, we provide the contet of the hardware

used,the operatingsystemsthe WWW sener software, and the

web client workload generators.Section3.5 presentour experi-

mentalmethodology



3.1 Hardware and Operating System Software

Ourtestbedconsistof 8 client PCs,a gigabitswitch,anda RISC-
basedsener machine Eachclienthasa 500 MHz Pentium/Ill pro-
cessorand 96 MB of RAM, andruns FreeBSD3.3. Eachclient
hasa 100 Base-TEthernetinterface connectedoint-to-pointfull
duplex with the switch. The sener machineis an IBM RS/6000
43Pmodel260,which hasa200MHz Pawer3processqr4 MB of
L2 CacheRAM, and256 MB of main memory The sener runs
AIX 4.3.3,IBM’s UNIX OS,andis connectedo the switchvia an
Alteon gigabitEthernetadaptor

Onthesener OS,we extendedthe TCP/IP stackwith our own
SACK [18] and New Reno[14] implementations. The TCP/IP
stackin AIX is derived from BSD 4.4. AlIX hasbeenpreviously
refinedto betterhandlelarge-scalevorkloads,for exampleto use
hashtablesfor PCB lookup andto separatelymanageconnections
in the TIME_WAIT state[3, 31].

Ontheclient OS,we incorporatedRizzo’s SACK sourcecode
[27] from FreeBSD2.6 into the 3.3 kernel,in orderto interoperate
with our sener SACK implementation.

3.2 WWW Server Software

Mary availablewebsenersemploy differentarchitectureandop-
timizationsandthushave differentperformancecharacteristicsin
orderto minimize ary limitations of our studythatmight occurby
beingtoo tied to a specificimplementationye wishedto examine
WAN effects for both a general-purposand a highly-optimized
sener. In addition, we wantedto have accesgo the sourcecode
for the seners. We decidedto usetwo seners: Apache,asan ex-
ampleof a general-purposeener, and Flash,asan exampleof a
highly-optimizedone.

Apacheis the well-knovn open-sourcgeneral-purpossener
found at wmwv. apache. or g. Netcraft[21] reportsthat Apache
hasthelargestmarket shareof all WWW seners,estimatinghatit
is usedby over 50 percentof web siteson the Internet. Apacheis
aprocess-baseskner, implementedn userspaceforking several
processesyhichseriallyaccephev connectionsWe usethelatest
stablecodereleaseatthetime of thiswriting, version1.3.17 which
hasseveral performanceémprovementsover previous Apachere-
leasesincludinguseof nap() andwri tev().

Flashis a WWW sener developedby Pai et al. [24] at Rice
University. Flashis a single-threade@vent-drivensener thatuses
asynchronou$/O with thesel ect () systemcall. Flashexploits
most optimizationsthat are available to a userspaceweb sener
without modifying the operatingsystem. It cachesfiles in user
spacewith mmap( ), cachesst at () informationand URI look-
ups,andexploitsw i t ev() . Flashhasbeenshavn to be signif-
icantly fasterthan Apache. We extendedFlashin several waysto
obtain the maximum performancein our system[20]. First, we
modifiedit to pol | () ratherthansel ect () . BangaandMogul
[5] have shawn thatevent-drvensenersthatusesel ect () , such
as Flash,can sufer performanceproblemswhen managinglarge
numbersof active connections.To avoid theseproblems,we ad-
aptedrlashto usepol | () , asimilarfunctiondervedfrom SVRA4,
which is availableon someformsof Unix, including AIX. We also
modifiedFlashto exploit thezero-coy send_f i | e() systencall
availablein AIX. Combinedwith the checksurnoffload on the Al-
teongigabitadaptorthe sener performsno unnecessargnemory-
touchingoperationsvhen servicingrequestson the fast path. Fi-
nally, we take advantageof the send_f i | e() option, which al-
lows consistentlypiggybackingheFIN bit onthelastTCPsegment
of eachcorversationjmproving performancdor smalltransfers.

Requests

I —
Responses

Sener

Figurel: WorkloadGeneration

3.3 WWW Client Workload Generator Software

We usetwo client HTTP workload generatorgo evaluate WWW
sener performance.We uses-client[4] asa micro-benchmarko
generatdarge numbersof requestgor the samesinglefile on the
sener, which lets us seehow performancechangesasa function
of the requestedile size. We alsouseour own workload gener
ator Waspclientas a macro-benchmarko measuremore realistic
aggr@atebehaior.

S-clientis alightweight,event-basedequesgeneratothatuses
asingleprocessandthesel ect () systemcall to managealarge
numberof concurrentactive connectiongo the sener. In our test-
bed,eachclient machinerunsasingles-clientprocessyhich gen-
eratesup to 2048 concurrentconnectionseach. Figure 1 shaws a
representationf the workload architecture.For our experiments,
wedonotusethe“openloop” facility of s-client. Eachclientmales
arequesto the sener, waitsfor a responseandthenimmediately
males anotherrequest,throughoutthe durationof the test. The
systenis essentiallya closed-formgueuingnetwork, wherewe can
adjustthe numberof clients. By varying the numberof concur
rent connectionswe canvary the load generatedby the bench-
mark. This allows us to obsere how the systemscalesas load
is increasedandhaow its behaior changesaswe vary parameters
suchasround-triptime andlossrate.

Waspclientis adaptedrom sourcecodeboth from the s-client
andthe SURGE[7] benchmark.SURGEis a workloadgenerator
designedo capturevarioustraffic characteristicof WWW sites,
including heavy-tailedfile andrequessizedistributions,Zipf pop-
ularity of requestediles, temporallocality of requestediles, dis-
tributionsof embeddedeferencesanddistribution of off times(or
userthink times). SURGEhasthe notion of a “userequialent”,
which representshe load producedy a singleuser Larger num-
bersof usersgproducdargerloadsonthe sener. SURGEusesmul-
tiple processeandmultiple threadswhich do not scaleaswell as
thesingle-processvent-drvenmodelin s-client. Hence we found
thatit couldnotgeneratesuficientloadto fully saturateoursener.
However, SURGEprovidesa morerealisticworkloadandthuswe
wishedto employ it. Sincethetraffic generatiormodelsareorthog-
onalto theimplementatiormethod we importedthe SURGEcode
(versionl.1,dated4/98)ontothes-clientevent-drivenarchitecture.
Theonly featurewe did notincorporatdrom SURGEwastheuser
think time. Thus,each“userequialent” hasno think time before
requestinghe next web page. While this may sacrificesomere-
alismby reducingthe burstinesof the requestarrival processwe
found that including userthink times slowed the load generation
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too muchfor our purposes We usedthe standardcSURGEconfig-
uration parameterse.g., using 2000 files for Zipf popularity and
“optimal file/requesmatching”overthe entirerequestistribution.

3.4 The WASP Environment

The WASP ervironmentis designedo emulateWAN characteris-
tics by droppingor delayingpaclets. Thegoalis notto reproduce
aspecificwebsite or network, but ratherto generatenore realistic
traffic, in orderto exercisea senerin away moreusefulfor capac-
ity planning.A centralfeatureof oursystemis thatit isisolatedand
reproducible whereaghe actuallnternetis continually changing.
An experimentrun todayon the Internetmay not behae the same
way the next week, month, or yearin the future. Our systemal-
lows repeatedxperimentationwhich lets us exposeanddiagnose
performancessues.

Reproducinga specificweb site perfectlywould be effectively
impossible It would benecessaryo replicateall thecharacteristics
of theclients,includingthebrowserbehaior; thenetwork, suchas
numberof hops,bandwidthsgueuesizes andcrosstraffic; andthe
sener itself, for examplethe content,the sener software configu-
ration, andthe hardware platform. In addition,dueto the sizeand
heterogeneitpf theInternet,any oneinstanceof a site or network
is probablynot representatie. For example,a large hostingcenter
closeto the MAE WestNAP in Californiawill mostlikely seedif-
ferentround-triptimesto its clientsthanwill asmallcompary web
sitehostedover DSL in the Bronx.

Instead we wish to examinearange of parametershatwe be-
lieve are morerealistic acrossmostseners. We do a sensitvity
analysisof senersto conditionsratherthanreproducea specific
point in the spectrum.Thus, we vary a parametesuchas paclet
delayfrom 0 to 400 ms. ratherthan choosinga particularvalue,
andthentry to shav whatthe impactof the delayis on a metric
suchassener throughput.In addition, our systemhasthe adwan-
tagethatit is configuable Webhostingoperatorcanparameterize
thesystenbasedn measuremenfsom theirown sitesandchange
themover time asnecessaryThe advantageof our systemis that
it allows iterative analysisusingthe sameconditions. The disad-
vantageis that our emulatedconditionsmay not be asrealisticas
desired. However, we believe the resultsare muchmore realistic
thanwithout ary WAN conditions,andagain,canbe refinedover
time asbetterunderstandingf thereallnternetis gained.

Previousapproachept] to introducingpacletdropsanddelays
have relied on addinga single separatenachineto the infrastruc-
ture to actasa WAN emulator asshavn in Figure2. This ma-
chineis sometimeseferredto asadelayrouter. Sinceall the WAN
functionality is centralizedin this single machine,we call this a
centrlizedappmoad. This approachhasthe advantagethatit re-
quiresno modificationsto the client or sener systemswhich may
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be necessaryf sourcecodeis unavailable. While this approachs
usefulfor protocol correctnesgesting, we have found that it not
scalableenoughfor WWW sener performancesvaluation, given
the high loadsgeneratedy the client machines.We describethis
issuein moredetail in Section3.6, after we describeour experi-
mentalmethodologyin Section3.5.

Instead,we usethe configurationshavn in Figure 3. Here,
paclet delay and lossis introducedon the clients directly, using
the Dummynet[28] shimlayerarchitecturdn FreeBSD shavn in
Figure 4. Dummynetresidesbelav the protocol stack,andthus
is transparento the application. Dummynetappliesfilter rulesto
pacletstraversingthe stack,andinvokes droppingor delayfunc-
tionsif a paclet matchesafilter. Filterscanmatchon agranularity
ascoarse-grainedsa subnetr asfine-grainedasa port number

In orderto delaypaclets,DummynetusesheFreeBSDt i re-
out () facility to schedulgransmissiorof delayecbaclets. While
the default periodof this timeris 10 ms, we recompiledthe kernel
with HZ = 1000 to geta finer-grainedmillisecondtimer resolu-
tion. We were concernedhat the 10 ms timer might affect our
results,but found thatthis changemadeno difference.During our
experimentspurclientmachinesrenever morethat50percenuti-
lized. However, we keptthe clock at this resolutionaryway, since
our clients have mary cyclesto spare. While it is true that that
pacletsmay be delayedup to 1 mslongerthanrequestedwe be-
lieve thatthis doesnot significantlydisturbour experimentssince
we examinedelaysfrom 50 to 400 ms. When Dummynetis not
configuredto adddelay thet i meout () facility is bypassedi.e.,
pacletsaresentdirectly.

To droppaclets,Dummynetusesa uniformrandomlossmodel
that can be configuredto a specifiedprobability The lossmodel
usedin Dummynetis anindependenbne,i.e., the online decision
to dropa pacletis maderegardlesf pastdecisions While thisis
usefulfor testingprotocolcorrectnesst is mostlikely notarealis-
tic portrayalof actuallossbehaior in theInternet.

Paclet lossis a complex phenomenorstill being explored by
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Loss | Prob leaving | Prob leaving

Proh | “good”state| “bad” state
.00 .00 N/A
.03 .02 .65
.06 .04 .65
.09 .07 .65

Tablel: Transitionprobabilities

theresearclttommunity Severalstudieshave shawvn thatlossoften
occursin burstson the Internet[26, 29, 32]. Theintuition is that
routersdrop pacletswhenresourcegrescarceandthatresources
tendto remainscarcefor somefinite periodof time. Both Paxson
[26] andRubensteiret al. [29] obsered thatthe conditionalloss
probability of the paclet following a lost paclet is much higher
thantheoverall lossrate.

Motivatedby thesefindings,we extendedDummynetto incor
poratea two-statedependentbssmodel,shavn pictorially in Fig-
ure5. EachconnectiorthatpasseshroughDummynetis placedin
eithera“good” stateor “bad” state.For connectionsn the “good”
state,Dummynetforwardsall paclets,andfor thosein the “bad”
state,all pacletsaredropped. The transitionrate from the good
stateto thebadis setbasedn theratethatlosseventsoccur which
is differentfrom the overall paclet lossrate. Thelikelihoodof re-
mainingin the “bad” stateis the conditionalloss probability, i.e.,
the probability that a subsequenpaclet is lost given thatthe pre-
vious paclet is lost. Thetransitionfrom the bad stateto the good
is thusthe inverseof the conditionalloss probability This con-
trols thedurationof eachlosseventaswell asthe numberof pack-
etslost. Sincethe Dummynetextensionmaintainsperconnection
state,lossesobsened by a connectionare correlated,but losses
acrossconnections@reindependent.

We chosethe conditionallossprobability in our teststo be 35
percentbasedon Paxsons obsered measurementsf the Inter
net. We calculatedthe other transition probabilitiesto produce
specificoverall loss rates. The valuesusedare listed in Figure
1. For example,in the 6 percentloss configuration,a connection
startsin the“good” stateandhasa 4 percentthanceof having each
paclet dropped.If apacletis droppedthe connectiortransitions
to the“bad” state whereits likelihoodof having subsequenpack-
etsdroppedis muchhigher in this case35 percent. Whenin the
“bad” stateanda paclet is not dropped,the connectiorreturnsto
the“good” stateagain.

NIST Net[9] is atool similarto Dummynet,n thatit is atrans-
parentshimlayerbelav the IP layerin thekernel,which candrop,
delay or bandwidth-limitpaclets. While Dummynetis distributed
with FreeBSDNIST Netis aseparatpackagevailablefor Linux.
NIST Net hasthe disadwantagethatit doesnot apply dropsor de-
laysto outgoingpaclets,butinsteadbnly toincomingpaclets. This
meanghatin orderto applydelaysor lossessymmetricallya Linux
box mustbe usedas an intermediaterouter Dummynet,on the
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otherhand,appliesrulesto both incoming and outgoingpaclets,
andthuscanbe usedon the client. While we did experimentwith
NIST Net, we found Dummynetto be moreappropriatdor our ex-
periments.

3.5 Experimental Methodology

An importantconsideratiorior our environmentis attemptingo be
asscientificallyreproducibleasnecessarywhile balancingagainst
the desireto examineasmary configurationsaspossible.We thus
took the following approach. In experimentsusing s-client, we
measurerequestdor 3 representatke file sizes: 1 KB to repre-
sentsmall files, 8 KB for an averagefile, and 64 KB for a large
file. Eachdatapointis the averageof threeruns, whereeachrun
is the averageover a 60 secondsamplinginterval after a 30 sec-
ondwarm-up.64 KB experimentsaresampledor 5 minutes since
64 KB typically takeslongerto transfer In testsusingWaspclient,
we let eachexperimentrun 10 minutesaftera 30 secondwarm-up
period,againtakingthe averageof 3 experiments.

All graphsinclude 90 percentconfidencentervals [16], calcu-
latedusingthe T distribution, which assumeghat the underlying
datadistribution is normal. If the datais not normally distributed,
thenthe variability reflectedby the confidencentervals would not
be appropriate.Given the breadthof the experimentsthat we do,
we arenotableto testthis normalityassumptioror all datapoints.
Instead,we checkone“typical” datapoint by runningone Wasp-
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client experimentand one s-clientexperiment36 times each. In

theseexperiments the delaywas setto 100 ms, the lossratewas
3 percent,andthe sener was50 percentutilized. We thengener

atedsyntheticnormaldistributionsusingthe sameu ando derived
from the samples Figure6 shavs the CDF from therealandsyn-
thetic samplesfrom the Waspclientexperiment. As canbe seen,
the normaldistribution is a very tight fit. We alsogenerateé 10th
percentileprobability plot [12], shavn in Figure7. If thetwo dis-

tributionsmatch,the pointswill lie closeto a 45-degreeline, and
we seethatthisis thecase.Similarresultswereseerfor thes-client
samplesnot shavn dueto spacdimitations. We thusassumehat
our otherdatapointsare alsonormally distributed. Since3 sam-
plesareavalid parameteto the T distribution, we believe thatthe
confidencentervalsareappropriate.

3.6 WASP Scalability

TheWASP ervironmentscaleswith thenumberof load-generating
machinesunlike the centralizedapproach sincethe overheadof
droppingor delayingpacletsis distributedacrosshe clients. Fig-
ure 8 demonstrateshe adwvantageof our approach. This graph
shavs sener HTTP throughputasa functionof thenumberof con-
currentclient requestgyeneratedusing s-client. Four curves are
shawvn: requestdor 1 KB documentsisingthe WASP approachl
KB documentsausingthe centralizedapproach64 KB documents
usingtheWASPapproachand64 KB documentsisingthecentral-
ized approach.In this experiment,the delayrouteris a 450 MHz
Pentiumll running FreeBSD3.3, with Dummynetenabled.How-
ever, Dummynetis configuredto only matchandforward paclets,
i.e.,nodelaysor lossesvereintroducedandonly asinglerule for
matchingis used. While the centralizedapproachcan handlethe
loadfor the1 KB file requestsit cannotwithstandtheload for the
64 KB requestsvhenlarge numbersof concurrentonnectiongre
used. The WASP environment,on the otherhand, scalesaslong
astheaggregatepaclet switchingloadis not greatetthanthe giga-
bit switch’s capacity In the centralizedapproachabore, the load
cannotbe greaterthanthe routers software forwarding capacity
which is typically slower thanswitching. As will be seenin Sec-
tion 4, very large numbersof concurrenrequestsarenecessaryo
exercisethe sener whendelaysandlossesareintroduced. In ad-
dition, this testusedonly a singlefilter rule on the delay router
Large numbersof filters, suchasmight be neededo maintainper
connectionstate,will imposeeven more processingand memory
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Figure9: FlashThroughputvs. DependentossRate

requirementsn the centralizedcase andthuswill inherentlyscale
betterwhendistributedacrosgheclientnodes.

At first glancethis result could seemcounterintuitive. One
mightthink thatarouterdoeslesswork thana WWW sener, since
all it doesis forward paclets, ratherthanhandleHTTP requests,
andthuswould not saturateébeforethe sener does.However, since
this is a software routeron a PC with a PCI bus, it actually does
morework on a perpaclet basis. Eachbyte of a pacletis copied
acrosshe memorybustwice: oncefrom the inboundinterfaceto
the systemmemory and againfrom systemmemoryto the out-
boundinterface. Thusthe memoryusageis typically twice that of
the WWW sener, which only copiesa paclet acrossthe memory
busonce,in thecommoncase.

While a hardware-basedouter might be fast enoughfor our
purposesthe advantageof our approactis that we usecommod-
ity hardware running public-domainsoftware. The sourcecodeis
freely available, canbe customizedand extended,andthe system
asawholeis generallylessexpensve. Similarly, anotherapproach
might be to add a dedicatedsoftware-basedielay routerin front
of ead client machine.Thisis part of the approachtakenin Bar
ford'sthesig6]. While thiswould alsoscale jt would requiremore
hardware,thusbeingmoreexpensve andmoredifficult to manage
andadminister Our experienceis thatthis is not necessarysince
the client machineshave sufficient idle cyclesto handlethe extra
paclet processingasdescribedn Section3.4.

4 Results

In this sectionwe presenburresultsin detail. We shav how paclet
lossandnetwork delay affect sener throughput,responsdime as
seenby the client, and sener capacity In general,dueto space
limitations, we mostly presentesultsusingWaspcliento load the
Flashsener combinedwith the dependentossmodel. However,
we found similar trendsandbehaior usings-client, the indepen-
dentlossmodel,andthe Apachesener.

4.1 Effects on Throughput

We begin by examining how increasingthe loss rate affects the
obsered throughputof the web sener. Figure9 shaws the mea-
suredthroughpubf the Flashsenerin HTTP operations/seconas
afunctionof loadgeneratedby the Waspclientwworkloadgenerator
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in userequialents(UE’s). Four curvesare plotted: with noloss,
with 3 percentloss, with 6 percent,andwith 9 percent. In this
experiment,no delayis introduced;the pointis to evaluatetheim-
pactof pacletlossin isolationfrom otherfactors.Figure10 shavs
the correspondingener machineCPU utilization during the test
asmeasuredby i ost at . Notethatonthethroughpuigraph,the X
axisis linear, whereaghe Y axisis logarithmic. On the utilization
graph,bothaxesarein log scale.As canbe seentheintroduction
of loss hasa significanteffect on the obsered throughputin the
system Higherlossratesresultin lower throughputsregardlesf
load. In addition,we obsere thatincreasinghe loadis necessary
to bring thesenerto full saturationasshavn in Figure10.

Next we examinehow throughputis affectedby the introduc-
tion of paclet delay Figure1l shaws thethroughputof the Flash
sener, againasa function of load. Herefive curves are plotted:
with nodelay with 50 msdelay with 100ms,200ms,and400ms.
In this test,no paclet lossis introduced.Figure 12 shavs the cor
respondingsener CPU utilization measurediuring the test. Note
againthatontheX axisonthethroughpuigraphis linear, while all
otheraxesin thetwo Figuresarelogarithmic.

As with paclet loss, introducingpaclet delay also hasa sig-
nificant effect on the obsered throughputin the system,regard-
lessof load. Higher round-triptimesratesresultin lower through-
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puts. Again we seethatincreasingthe load is necessaryo bring
thesenerto full saturationasdepictedn Figurel2.

The causeof this behaior is the underlying TCP protocols
congestionavoidancemechanism. When loss or delay is intro-
duced,it hasthe effect of ‘slowing down’ the requestrate as ob-
senedby thesener. Sincethis is a closedsystemthearrival rate
andthedepartureateof jobsatthe senerareidentical. Each“user
equivalent” canonly usea fixed numberof connectionsthusre-
stricting the rate at which requestsanbe submittedto the sener.
In turn, eachconnectionproceedsnore slowly dueto thelossor
delay Thisis becausd CP’s throughputis inverselyproportional
to the RTT andthe squareroot of theloss. The simplified model
for TCPthroughpuf13] states:

1.5\/2/3+ B
Rx./p

whereT is throughput,B is themaximumsegmentsize(MSS), R
is theround-triptime, andp is thelossrate. More elaboratemod-
els areavailable [22], but they all sharethis relationshipbetween
throughputjoss,anddelay Sincelateng is inverselyproportional
to throughputfor afixedfile size,thetime to transfera singlefile
goesup. As the RTT or paclet drop rateincreasesa single con-
nectionthus puts lessload on a sener than a connectionwith a
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lower RTT. Similar trendswere obsered with otherexperiments,
not shavn dueto spacelimitations, including testsusings-client,
configurationswith Apache,and experimentsthat usedthe inde-
pendentossmodel.

4.2 Effects on Response Time

Lateng orresponsdime, asseerby theclient,is alsoanimportant
metricin evaluatingwebsenerperformanceThus,wealsowishto
examinehow responséime s affectedby bothlossrateandround-
trip times.Herethemeasuredateny is thetime betweenwhenthe
client applicationinvokes the connect () call to the sener and
whenthe lastbyte of the responseés deliveredto the userapplica-
tion. It doesnotincludeDNS lookuptimesor pageparsingdelays.
It doesinclude, however, wire travel time andclient network pro-
tocol processindime, in additionto the sener processindgime.

Figure 13 shaws the Flashsener’s responsdime versusload
whenlossis introduced. Four curves are plotted, againone each
for 0 percent,3 percent,6 percent,and9 percentloss. Figure14
shavs Flashresponsdéime aspaclet delaysareadded.In bothFig-
ures,asthelossrateor pacletdelayincreasesheaverageresponse
time doesaswell. Thisis againdueto TCP’sthroughputbeingin-
versely proportionalto the squareroot of the lossrate [17, 22].
Sinceresponsdime is typically inverselyproportionalto through-
put, higherlossratesleadto higherresponsdimes.

Notethattheno-delayandno-losscurvesfor eachfigurefollow
adiagonalline. Thisis becausén thesecasestheresponsegime is
limited by thesenerprocessingime. As loadincreasegpbsqueue
up andrequestanustwait longerfor service. We seethatin the
cuneswhenlossanddelayareintroducedtheloadontheseneris
low andthusthe clientresponseimesarenetwork-limited. As the
loadin userequivalentsincreaseseachcurve eventuallyintersects
thediagonaline, wheretheseneris fully saturatecndthusqueu-
ing delayat the sener startscontributing to responséime. Again,
we seethe sametrendsnot shavn dueto spacdimitations,in sim-
ilar experimentsusings-client,for requestdor differentfile sizes,
with bothFlashandApache.

4.3 Effects of TCP Variants

A greatdealof researcthasbeenaccomplishedtudyingdifferent
versionof TCP, suchasReno,SACK andNew Reno.TheseTCP’s
have varying approacheto lossrecovery andcongestiormanage-
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ment, and performvery differently whenfacedwith losses,espe-
cially with respecto theround-triptime. Thuswe thoughtit would

be importantto analyzetheseTCP variantsusingthe WASP test-
bed.

Figure 15 shaws the responsdime for the three TCP variants
usingan experimentwith 6 percentossandthe Flashsener. As
canbe seen,the lateny measuredy Waspclientusing SACK is
roughly 20 percentlessthanthe time obsered usingReno. New
Renois alsobetterthan Reno, in this caseproviding abouta 10
percenimprovementin responseime.

This is becauseSACK, andto a lesserextent, New Reno,can
recover lost paclets more quickly than Reno. Renocanonly re-
transmita lost sggment(‘fill a hole’) onceevery threeround-trip
times,whereadNew Renocanfill oneholeevery RTT, andSACK
canfill multiple holesperRTT. SACK is alsomoreresilientto ACK
lossonthereturnpath. SACK canthusrecover morequickly from
loss, especiallygiven large round-triptimes. However, SACK can
only provide an adwvantageover Renowhen multiple losseshap-
penwithin the currentcongestiorwindow, which in turn only oc-
curswhenthewindow is large. SinceTCPincreaseshecongestion
window via “slow-start”, multiple roundsof pacletexchangesnust
occurbeforethecongestiorwindow is largeenoughto allow SACK
ary lossrecovery opportunitieshatarenotavailableto Reno.This
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meansSACK males no differencefor shorttransfers. In exper

imentsusings-client, not shavn dueto spacelimitations, SACK

shaved no improvementsin testsrequestingl KB files whenloss
was introduced. In experimentswhererequestavere for 64 KB

files, SACK’s adwantageover Renowas substantial.SinceWasp-
client producesa setof requestdor a wide rangeof file sizes,the
workloadgeneratoexposesSACK’s benefits.

Figure16 shavs the obseredthroughputor thethreeversions
of TCP. Herewe see for smallerloads,SACK hasthe highestob-
senedthroughputNew Renothenext highestandRenotheworst.
Astheloadsareincreasedeachcune reachessmaximumthrough-
put asthe sener is fully utilized, and then startsdegradingwith
excessload. Note thatthesecurvessimply reflecttheimplications
of thelatenciesrom Figure15. SinceSACK haslower latengy, it
achievesgreaterthroughputfor agivenload.

Theseresultsareimportantsincethesedistinctionsdo notshav
upin corventionalbenchmarksvherethe WAN characteristicaire
ignored. Distinguishingthesecharacteristicss necessaryo pro-
vide the properincentivesfor sener manufcturers.For example,
SpecVeb99will notrewardavendorwho supportsSACK or New
Renoin their TCPstack,yetin therealworld their utility is clear in
termsof lower latenciesseerby clients.New Renois asendesside
only modificationandthuscanbe put to useimmediately While
SACK hasthedeploymentdifficulty in thatit requiresmodification
onbothendsof theconnectionthislimitationis fading. SinceWin-
dows 98 supportsSACK, a groving numberof clientsareableto
negotiate SACK options,andin factAllman [1] presentsvidence
that supportsthis. It is plainly beneficialto add SACK supportto
seners. Finally, while one might be concernedhat SACK could
incur extra processingoverheadsinceit maintainsadditionalper
connectionstate,we find thatthis is not anissue. We shav in the
next Sectionthat adding SACK and New Renosupportdoesnot
reducea sener’s overall capacity

4.4 Effects on Server Capacity

We saw in Section4.1 that measuringthroughputcan be com-
plex. Basedon our experiencesye believe thatsimply measuring
throughputwithoutregardto sener CPU utilization cancausemis-
leadingconclusionsFor this reasonwe examineour third metric,
capacity

Recall Figure 9 in Section4.1, which shavs how throughput
varieswith load for differentlossrates. How thenwould capac-
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ity be defined?Oneanswemight beto fix the loadin numberof
usersandreportthe throughput,but this methoddoesnot capture
the whole picture. Considerthe casewherethe systemis undera
loadof 256 userequivalents.Herethe no-losscurwve is maximized,
with 1035HTTP operationgersecondwhereaghe 3 percentoss
has471 ops/seandthe 6 perceniosscurve hasaboutl98 HTTP
ops/sec. As we sav from Figure 10, the sener is not fully uti-
lizedin the 3 percentand 6 percentlosscases.Clearly, thisis not
afair comparisonsincethe sener hasidle capacityin the experi-
mentswherelossis introduced.Now considerthe casewherethe
load is 1024 userequialentsin Figure9. Here, both the 6 per
centand3 percenfosscurvesaremeasuringully utilized seners,
whereaghe 9 percentosscurve is not. But again,this comparison
is not fair, sincethe no-delayexperimentreflectsthe costof jobs
queuedup at the sener, which resultsin larger numbersof con-
currentconnectionswhereasthe 6 percentloss experimentdoes
not. Thepropercomparisorthenis betweerthemaximums®f each
curwe, whereeachsener is fully utilized, but is not penalizedby
the costof queuedobs. We thus definecapacityasthe maximum
overthecurwe, despitehefactthatdifferentnumbersof concurrent
usersmay be usedto arrive at the maximum. In our experiments,
thenumbersof clientsarevariedfrom 8 to 4096in powersof two,
andthenthe maximumof all thesepointsis chosen.

Figure17 shavs the sener capacityversusthe lossrate,using
thethreeversionsof TCPdescribeckarlier As canbeseenthetotal
capacityis reducedby up to 50 percentfor high lossrates. Note
alsothatthe 3 TCPvariantsall have roughlythe samecapacityfor
a particularlossrate. The exceptionis in the 9 percentiosscase,
whereSACK appearso outperformNew Reno,whichoutperforms
Reno. However, the picture hereis morecomplicatecbecausehe
sener is not completelysaturated.Thesehigh loss ratesmadeit
extremelydifficult to fully utilize the sener. In this caseSACK'’s
adwantageis notin raw capacitybut in its ability to let the sener
to procesgetransmissionsore quickly andthusallow the sener
to effectively scheduletasksin a more work-conservingmanner
Basedon our otherdata,we believe thatthe actualcapacitywould
bethe sameif the sener couldbedrivento full utilization.

Figure 18 shaws the capacityfor the Apachesener, againver
susthelossrate. Note thatthe scaleof the Y axisis notthe same
asin Figure17,andthatApacheis significantlyslover thanFlash,
hereby roughly a factorof 2. While the trendis not assevereas
with Flash,thereis still a noticeablereductionin capacityasthe
lossrateincreases.Since Apacheis lessefficient than Flash,the
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proportionof time spentin the network protocolstackis relatively
smallerthanis spentusingFlash. Sincelossincreaseshe amount
of work doneby the protocolstack,the relative impactof losson
capacityis thussmallerfor Apache.Notethatwe alsoseethesame
issuein the9 percentosscasethatwe saw in Figurel7.

One might think that a sener emplg/ing SACK would have
greatercapacity since SACK is betterat avoiding unneedede-
transmissions,e., have better‘goodput. In practice,we find that
this is not a significantissue. Our intuition is that ultimately the
sener hassomefixed capacityfor sendingpaclets, and that the
choiceof SACK or Renosimply influenceshow paclets are dis-
tributed or scheduledacrossconnections. In addition, given the
conserative natureof TCP’s loss recovery policies, unnecessary
retransmissionareprobablyrareevenin Reno. The adwantageof
SACK is thusto infer lossmorequickly.

We now turn our attentionto the effectsof delayon sener ca-
pacity Figure 19 shavs the Flashsener capacityversusdelay
whereRTT is increasedrom zeroup to 400 ms. Herewe seea
very slightfalloff in capacityandonly with very largedelays.Fig-
ure 20 shaws the capacityversusdelay using the Apachesener,
with the sametrends. Again notethe differencein the scaleof the
Y-axis betweerFigures19 and20. We seea very minor reduction
in capacitywith the Apachesener aswell.

Our RTT resultsaresomavhat at oddswith thosefrom Banga
andDruschel[4], who shaved a moreseverereductionin capacity
with increasinground-triptimes. Using delaysup to 200 ms, they
found that capacityshrunkup to 50 percentwith Apacheandup
to 22 percentwith Zeus.In our experimentscapacitywasreduced
only 5 percent,and only with 400 ms round-triptimes. Without
accesgo their exactsetup,it is difficult to completelyexplain the
differenceput we believe it is dueto two factors.First, Bangaand
Druschelusedan earlierversion(1.2.4) of Apache,whereashere
we usea morerecentversionof Apache(1.3.17),anduseFlash,
which is muchmoreefficient with perconnectiorresourcesSec-
ond, our AIX systememplg/s the TIME_WAIT optimizationde-
scribedby Aron and Druschel[3], which was not presentin the
FreeBSDsourceusedby Bangaand Druschelat the time of their
work. We believe consequentlythat state-of-the-artmplementa-
tion techniqueshave greatlyreducedjf not eliminated,this prob-
lem of largerRTT’sreducingcapacity
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5 Conclusions and Future Work

This paperhasexaminedhow WAN conditionscan have a signif-
icantimpacton WWW sener performancejn waysthat are not
exposedoy benchmarksunin a LAN setting. We summarizeour
conclusionsasfollows:

e RTTsandlossesmatter We find thatintroducingpaclet de-
laysandlossesanhave substantiaéffectson senerthrough-
put. Driving a systemto saturationis more difficult when
lossesanddelaysareintroduced andthe sener exhibits dif-
ferentscalingbehaior asloadis increasedDifferentseners
mayreactdifferentlyto theseconditions andthusit isimpor-
tantto introducethesecharacteristicinto ary testsuite.

e Packet lossesreducethroughputand increaselatency We
shav how increasingossratescanlower sener capacityby
as much as 50 percentand increasethe responsdimes as
seenby clients.

e Packet delaysincreaselatencybut do not reducethrough-
put. While large round-triptimesslow responseasseenby
clients,overall sener capacityis unafected.

e Reno,SACK, and New Renoperformdifferently. Different
versionsof TCP reactvery differently to paclet losses.We
shav how usingSACK or New Renodoesnot changesener
throughput,but canreduceclient responsdime. We con-
cludethatsenersshoulddeplg theseT CP variants.

Again,theWASPervironmentallowsresearcher® studythese
effectsand quantify their impacton performance Basedon these
findings,our SACK andNew Renocodehasbeenincorporatednto
the AIX operatingsystem.In addition,giventhat WWW proxies
performmary of the samefunctionsthatwebsenersdo, we antic-
ipatethatour resultswill applyto proxiesaswell.

Thiswork hasonly begunto studytheissueof WAN effectson
seners. Mary otheraspectsemainto be examined,e.g.,dynamic
contentsuchasCGl or servlets securecontentover SSL/TLS,im-
plementatiorissuesinvolving codepathsnot exercisedby current
benchmarksetc. In addition,the lossanddelay modelshbuilt into
the systemneedto be refinedbasedon a betterunderstandingf
how thesephenomenaccurin the wide-areanternet. The WASP



environmentallows usto easilyadaptour modelsandto studydif-
ferentnetworked sener applications We intendon pursuingmary
of theseissuedurther.
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