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1 Introduction

Over the next several years integrated services network connec-
tivity will continue to expand rapidly. At the same time, the in-
formation available via the global information infrastructure will
become more bandwidth intensive as text-only information sources
are augmented with voice, video, and image data. In combina-
tion, these factors will dramatically increase the performance re-
quirements for large scale information servers. Examplesinclude
serversfor public information (e.g., digital libraries or government
information sources), video-on-demand, and high-performance file
systems. Serversfor such applications must send (or receive) infor-
mation at high throughput, which must be sustained (or allowed to
degrade gracefully) inthe presence of large numbers of connections.
In applications where customers pay for access to information, it
is also important that connections receive their “fair share” of the
overal throughput in order to provide consistent quality of service
to end users.

Maintaining high performance while supporting alarge number
of connections is important to any information server. A natu-
ral way to accomplish thisis by exploiting the inherent parallelism
among connections. Connection-level parallelism(CLP) associates
the protocol processing required by connections with individual
processes or threads. On a shared-memory multiprocessor, perfor-
mance gainscan berealized over multiple connections by executing
these threads concurrently on different processors.

In this paper, we experimentally evaluate both TCP/IP and
UDP/IP protocol stacks, implemented using the x-kernel [8], which
we extended to support connection-level parallelism. Our imple-
mentation runsin user space on a shared-memory Silicon Graphics
(SGlI) Challenge multiprocessor. We focuson threequestionsin our
performance evaluation: how throughput scales with the number of
processors, how throughput changes as the number of connections
increases, and how fairly the aggregate bandwidth is distributed
across connections.

Our results show that with careful implementation both TCP/IP
and UDP/IP protocol stacks scale well with respect to number of
processors. For example, when sending and receiving data using
either protocol stack we observe linear speedup as processors (and
connections) are added. Our results also show that both TCP and
UDP stacks deliver high throughput which is, for the most part,
sustained as the number of connections increases. We also find
that for moderate to large numbers of connections, maximizing the
number of threadsin the system yields the best overall throughput.
We also examine the fairness behavior of our implementation by
considering both therange and val ue of per-connection throughputs.
We find that the best fairness behavior is achieved by matching the
number of threads to the number of processors while scheduling
connections assigned to threads in a round-robin manner.
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Previous work on connection-level parallelism can be found
in [5, 18, 20, 21]. The most complete performance study to date
is[21], in which the authors show that by using a thread for each
connection, throughput scaleswell for 20 connections, al receiving
data, on a 20-processor Sun SPARCCenter 2000.

2 Connection-Level Parallelism

Connection-level parallelism is essentially the synthesis of two
ideas: the first is extending the notion of a connection through
the entire protocol stack, even down to the device; the second is
running these multiple connectionsin parallel.

Given aset of connections, threads, and processors, the assign-
ment or mapping between them can be donein anumber of different
ways. Choosing amapping definesthe granularity of a connection-
level parallel implementation. Previous work on connection-level
paralelism [5, 18, 20, 21] has focused on relatively static assign-
ments of connections to processes. One novel aspect of our imple-
mentation is that it allows usto vary the mapping between proces-
sors, connections, and threads. We introduce the abstraction of a
virtual processor,which allowsusto vary thisassignment, and thus
examine how structural choices affect performance.
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Figure 1. Approachesto Connection-Level Parallelism

The simplest and most coarse-grained approach to connection-
level parallelism is processor per connection (PPC), which asso-
ciates each connection with an individual processor. Figure 1(a)
shows an example, where 8 connections are mapped to 2 threads
which are each bound to their own processor (ovals surrounding
objects of different typesin this figure denote a binding). PPC has
the advantage of simple implementation, but may not balance |oad
well when some connections are more active than others.

The most fine-grained approach, thread per connection (TPC),
associates each connection with an individual process or thread.



Threads may be wired to processors, or may be allowed to migrate
among processors. Figure 1(b) shows an example of TPC, with 8
connections, each with its own thread for sending data, which can
run on either of the two processors. While TPC allows easy load
balancing, it may not scale well with large numbersof connections,
since each thread must be allocated resources.

Our implementation facilitates varying the mapping of connec-
tions to threads and processors by using virtual processors. Con-
nections are assigned to virtual processors, rather than physical
processors or threads, in what we call virtual processor per con-
nection (VPPC). Instead of a connection, the notion of a virtual
processor (which corresponds to one or more connections) is ex-
tended down through the protocol stack, all the way to the device.
Figure 1(c) shows an example where 8 connections are assigned
to 4 virtual processors on 2 physical processors. In Figure 1(c),
threads are free to execute on either of the two processors, and per-
form protocol processing on behalf of connections assigned to any
of the four virtual processors. If the number of virtual processors
is the same as the number of connections, VPPC yields the same
(maximal) concurrency as thread per connection. If the number
of virtual processors matches the number of physical processors,
(and threads which run on virtual processors are wired to physical
processors), then VPPC is equivalent to PPC.

At first glance, avirtual processor may seem synonymous with
athread, however, there are important differences. A virtual pro-
cessor defines a unit of concurrency, not a specific thread. For
example, on the send side, an application thread might be “bor-
rowed” to run on avirtual processor in order to deliver datato the
device. Conversely, on the receive side, a thread dispatched from
a lower layer in the protocol stack (by a packet filter or classifier
[1, 14, 15, 24]) would run on avirtual processor to deliver datato
the application.

3 Implementation and Experiments

In order to study the performance of connection-level parallelism
(CLP), we have implemented multiprocessor versions of the core
Internet protocols (TCP, UDP * and IP) over FDDI, running in a
version of the x-kernel which was extended to support CLP.

3.1 Connection-Level Parallel x-Kernel and Protocols

In our implementation of connection-level parallelism, concurrency
control is accomplished by having a semaphore for each virtua
processor. To execute protocol code on avirtual processor, athread
must acquire the appropriate semaphore. Once running on avirtual
processor, a thread runs to completion, as in the original x-kernel
[8].

One innovative feature of our implementation is that there are
no locks on the fast path through the protocol stack, on either
the send or receive side (once packets have been demultiplexed
to the appropriate virtual processor). Thisis in contrast to earlier
implementations|[2, 16, 18, 21], in which data structures are locked
on the fast path. We accomplish this by replicating data structures
on a per virtual processor basis where possible. Thus, threads
which require exclusive access to an object merely look up their
current virtual processor identifier, and useit to index into an array
of replicated objects. Locking is not necessary since only one
thread at a time can be executing on a particular virtual processor.
Examples of data structures which we are able to replicate include
x-kernel demultiplexing hash tables, TCP send buffer freelists, and
IP datagram identifier counters.

! Even though UDPis aconnectionlessprotocol, we consider long term associations
between asender and receiver to bea* connection”, or flow. A UDPassociationisused
to map connectionsto virtual processors, and provides a handle for demultiplexing, in
the same fashion as TCP.

It is important to point out that not all data structures can be
replicated. For example, TCP connections must be uniquely in-
stantiated. Thus, our CLP implementation requires a packet filter
mechanism to demultiplex received packets to the appropriate vir-
tual processor for a TCP (or UDP) connection. Packet filters are
becoming more popular (and efficient [1, 24]) in contemporary op-
erating systems since early demultiplexingyields other performance
gains. For example, depositing received packets directly into appli-
cation buffers avoids copying data [4, 13, 22]. Our use of a packet
filter, to demultiplex to the appropriate virtual processor, leverages
this existing mechanism for an additional purpose.

Since we do not have access to a device which matches the
performance of our protocols, we replace the lowest level drivers
in the x-kernel with in-memory device drivers for both the TCP
and UDP protocol stacks. The drivers emulate a high-speed FDDI
interface, and support the FDDI maximum transmission unit (MTU)
of dightly over 4KB. This is similar to the approaches taken in
[2,7,12, 16, 21].

These drivers simulate the behavior of a collection of clients
sending or receiving data over simplex connections routed through
an error-free network. Since they ensure that the protocol process-
ing on the multiprocessor is that of either a data source or sink, our
experimentsrequire only one thread per virtual processor. To mini-
mize execution timeand experimental perturbation, thereceive-side
driver uses preconstructed packet templates, and does not calculate
TCP and UDP checksums. Instead, in experiments that examine
checksumming using a simulated sender, the actual TCP and UDP
receivers cal culate the checksum, but ignore the result.

The simulated TCP receiver generates acknowledgements for
packets sent by the actual senders. The driver acknowledges every
other packet for each connection, thus mimicking the behavior of
TCP when communicating with itself as a peer. Since spawning
threads is expensive in user space in SGI's IRIX operating sys-
tem, the driver “borrows’ the stack of a calling thread to send an
acknowledgement back up.

The TCP receive-side driver (i.e., ssimulated TCP sender) pro-
duces packetsin-order for consumption by the actual receiver. Both
simulated TCP driversalso perform their respectiverolesin setting
up a connection.

4 Results

To measure the performance of our connection-level parallel im-
plementation, we ran experiments for both TCP/IP and UDP/IP
protocol stacks. In addition to the protocol stack being measured,
several other parametersdefine an experiment: the number of phys-
ical processors, virtual processors, and connections; whether the
multiprocessor is the sender or receiver; and whether or not the
checksum is computed.

We evaluate our CLP implementation along three different di-
mensions. First, we examine how aggregate throughput scales as
the number of processors increases. Second, we examine how
throughput is affected by the number of connections. Finaly, we
investigate how fairly the total throughput is distributed across a
large number of connections.

To quantify fairness, we measure the throughput seen by each
connection, and compute quartiles between the maximum and min-
imum throughputs. In discussing these results, we refer to per-
connection throughput or throughput per connection, whereas we
refer to aggregate (or total) throughput, as just throughput.

4.1 Throughput Scalability with Respect to Processors

To evaluate how throughput scales with the number of processors,
we ran experiments varying the number of physical processors
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Figure 2: UDP and TCP Aggregate Throughput for Processor per
Connection.

from 1 to 20, and bound a single connection to each processor using
our processor per connection implementation.

Figure 2 shows throughput versus number of processors (and
connections) for both TCP and UDP protocol stacks, where the
checksum is computed on packets. The data points shown in this
figure (and in al other figures) include 90% confidence intervals.
VPPC and TPC data are omitted from Figure 2 since al three
schemes yield essentialy the same performance in this scenario.
Note that throughput is highest for UDP send-side processing and
lowest for TCP receive-side processing. Asshown in[23], speedup
computed from these dataiis linear for all four experiments, and is
in the range of 14 to 17 at 20 processors.

Figure 2 gives compelling evidence that connection-level par-
allel protocol stacks (even with TCP) can scale with the number
of processors. These results are consistent with those reported in
[21], which focus on the receive side for thread per connection
parallelism.

The data presented in Figure 2 were al gathered on a 20-
processor 150 MHz SGI Challenge. Unfortunately, we only had
short-term access to this machine, so the throughput data presented
here should not be directly compared with data elsewhere in the
paper, which was gathered on a 12-processor 100 MHz Challenge.

4.2 Throughput Sustainability with Respect to Connec-
tions

To measure theimpact of adding connectionson theoverall through-
put, we ran experimentsvarying the number of connectionsrunning
on a 12-processor machine from 12 to 3072. We also varied the
granularity of parallelismfrom coarse (processor per connection) to
fine (thread per connection). We wanted to determine whether in-
creasing parallelism (by multiplexing fewer connections onto more
virtual processors) is beneficial, because of increased scheduling
flexibility and improved locality of memory reference, or detri-
mental, because of the overhead of using more virtual processors.
Comparing the throughput of different implementations with the
same number of connections answers this question.

To avoid constraining the IRIX scheduler, threads are not wired
to processors in these experiments. Thus, the results presented
here arefor virtual processor per connection (VPPC) or thread per
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Figure3: TCP Send-Side Throughput from 12 to 3072 Connections.

connection (TPC), even when the number of virtual processorsis
the same as the number of physical processors.

Figure 3 shows the overall throughput of our multiprocessor
sending data on 12 to 3072 TCP connections, where the checksum
iscomputed. Corresponding resultsfor our UDP protocol stack are
givenin [23]. Where VPPC data are shown, the number of virtual
processors isindicated by V' in the legend. It is worth noting that
the curves for thread per connection stop at 384 connections since
IRIX only alows a maximum of 512 threads in a process group
to share an address space. We were unable use every thread for
sending (or receiving) data, and therefore limited the number of
protocol processing threads to 384.

Several conclusions can be drawn from the data in Figure 3.
The throughput for TCPis sustained surprisingly well as the num-
ber of connections increases. For example, using 384 virtual pro-
cessors, the overall throughput for TCP send-side processing only
degrades from 960 Mbps to 800 Mbps as the number of connec-
tions increases from 384 to 3072. Furthermore, with more than
12 connections using the maximum number of virtual processors
(i.e., using TPC or VPPC with 384 virtual processors) yields the
best throughput. Using more virtual processors aso has the ad-
vantage that it pushes out the point at which throughput starts to
degrade. Specifically, for 12 virtual processorsthe throughput starts
to degrade immediately (going from 12 to 24 connections), while
for TPC, the throughput doesn’t degrade significantly until there
are 96 active connections. This is encouraging since presumably
under conditions where connection sources are occasionaly idle,
the scheduling flexibility gained by increasing the number of vir-
tual processors (within the limits of system resources) would only
widen the performance improvement over that achieved by using
fewer virtual processors.

So far we have only presented results for experiments where
the multiprocessor isthe sender. However, for applications such as
high-performancefile service (which typically run on top of UDP),
it isalso interesting to examine the case where the multiprocessor
isthe receiver. When clientswrite to files on the server, it islikely
that consecutive packets arrive quickly enough that the their pro-
cessing can be amortized over a single virtua processor yield. If
each receiving thread yields the virtual processor after processing
two packets, the unit transfered is 8KB, atypical disk block size
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Figure4: UDP Receive-Side Throughput from 12 to 3072 Connec-
tions.

for networked file systems. We refer to processing multiple pack-
ets between a single virtual processor yield as processing packets
in “bursts’. Thus, a single packet is processed if the burst size is
one, and a pair of packets are processed if the burst size is two,
etc. Amortizing what are normally per-packet costs over multiple
packets is awell known technique for improving networking per-
formance (see, for example, [4]). Figure 4 shows processor per
connection (PPC) throughput for a UDP receiver, where the burst
size used by each connectioniseither one or two, and the checksum
isnot computed.

We a so investigated the benefits of amortizing multiple packet
transfers over asinglevirtual processor yield (i.e., processing pack-
ets in bursts) on the send side. This strategy is applicable in any
situation where the size of data objects being transfered is large
relative to the MTU for the network (e.g., image files). However,
this strategy is not applicable if the latency of sending data objects
is crucia (e.g., packet voice or video). Results presented in [23]
show that throughput improves by 10-20% for TCP and up to 30%
for UDP, using a burst size of 16.

4.3 Fairness

In the results we have discussed so far, the throughput measure
of interest has been the overall, aggregate throughput of all of the
connections. Another important measure of performance, however,
is the throughput seen by individual connections. With N connec-
tions, one might be tempted to assumethat each connection receives
approximately 1/N (i.e., roughly its “fair share”) of this aggre-
gate throughput, particularly when the per-connection throughput
is measured over a sufficiently long period of time. Aswe will see,
however, our results show there can be significant differencesin the
per-connection throughput received by different connections.
Clearly, the extent towhich aconnectionreceivesitsfair shareof
thetotal throughput isinfluenced by the manner in which connection
protocol processing is scheduled. The processing of packets for
connections assigned to the same virtual processor is performed
in a round-robin manner. However, the scheduling of the threads
running on virtual processors is controlled by the IRIX operating
system. SincethelRIX timequantumis30 ms,thismeansthat each
thread executing the processing associated with a virtual processor
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Figure 5: TCP Send-Side Throughput per Connection for 3072
Connections.

usually runs uninterrupted for 30 ms before being preempted. Our
experiments were al run for 45 seconds, which is equivalent to
1500 IRIX time quanta.

Since al of the send-side experiments that we ran show the
same trends, we report here on the results from one configuration
consisting of TCP send-side processing with checksumming, and
with 3072 connections.

Figure 5 plots the quartiles of per-connection throughput as a
function of the number of virtual processors. The dotted line in
Figure 5, for example, shows the throughput value such that 75%
of the connections receive a throughput of lessthan or equal to the
y-axis value. The spread between the five curves is thus a rough
indication of the distribution of per-connection throughput seen by
the 3072 connections.

Figure 5 illustrates severa interesting aspects of the server’s
behavior. First, we note that there can be a significant differ-
ence in the throughput seen by individual connections. For exam-
ple, with 96 virtual processors, the connection receiving the high-
est per-connection throughput receives approximately 2.5 times
the throughput received by the connection with the lowest per-
connection throughput. We found this quite surprising since with
96 virtual processors, 1500 scheduling time quanta (in a 45-second
interval), and 12 processors, each virtual processor should have run
for approximately 190 time quanta—long enough to have averaged
out the performance differences onemight expect in thethroughputs
received in the individual time quanta.

Figure 5 also illustrates that the differences in per-connection
throughput are minimized when there are only 12 virtual proces-
sors. Thus, from afairness standpoint, a smaller number of virtual
processors is to be preferred. Recall from our discussion of Fig-
ure 3, however, that a smaller number of virtual processors results
in lower throughput. For example, with 3072 connections, the
aggregate throughput (as indicated in Figure 3) is 720 Mbps and
800 Mbps for 12 and 384 virtual processors, respectively. Thus,
while 12 virtual processorsprovide afairer allocation of throughput
among connections, the aggregate throughput is lower. It isworth
noting, however, that even with the overall increased throughput
with 384 virtual processors, Figure 5 indicates some connections
would still receive less throughput with 384 virtual processorsthan



with 12 virtual processors.

The fact that using a smaller number of virtual processors pro-
vides for amore equitable allocation of per-connection throughput
isnot surprising. Indeed, one would expect that 3072 connections
would be serviced more fairly if 256 connections were scheduled
round-robin on each of 12 virtual processors than if 8 connections
were scheduled round-robin on each of 384 virtual processors.

5 Conclusion

In this paper, we have shown that connection-level parallel proto-
col stacks scale well with the number of processors, and deliver
high throughput which is, for the most part, sustained as the num-
ber of connections increases. For moderate to large numbers of
connections, the number of threads in the system and the num-
ber of connections assigned to each thread are the key factors in
determining performance on a multiprocessor.

Choosing which connection-level parallel implementation to
use should depend on whether throughput or fairness is more im-
portant. If throughput is moreimportant, then thread per connection
paralelismisbest. However, thread per connection may not befea-
sible if the number of connections exceeds the number of threads
that can be reasonably supported by a particular multiprocessor. In
this case, the best throughput is obtained by using virtual processor
per connection and maximizing the number of virtual processors
in the system. If fairness is more important, then matching the
number of virtual processors to the number of physical processors,
while scheduling connections assigned to each virtual processor
in a round-robin manner, yields the best fairness behavior. How-
ever, animprovement in fairness may come at the cost of aggregate
throughput.
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