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Abstract

Security is becoming one of the most urgent chal-

lenges in database research and industry, and the chal-

lenge is intensifying due to the enormous popularity

of e-business. In this paper we study database secu-

rity from a cryptographic point of view. We show how

to integrate modern cryptography technology into a re-

lational database management system to solve some

major security problems. Our study shows that cryp-

tographic support is an indispensable ingredient for a

modern RDBMS to provide a secure environment for

storing and processing huge amount of business data.

1 Introduction
Sur�ng the net has become part of the daily life of

our society. Internet shopping has become very popu-
lar and e-business is reshaping the way we do business.
In the mean time, when using all the old and new ser-
vices, people are worried about the privacy and in-
tegrity of their business data. Recently, there was an
attack on a popular web site which resulted in the
possible stealing of the credit card numbers of several
thousand customers [18]:

The safety of online commerce su�ered an-
other blow with the disclosure that the credit
card database of a health products supplier
was opened to hackers for a few hours this
week. Word of the security breach at Global
Health Trax Inc. comes as credit card com-
panies are canceling thousands of cards be-
cause someone pilfered their numbers from
CD Universe, a Web music seller. The card
companies say the CD Universe case, un-
covered Monday, has resulted in the largest
mass-cancellation of cards they can recall.

Security is the primary concern of companies that
want to do business on the WordWide Web [9]. By de-
sign, internet is a free and open system, but it should

also be a society where people can still maintain pri-
vacy and feel safe about their \internet properties".

A Relational DataBase Management System
(RDBMS) plays a critical role in the new business.
Huge amount of business data are gathered, stored
and processed, which demands more powerful support
from the backend database (DB) server. If we look at
a purchase activity of a web customer and trace the
data 
ow, we can see that there are two security issues
to be addressed:

1. Secure data transmission: When a customer sub-
mits her/his con�dential information (e.g., credit
card number) through her/his web browser, the
information should remain con�dential on its way
to the web server, the application server, and the
backend DB server.

2. Secure data storage and access: When the con�-
dential customer data arrive at the DB server, the
data should be stored in such a way that only peo-
ple with proper authorization can access them.

The secure transmission of data is well studied and
well supported in today's e-business market. Almost
all web browsers and web servers support SSL (Se-
cure Socket Layer) [8] or TLS (Transport Layer Se-
curity) [7]. A credit card number is well protected
on its way from a web browser to a web server via
an SSL connection. However, once the data arrive at
the backend, there is no su�cient support in storing
and processing them in a secure way. For example, an
RDBMS might not even provide an encryption mech-
anism to securely store the credit card numbers. Al-
though the general problem of secure data storage is
well studied, the importance of secure data storage in

an RDBMS has not been fully understood, and no se-

rious work has been done on how to encrypt DB data.
We believe that it is vital to integrate cryptographic
support into RDBMSs. Cryptographic support is an-
other important dimension of database security. It is



complementary to access control and both should be
used to guide the storage and access of con�dential
data in a database system.

When we consider integrating cryptographic sup-
port into an RDBMS, there are three general ap-
proaches. The �rst approach is loose coupling. A
third-party crypto service can be consulted by a
database server and there are only minor changes on
the server side. For example, a set of stored procedures
can be pre-installed in the server. Each stored proce-
dure provides a special crypto service to the database
users by calling the crypto primitives supplied by the
third party package. One example is an encryption
PL/SQL package that encrypts a table column with a
user supplied encryption key [19].

The second approach is tight coupling. A com-
plete set of basic crypto primitives are built into the
database server as a set of new SQL statements, to-
gether with the necessary control and execution con-
text to ensure that those new SQL statements can be
executed securely. This approach is a much harder
task than the previous one in terms of implementa-
tion, but it is preferable in the long run. The reason
is simple: loose coupling is likely to open many secu-
rity holes.

The third approach is somewhere in between of the
above two. To accommodate the urgent need for secu-
rity enhancement, only a small subset of crypto primi-
tives are integrated into the database server, based on
which other services can be built using other database
utilities such as user de�ned functions and stored pro-
cedures.

In this paper we take the third approach. We focus
on two problems: how to enhance the access control
mechanism to make user management more secure and
close some major security holes of current RDBMSs,
and how to support database encryption.

The contribution of this paper can be summarized
as follows:

1. We introduce the important concept of security
dictionary that can serve as the basis for many
security services in a database system.

2. Based on the new concept of security dictionary,
we show how to enhance the security of the cur-
rent user management mechanism deployed in all
RDBMSs.

3. We propose several database encryption methods
and show how to do key management, again based
on the security dictionary.

The rest of the paper is organized as follows: In Sec-
tion 2 we analyze the security features implemented
in current RDBMSs and point out their weakness. In

Section 3 we introduce the important concept of se-
curity dictionary. Based upon the new concept, in
Section 4 we show how the security of the user man-
agement subsystem can be enhanced. We propose sev-
eral secure database encryption methods in Section 5
and make concluding remarks in Section 6.

2 The Problem

Although access control has been deployed as a
security mechanism almost since the birth of large
database systems, for a long time security of a DB
was considered an additional problem to be addressed
when the need arose, and after threats to the secrecy
and integrity of data had occurred [3]. Now many
major database companies are adopting the loose cou-
pling approach and adding \optional" security support
to their products. The approach of adding security
support as an optional feature is not very satisfactory,
since it would always penalize the system performance,
and more importantly, it is likely to open new security
holes.

Database security is a wide research area [6, 3] and
includes topics such as statistical database security [1],
intrusion detection [14], and most recently privacy-
preserving data mining [2]. In this section we focus
on the topics of user management, access control and
database encryption. We brie
y review how they are
supported in current RDBMSs, analyze their security,
and point out the potential problems.

2.1 Use Management

The �rst security-related component in an RDBMS
(and actually in most systems) is user management.
A user account needs to be created for anyone who
wants to access database resources. However, how to
maintain and manage user accounts is not a trivial
task.

User management includes user account creation,
maintenance, and user authentication. A DBA

(DataBase Administrator) is responsible for creating
and managing user accounts. When a DBA creates an
account for user Alice, she/he also speci�es how Al-
ice is going to be authenticated, for example, by using
a database password. The accounts and the related
authentication information are stored and maintained
in system catalog tables. When a user logs in, she/he
must be authenticated in the exact way as speci�ed in
her/his account record. However, there is a security
hole in this process.

Let us look at a concrete example from a ma-
jor commercial RDBMS product [Oracle]. Suppose
a DBA creates an account for user Alice by doing the
following:



CREATE USER Alice

IDENTIFIED BY 0mypass0;

Suppose the hash value of 0mypass0 is
01A2B3C4D5E6F7G8H 0. It is the hash value
of a password that is stored in the database catalog
table. The DBA can \become" user Alice anytime by
going through the following steps:
1. Query the data dictionary to obtain the current

encrypted password for Alice.
2. Change Alice's password by running the following

command:

ALTER USER Alice

IDENTIFIED BY 0temppass0;

3. Access Alice's account using the temporary pass-
word 0temppass0.

4. Reset Alice's password back to its original value
obtained in Step 1 by running the following com-
mand:

ALTER USER Alice

IDENTIFIED BY VALUES
01A2B3C4D5E6F7G8H 0;

In other words, a DBA can impersonate any other
user by changing (implicitly or explicitly) the system
catalogs and she/he can do things on a user's behalf
without being authorized/detected by the user, which
is a security hole. As we will see in Section 5.4, a
DBA's capability to impersonate other users would
allow her/him to access other users' con�dential data
even if the data are encrypted.

2.2 Access Control

Access control is the major security mechanism de-
ployed in all RDBMSs. It is based upon the concept of
privilege. A subject (i.e., a user, an application, etc.)
can access a database object if the subject has been
assigned the corresponding privilege. Access control
is the basis for many security features. Special views
and stored procedures can be created to limit users'
access to table contents.

However, a DBA has all the system privileges. Be-
cause of her/his ultimate power, a DBA can manage
the whole system and make it work in the most ef-
�cient way. In the mean time, she/he also has the
capability to do the most damage to the system.

2.3 Encryption

Current RDBMSs provide limited support for data
encryption. Data are stored in tables in the form they
are loaded, mostly in their plaintext form, which is
not su�cient to meet high level security and privacy
requirement.

Let us consider the following example. Suppose
there is a database table Customer created by the fol-
lowing SQL statement:

CREATE TABLE Customer

(userid integer PRIMARY KEY

lastname varchar(25),
firstname varchar(25),
ccnum char(16)
);

where column ccnum records customers' credit card
numbers. The following statement creates a new
record for customer John Smith whose credit card
number is 1111222233334444:

INSERT INTO Customer VALUES

(100, 0Smith0, 0John0, 011112222333344440);

The credit card number will be stored in its original
plain-text form. The owner of table Customer or any-
one with appropriate privilege can read this number
with a simple SELECT statement. For convenience,
we assume user Alice is the owner of table Customer.
Note that Alice might be a pseudouser whose existence
is to ensure that an application can run smoothly and
her account is created by a DBA.

If the table Customer is stored in operating system
�les, the whole table can be protected by using the �le-
permission mechanism of the operating system. Only
users with the correct permissions can access the �le
and thus the table 1. The problem with this approach
is that �le protection restricts the access to the whole
table, not just a particular column, and thus would
make the database hard to use. Another problem is
that database security is tied up with the underly-
ing operating system which itself is rather vulnerable
to both insider and outsider attacks. For example, a
DBA, with the help of a system administrator, can
still gain access to any data.

A variation of the above approach is to detach the
physical medium that is used for storing the data from
the system and keep it in a safe place. A similar ap-
proach is to encrypt the whole operating system �le
for the table (plus possible index �les). Obviously nei-
ther of them is an attractive alternative, and we will
not elaborate on them in this paper.

Recently a major database vendor has started
to support database encryption [19]. It provides a
PL/SQL package to encrypt/decrypt data. In using
the package, key management must be handled pro-
grammatically by an outside application server. This

1In some cases the database server itself manages its own disk

space, and the operating system mechanism cannot be used.



is a loose-coupling approach, and a standard PL/SQL
package su�ers from the same drawback as any other
database object, that is, a DBA can drop it �rst, and
recreate one with the same name but with built-in
trapdoors. Through those trapdoors, a DBA can eas-
ily get hold of any con�dential information. There-
fore, the PL/SQL package can not support truly se-
cure database encryption.

Another more serious problem with the loose cou-
pling approach is that a database is used only as a pas-
sive data repository. When encrypted data need to be
processed, they need to be fetched out of the database
by another application server �rst. The database en-
gine itself can do nothing useful about them. For ex-
ample, indexing on an encrypted column is impossible,
and no useful database operation can be performed
against encrypted data.

2.4 The Role of DBAs

From an administration point of view, a DBA is
playing an important and positive role. However,
when security and privacy become a big issue, we can-
not simply trust particular individuals to have total
control over other people's secrecy. This is not just a
problem of trustiness, it is a principle.

Technically, if we allow a DBA to control security
without any restriction, the whole system becomes
vulnerable because if the DBA is compromised, the
security of the whole system is compromised, which
would be a disaster. On the other hand, if we have
a mechanism in which each user could have control
over his/her own secrecy, the security of the system
is maintained even if some individuals do not manage
their security properly.

2.5 Notations

To simplify subsequent discussions, we introduce
some notations. We use E and D to represent en-
cryption and decryption operation, respectively. We
will not specify what particular encryption/decryption
functions are used. The pair (E;D) might be a sym-
metric cryptosystem (like DES [16]) or a public key
system (like RSA [22]). For any plaintext m and key
k, E(k;m) is the ciphertext after applying encryption
operation tom with the key k, andD(k; c) is the result
after applying decryption operation to the ciphertext
c with a key k.

We use H to denote a secure hash function, e.g., H
might be SHA [15] orMD5 [21]. For an input x of arbi-
trary length, H(x) will produce an output y of a speci-
�ed length. Usually the length of y is smaller than that
of x. We use RAND to denote a (pseudo)random num-
ber generator that is cryptographically strong [13, 5].
Given a seed s, RAND(s) will produce a random num-

ber whose length can be speci�ed in advance. Usually
the length of the random number is larger than that
of the seed s. When no seed is given, RAND() also re-
turns a (pseudo)random number. (Please refer to [25]
for more details.)

3 Concepts
In this section we introduce several important con-

cepts that are the basis of our database security study.

3.1 Secure Operating Environment

If an operation involves any secret data, that op-
eration should be conducted in an environment that
would not cause secret leak. We call such an environ-
ment a Secure Operating Environment (SOE). A good
example of SOE is any smart card application where
a user's private secret stays in and never gets out of
a tamper-free card [10, 20]. If an operation involves
the secret, the operation itself will be done inside the
card and only the operation result will be output to
the outside world.

However, for an RDBMS, things are much more
complicated because a database system is much more
complicated than a simple smart card application
where only a small amount of data is involved. A
smart card is not adequate for an RDBMS. A better
choice would be a secure processor such as the IBM
Programmable Secure Coprocessor.

The current database engine internal can also be
considered as a relatively good SOE. In general,
database server processes are OS objects and are pro-
tected only by OS itself. If the server is running on a
machine where a strong security policy has been im-
plemented, then the database engine as a whole can
be treated as an SOE.

There are obviously many issues surrounding SOE.
For the purpose of this paper, we assume that the
current database server processes form an SOE and is
where our trust lies.

3.2 Security Dictionary

A traditional data dictionary stores all of the in-
formation that is used to manage the objects in a
database. A data dictionary consists of many catalog
tables and views. It is generally recommended that
users (including DBAs) do not change the contents of
a catalog table manually. Instead, those catalogs will
be maintained by the DB server and updated only
through the execution of system commands. How-
ever, a DBA can still make changes in a catalog table
if she/he wants to do so.

To prevent unauthorized access to important
security-related information, we introduce the concept
of security catalog. A security catalog is like a tradi-
tional system catalog but with two security properties:



(a) It can never be updated manually by anyone, and
(b) Its access is controlled by a strict authentication
and authorization policy.

One example would be a table SEC USER that
records user account information. Some columns in
the table store security-related information and are
called security columns (security �elds). Each secu-
rity �eld has a corresponding security 
ag �eld that
speci�es how the value of the �eld can be accessed
(particularly updated). For example, a password �eld
could be a security �eld, and its security 
ag could be
set to \updatable by anyone with appropriate access
privilege to the SEC USER table", \updatable by the
de�ned user only", or \never updatable by anyone".
In the second case, only a user herself/himself can
change her/his password. We will discuss the detail
in Section 4.

A security dictionary consists of all the security cat-
alogs. Security dictionary is an important security
concept. Basically, it provides a secure and reliable
repository where information can be safely stored. It
is not a secret box that people cannot have a glance
into its content (since that would be too much for
any system to support). However, its update is under
strict security control.

The implementation of a security dictionary is 
ex-
ible. One approach is to implement it within a
database server. The server internally control the
access to the security dictionary, probably based on
some system security con�guration that is derived
from an enterprise security policy, which is not nec-
essarily done by a DBA. Another approach is to im-
plement the security dictionary as a service outside of
the database server. For the sake of simplicity and
convenience, we assume the �rst approach. Again, we
emphasize that the access to a security catalog is con-
trolled by a speci�c security policy associated with it.

The concept of security dictionary is di�erent from
that of a virtual private database [19]. A virtual pri-
vate database is actually a loose way to shift the re-
sponsibility of re�ning access control from an applica-
tion server to the database server, and everything in
the database server is still under the control of a tradi-
tional access control mechanism. A DBA still has all
the system privileges. By deploying a security dictio-
nary, everyone (including DBAs) can be restricted in
accessing other people's critical security information,
and only in this way can an RDBMS provide a real
secure operating environment for all users.

The integrity of secure catalogs can be well main-
tained. First of all, the access to a security �eld is
strictly controlled by its corresponding security 
ag,

and its content cannot be modi�ed without its secu-
rity 
ag be changed �rst. Second, a security 
ag can
be put under the control of an SOE. Or, a security pol-
icy can be established that does not allow the change
of a security 
ag after it is �rst created (see Section 4.)
Third, the hash value of a security column (or even the
security 
ag column) can be computed and stored in
an SOE so that any accidental change (e.g., caused by
physical disk damage) can be detected.

Another issue is backup. Critical security informa-
tion should be backed up so that a reasonable recovery
can be expected. An SOE should have its own backup
mechanism. A subtle problem is that of a lost secret
key. For example, some data are protected by a secret
key: either they are encrypted using the key, or the
hash value of the data is computed using the secret
key. If the key is lost, the data become useless. This
is the typical key recovery problem in cryptography
and many approaches can be taken.

In the next two sections, we elaborate on the use of
security catalogs with two important database security
tasks: (a) user management, and (b) encryption and
key management. We discuss relevant security issues
and outline the general design principles.

4 User Management

To access database resources, a user must have an
account with the database. User account manage-
ment is the basis for the overall database system se-
curity. A DBA has the responsibility to create and
maintain all DB user accounts, which is a large por-
tion of her/his system administration e�ort. At the
account creation time, the DBA speci�es how the
newly created user will be authenticated, and what
system resources the user can use. When a user wants
to connect to a database, she/he must identify her-
self/himself to the server and the server will verify
her/his identity using the pre-speci�ed authentica-
tion method. Current commercial RDBMSs support
many di�erent kinds of identi�cation and authenti-
cation methods, among them are password-based au-
thentication [12], host-based authentication [4, 12, 11],
PKI (Public Key Infrastructure) based authentica-
tion [19], and other third party-based authentications
such as Kerberos [17], DCE (Distributed Computing
Environment [23]) and smart card [20]. Essentially, all
methods rely on a secret known only to the connecting
user.

It is vital that a user should have total control over
her/his own secret. For example, only she/he should
be able to change her/his password. Other people can
change a user's password only if they are authorized to
do so. In a DB system, a DBA can reset a user's pass-



word upon the user's request, probably because the
user might have forgotten her/his password. However,
as we have noticed before, the DBA can temporar-
ily change a user's password without being detected
and caught by the user, because the DBA has the ca-
pability to update (directly or indirectly) the system
catalogs.

By using a security catalog, no one (including the
DBA) would be able to manipulate other users' impor-
tant security information, and no one can imperson-
ate other people without being detected and caught.
When a DBA creates a user account, besides spec-
ifying the usual account information, the DBA must
also specify some security characteristics (whether and
how this account can be modi�ed) so that a speci�c
security policy is associated with this account. All the
account information is stored in a security catalog ta-
ble SEC USER that contains the following columns,
among others:
userid User login name. No one is allowed to change

this �eld.

auth type How this user is authenticated. Possible
values: db, os, sc (smart card), or any other sup-
ported authentication methods.

auth 
ag Security 
ag, indicating if other users are
allowed to update auth type �eld of this record.
Possible values: 0yes0, 0no0, or 0never0.

passwd Hash value of password.

passwd 
ag Security 
ag for passwd, indicating if
other users are allowed to update passwd �eld
of this record. Possible values: 0yes0, 0no0, or
0never0.

updateby The userid who updated the passwd �eld
most recently.

The default user for any SEC USER record is the user
whose identi�er is speci�ed in the userid �eld. The
auth 
ag (security 
ag) �eld takes three possible val-
ues: 0yes, 0no0, or 0never0. Value 0yes0 means anyone
with the privilege to access the table SEC USER can
update this record; value 0no0 means only the default
user has the update privilege; value 0never0 means no
one (including the default user) can update the record.

Let us consider a concrete example. Suppose a
DBA creates an account for user Alice by running the
following SQL statement:

CREATE USER Alice

IDENTIFIED BY db UPDATE never

PASSWORD 0mypass0 UPDATE no;

The statement creates a user with userid 0Alice0

and the newly created user will be authenticated by
database password 0mypass0. The only way Alice can

login is to use the database password and the authen-
tication method cannot be changed. No one except
Alice herself can change her login password. The se-
curity portion of the SEC USER record for Alice con-
tains the following information, among others:

(userid = Alice, auth type = db,
auth flag = never, passwd = H(0mypass0),
passwd flag = no, updateby =0 0).

An empty updateby �eld means this record is newly
created. Alice can change her password if a password
utility is provided, or she can do so by using the fol-
lowing SQL statement:

ALTER USER Alice

PASSWORD 0newpass0;

The server will check the identity of the command
issuer (Alice) against the SEC USER record for the
user speci�ed in the statement (Alice) and decide if
the command is authorized. Since the passwd flag

value is 0no0 which means Alice herself can update
her own password, the command is executed and Al-
ice will have a new database password. However,
if a DBA (assuming she/he is not Alice) issues the
above statement, after checking the record for Alice
in SEC USER, the server knows the change is not
authorized and thus the command is rejected. In
case the passwd flag value for Alice is 0never0, even
Alice herself is not allowed to change her password,
which is usually not recommended because changing
password periodically is considered a good security
practice. Another interesting and troublesome case
is what if Alice forgets her password. On the one
hand, password management is a big topic on the
users' side and many assistant tools can be utilized
(like smart card, wallet manager, etc.). On the other
hand, the database server does need to handle the case
when it happens. One possible solution is to allow a
DBA to change a user's password. When she/he cre-
ates the user account, she/he can specify the value of
passwd flag for Alice to be 0yes0. In this case, be-
sides Alice herself, the DBA is also allowed to alter
her password. However, whenever someone changes
Alice's password, that person's userid will be recored
in Alice's SEC USER record and Alice can query that
record to make sure any update is authorized. Later,
Alice may choose to change her passwd flag to 0no0

by issuing the following statement:

ALTER USER Alice

PASSWORD UPDATE no;



After that, no one except Alice can change her pass-
word and in case Alice forgets her password, there is
no recovery for it.

Another (possibly) better solution is to use secret
sharing [24]. When creating a user account, the DBA
could specify a threshold value t. Whenever a pass-
word is created/changed, the new password will be
protected with n shadows (n � t). The shadows will
be kept by n security o�cers. Later, when it becomes
necessary to recover a lost password, t (or more) shad-
ows can be gathered and used together to recover the
secret password.

Although a DBA might not have the authority
to alter a user's security characteristics, she/he can
change other non-security parameters as usual. Fur-
thermore, she/he can drop a user account. If she/he
runs the command \DROP USER Alice;", the
SEC USER record for Alice will be deleted. The
DBA may recreate another user with the name Al-
ice, however, this Alice has no relationship whatso-
ever to any previous existing Alice. Especially, the
new Alice cannot read any con�dential data encrypted
by the previous Alice. This will guarantee that a
DBA cannot intrude Alice's privacy by recreating her
(pseudo)identity in the server. (See Section 5 for more
details.)

5 Encryption and Key Management

In this section we propose several database encryp-
tion methods and analyze their security. Please note
that the encryption techniques we discussed here are
all standard ones. We only adapt them for our use in a
database environment based on the central mechanism
of security catalogs.

The most important problem in using encryp-
tion/decryption is key management. When we con-
sider incorporating encryption in a database server,
there are two design issues:

1. There should be a way for a user to indicate that
some data should be encrypted before storage.

2. There should be a way for a user to specify (ex-
plicitly or implicitly) a key that will be used for
data encryption.

The two issues are not totally separated. When
a user indicates that a table column should be en-
crypted, she/he may supply an encryption key at the
same time, or supply the key later when actual data
are loaded. The second issue is more important. It
basically reduces to the problem of key management.

When de�ning a table, a user may specify explic-
itly that she/he wants the content of some columns to
be encrypted when the data are loaded. She/He can

do this by issuing the following CREATE TABLE

statement:

CREATE TABLE Customer

(userid integer PRIMARY KEY

lastname varchar(25),
firstname varchar(25),
ccnum char(16) ENCRYPTION

UPDATE no

);

Whenever a credit card number is inserted into the
table, it will be encrypted (by the database server)
�rst and the encrypted version will be stored in the
database. We assume user Alice is the creator (and
thus the owner) of table Customer.

We need a new security catalog
SEC ENCRYPTION. Whenever a user creates a
database object that is to be encrypted, a corre-
sponding record is created in the security catalog
SEC ENCRYPTION. Each catalog record speci�es a
database object, its owner (the object creator), and
a security 
ag that indicates how the object is to be
updated. There is also an updateby �eld that store
the identi�er of the user who updated this record
most recently. The pair (owner; object) forms a
primary key. For example, for the above CREATE
TABLE statement, the following record is inserted
in SEC ENCRYPTION:

(Alice, table 0Customer0, column 0ccnum0,
enc flag, updateby= Alice).

The enc flag speci�es whether any user can update
the record, and can take the values: 0yes0, 0no0, or
0never0. The value 0yes0 means any user with the priv-
ilege to access table Customer can change the de�ni-
tion of the ccnum column; 0no0 means only Alice (the
owner) can change the de�nition of ccnum; 0never0

means nobody can make the change. In the above ex-
ample, only Alice can change the de�nition of column
ccnum (e.g., she can drop the encryption requirement
for this column).

Before any database object is altered, the security
dictionary will be checked �rst. If the change violates
the security speci�cation for that object, the change
request will be rejected. For example, if a DBA wants
to change the de�nition of column Customer(ccnum)
by issuing the following SQL statement:

ALTER TABLE Customer

MODIFY ccnum DROP ENCRYPTION;

the command will be rejected because the
SEC ENCRYPTION record for Customer shows



that Alice is the owner of the table and only the
owner can change the de�nition of column ccnum.
However, if it is Alice who issues the above statement,
the change will be made. There is one question
that needs to be answered here. When the column
de�nition changes, what about those credit card
numbers that were already inserted and stored in
encrypted form? There are two alternatives. One
is that the old column values remain unchanged
in the encrypted form. The other alternative is to
decrypt all the old values, which would require Alice
to provide correct decryption key(s). Similarly, when
Alice changes a column by enabling the encryption
option, she could either leave the old column values
alone, or provide a key to encrypt them. Again, we
will not elaborate on this in much detail here.

In the following subsections, we will show how to
manage keys used for database encryption.

5.1 Password Based Encryption

All RDBMSs in the market can authenticate a user
through a password mechanism. When a user types
in the correct user name with a matching password,
she/he is connected to the server and can start using
any database resources she/he is granted privilege to.

The server can always keep a copy of the user pass-
word in memory during the session when a user is
connected. This password will be used to do any nec-
essary encryption for this particular user.

For example, suppose Alice's password is 0mypass0.
When Alice logs in, the database server will get a
memory copy of this password. When Alice creates
a new customer record by issuing

INSERT INTO Customer VALUES

(100, 0Smith0, 0John0, 011112222333344440);

the database server will �rst encrypt the credit card
number with key 0mypass0 and then store the cipher-
text in the table Customer.

Later, when Alice wants to get John Smith's credit
card number, she runs the command

SELECT ccnum FROM Customer

WHERE userid = 100;

Since Alice must have logged in to run the SELECT
statement, the server must have already obtained a
copy of Alice's password 0mypass0. The server will
�rst decrypt the content of column Customer(ccnum)
with 0mypass0 and then return the original card num-
ber D(0mypass0, Customer(ccnum)).

A much better approach is to use a variation of the
user password. When a user logs in, her/his password
is used as a seed to generate a working key that is used

in all encryption operations. The advantage of this ap-
proach is that the user password is not used directly
in the possibly frequent encryption operations. This
approach can be pushed even further. For each col-
umn, a combination of the table name, column name
and the password can serve as the seed for working
key generation and thus di�erent columns are pro-
tected with di�erent keys. Furthermore, a unique row
identi�er can be incorporated into the working key
generation process so that identical value appeared
in the same column but di�erent rows will be en-
crypted to di�erent ciphertexts. For example, a work-
ing key for Customer(ccnum) can be generated by
k = H(0mypass0; 0Customer0; userid; 0ccnum0).

Security The password based approach is secure.
Once the encrypted version of a credit card number
is stored in the table Customer, only a user with the
correct password (i.e., Alice) can decrypt and thus ac-
cess the original card number. A DBA might be able
to temporarily replace the encrypted password with
another one, but she/he still does not know Alice's
password and thus still unable to read the credit card
numbers.

One drawback of the password based approach is
that when a user changes her/his password, all the
encrypted data need to be decrypted with the old pass-
word and re-encrypted using the new password, which
is a big performance overhead. Notice that chang-
ing password periodically is considered a good prac-
tice from the password security point of view. In the
case when a user forgets her/his password, there is no
way to recover unless the password has been guided
by some secret recovery mechanism.

Password-based encryption relies on the fact that
the database server can grab a user's login password.
However, a database server might rely on the underly-
ing operating system entirely for user authentication.
The database server might direct the user login to the
OS without bothering to get a copy of his password.
In this case, the approach cannot be used.

5.2 Public Key Based Encryption

Public key and PKI can be used to do database
encryption in a more robust and e�cient way.

A PKI infrastructure is the basis for the e�ective
use of public key technology. We assume there is a
directory service (e.g., an LDAP server) that is con-
sulted by the database server. Whenever needed, the
database server can consult with the directory server
to obtain a certi�cate of a public key for a particular
user. Stored together with the public key certi�cate is
the matching private key that is encrypted using the



user's password.
For example, suppose Alice has a certi�cate CERTA

stored in the directory server. The certi�cate CERTA
certi�es a public key PKA with a matching private key
SKA. In the directory server, the following record has
all the key information for user Alice:

(Alice, CERTA, E(
0mypass0; SKA))

When Alice issues the following statement:

INSERT INTO Customer VALUES

(100, 0Smith0, 0John0, 011112222333344440);

the database server queries the directory server and
obtains CERTA and thus the public key PKA. PKA can
be used to encrypt a working key K that is generated
by the system. The working key K is used to encrypt
John Smith's credit card number, and K itself is en-
crypted using PKA. The encrypted working key might
be stored in the directory server if its generation in-
volves randomness. For example, the working key can
be simply generated as K = RAND() and E(PKA;K)
will be stored in the directory server.

Later, when Alice wants to read John Smith's credit
card number, she �rst needs to login to the database
server. If the login is successful, the database server
has a copy of Alice's password that can then be used to
fetch her private key SKA, which in turn can be used
to decrypt the encrypted working key. Finally, the
working key can be used to decrypt the stored version
of the credit card number.

When Alice creates another customer record, de-
pending on the design, the DB server can use the
same working key generated before to encrypt the new
credit card number, or it generates a new working key.
In the former case, the server can use Alice's password
to decrypt and obtain the old working key K. In the
later case, the server does key generation and encryp-
tion as before.

When Alice changes her password, only her private
keys need to be re-encrypted and this can be done
e�ciently.

In the above approach, we use user passwords to
encrypt private keys. Following is a modi�ed approach
that does not use user passwords.

In the directory server, user Alice's key record con-
tains the following information:

(Alice, CERTA).

When Alice inserts John Smith's record into the
Customer table, a working key K is generated to en-
crypt the column Customer(ccnum), and a record of
the following form is stored in the directory server:

(Alice, 0Customer0; 0ccnum0; E(PKA;K)):

When Alice wants to access John Smith's credit card
number, she issues the following statement:

SELECT ccnum FROM Customer

WHERE userid = 100 PRIVATE KEY SKA;

That is, Alice explicitly supplies her private key. The
database server �rst fetches the encrypted working key
E(PKA;K) from the directory server, then uses the
user supplied private key SKA to decrypt it to obtain
K, uses K to decrypt the encrypted credit card num-
ber E(K; 011112222333344440) and �nally returns the
result.

When Alice creates a new customer record, if the
design is such that the previously generated working
key should be used, Alice needs to supply her private
key when doing any insertion:

INSERT INTO Customer VALUES

(200; 0Case0; 0Steve0; 055556666777788880)
PRIVATE KEY SKA;

The DB server will fetch E(PKA;K) from the directory
server, decrypt it using the matching private key SKA
to obtainK, and then useK to encrypt the new credit
card number.

Security The secure use of the private key SKA guar-
antees the security of the approach. When Alice's
password is used to protect her private key SKA, no one
can get hold of it except Alice herself, and therefore
no one except Alice can obtain the original working
key to decrypt the credit card number.

In the non-password version, Alice dynamically
supplies her private key SKA and SKA will never be
stored in the database even in an encrypted form.
Therefore, the method is secure.

If we store Alice's certi�ed public key in a tradi-
tional database table or system catalog, a DBA might
easily break in. For example, if the following record is
stored in the database:

(Alice, CERTA)

the DBA can update the second component and re-
place it with her/his own certi�cate that contains
her/his public key, say PKC. Later, when Alice cre-
ates a new customer record, the credit card number
will be encrypted using PKC, not PKA, and the DBA
can easily read the encrypted credit card number.



5.3 Encryption Based on User-Supplied
Keys

The most 
exible database encryption approach is
using keys dynamically supplied by the users. To ac-
commodate this case, we extend the previous CRE-
ATE TABLE statement and add one more option:

CREATE TABLE Customer

(userid integer PRIMARY KEY

lastname varchar(25),
firstname varchar(25),
ccnum char(16) ENCRYPTION

[WITH KEY key value]
);

WhenWITH KEY key value is present, key value

will be the default encryption key when any credit card
number is inserted into the table. If a user supplies
another key, that key will be used instead. The new
SQL statement for this is:

INSERT INTO table name VALUES

value specification [KEYS key list]

where key list is a list of keys separated by comma.
The list elements correspond to the columns that are
to be encrypted. For example, to create a new record
for John Smith, Alice would use the following state-
ment:

INSERT INTO Customer VALUES

(100; 0Smith0; 0John0; 011112222333344440)
KEYS (012345678900);

The database server will use the string 012345678900

as key to encrypt the credit card number and store
the encrypted version in the database.

When Alice wants to access John Smith's credit
card number, she issues the following statement:

SELECT ccnum FROM Customer

WHERE userid = 100 KEYS (012345678900);

The general form of the extended SELECT statement
is as follows:

SELECT projection list ... (other clauses)
[KEYS key list];

where the elements of the key list correspond to the
encrypted columns in the projection list.

The approach is self-contained. No directory ser-
vice or certi�cate is needed. Basically, the task of key
management is shifted to the application server, and
the database server only provides the framework to do
encryption/decryption.

One main advantage of this approach is that it is
much easier to integrate with an existing database
product. All the major commercial database server
products in the market are very large software prod-
uct. Any big change to their architecture would not be
easily acceptable to the R&D teams very soon. How-
ever, adding or extending several SQL statements is a
much easier task.

Security. Since a user dynamically supplies her/his
working key, there is no chance for any other people
to decrypt an encrypted credit card number and the
method is secure.

5.4 Group Encryption

In this subsection we consider the case when a
group of users want to share access to an encrypted
column.

For example, when Alice creates the table
Customer, she may want to allow Bob to read user
credit card numbers also. One obvious solution is that
Alice gives the working keys directly to Bob. If a work-
ing key is protected by Alice's public/private keys,
there would be no way for Bob to gain access unless
Alice also gives out her private key, which Alice would
almost de�nitely refuse to do if her public/private key
pair is used in any other business.

To allow group access to encrypted columns, we
can generalize the public key based approach of Sec-
tion 5.2.

First, when Alice creates the table Customer, she
could explicitly specify who will be allowed to access
the unencrypted credit card numbers:

CREATE TABLE Customer

(userid INT PRIMARY KEY

lastname varchar(25),
firstname varchar(25),
ccnum char(16) ENCRYPTION

USER user list

UPDATE no

);

where user list lists the names of all user that are
allowed to access the (unencrypted) credit card num-
bers. For simplicity, we assume the user list contains
only Bob.

The security catalog SEC ENCRYPTION is ex-
tended to record this extra information, that is, a
record in SEC ENCRYPTION contains the following



information, among others:

(userid = Alice; table = Customer;

column = ccnum; enc flag = no;

updateby = Alice; user list = fBobg;

user flag = no): (1)

When Alice creates John Smith's record in table
Customer, the encryption is done the same way as be-
fore, except that the working key K will be encrypted
twice, once using Alice's public key PKA and once
using Bob's public key PKB, and the following two
entries will be stored in the directory server:

(Alice, 0Customer0, 0ccnum0, E(PKA;K))

(Bob, 0Customer0, 0ccnum0, E(PKB;K))

Alice can access the credit card number as before.
For Bob, he can supply his own (matching) private
key when issuing the following SELECT statement:

SELECT ccnum FROM Customer

WHERE userid = 100 PRIVATE KEY SKB;

The database server will �rst check
SEC ENCRYPTION to see if Bob is the owner
of table Customer or listed as a sharing user for
(Customer, ccnum). If so, the database server will
fetch E(PKB;K) from the directory server, decrypt it
using the user supplied SKB, and use the recovered
working key K to decrypt the encrypted credit card
number.

Alice can also update the sharing user list later
(using ALTER TABLE statement) because she has
speci�ed user flag = no. When she issues the AL-
TER TABLE statement, she needs to supply her
private key. Similarly, she can grant Bob access to the
encrypted column. All the engine needs to do is en-
crypting the working data encryption key K with the
new user's public key.

The new catalog SEC ENCRYPTION and our
enhanced user management mechanism together
improve the system security. For example,
suppose user flag =no and Alice (the owner
of table Customer) is allowed to change the
SEC ENCRYPTION record to add new sharing users
for column ccnum. We �rst consider the case with
the old user management mechanism. As explained in
Section 2.1, suppose a DBA resets Alice's password so
that she/he can login as Alice and change the above

record (1) to the following

(userid = Alice; table = Customer;

column = ccnum; enc flag = no;

updateby = Alice; user list = fBob; Clarkg;

user flag = no) (2)

where \Clark" is the name of another user whose pri-
vate key is known to the DBA. After the update, the
DBA logs o� and restores Alice's old password. Later,
when Alice creates a record for a new customer Frank
in table Customer, Frank's credit card number will be
encrypted with a working key K that is in turn en-
crypted by the public keys of Alice, Bob, and Clark
separately, which means Clark (and thus the DBA)
will be able to obtain the working key K to decrypt
the new customer's credit card number.

However, if our enhanced user management mech-
anism is in place, a DBA will not be able to obtain
information she/he is not supposed to obtain. In the
above example, after reseting Alice's password, the
DBA will not be able to restore Alice's original pass-
word. The next time when Alice tries to login, she
will fail and she immediately knows that someone has
changed her password without her authorization. The
detection of unauthorized password change serves as
the basis for starting any further security management
process.

In the above discussion we assume that users' pub-
lic key certi�cates, encrypted private keys and en-
crypted working keys are stored in a directory ser-
vice. A better way is to store them locally in the
security dictionary. We can use a security cata-
log SEC CERT to store all certi�cates, use a secu-
rity catalog SEC WORKINGKEY to store all en-
crypted working keys, and use a security catalog
SEC PRIVATEKEY to store all encrypted private
keys if necessary. The advantage of doing this is two
folds. First, a user's public key certi�cate stored in an
independent PKI directory service might change dy-
namically, but his public key for database encryption
is relatively static. Therefore, there is a need for syn-
chronization which might be di�cult. Besides, once
a public key PKA is used to encrypt a working key,
that working key must be decrypted using a private
key that must exactly match PKA, not any newly up-
dated public key. Thus it is a good practice for the
database server to store those public key certi�cates
used for database encryption locally. Second, local
storage is good for e�ciency reason. Frequent access
to an outside directory service would slow down the
whole system signi�cantly.



6 Conclusions
In this paper we investigate the role cryptography

can play in database security. We analyze the secu-
rity features of current RDBMSs and point out their
weaknesses. We introduce the key concept of security
dictionary and proposed several secure user manage-
ment and encryption methods based upon the new
concept.

Another important research problem is how to do
database operation against encrypted columns, such
as indexing and join. We will discuss this in a forth-
coming paper.
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