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Abstract

A major obstacle to the wide use of lock-free objects, despite
their many advantages, is the absence of practical lock-free
methods for reclaiming the memory of dynamic nodes re-
moved from dynamic lock-free objects for arbitrary reuse.
Prior memory management methods for dynamic lock-free

objects su�er from one or more serious drawbacks: not al-
lowing arbitrary memory reuse, allowing the failure or de-
lay of a thread to cause an unbounded number of nodes to
be not freed inde�nitely, requiring special operating system
support, or using atomic instructions not supported on any
current processor architecture.
This paper presents the �rst memory management method

for dynamic lock-free objects that allows arbitrary memory
reuse, guarantees an upper bound on the number of removed
nodes not freed at any time regardless of thread failures
and delays, and does not require special operating system or
hardware support. Furthermore, it is wait-free, is only loga-
rithmically contention-sensitive, and uses only atomic reads
and writes for its operations. In addition, it can be used to
prevent the ABA problem for pointers to dynamic nodes in
most algorithms, without requiring extra space per pointer
or per node.

1 Introduction

An object is lock-free (also called non-blocking) if it guar-
antees that in a system with multiple threads attempting to
perform operations on the object, some thread will complete
an operation successfully in a �nite number of system steps
even with the possibility of arbitrary thread delays, provided
that not all threads are delayed inde�nitely [9]. By de�nition,
lock-free objects are immune to deadlock even with thread
failures and provide robust performance even when faced
with long inopportune thread delays. Dynamic lock-free ob-
jects have the added advantage of arbitrary size. Many such
objects have been developed [1, 5, 7, 8, 10, 12, 18, 21, 23, 25].

A major problem associated with these objects is the safe
reclamation of memory occupied by removed nodes. In a
lock-based dynamic object, when a thread removes a node
from the object, it can be guaranteed that no other thread
will subsequently access the contents of the removed node
while still assuming its retention of type and content seman-
tics. Consequently, it is safe for the removing thread to free
the memory occupied by the removed node into the general
memory pool for arbitrary future reuse.
It is not the case for a lock-free object. When a thread

removes a node, it is possible that one or more contending
threads, in the course of their lock-free operations, have ear-
lier read a pointer to the subsequently removed node, and
are about to access its contents. A contending thread might
corrupt the shared object or another object, if the thread
performing the removal were to free the removed node for
arbitrary reuse.

Lock-free objects generally use universal atomic primitives
such as CAS1 and LL/SC2 [9]. All architectures that sup-
port LL/SC prohibit memory accesses between LL and SC.
Associated with most uses of CAS (and restricted LL/SC) is
the ABA problem [12]. If a thread reads a value A from a
shared location, computes a new value, and then attempts a
CAS operation. The CAS may succeed when it should not,
if between the read and the CAS other threads change the
value of the shared location from A to B and back to A again.

The simplest and most eÆcient solution to the ABA prob-
lem is to include a tag with the target memory location such
that both are manipulated atomically3, and the tag is in-
cremented with updates of the target location [12]. CAS
succeeds only if the tag has not changed since the thread
last read the location. However, applying this solution or
more elaborate tag techniques [19] to pointers contained in
dynamic nodes, without means of detecting when threads no
longer need the tag values, dictates that the tag �elds retain

1CAS (compare-and-swap) takes three arguments: the address of a
memory location, an expected value and a new value. If the memory lo-
cation holds the expected value, it is assigned the new value atomically.
A Boolean return value indicates whether the replacement occurred [12].

2SC (store-conditional) takes two arguments: the address of a mem-
ory location and a new value. If no other thread has written the memory
location since the current thread last read it using LL (load-linked), it
is assigned the new value atomically. A Boolean return value indicates
whether the replacement occurred.

3All current architectures (32-bit as well as 64-bit) supporting CAS
(Intel x86, Sun SPARC) and restricted LL/SC (PowerPC, MIPS, Al-
pha) support their operation on aligned 64-bit blocks, and aligned 128-
bit operations are certain to follow on 64-bit architectures, thus allowing
enough bits for tags to make the ABA problem practically impossible.
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their values inde�nitely throughout node deallocations and
allocations, thus preventing the arbitrary reuse of deleted
dynamic nodes. Once allocated and inserted in a dynamic
lock-free object, a dynamic node must permanently retain
its size and the semantics of its tag �elds.

Prior memory management methods for lock-free dynamic
objects su�er from one or more serious drawbacks: not al-
lowing arbitrary memory reuse, allowing the failure or de-
lay of a thread to cause an unbounded number of nodes to
be not freed inde�nitely, requiring special operating system
support, or using atomic instructions not supported on any
current processor architecture.

In this paper we present a new method for safe memory
reclamation (SMR) that is wait-free4, is operating system
independent, is only logarithmically contention-sensitive, re-
quires no extra space per node but only a small constant
space per participating thread, and requires only atomic
reads and writes for its operation. It can be used to prevent
the ABA problem for dynamic pointers without the need for
extra space per pointer or per node. SMR applies to the vast
majority of known lock-free dynamic algorithms, and in each
of the few cases of incompatible algorithms [5, 8, 25], other
similar or better algorithms for the same objects were found
to be compatible with it.

The core idea of SMR is to associate a small constant num-
berK (typically one or two) of shared pointers, called hazard
pointers, with each participating thread. Hazard pointers, ei-
ther have null values or point to nodes that may potentially
be accessed by the thread without further veri�cation of the
validity of the local references used in their access. Each
hazard pointer can be written only by its associated thread,
but can be read by all threads. Unlike prior memory man-
agement methods [6, 7, 8] SMR does not use any reference
counters or timestamps.

SMR requires target lock-free algorithms to guarantee that
no thread can access a dynamic node at a time when it is pos-
sibly deleted, unless its associated hazard pointers point con-
tinuously to the node, from a time when it was not deleted.

For example, Figure 1 shows an SMR-compatible version
of a lock-free stack based on the IBM freelist [12] that guar-
antees that no dynamic node is accessed while free and pre-
vents the ABA problem. The pointer hp is a static private
pointer to the hazard pointer associated with the executing
thread, and the procedure DeleteNode is part of the SMR
algorithm. The Push routine need not change, as no dy-
namic node that is possibly free is accessed, and the CAS
is not ABA-prone [23]. In the Pop operation the pointer t
is used to access a dynamic node t^ and holds the expected
value of an ABA-prone CAS. By setting the hazard pointer
to t and then checking that t^ is not deleted, we guarantee
that the hazard pointer is continuously pointing to t^ from
a point when it was not deleted (i.e. not being the argument
of DeleteNode) until the end of hazards (accessing t^ and
using t to hold the expected value of an ABA-prone CAS).

SMR prevents the freeing of a node continuously pointed
to by one or more hazard pointers of one or more threads
from a point prior to its deletion. When a thread deletes a

4An operation is wait-free if it is guaranteed to complete success-
fully in a �nite number of its own steps regardless of other threads'
actions [10].

// j is the thread id for SMR purposes

// HP is the shared array of hazard pointers

// static private pointer hp= &HP[j]

// initially Top = null

// calling Push

// if node AllocateNode() 6= null

// f node :̂data data; Push(node);g
Push(node:*NodeType) f

while true f
t Top;

node :̂Next t;

if CAS(&Top,t,node) return;

g
g

// calling Pop

// if node Pop() 6= null

// f data node :̂data; DeleteNode(node);g
Pop() : *NodeType f

while true f
if t Top = null break;

*hp t;

if t 6= Top continue;

next t :̂Next;

if CAS(&Top,t,next) break;

g
*hp null; return t;

g

Figure 1: SMR-compatible lock-free stack based on the IBM
freelist algorithm [12].

node (calls DeleteNode), it stores it in a private list. After ac-
cumulating a certain number R of deleted nodes, the thread
scans the hazard pointers for matches for the addresses of
the accumulated nodes. If a deleted node is not matched by
any of the hazard pointers, then the thread frees that node
making its memory available for arbitrary reuse. Otherwise,
the thread keeps the node until its next scan of the hazard
pointers that it performs after the number of accumulated
deleted nodes reaches R.

By setting R to a number such that R�N = 
(N) (e.g.,
R = 2N), whereN = KP and P is the number of participat-
ing threads, and sorting a private list of snapshots of non-null
hazard pointers, SMR is guaranteed in every scan of the N
hazard pointers to free �(R) nodes in O(R log p) time, when
p threads have non-null hazard pointers. Thus, the amor-
tized time complexity of processing each deleted node until
it is freed is only logarithmically contention-sensitive, i.e.,
constant in the absence of contention and O(log p) when p

threads are operating on the object during the scan. SMR
also guarantees that no more than PR deleted nodes are not
yet freed at any time regrdless of thread failures and delays.

In Section 2 we review prior approaches to memory man-
agement for dynamic lock-free objects. In Section 3 we
present the SMR method. In Section 4, we discuss the cor-
rectness and performance of SMR. In Section 5 we apply
SMR to known dynamic lock-free algorithms. We conclude
with Section 6.

2



2 Related Work

Non-Blocking OS-Independent Methods

First we discuss prior memory management methods that do
not require special operating system support and are non-
blocking (i.e., guarantee an upper bound on the number of
removed nodes not available for reuse even with the possibil-
ity of thread failures and felays).
The earliest and simplest lock-free memory management

method is the use of a freelist implemented as a stack of nodes
available for restricted reuse [12, 23]. When a thread deletes
a node, it pushes it in a singly linked list stack, where the
same or a di�erent thread can later reuse the node by pop-
ping it from the stack. The operations are similar to those
in Figure 1 excluding data and hazard pointer manipulation
and node allocation and deallocation. Nodes must retain
their size and the semantics of some �elds inde�nitely (i.e.,
until application termination). Once allocated and inserted
in a lock-free object, a node cannot be freed for arbitrary
reuse. Freelists require applying ABA prevention mecha-
nisms such as tags to the anchor of the freelist as well as
pointers contained in nodes for almost all lock-free objects
except stacks.
Valois [26] presented a lock-free garbage collection method

that requires the inclusion of a reference counter in each dy-
namic node, re
ecting the maximum number of references to
that node in the object and the registers (and local vari-
ables) of threads operating on the object. Every time a
new reference to a dynamic node is created (destroyed), the
reference counter is incremented (decremented), using FAA
(fetch-and-add) and CAS instructions. Only after its refer-
ence counter goes to zero, can a node be pushed in a freelist,
where it can be subsequently allocated. However, due to the
use of single-address CAS to manipulate pointers and in-
dependently located reference counters non-atomically, the
resulting timing windows dictate the permanent retention of
nodes of their type and �eld semantics.
Detlefs et. al. [6] presented a reference counting garbage

collection method that uses DCAS5 to operate on pointers
and reference counters atomically to guarantee that a refer-
ence counter is never less than the actual number of refer-
ences. When the reference counter of a node reaches zero,
it becomes safe to reclaim for arbitrary reuse. Arbitrary
reuse is a signi�cant advantage. However, the dependence
on DCAS makes the methodology impractical until such in-
struction is supported eÆciently in hardware, and the per-
formance cost of reference counting is prohibitive.
The reference counting methods transform statements in-

volving pointers to dynamic nodes (even reads and register to
register assignments) into unbounded loops containing CAS
and DCAS operations. This increases the total work time
complexity of the target algorithms by a multiplicative fac-
tor of O(p) where p is contention.
DCAS was supported on some generations of the Motorola

68000 family (as CAS2) in the 1980s. These implementations

5DCAS (double-compare-and-swap) takes six arguments: the ad-
dresses of two independent memory locations, two expected values and
two new values. If both memory locations hold the corresponding ex-
pected values, they are assigned the corresponding new values atomi-
cally. A Boolean return value indicates whether the replacements oc-
curred.

Freelists
[12]

Valois
[26]

Detlefs
et. al. [6]

SMR

Arbitrary mem. reuse N N Y Y
Atomic ops used CAS CAS DCAS R/W
Wait-free N N N Y
Mult. time e�ect 1 O(1)6 O(p) O(1)
Additional time to free n/a n/a O(1) O(log p)
Extra space per node Tags7 Counter Counter None

Table 1: Features of lock-free OS-independent memory man-
agement methods.

were extremely ineÆcient, often requiring locking system
buses while one CAS2 is in progress. Since then no processor
architecture supports DCAS. While it can be implemented
in software in the operating system using mutual exclusion
locks, this solution poses portability problems as no widely-
used operating system supports it, and it is likely to lead to
severe performance degradation due to high contention for
the DCAS lock even by threads attempting DCAS on inde-
pendent memory locations [7]. EÆcient hardware support is
needed for algorithms using DCAS to be practical.
As discussed later in Section 5, while examining known

lock-free dynamic algorithms, we found only three [5, 8, 25]
to be incompatible with SMR and freelists (but compati-
ble with the reference counting methods). However, in each
case, we found other similar or better algorithms that are
compatible with SMR and freelists for the same objects.
Table 1 shows a summary of the features of non-blocking

memory management methods for dynamic lock-free objects
that require no special operating system support. We use
the time complexity measure of amortized total work on an
asynchronous CRCWPRAMmodel8 [14], where p is the level
of contention (i.e., the number of threads operating concur-
rently on the lock-free object). The additianal time to free is
the mortized time per node needed after its removal for de-
ciding when the node is safe to free. This applies only to the
two methods allowing arbitrary reuse and does not include
the time taken by the deallocation procedure (e.g., free).

Blocking and OS-Dependent Methods

Herlihy and Moss [11] presented a lock-free garbage collec-
tion method that requires a clean sweep from each participat-
ing thread, as a precondition for memory reclamation. The
failure of a thread can inde�nitely prevent the freeing of un-
bounded memory (i.e., bounded only by the size of memory).
The method also su�ers from substantial copying overhead.
Greenwald [7, pages 228{230] presented brief outlines of

Type Stable Memory (TSM) implementaions in the OS ker-
nel as well as in user-level. TSM requires deleted nodes to
retain their type for a period of time (i.e., while references to
them are potentially active), after which they can be freed
for arbitrary reuse.
The kernel-based TSM implementation relies on the ker-

nel's knowledge of the status of processes and its access to
their private memory and stack space. The drawbacks of

6Only if fetch-and-add is supported in hardware. Otherwise O(p).
7May be avoided if DCAS is supported.
8The choice of CRCW is conservative on our part, as SMR com-

pares even more favorably to other methods under the more realistic
asynchronous CREW PRAM model.
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kernel-dependence are that it limits the portability of de-
pendent algorithms to systems lacking the special kernel sup-
port, and precludes their use by most user-level threads.
The user level TSM implementation requires threads to

increment and decrement a per-type reference counter upon
the activation and end of scope, respectively, of local pointers
to the node type. A variant of the method uses two refer-
ence counters per type: an old counter and a new counter.
A thread always increments the new counter and decrements
the counter it incremented earlier. The counters switch roles
whenever the old counter reaches zero. At such time, deleted
nodes are released to the general pool. The method is block-
ing as the failure of a thread to decrement a per-type refer-
ence counter, due to the thread's failure or delay, may cause
the inde�nite prevention of an unbounded number of deleted
nodes from being freed.
Harris [8, page 311] presented a brief outline of a deferred

freeing method that requires each thread to record a times-
tamp of the latest time it held no references to dynamic
nodes, and it maintains two to-be-freed lists of deleted nodes:
an old list and a new list. Deleted nodes are placed on the
new list and when the time of the latest insertion in the old
list precedes the earliest per-thread timestamp, the nodes of
the old list are freed and the old and new lists exchange la-
bels. The method is blocking, as the failure of a thread to
update its timestamp causes the inde�nite prevention of an
unbounded number of deleted nodes from being freed.
One crucial di�erence between SMR and the last two

methods is that SMR does not use reference counters or
timestamps at all. The use of reference counters for un-
bounded numbers of nodes and/or the reliance on per thread
timestamps make a memory management method vulnerable
to the failure or delay of even one thread.
Tracing garbage collectors do not provide OS-independent

non-blocking solutions for the memory reclamation problem.
They mostly require mutual exclusion with mutator threads,
use stop-the-world techniques, or require special OS support
to access private stack space and registers [11]. Furthermore,
the failure or inde�nite delay of the garbage collector can pre-
vent the reclamation of unbounded number of deleted nodes
inde�nitely [6].

3 The Method

The core idea of the SMR method is associating K shared
pointers, called hazard pointers, with each of the P threads
operating on the target object. The value of K depends on
the target algorithm and is typically one or two for most
known algorithms. Hazard pointers are implemented as a
shared array HP of size N , where N = KP .
The SMR algorithm communicates with the target algo-

rithms only through a DeleteNode procedure that is part of
the SMR algorithm, and the hazard pointer array HP. Each
hazard pointer can be written only by its associated thread
in the target algorithm. The SMR algorithm itself does not
perform any shared writes.

3.1 The Algorithm

Figure 2 shows the structures and operations of the SMR
algorithm. When a thread j deletes a node n^ by calling

// Constants

// P : number of participating threads

// K : number of hazard pointers per thread

// N : total number of hazard pointers = KP

// R : batch size, R-N=
(N)

// shared variables

HP[N]= null : *NodeType;

// static private variables per thread

dcount= 0 : 0 .. R;

dlist[R] : *NodeType;

DeleteNode(node:*NodeType) f
dlist[dcount++] node;

if dcount= R Scan();

g

Scan() f
i : 0 .. R;

p= 0,new dcount= 0 : 0 .. N;

hptr,plist[N],new dlist[N] : *NodeType;

// Stage 1

for i 0 to N-1

if hptr HP[i] 6= null

plist[p++] hptr;

// Stage 2

sort(p,plist);

// Stage 3

for i 0 to R-1

if binary search(dlist[i],p,plist)

new dlist[new dcount++] dlist[i];

else

FreeNode(dlist[i]);

// Stage 4

for i 0 to new dcount-1 f dlist[i] new dlist[i];g
dcount new dcount;

g

Figure 2: The SMR algorithm.

DeleteNode(n), it inserts n^ into a static private list dlist of
deleted nodes, and increments a static private counter dcount
that holds the number of deleted nodes accumulated by j that
are not freed yet. When dcount reaches the value R, j starts a
scan by calling Scan(). R is chosen such that R�N = 
(N)
(e.g., R = 2N), in order to achieve amortized execution time
that is logarithmic in contention per freed node.
A scan includes four stages. The �rst stage involves scan-

ning the array HP for non-null values. Whenever a non-null
value is encountered, it is inserted in a local pointer list plist.
The counter p holds the size of plist, which is proportionally
bounded by contention. Only stage 1 accesses shared vari-
ables. The following stages operate only on private variables.
The second stage of a scan involves sorting plist to allow

binary search in the third stage.
The third stage of a scan involves checking each node in

dlist against the pointers in plist. If the binary search yields
no match, the node is freed. Otherwise, it is inserted into a
local list new dlist.
The forth stage involves copying the local list new dlist of
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// Constants and shared vars are unchanged

// static private variables per thread

dcount= 0: 0 .. R;

dlist= null : *NodeType;

DeleteNode(node:*NodeType) f
node :̂smrp dlist; dlist node; dcount++;

if dcount= R Scan();

g

Scan() f
i,p= 0,new dcount= 0 : 0 .. N;

hptr,plist[N],new dlist= null,node : *NodeType;

// Stage 1

for i 0 to N-1

if hptr HP[i] 6= null

plist[p++] hptr;

// Stage 2

sort(p,plist);

remove duplicates(&p,plist);

// Stage 3

while dlist 6= null f
node dlist; dlist node :̂smrp;

if binary search(node,p,plist)

f node :̂smrp new dlist;

new dlist node; new dcount++;g
else

FreeNode(node);

g
// Stage 4

dlist new dlist;

dcount new dcount;

g

Figure 3: The SMR algorithm with optimizations.

the nodes that could not be freed during the current scan
to the private static list dlist, where they remain until the
next scan, which occurs after R�new dcount more nodes are
deleted by j.
We assume the use of a comparison-based sorting algo-

rithm that takes �(p log p) time, such as heap sort, to sort
plist in the second stage. Binary search in the third stage
takes O(log p) time. We omit the code for these algorithms,
as they are widely known sequential algorithms [4].

Optimizations

The static space requirements per thread can be reduced to a
constant, if the node structures used by the target algorithm
contain a word size �eld that is guaranteed not to be accessed
by the target algorithm after a node is deleted. The vast
majority of algorithms use nodes that contain such �elds
(e.g., data �elds). Also, nodes often contain extra space for
alignment or for cache line padding to avoid false sharing.
If so, the chosen �eld is also de�ned as a pointer smrp to
NodeType and is used to link deleted nodes into a linked list
instead of using an array of size R per thread to accumulate
deleted nodes.
Removing duplicates from plist after sorting it can reduce

search time when duplicates are frequent, which is very com-
mon for constant time algorithms such as those for stacks
and queues. Figure 3 shows a version of the SMR algorithm
incorporating these optimizations.
In order to reduce the overhead of calling the standard allo-

cation and deallocation procedures (e.g., malloc and free) for
every node allocation and deallocation, SMR can allow each
thread to maintain a limited size private list of free nodes.
When a thread runs out of private free nodes it allocates
new nodes when needed, and when a thread accumulates
too many private free nodes it deallocates the excess nodes.
In order to avoid the adverse performance e�ect of false

sharing on multiprocessor systems, elements of the HP array
can be padded such that no two hazard pointers belonging
to di�erent threads share the same cache line.
In many applications, threads are created and destroyed

frequently. In such cases, a static-size (of size P ) lock-free
freelist based on the IBM freelist [12] can be used for main-
taining available thread ids. A thread acquires an SMR
thread id by popping it from the freelist, and retires its id by
pushing it in the freelist. The freelist elements can include
�elds for use by retiring threads to pass their list of deleted
but not yet freed nodes to their next namesake.

3.2 Compatibility Conditions

For a target algorithm to bene�t from SMR's guarantees of
safe memory reclamation, it must satisfy a set of conditions.
First, we de�ne some notation.
Delete(t; j; n): Thread j deletes node n^ at time t: at t, j
calls DeleteNode(n).
Allocate(t; j; n): Thread j allocates node n^ at time t: at
t, j's call to AllocateNode() returns n.
IsDeleted(t; n): Node n^ is deleted at time t : 9t1<t; j1 ::
Delete(t1; j1; n) ^ 6 9t22 [t1; t]; j2 ::Allocate(t2; j2; n).
PossiblyDeleted(t; j; n): A node n^ is possibly deleted
from the point of view of thread j at time t : at t; it is im-
possible solely by examining j's registers9 and the semantics
of the algorithm to establish that :IsDeleted(t; n).
CreateRef(t̂; j; n; r̂): Thread j creates the reference
ht̂; j; n; r̂i to node n^ in register r̂ at time t̂ : 9 shared pointer
p :: at t̂, j reads the value n from p into r̂.
AssignRef(t̂; j; n; r̂; t; r): Thread j assigns the reference
ht̂; j; n; r̂i to register r at time t : (t = t̂ ^ r � r̂ ^
CreateRef(t; j; n; r)) _ (9 register r1; time t1 2 [t̂; t] ::
AssignRef(t̂; j; n; r̂; t1; r1) ^ at t; j assigns the value of r1
to r ^ 6 9t22(t1; t] :: at t2; r1 is the target of an assignment).
HoldRef(t̂; j; n; r̂:t; r): Register r of thread j holds reference
ht̂; j; n; r̂i at time t : 9t1 � t :: AssignRef(t̂; j; n; r̂; t1; r) ^
6 9t22(t1; t] :: at t2; r is the target of an assignment.
HoldHazRef(t̂; j; n; r̂; t; r): Register r of thread j
holds the hazardous reference ht̂; j; n; r̂i at time t :
HoldRef(t̂; j; n; r̂; t; r) ^ 9 a code path c, statement s ::
at t, it is possible for j to follow c ^ s is the last statement
of c ^ 9 register r2 :: s uses r2 to access n^ when it is
PossiblyDeleted ^ ((9 t2 � t :: j follows c ^ j executes s at
t2) ) ((r � r2 ^ 6 9 statement in c that uses r as the target
of an assignment)_ (9r1; t12 [t; t2] :: at t1 j assigns the value
of r to r1 ^ HoldHazRef(t̂; j; n; r̂; t1; r1)))).

9We use the term registers to include private variables as well.

5



Informally, A hazardous reference is an address that with-
out further validation can be used to access a node at a time
when it may be deleted, and hence when it may be free.
For a lock-free dynamic algorithm to be SMR-compatible,

it must satisfy the following main condition:

8 t; n; j; r; t̂; r̂;

P ossiblyDeleted(t; j; n) ^ HoldHazRef(t̂; j; n; r̂; t; r) )
at t; 9 0 � i < K :: HP [Kj + i] = n (C1)

Informally, whenever a thread accesses a dynamic node, it
must guarantee that if the node was possibly deleted (by
another thread) after the creation of the reference to it, then
continuously from a time equal to or earlier than the time
of its possible deletion, one or more of the thread's hazard
pointers is pointing to the node.
When k > 1, it is acceptable for a thread to copy a node's

address from one of its hazard pointers to another, even af-
ter the possible deletion of the node. Also, it can change
the value of the �rst hazard pointer even before the end of
the hazard, but after writing the value to the second hazard
pointer.
However, since the SMR algorithm scans the array HP

non-atomically (one hazard pointer at a time) in a certain or-
der10, copying hazard pointers must strictly follow the same
order as scanning HP. This leads to the second condition:

(9 0� i1<K; 0� i2<K; i1 6= i2; thread j ::
j copies HP [Kj + i1] to HP [Kj + i2]) ) i1 < i2 (C2)

The last condition is needed to guarantee that the number
of non-null hazard pointers (p at the begining of stage 3 of
Scan) is proportionally bounded by contention:

8 t; j; 0� i<K;

at t; thread j is not operating on the object )
at t; HP [Kj + i] = null (C3)

4 Correctness and Performance

For brevity, we provide only informal proof sketches. Formal
proofs are to be included in the extended version of this
paper.

Upper Bound on the Number of Deleted

Nodes Not Freed

Lemma 1 8 t; j;
jfn:9t1<t ::Delete(t1; j; n) ^ 69t22 [t1; t] :: at t2, j frees n^gj
is �nite (at most R).

Each thread holds a �nite number of deleted but not yet
freed nodes.

Theorem 1 At any time, the total number of deleted nodes
not freed is �nite (at most PR).

10We assume a sequentially consistent model, as does most of the
literature in this area. Otherwise, memory barrier instructions need to
be inserted in the code between memory accesses whose relative order
of execution is critical.

Safety

Lemma 2 8j; t; n;
9k�K; t0�� � ��tk�1� t ::8 0� i<k; at ti; HP [Kj+i] 6=n ^
IsDeleted(t; n) ^ 9r; r̂; t̂ :: HoldHazRef(t̂; j; n; r̂; t; r)
) 9k�m<K :: at t;HP [Kj+m]= n.

If a scan in ascending order of lower index hazard pointers
of a thread �nds no match for a deleted node for which the
thread holds a hazardous reference, then there must be at
least one higher index hazard pointer of that thread that
points to that node. This follows from (C1) and (C2) and
the fact that IsDeleted(t; n)) 8j; PossiblyDeleted(t; j; n).

Lemma 3 8j; t; n;
9 t0�� � �� tK�1� t :: 8 0� i<K; at ti; HP [Kj+i] 6= n ^
IsDeleted(t; n) ) 69 r; r̂; t̂ :: HoldHazRef(t̂; j; n; r̂; t; r).

If a scan in ascending index order of the hazard pointers of
a thread �nds no match for a deleted node, then it must be
the case that the thread holds no hazardous reference for the
node. This follows by setting k to K in the previous lemma.

Lemma 4 8t; n; node n^ is freed at t in stage 3 of Scan
) 8j; 9 t0�� � ��tK�1� t :: 8 0� i<K; at ti; HP [Kj+i] 6=n.

A node is freed in stage 3 of Scan only if a scan of the hazard
pointers in ascending index order �nds no match. This fol-
lows from the fact that stage 1 scans HP in ascending index
order and the fact that the list plist does not lose distinct
pointer values throughout stages 1, 2, and 3. That is, if a
pointer value is not in plist in stage 3 then it couldn't have
been there any time during stage 1.

Theorem 2 8t; n; node n^ is freed at t in stage 3 of Scan
) 69 j; r; r̂; t̂ :: HoldHazRef(t̂; j; n; r̂; t; r).

If SMR frees a node then it must be the case that no
thread holds a hazardous reference to it. This follows
transitively from the last two lemmas and the fact that only
deleted nodes are processed in Scan. From the de�nition of
HoldHazRef, we get the following corollary.

Corollary SMR guarantees that no thread accesses the con-
tents of a node while the node is free.

Space Requirements

The space requirements of SMR are N (i.e., �(P )) shared
words and �(R) static private words per thread (only a con-
stant when using a linked list to store deleted nodes instaed
of an array as in Figure 3). The temporary space needed per
thread when performing a scan is �(P ).

Time Complexity

Lemma 5 At the beginning of Scan, the list dlist contains
exactly R distinct deleted nodes.

Lemma 6 Throughout Scan, p�N .

Lemma 7 At most N of the searches of the list plist in stage
3 of Scan �nd matching pointers.
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Lemma 8 Every call to Scan results in freeing at least R�N
(i.e., �(R)) nodes.

Lemma 9 The execution time of DeleteNode is constant.

Lemma 10 The execution time of Scan (excluding calls to
FreeNode) is O(R log p).

Stage 1 takes �(N) time. Stage 2 takes �(p log p) time.
Stage 3 takes O(R log p) time (excluding calls to FreeNode).
Stage 4 takesO(p) time (constant time if dlist is implemented
as a linked list). p = O(N). N = O(R).

Theorem 3 The amortized time complexity of processing a
deleted node until freeing it is O(log p).

Wait-Freedom

Theorem 4 The SMR algorithm is wait-free.

A thread executing the SMR algorithm (at most R calls to
DeleteNode and one call to Scan) is guaranteed to complete
successfully (i.e., free �(R) nodes) in a �nite number of its
own steps (i.e., O(R log p)).

5 Applying SMR

In this section, we apply the SMR method to most known
dynamic lock-free algorithms. While we tried to examine all
known dynamic lock-free algorithms, the list of algorithms
discussed in this section is by no means exhaustive. While
examining dozens of algorithms only three correct ones [5,
8, 25] were found to be inherently incompatible with SMR
(as well as freelists [12]). In each case a similar or better
SMR-compatible algorithm is found for the same object.

ABA Prevention

In all of the cases of applying SMR to dynamic algorithms
discussed in this section, it not only solved the memory recla-
mation problem, but was also used to prevent the ABA prob-
lem for all or some pointers without using any extra space per
pointer or per node. This was done by expanding the de�ni-
tion of hazardous references (de�ned in Section 3) to include
references to dynamic nodes that may be used as expected
values of ABA-prone CAS-type instructions and ABA-prone
validation conditions11.
However, we do not claim SMR to be a general solution

for the ABA problem for pointers to dynamic nodes, as
we can construct hypothetical cases where a reference to a
dynamic node can be the expected value of an ABA-prone
instruction even when that node is never removed and
reallocated. Also, in some SMR-compatible algorithms, a
pointer may point to nodes that are already deleted and
still be the target of ABA-prone instructions. In such

11A validation condition is an equality condition between a register
and a memory location to validate that no other thread has written the
location during a certain period. This corresponds to the ideal (never
implemented) VL (Validate) instruction associated with unrestricted
LL/SC. VL returns a boolean value indicating whether no other thread
has written the memory location addressed by its argument since the
current thread last read it using LL.

cases, it may be preferable to use ABA-prevention tags
than to reconstruct the algorithm to prevent the deletion
of nodes pointed to by pointers that are possible targets of
ABA-prone instructions. Of course, in such cases, the SMR
algorithm will still be able to detect when the dynamic node
containing such a pointer can be freed safely.

We present SMR-compatible versions of the best known
dynamic lock-free algorithms for FIFO queues, stacks,
double-ended queues, list-based sets. priority queue skew
heaps, and universal methodologies. We also discuss the
cases of algorithms that are inherently incompatible with
SMR.

FIFO Queues

The �rst correct completely de�ned fully functional constant
time (in the absence of contention) lock-free queue algorithm
is due to Prakash, Lee and Johnson [21]. We were able to
create an SMR-compatible version of it. The second such
algorithm is due to Valois [25]. It implements a queue as a
singly-linked list with a head pointer pointing to the node at
the head of the list and a tail pointer that is at or near the
tail of the list. The algorithm allows the tail pointer to lag
behind the head pointer. When a thread performs a dequeue
operation and advances the head pointer, it may remove a
node from the list. However, the thread cannot determine
that for sure, as the tail pointer may be still lagging and
the node was not actually removed after all. This makes the
algorithm incompatible with SMR, as it is impossible for a
thread executing the algorithm to determine when to call
(and not call) DeleteNode.
The CAS-based queue of Michael and Scott [18], and

Greenwald's DCAS-based queue [7] can be made SMR-
compatible. The former is known to be the best perform-
ing CAS-based lock-free queue algorithm. Figure 4 shows an
SMR-compatible version of that algorithm.
In the enqueue routine, we notice that register t holds

hazardous references. It is used to access dynamic nodes
(lines 4 and 7). It holds the expected value of ABA-prone
CAS operations (lines 6 and 8). It holds the expected value
of an ABA-prone validation condition (line 5). Therefore we
dedicate a hazard pointer (*hp0) for pointing to t^ whenever
t holds a hazardous reference.
The pattern of lines 1{3 is ubiquitous in SMR-compatible

algorithms. We observe that after executing line 1 and before
executing line 3, it is possible that t^ is removed and then
reinserted in the object. But this window poses no problem.
During that period the reference held in t is not hazardous,
as line 3 veri�es the reachability of t^, and hence precludes
the possibility of it being deleted at that point. The refer-
ence only becomes hazardous immediately after passing the
condition in line 3. If t^ is removed before line 2 and not rein-
serted before line 3, the condition in line 3 forces the thread
to retry. If t^ is reinserted before line 3 and the condition in
line 3 allows the thread to proceed then at that point it is
guaranteed that *hp0 points to t^ from a point when it was
not deleted and continues to do so until the reference is no
longer hazardous, thus complying with condition (C1).
We employed the technique of lines 1{3 in creating SMR-

compatible transformations of most known algorithms. We
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// j is thread id for SMR purposes

// hp0 = &HP[2*j]

// hp1 = &HP[2*j+1]

// initially both Head and Tail point to a dummy node

Enq(data:DataType) : boolean f
if node AllocateNode() = null return false;

node :̂data Data; node :̂Next null;

while true f
1 t Tail;

2 *hp0 t;

3 if t 6= Tail continue;

4 next t :̂Next;

5 if t 6= Tail continue;

6 if next 6= null f CAS(&Tail,t,next); continue;g
7 if CAS(&t :̂Next,null,node) break;

g
8 CAS(&Tail,t,node);

*hp0 null; return true;

g

Deq() : DataType f
while true f

9 h Head;

10 *hp0 h;

11 if h 6= Head continue;

12 t Tail;

13 next h :̂Next;

14 *hp1 next;

15 if h 6= Head continue;

16 if next= nullf *hp0 null; return EMPTY;g

17 if h= t f CAS(&Tail,t,next); continue;g
18 data next :̂Data;

19 if CAS(&Head,h,next) break;

g
*hp0 null; *hp1 null;

DeleteNode(h); return data;

g

Figure 4: SMR-compatible version of Michael and
Scott's [18] lock-free queue algorithm.

present additional and alternative techniques when dis-
cussing list-based sets and universal methodologies.

The dequeue routine employs a similar technique for deal-
ing with register h. For the register next, no equality check
(if next 6= t :̂Next continue;) is needed as the validation
condition in line 15 (from the original algorithm) guaran-
tees that *hp1 points to next^ from a point when it was not
deleted (next^ cannot be removed unless h^ is removed �rst)
and continues to do so until the reference in next is no longer
hazardous (i.e. after line 18). Only when register t is equal
to h, is it used in CAS. So it is always covered by *hp0. No
other registers in the algorithm can hold hazardous reference,
and so the algorithm satis�es condition (C1).

It is easy to show that the algorithm satis�es condition
(C2) as it never copies the value of one hazard pointer to
another. As for condition (C3), the algorithm guarantees

that whenever a thread exits Enq or Deq each of its hazard
pointers is equal to null.
Since SMR (unlike freelists) guarantees that the �elds of

a deleted node retain their values as long as a thread holds
a hazardous reference to it, the statement in line 18 can
actually be moved outside the loop, and thus be executed
only once per Deq operation, rather than in every attempt.

Stacks

In Figure 1, we presented an SMR-compatible lock-free stack
based on the IBM freelist [12]. The techniques employed in
transforming it are covered by those employed in Figure 4.
Similarly, we were able to make Greenwald's DCAS-based
stack algorithm [7] SMR-compatible.

Double-Ended Queues (Deques)

Agesen et. al. [1] presented a deque algorithm that requires
two DCAS operations per Pop and one per Push, in the ab-
sence of contention. We were successful in making that algo-
rithm SMR-compatible. Detlefs et. al. [5] presented a deque
algorithm that requires only one DCAS operation per Pop
or Push, in the absence of contention. However, it assumes
garbage collection, as after popping a node, it is impossible
for a thread, solely based on its registers, to determin if it
had removed nodes or not. This makes the algorithm inher-
ently incompatible with SMR (and freelists), as was the case
with Valois' queue algorithm [25].
Recently, we developed a simple DCAS-based lock-free

deque algorithm [15] that requires one DCAS per Pop or
Push, in the absence of contention, and is also compati-
ble with SMR and freelists. Also we developed the �rst
CAS-based lock-free deque algorithm [16]. The algorithm
is compatible with SMR and freelists. As part of presenting
these algorithms, we demonstrate their SMR compatibility
(included in Appendices A and B).

List-Based Sets

Valois [26] presented CAS-based lock-free algorithms for link-
based sets (dictionaries) that use shared cursors, such that
whenever a thread operates on the object it �rst moves the
cursor (using CAS) to the desired location and then at-
tempts its intended operation, such as inserting, deleting,
and searching for a key. The algorithms are lock-free only
if moving the cursor can be considered an operation on the
object. Actually, the algorithms are not even livelock-free,
as two threads may inde�nitely alternate moving the cursor
to their respective desired locations, while neither succeeds
in performing its intended operation on the object.
Harris [8] presented a truely lock-free list-based set imple-

mentation using CAS. The algorithm cannot use freelists for
memory management. Harris implemented the algorithm us-
ing Valois' [26] memory management method and in order to
avoid the high overhead of reference counting he also intro-
duced his own memory management method that is actually
blocking, as discussed in Section 2. Harris' set algorithm is
not compatible with SMR as a thread may traverse a se-
quence of nodes after they have already been removed from
the object, and hence possibly deleted. Thus, it is imposible
for the algorithm to comply with SMR's condition (C1).
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// static private variables for methodology

r : result type; old q : *skew type;

// static private variables for memory management

alloc ptr,avail ptr= 0,removed ptrc : 0 .. MAX SIZE;

alloc[MAX SIZE],removed[MAX SIZE] : *skew type;

Enq(v:valueType) f
node allocate node(); node :̂value v;

node :̂Child[0] null; node :̂Child[1] null;

while true f
removed ptr 0; alloc ptr 0;

old q Q;

*hp0 old q;

if old q 6= Q continue;

if !skew meld(node,old q,&r.version) continue;

if CAS(&Q,old q,r.version) break;

g
*hp0 null; reset memory management();

g

Deq() f
while true f
removed ptr 0; alloc ptr 0;

old q Q;

*hp0 old q;

if old q 6= Q continue;

if !skew deq(old q) continue;

if r.value= SKEW EMPTY break;

if CAS(&Q,old q,r.version) break;

g
*hp0 null; reset memory management();

g

copy(q,p:*NodeType) : boolean f
*hp1 q;

if old q 6= Q return false;

memcpy(q,p,sizeof(NodeType));

*hp1 null;

if removed ptr= MAX SIZE

ferror("exceeded size"); exit;g
removed[removed ptr++] q;

return true;

g

skew deq(q:*skew type) : boolean f
*left,*new left,*right,buffer : skew type;

if q= nullfr.value SKEW EMPTY; return true;g
if !copy(q,&buffer) return false;

r.value buffer.value;

left buffer.Child[0]; right buffer.Child[1];

if left= nullfr.version right; return true;g
new left allocate node();

if !copy(left,new left) return false;

return skew meld(new left,right,&r.version);

g

skew meld(q,qq,*res:*skew type) : boolean f
if q= nullf*res qq; return true;g
if qq= nullf*res q; return true;g
p allocate node();

if !copy(qq,p) return false;

if q^.Value < p :̂Value

f p1 q; p2 p;g else f p1 p; p2 q;g
toggle  p1 :̂toggle;

p1 :̂toggle  !toggle;

*res  p1;

return skew meld(p2,p1 :̂Child[toggle],

&p1 :̂Child[toggle]);

g

allocate node() : *skew type f
if alloc ptr<avail ptr return alloc[alloc ptr++];

if alloc ptr= MAX SIZE

ferror("exceeded size"); exit;g
if alloc[avail ptr++] AllocateNode() = null

ferror("out of memory"); exit;g
return alloc[alloc ptr++];

g

reset memory management() f
// free unused allocated nodes

for i alloc ptr to avail ptr-1 FreeNode(alloc[i]);

avail ptr 0;

// delete removed nodes

for i 0 to removed ptr-1 DeleteNode(removed[i]);

g

Figure 5: SMR-compatible version of Herlihy's methodology's [10] implementation of a lock-free skew heap.

Recently, we developed a simple CAS-based lock-free list-
based set algorithm (as part of a lock-free hash table al-
gorithm [17]) that is compatible with SMR and freelists.
It promises better performance than Harris' algorithm as
it is compatible with simpler and better performing mem-
ory management methods. As part of presenting that al-
gorithm we demonstrate its SMR-compatibility (included in
Appendix C).

The algorithm involves the traversal of the linked list using
three registers, we use three hazard pointers per thread to
track the registers. As the registers move down the list, the
third register assumes the value of the second, then the sec-
ond assumes the value of the �rst, and then the �rst moves to
the next node. The hazard pointers mirror the same move-

ment. The �rst hazard pointer uses a technique similar to
that used in lines 1{3 of Figure 4. The third and second
hazard pointers inherit their values from the second and the
�rst hazard pointers, respectively. So, in order to comply
with SMR's condition (C2), the indices in the array HP of
the �rst, second and third hazard pointers associated with
each thread must be in ascending order, respectively.

Universal Methodologies

Herlihy [10] presented a universal methodology for trans-
forming sequentiol dynamic object into lock-free ones. The
methodology uses a single anchor for the target object. The
value of the anchor must change and the anchor node must
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be removed with every modi�cation of the object. A thread
operating on the object starts by reading the anchor then as
it traverses the linked object it makes a private copy of each
node it needs to access and uses the copy instead. At the
end of the operation the thread uses CAS (or SC) to change
the anchor to a new value. If successful the private nodes
(if any) become part of the object, and the thread puts the
removed nodes in a private pool of nodes. If the CAS is not
successful, the thread takes the allocated private nodes back
into its private pool and starts over by reading the anchor
again. Herlihy provides a recoverable set algorithm for main-
taining the pool of private nodes. In order to establish the
validity of copied nodes Herlihy uses two check bits written
and read in reverse order.

We demonstrate an SMR-compatible version of Herlihy's
methodology, using a priority queue skew heap as an example
in Figure 5. We also provide memory management routines
compatible with SMR and similar in functionality to Her-
lihy's implementation of private node pools. The sequential
operations Skew deq and skew meld need no fundamental
modi�cation. Only two parts involve hazard pointers: the
outer routines End and Deq, and the copy function. Only
two hazard pointers are needed. The �rst continuously points
to the anchor node. The setting of the �rst hazard pointer
uses the same technique as that of lines 1{3 of Figure 4.

In the copy routine, a thread sets its second hazard point-
ers to the address of the source node (of the copy opera-
tion) then it veri�es that the anchor has not been removed.
Since no node that was reachable from an anchor node is
removed without the anchor node being removed. Since the
anchor node is already covered by the �rst hazard pointer and
the source node is already pointed to by the second hazard
pointer, the thread can proceed to perform the copy safely.
When the copy is done the second hazard pointer can be
safely nulli�ed and reused in subsequent calls to the copy
function. SMR eliminates the need for the two check bits for
verifying the consistency of a copied node.

Turek, Shasha, and Prakash [24] and Barnes [3] presented
universal methodologies for transforming lock-based imple-
mentation (including those using mutiple locks) into lock-free
ones. The methodologies translate each atomic statements
(one instruction involving shared locations and any number
of instructions involving only registers and private variables)
and lock operation of of the original algorithm into a con-
tinuation. When a thread operates on the object it tries to
establish its sequence of continuations as the current oper-
ation. If it �nds another operation in progress, it tries to
help it complete by reading the current step and attempting
to execute it. These methodologies apply to both static and
dynamic objects. To be SMR-compatible, the programmer
must indicate in each continuation if a certain argument is
a dynamic node. In such a case, a technique similar to that
in the copy routine of Figure 5 can be used but instead of
verifying the value of the anchor Q, the address of the con-
tinuation is veri�ed.

Other universal methodologies provide multi-word or
multi-address CAS or LL/SC/VL implementations from sin-
gle address CAS (or LL/SC) [2, 7, 13, 20, 22]. When ap-
plicable to dynamic objects, these techniques are orthogonal
to SMR-compatibility, as we have seen that CAS and DCAS

can be used to develop algorithms that are compatible with
SMR as well as those that are not.

6 Conclusions

The problem of arbitrary memory reuse for dynamic lock-
free object has long obstructed the wide adoption of lock-free
synchronization in multiprocessor applications, despite their
clear inherent advantages of resilience in the afce of thread
failures and robust performance in the face of thread delays
in comparison to lock-based synchronization.
Prior memory management methods for dynamic lock-free

objects fall into four categories. First, those that restrict
the reuse of deleted nodes to the same type and require the
retention of the semantics and values of some �elds inde�-
nitely [12, 26]. Second, those that use the DCAS atomic op-
eration which is not supported on any current system, and
use reference counting that results in signi�cant performance
overhead [6]. Third, those that require special operating sys-
tem support for inspecting thread registers and private stack
space [7]. Fourth, blocking methods that depend on actions
by each thread, such decrementing a counter or setting a
timestamp, for allowing the reuse of potentially unbounded
numbers of deleted nodes. thus allowing the failure or delay
of one thread to cause an unbounded number of nodes to be
not freed inde�nitely [7, 8].
In this paper we preented SMR, a practical and eÆcient

solution for safe memory reclamation for dynamic lock-free
objects, that can be used to prevent the ABA-problem for
pointers to dynamic nodes without the need for any extra
space per pointer or per node..
SMR allows arbitrary memory reuse, does not require spe-

cial hardware as it uses only atomic reads and writes, does
not require special operating system support, guarantees an
upper bound on the number of unfreed deleted nodes at all
times, and is wait-free. Furthermore, SMR is only logarith-
mically contention-sensitive. It guarantees constant amor-
tized time for processing each deleted node until it is freed
in the absence of contention, and only O(log p) time in the
case of contention by p threads. Also, it does not require any
extra space per pointer or per node.
We demonstrated the ease of complying with the SMR

compatibility conditions as we examined most known dy-
namic lock-free algorithms and methodologies and presented
examples for the best known algorithms in each category.
We found only three correct algorithms to be incompatible
with SMR and freelists, and in each case we found similar or
better aalgorithms for the same object that are compatible
with SMR and freelists. The performance and qualitative
advantages of SMR and (to a lesser degree) freelists make
compatibility with these techniques a crucial factor in eval-
uating currently known and future lock-free algorithms.
In addition to boosting the practicality of dynamic lock-

free synchronization, this paper also opens new interesting
possibilities. For example, as SMR o�ers a possible solution
for the ABA-problem for pointers without using tags and
does so eÆciently, we were able to capitalize on that and
develop a CAS-based dynamic lock-free deque algorithm [16]
that uses single-address double-word CAS to access two full
size pointers atomically. Of course, the same algorithm is
practical without SMR, if the nodes are allocated statically
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in an array, allowing enough bits with the anchor pointers
for ABA-prevention tags. But, SMR allows it to be truely
dynamic with arbitrary size in addition to allowing arbitrary
memory reuse of excess nodes.
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