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Abstract

While transmissionrates already achieve speedsbeyond

40 Gb/s, todays network processorsare only slowly ap-
proading 10 Gb/s.In this paperwe presenta load-talancing
schemethat enablessystemdesignes to bridge the perfor-

mancegap using multiple slover NPs in parallelto sene
high-speedlinks. The proppsedschemeworks in a flow-

presering mannerto ensurein-seqencepacket delivery as
well aslocal validity of connetion stateinformation, while

avoiding inter-processorcomnunication The effectiveness
of thealgorithmsis evaluateddy simulationwith extrapolated
workloads,andthe impactof specificparametes on system
perfamances the subjectof afactorrelevanceanalysis.

1 INTRODUCTION

The fastestnetwork processors(NPs) on the market today
claimto beableto hande upto 2.5Gb/sof aggrejatethrough-
put. Prodictsfor 10 Gb/shave beenannounced.At thesame
time, dataratesof up to 40 Gb/son a singlewavelergthin a
fiberareavailable,andevenfastersystemsave beendemm-
stratedn labs[1].

This perfamancegapmustbebridgedif high-speedibers
areto be combinel with the featuresandflexibility of NPs.
Evenif chip technolgy contiruesto follow Moore’s Law,
the improvemerns will not suffice to solve the probdem be-
causeransmissiorspeedsre expectedto grow faster Con-
sequentlyarchitectual advencesareneededo scalethe per
formanceof todays NPsto therequiredspeeds.

We presenta setof algorithms that distribute paclet traf-
fic from a high-speedink acrossmultiple lower-speed\NPs
in a systemasshowvn in Figurel. The schemecanalsobe
appliedin the egressdirection—from the switch to thelink.
Seerfrom the outside this systembetaveslik e a singlehigh-
throughpu NP with anaggrejatethrowghpu equatto thesum
of throwghpus of theindividual NPs.

Pacletsthatbelongto the sameflow aregeneally sentto
the sameNP to maintainintra-flov paclet sequene andto
keepflow stateinformation local, thusavoiding the needfor
synchpnizationbetweerNPs. Thealgoritmsstill ensurean
evenloaddistribution betweerthe NPs. Theschemessumes

no up-front information aboutflow propeties asis provided
by resourcaesenations. Hence,it evenappliesto pratocols
thatdo not provide resenations, suchasin the Interné Pro-
tocol (IP) suite. The IP suiteis the focus of this work; the
schemehowever, is alsoapplicalte to otherpratocols.

The next sectionintroducesknown concéts and the ba-
sic architectue of the load balancer Several algaithms are
presentedn Section3 thatoptimizethe balancimy decisions.
Sectiord providesperfamanceavaluation resultsfor thesys-
tem, Section5 discussesmplemenationissuesandin Sec-
tion 6 the paperis concluded.

2 BACKGROUND
2.1 Load-BalancerPrinciple

In Figurel, two partsof theloadbalancemredistingushed:
A receive(Rx) part,which distributesincoming pacletsfrom
the high-speedink acrosshe NPs,andatransmit(Tx) part,
which re-joins the processedpacletsontoasinglelink to the
switch.

Figure 2 shows the internal structue of the receivepart.
Upon enteringthe load balancer a paclet is first inspected
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Figure2: Load-balance scheme.

by a heade parser Here,thefieldsin the paclet heacr that
unigtely identify a flow are extraded. In the caseof TCP
or UDP over IP for instancethis is the five-tuge consisting
of source anddestinationaddesseshoth layer4 ports,and
transpat protacol numter. Thesefields arethencompresed
by a hashfunction to anindex of fixed length Even with
anideal hashfundion, therewill be hashcollisionsassoon
asthe active flows outnunberthe available hashindices. It
is questiomblewhetherresolvirg hashcollisionsis viable at
link speedof 10 Gb/sandhigher, andit would undaibtedly
entail incresed compledity. As we will shav, we achieve
goodbalancimy without this resolution Thus,the index that
thehashfunctiondeliversrepresentaflowbundle Theindex
senesasanaddessinto thelookup memoy of thebalarting
unit, wherethe numter of oneof the output quauesis stored.
Compaed with directhashingto a queuenumbe, this two-
stageappoachallows dynanic revisions of the flow-queue
assignments.

The balancimy unit decidesto which NP a paclet will be
sentbasedon the information storedin the lookup memay
andon the lengthof the individual quauestowardsthe NPs.
To beimplementablein the high-sggeddomainwith today’s
memoy accesdatenciesthe balaning algoithm hasto be
designedsuchthat it doesnot requile more than one read
and updateof a table entry per paclet. For a paclet size
of 40 bytes(TCP acknavledgmers) on a 10-Gb/slink that
leavesusamemoryaccessime perpaclet of lessthan

- 40 Bytes
Pkt = 70 Gbrs

andat 40 Gb/sthisis furtherreduce to 7.5ns.

The balancing unit contols the inverse multiplexer,
through which paclets are enqueied. During the decision-
making process,the correspondig paclet is delayedin a
pipelineuntil the queuirg decisionis available. The quetes
areimplemened in a sharedbuffer to allow a certaintoler-
anceof temporay quete imbalancs. Today memay access
for tage link speedof 10 Gb/sandhigher is only possible

=30ns,

with wide-data-lus, on-chip memores. Thus,buffer-sizere-
quirements mustbe corstrainedto enalbe integration on the
samedie.

The transmitpart of the load balarcer towardsthe switch
in Figurel reunitesthe paclet streamdrom the NPs. Imple-
mentationis straightfoward becage the NPsdo not deliver
moretraffic thanthe switchlink cancarryandhenceno con-
gestioncanoccur The NP traffic only hasto be multiplexed.
This canbe realizedwith queuedor speedadaptatia, and
a simple paclet-schedulig algorithm suchas deficit rourd
robin[2].

2.2 RelatedWork

A loadbalaning schemdor Intemetlinks hasbeendescriled
in [3]. Theauthasfocus onevaluatirg hashfunctiorsfor this
purpce. This is important becausehe quality of the hash
function in conjurction with the numker of available hash
indicesis critical for the nunber of hashcollisions. This
numler determing the resolution of the balaning process.
We exterd the coneptof directhashingoy mechaismsthat
continwusly optimize flow-bundle allocationby exploiting
shortflow lifetimesaswell asfeedtackinformationfrom the
queuesln this way, overloadsituationscanbeidentifiedand
relievedatanearlystage.

Extensveresearchasbeendevotedto loadsharingin par
allel compuers;see[4, 5, 6]. Someof the basicappr@aches
found thereare similar to ours: optimally distributing load
acrossmultiple pracessordy assigning'servicereqiests”’to
less-loadedprocessors.Reassigninglows from one NP to
anotherasintroducedin Section3.2 hassimilaritiesto task
migrationor load stealing(e.g [6]); flows consistof pack-
etsin analogy to processesonsistingof threads.Ther are,
however, alsofundamentadifferences:

¢ In aparallelcompuer, thread of aprocessisuallywork
mainly on their private context anddo not sharemuch
information with eachother i.e. they shov a compu
tation/comnunicationratio larger than one, often hun
dredsor higher Therefore, the gain from distributing
threadsover severalprocess@outweighsthecommuni-
cationoveread. In contast, packets of a flow usually
shareall of their contet information. With an interar
rival rateof millions of pacletspersecondthedistribu-
tion of basicapgicationssuchaspolicing alonewould
entail major commuication overheadto contiruously
updatethe contet betweerthe NPs. Hence pacletsof
aflow generallyneedto be proessedy the sameNP.

e In a parallel compuer, process@ commuicate with
eachotherin order to betterdistributeloadwhenanim-
balancehasbeendetectedandto sharecontext informa-
tion. For anNP load balarcerit is desiralte to betrans-
parentto the NPsandto avoid the needfor ary com-
munication betweenthe NPs, asthis allows using ary
off-the-shelfNPswithout charges.



e Thecomnunicationovemeadfor moving athreads con-
text from oneprocessorto anotler represets the costof
moving thethread.Whenthis costis lowerthantheben-
efit in the threads responsdime the balancim is exe-
cuted[4].

Thecostof moving aflow to anotler NPis atransienin-
consisteny of theflow’s statistics.Moreover, pacletor-
derwithin aflow canna beguarateedwhenpacletsare
beingprocessedy differert NPs. But balancig might
be neeadto prevent buffer overflows. Here,thetrade-
off is adifferentone:servicedegradationvs. potentially
dropping pacletsbecausef buffer overflow.

e With insuficient load sharingin a parallel computer
the responsdime is sub-g@timum. Excessthreadsare
stalledfor laterexecution andcanna spavn new thread
in the meanime. When our load balancerdoes not
equalizetheloadof the NPssuficiently, thenthe shared
buffer will fill up andeventually pacletswill haveto be
drogped,whichis highly undesirake.

e Computirg threadnormallyhave awell-defiredend.In
contrast,it cannotgeneally be assumedhat flows ad-
vertisetheirtermination As thetermination of all flows
in a bunde is the perfectmomernt for revising its queue
associationthis eventneed to bedetectedasdescribed
in Section3.1.

e A threadhatspavnsmary demadingnew threadtakes
alongtime to compute on oneprocessaqmut aflow that
delivers moretraffic thanthe maximun throudhput of
one NP simply canrot be handledby this NP. Moving
this flow to anaher NP will only shift but not solve the
prodem. A meclanismto avoid paclet drogs in this
situationis introducedin Section3.3.

3 LOAD DISTRIBUTION
SMOOTHING

In thesimplestcasetheonly informationstoredin thelookup
memoy is the assignmento a queuefor eachflow bundle.
This would be a comgetely staticassociatiorbetweerflows
andNPs. Becausdlow characteristicssuchasaverag data
rate and burstiness, are not predctable in a resenatiortless
ervironmen, thesepropertiescanna be usedfor optimally
settingup a staticflow distribution. A rancbm setupcanlead
to massveimbalarcesin NP occipationandconsegentlyto
hugedifferencesin quete lengths. While one quaie might
be building up over time, anothe quaue might beidling. To
avoid this scenarioandto optimize the balarcing decision,
flow dynamcs mustbetakeninto consicration.Thisis real-
izedby ouralgoithms,whichareintroducedin thefollowing.

3.1 Flow Time-Out

If for alonger periodof time no dataarrivesfrom a particuar
flow, it canbe assumedhatthis flow hasterminated If that
is truefor all flows in a flow bundle,the associatiorbetween
the flow bundleanda quete canbe change safelywithout
negaiveimpactonthetraffic. No packetreorderingcanoccur
afterthelastpaclet,andflow statistican theNPsexpireatthe
endof theflow.!

Thisfactis exploited by storingatime stampfor eachflow-
bundlelD in thelookup memoy, whichis updatedeverytime
a paclet arriveswith thatID. Whenthe next paclet with the
samdD comesn, thestorediime stampis comparedwith the
actualsystemtime. If thedifferenceis greder thana corfig-
uredtime-outvalue,the associatiorwith an NP hasexpired
andis repla@d by the NP with the currently shortesiqueue
(minQ). In thisway, newly initiatedflows areassignedo the
least-loadedP, whichsmootlesoutlongtermimbalancesn
theloaddistribution.

for each packet {
fl ow < | ookup(packet.id)
if (currentTime - flow. tinmeStanp > tinmeCut) {
flow targetQ « mnQ)
}
flow timeStanp « currentTi me
packet.targetQ < flow targetQ

3.2 Flow Reassignment

Althoughtheflow time-ou mechanisnhelpsavoid overload
situationdor theNPs,it doesnotpreventthemcompletely Its
effectivenessdepens on the frequeng of flow expirations,
i.e. the fewer flows time out, the lesssmootling takesplace.
Also, burstiness of traffic andsustainedlata-ratechargesof
flows over their lifetime canleadto short-tem load imbal-
ancesbetweenqueueswhich canrot be handledwell with
flow time-autsonly.

The proposedsolution is a variation of sendeiinitiated
adaptve load sharing[5] with a global task quete. In our
casenotonly singlethread aremigratedout entireflow bun-
dlesareredirectel away from oveloadedqueles,becaseall
paclets of a flow sharetheir compete context. A queueis
considerd to beoverloadel if it occupiesnorethana corfig-
urableshareof the sharedouffer. This conditim is testedfor
everyincomng paclet. If theoutputquete to which a paclet
shouldbe sentexceed the buffer sharethreshdd, thenthe
NP currenly associatedvith thatflow bundlein the lookup
memoryis substitutedvith theminQ. The pacletandall fol-
lowing pacletsof thatflow bundlearesentto the new quete.
Thisis calledflowreassignment

1Evenfor flow bundlesthattime-ou beforethey realy terminae, reorde-
ing canbedeniedif the time-out periodis adjustedto be longer thanpaclet
latengy throughthe NP.



for each packet {
flow « | ookup(packet.id)
if (flowtargetQ size > qThreshold) {
flow targetQ+ mnQ)

}
packet.targetQ < flow. targetQ

}

Unlike the pardlel compuer ervironmen and thanksto
theonechipimplemerationwith centralizedscheduliig, the
balancig unit knows the fill levels of all queuesand thus
finds the minQ without relying on rancbm proking. Thisis
vital becasethe shortinterarival time betweerpacletsdoes
notallow for the probing lateng. Furthernore,asthethresh-
old will beabore the sizeof the queuebuffer devided by the
numter of NPs (otherwisetherewould be no benefitin hav-
ing ashaedbuffer),therewill alwaysbeaqueueshorterthan
its shareasanapprqriaterecever for thereassignedlow—
reassignmerattemptsarealwayssuccessful.

Theimplicationof this procedureonthetraffic is the possi-
bility thatthefirst pacletsbeingsentto thenew, shorterqueue
may overtake the last pacletsthat were sentto the old, long
guete beforethe reassignmen The statisticsfor that flow
bunde beingkeptin the overloadedNP areno longeraccu-
rate,and new statisticshave to be collectedin the new NP.
However, this occursduring a very brief transitiontime, after
which paclet orde andflow statebecong, andstay consis-
tentagan. Theundesirablealternatve would bepacketdrops
asqueteshbuild up beyondbuffer capacity

Flow reassignmes alsohelpsolve the problemof accom-
modading a flow that exceed the free capacityof ary indi-
vidud NP althowghit is lessthanthe combired free capacity
of all NPs(Figure 3). This canbe a conseqanceof aneven
loaddistribution. Now, thelarge flow is assignedo oneof the
guetes. Becausehe old flows in that quewe combired with
the new one exceedthe capacityof oneNP, the queuestarts
filling up until it reachs the buffer sharethresiold. Then,
thereassignrantmechaismredirectsflows from thatqueue
until the overloadis relieved? In this way; all flows canbe
sened

Anothe side effect of reassignmes is an inheient tol-
eranceagairst NP failure. If one of the NPsfails, thenit
no longe senesits quee. Consequetly, the quete builds
up until the reassignrant threshdd is reached As now the
guete will notdropbelow the threshdd agan, all flows will
be dravn away from that NP and are distributed amongthe
otherNPs. Evidently theaggegatethroudhputof thesystem
is reducel by oneNP. But this portion of the traffic canbe
senedat full quality, andthe valuable high-speedink does
notgo down.

2|f the mechaism acddentdly movesthe large flow to anothe queue
thenflow reassigmentsstart on this new quele. However, aseven most
“large” flows are responsble for only a small shareof pacletsin a queue
this scenard is not very likely.
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Figure3: Large flow acconrmodationthroughreassignrants.

In a similar fashion, reassignmes can suppet outpus
with differentspeedsfor instancedueto differentprocessing
loadsin the NPs. Queuegowards slowver outpus will grow
fasterthanqueuedowardsfasteroutputs. As thequetelength
is the basisfor flow assignmenandreassignmantdecisions,
fewer flows will beassignedo slowerlinks. This evenworks
automaticallywithout having to configue ary weights.

3.3 Packet Spraying

Anotherkind of flow bunde to behandedis onethatby itself
exceedsthe total throughput of oneNP. Suchan excessive
flow is detectedusingdata countes that sumup the amouwnt
of dataarriving for eachflow bunde within a measurerant
period A threstold on thesedatacountes determireswhen
a flow is considerd excessie. If the measurerant periad
correspadsto thetime it takesto comgetely fill the buffer
at full link datarate, thenthe threslold can be interpreted
rougHy asa percentagof thebuffer thata singleflow bundle
may occuyy.

At the end of the measuementperiod the datacountes
are normally resetto zero. Even for excessive flows this
would meanthatthe counterdrops backbelow thethreshdd.
This guarateeghatflow bundlesthatreturnto nonexcessve
behaior are grarted nomal serviceagain But in orde to
recogiize continwously excessive flows more quickly at the
beginning of a period datacountes that have exceeekd the
thresholdareonly reducel to a fractionof their value instead
of zero(seelowergraphin Figure4). Thus, anexcessve flow
hasto sendbelow themaximum throughput until it nolonger
exceedsthe threshdd beforeit is regadedaswell behaed
again.Thetime this takes,however, is boundedby the maxi-
mumvalueof thedatacounters.

Paclets from excessve flow bundles could simply be
dropped. But becase the throwghpu of all NPs together
shouldmatchthe datarateof thelink andthusbeableto han-
dle all paclets, this seemdgo be an unrecessarylegradation
of service An alternatveis to sendpacletsfrom anexcessie
flow bundle to thecurrerily shortestjueue As theminQ will
changeover time, this leadsto the pacletsbeingdistributed
acrossseveral NPs.We call this padket spraying.



for each packet {
flow « | ookup(packet.id)
packet.targetQ « flow targetQ
if (currentTime - flow resetTime > tMa-
sure)
{
if (flow count > countThreshold) {
flow. count « flow count * reduction
} else {
fl ow. count

}

flow resetTine < currentTi nme

«— 0

}

if (flow count > countThreshold) ({
packet.targetQ < mnQ)
}

flow count <« flow count + packet.size

}

Obviously, somepackets might be reorcered, but for re-
ceivers that are able to resequece paclets this serviceis
prefeableto simply drappingpaclets.Moreover, statistican
the NPsfor sprayedlows will notbe corsistent. If policing
is anissuehere thenthe NPsshouldenfoice policiesearlier
well beforeaflow appr@acheghe maximunm throughputof an
NP.

However, flow reassignmeis and, even more so, paclet
sprayirg areemegeng/ mechanisra thataretriggereal only
in rare, extremesituations. Simulationhasshavn that with
currer Internd traffic, flow time-ous occuroftenenoudn to
provide anevenload distribution, andthey have no negaive
impacton servicequality. With reassignrants,theimpactis
alsonggligible, asarguedabove.

Paclet spraying on the other hand provides a meansto
degradeservicein a contrdled mannerfor otherwiseprab-
lematicflows. And mostimportarily, only theseproblematic
flows will be affected while all othes are isolatedand ex-
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Figure 4: Datacourter periads.

periencenomal forwarding. Neverthelessgven prodematic
pacletsareforwarded.

4 PERFORMANCE EVALUATION

In this section,the performarce of the load-talanceralgo-
rithmspresetedabove is evaluatel in a seriesof simulatiors
of a systemwith four output quetes, which is a very likely
scenario.Thefollowing areimportantmetricsto evaluate:

o Maximumbuffer size.

o Numberof reassignmes peroccuped lookup-tableen-
try, i.e. perflow bunde.

e Percentag®f sprayedpacletsout of all pacletstrans-
mitted.

The maximumbuffer sizeis the sizethatwould be neecd
to avoid paclet drops comgetely. A major goal is to keep
thisbuffer sizesmallenowhto allow on-chip implementation
with embedéd DRAM, i.e. notlarger thana few megabytes.
Only on-chip memay allows the high memoy bandwidh
that is neededo write all datafrom a high-speediink and
readit again

Thereassignmetratio gives themeannumter of reassign-
mentsper flow bunde thatoccured duiing a simulationrun.
Both reassignmet ratio andsprayingratio shouldbelow be-
causeof theirimpacton traffic.

4.1 Workload

For the workload real Interret traffic tracesfrom OC-3
(155Mb/s) backionelinks areemployed, which arepuHicly
availablefrom the NLANR website[7]. As describd in [8],
severaltechniqiesareusedto scalethesetracesup to the de-
siredlink speedsat full link load Furthermore traffic syn-
thesismethod areused,e.g.emplg/ing self-similarity mod-
els.

Todays Interne traffic consistamostly of very short-lived
low-datarate flows. To mockl this kind of traffic on a fully
loadechigh-speedink withoutlosingtheoriginal traffic char
acteristicsmultiple OC-3tracesarecombired. The gars be-
tweenpacletsareeliminatedfor full load andthe tracesare
time-compessedo reachd40 Gb/s.Finally, pacletsfrom var
ioustracesareinterleared to resemblaghe accunulatedtraffic
of mary lower-spedlinks thatwould befound onabackone
link today For a more detaileddescriptim of this scaling
methodandtheresultingtraffic charactestics, se€[8].

For the load balancer this kind of traffic resultsin flow
time-outsoccuring very frequently, which allows the flow
distribution to be optimizedcontinwously. Moreover, statis-
tical multiplexing works well owing to the high numbe of
flows. Therefae, this kind of traffic doesnot confront the
load balancemwith ary challengs,evenunde full link load.
Simulationshows thatthe requirel buffer size stayslow, and
only few reassignmetsandno sprayngsoccu. In fact,thisis



truealreadyatlink speed$®elov 40Gb/s,andresultsmprove
with increasindink speedHencethesimulationresultswith
thesetracesarenotdescriledin further detailhere.

Whentrying to predct possiblefuture traffic, we mustin-
trodwceflowsthatarevery long-livedandhave dataratesthat
atleasttempoarily apprachandexcesdthecapacityof asin-
gle NP. For instancedeployment of virtual private network
(VPN) tunnelswill possibly entail the occurenceof such
flows. Theseflows may provoke reassignmes and spray-
ing; buffer requirenentsgrown. To simulatethis kind of ex-
treme situationfor the load balarcer, real traffic tracesare
time-conpressedand corcatenatedyesultingin flows with
the abore-mentionedchaacteristics.In [8], a suiteof these
traffic traceds compasedthatoffersa broadspectrunof sce-
nariosin termsof traffic properties. All simulationsbelon
arebaseddnthistraffic suite,whichrepresetstheworstcase
of how we expectfuture traffic to be, andtherebre leadsto
consenrative results.

4.2 Effectivenessof the Algorithms

When corfronting the load balancerwith the traffic suite
while only flow time-outsareenabledi.e. with reassignmets
and sprayirg turnedoff, the resultingbuffer sizesat times
even exceed100 MB. One simple explaration is that one
flow constantlyexceedsthethroughputof anNP. As thisflow
would remainassignedo the samequeue it would persis-
tently overflow this queue.Without reassignmets, multiple
flows thatareassignedo onequeuecanoveidoadthis queue
in the samefashior—with a similar result.

Whenreassignrantsand sprayingareturned on, the pic-
ture changs dranmatically. Figure 5 shavs how buffer re-
quirenentsareredicedwhenthesealgorithirs areused.The
threshdds at which they take effea aregradially decreased
from 100% of the buffer spacewhichis the maximum possi-
ble value,to 25%,which correspadsto the shareof oneNP
in the simulatedfour-NP system.

e In the upper graph, sprayingredues buffer size for a
tracefrom 36.5MB without sprayingto 1.1 MB with a
maximum of only two sprayedlows.

With a high threshdd (> 55%), no pacletsaresprayed
becausehe datacourtersnever reachthethreshdd and,
thus,eventhelargestflows arenot detectedasbeingex-
cessve. The maximum buffer sizeis large (36.5MB).
For a thresholdof 50% or lower, an excessve flow is
detectedsprayirg is activated andthe maximum buffer
sizeis redueddramaticlly. Thecurves essentiallyrep-
resentstepfunctionsbecageof thebinarypropety of a
flow to eitherexceed the thresholdor not. Oncea flow
hasbeenperceved asbeingexcessive, mostof its pack-
ets(hele betweenr.7%and9.4% of thetotaltraffic) are
sprayed

e Thelower graph shawvs the effed of reassignmes with
a different trace: the maximumbuffer size is redwed

Spraying Threshold Dependencies

15}

35+ : |
-®- Max. Memory Size .
0r - Reassignments . 1
1
o 8 !
L |
7DE 20 ! 1
§a '.
€D |
o 9D L . |
=z ° \
% :
= 10 | .--® *---0--—-9
-
5f \ 1
¥ ‘l—~l—-I77I—~l‘_1
0 ¢ —e---0--0-—-o o4& : .
100 90 80 70 60 50 40 30
Sprayign Threshold [% of Buffer]
Reassign Threshold Dependencies
45% L ] B
X 4.0 - ]
o
= .
—=0 3.5F N R
e |
o3 30f - |
N = T
w o N
>T 25F " 8
g 3 -=- Max. Memory Size -
2 % 2.0r —— Reassignments e 1
X E
25
w0
12}
3]
(5]
14

100 90 80 70 60 50 40 30
Reassign Threshold [% of Buffer]

Figure5: Effect of sprayingandreassignrants.

from 4.8to 1.4 MB with reassignrant ratiosfrom 1%
to 13.5%of active flow bundles(i.e. hit hashindices).
Withoutreassignmets, thebuffer sizegrowsto asmuch
as12.7MB. Comparedwith thefirst graph, the curves
herehaveamorelinearcharactebecasereassignmes
have a smallerandlessabrupt effect.

Figure 5 demastratesthe significanteffect of reassign-
mentsand sprayingon requred bufferssizes,andhow they
canhelp keepthe buffer size low enowgh to enableon-chp
implemenation,evenwith flows thatshav extrene behaior.

Simulationsacrosghetraffic suitewith different threshdd
settingsprove that for every tracethe maximum buffer size
can be bourded belov 3 MB with moder&e reassignrant
ratiosandfew sprayed flows. However, the point of lowest
buffer requrementis reachedwith different settingsfor dif-
ferenttraces.Therebre, systemparametes shouldbe tuned
to the (long-term)characteristicef the actualtraffic.



4.3 Estimation of Factor Relevance
4.3.1 Experimental Design

To uncerstandheinfluenceof various factorson systenper
formance a simulationfor afour-NP systemwascarriedout.
Thesystenparanetershatwerevariedduiing simulationare
listedin Table 1. For eachfactorthe rangein which it was
variedis indicated.

Tablel: Levels for fractioral factorialdesign

| Factor | min.| max. |
Assumedouffer size 2MB 3MB
Flow time-ou 20ms | 200ms
Reassignmerntreshold| 25% 75%
Sprayirg threshold 25% 50%
Datacountemredudion 0% 80%

A full factorial design in which all combirationsof fac-
tors andtheir levels are simulated,requres a huge nunber
of experiments. To redice this numker, a fractiond facto-
rial simulationwasdesigred accordhng to [9], in which fac-
torstake on only extrene values(seeTable 1) andonly are-
ducedsetof factorlevel combinationsis simulated.Our de-
sign usesfive factors,eachalternatechetweentwo extreme
values,with the numker of experimentsredwcedto a quater,
i.e.it is a25~2 designresultingin eightexperimentgpersim-
ulationrun. Analysisof theexperimentsaccordngto [9] then
yieldstheindividual effect of factos on performane metrics
aswell asthecombnedeffect of specificfactors.

Testsimulationruns have revealedanonlineardepemlencg
betweerflow time-ou andmaxinmum buffer requiementfor
flow time-ou valuesbelov 20 ms. This appeas to bea res-
onarce effect with the internaltime constantof the traces.
Consequetly, 20 mshasbeenchoserasthelower bound. A
maximun flow time-aut value of 200 ms is assumedo be
sufficientevenfor multimediaapplicatiors.

Reassignmenand sprayng threshdds are given as per
centage®f the assumeduffer size. Valuesbelow 25% are
notconsideredecausehis correspondso the sustaineger
formanceandthroughpu thata single NP is expectel to de-
liver. Datacounterreduction givesthe percentagto whicha
datacourter’svalueis redu@dif it hasexcealedthethreshold
in theprecedhg measuementperiad. 0% resultsin acounter
beingresetto zero.

Theassumedbuffer sizefactoris only neededsareference
pointfor thethreshdds,i.e. it definesa 100%-filled buffer. It
mustbe clearly distingushedfrom the maximum buffer size
asaperfamancemetric,whichrepresentshesizethatwould
have beenneededin a simulationrun to completelyavoid
pacletdrops.

The maximum buffer sizeis now measurd relative to the
assumeduffer size,i.e. divided by either2 MB or 3 MB.
This allows buffer utilizationto be compaedfor differentas-

sumedbuffer sizes. If the ratio is greaterthan 1, thenthe
assumeduffer experiercedan overflow, andpacletshadto
be droped. Othermetricsarethereassignmetratio andthe
sprayingratio asdefinedearlier

Simulationrunswith differenttraffic tracescannotbe con-
sideredsimplereplicatiors of expeimentsbecausehe indi-
vidual tracesrepresethicomgetely different traffic scenaris
at different pointsin the network that would be accomme
datedby differert parametesettings.This view is suppoted
by thewide spreadf results.Thus,standarcerra analysisas
usedfor repeatedneasurmentsin [9] is notapplicablehere.

Therefae, an alternatie way hasto be found to summa-
rize resultsfor differentworkloads. The apprach chosen
is to compute factoreffects separatelyfor eachtraffic trace.
Then the meanof the effects per factoris calculated and
normdized to 100%. Only thosetracesare consideredor
which sprayig andreassignmes have eachbeeninvolved
in atleastoneexperiment. From othertracesno information
abouttherelative importanceof eithermechaism canbein-
ferred.

Theresultsof theanalysigyivenin Table2 shav thedegree
to whichtheindividualfactors andcombnationsthereof are
responsibldor variatimsin the systenperfamance

Table2: Effect of factos.

Buffer Reassign- Sprayirg
utiliz. ments
Assumecdouffersize | 3.7% 149% 17.8%
Flow time-aut 1.8% 1.5% -
Reassigrhreshold | 90.8%6 619% -
Assumedouffer size | 0.6% 2.4% -
& flow time-ou
Assumedouffersize | 1.1% 7.6% -
& reassigrthreshold
Spraythreshold 1.3% 6.8% 49.1%
Counteredudion 0.9% 4.9% 33.26

4.3.2 Inter pretation of Results

Owing to the abore-mentimed wide spreadof results,the
measurena errorof theeffectsis justaslarge,andthenum-
bersonly representendemiesof factorrelevarce. Still it is
possibleto drav conclusims becausehe mostimpaortant ef-
fectsareconsirablylarge thanothers.Moreover, althoudn
the absolutenumtersdiffer significantlybetweenvorkloads,
the orderof the effectsis essentiallyconsistentacrasswork-
loads.Bearingthisin mind, we intergrettheresultsin Table2
asfollows:

Theby farmostimportantfactorfor buffer utilizationis the
reassignmetrthreshold If this thresholds setlow, theneven
small quele imbalancesresmoothedut by reassignrants.

3As the effectsarecomputedasratios, the geometré meanis usedhere.



Thus,queuesardlygrow. Investigationof theresultsfor in-
dividual tracesshaved that only for traffic with the highest
sprayirg ratiosdo sprayingthresholdanddatacounterreduc-
tion alsohave a strongeffect onbuffer utilization. Theearlier
sprayiry is activated,the earlierimbalarcesdueto excessie
flows aresmootledout. The stronger effect of reassignmets
stemsromthefactthatsprayingonly worksonthefew exces-
sive flows, whereageassignrantsoptimizetheloaddistribu-
tion independentlyof the charactdstics of individual flows.
Not surprisindy, reassignmes aredominded by the set-
ting of thereassignmetrthreshdd. Assumedouffer sizealso
hasan influencebecauset gives moreroom for quete im-
balancesbefae reassignmantsoccur Only for tracesthat
areheavily sprayeds thereassignmet ratio sensitve to the
sprayirg paraméers: If sprayingis delayed thenreassign-
mentstry to fix thequete lengthsin themeantime.
Thesprayng ratiodoesnotatall depemn on flow time-auts
or onreassignrantsbecagethesemechaimsmsobviously do
notinfluencethe dataarrival patternof individual flow bun-
dles, which is the only input thatis consideredo actvate
sprayirg. Instead,the ratio depeus on the assumedbuffer
sizebecauseprayingthreshold aregiven asa percentag of
theassumedbuffer size. Whetherthethresholdor thecounter
redudion domiratesthe sprayingratio depend strondy on
the traffic characteristics. If the traffic is very bursty but
doesnot really have high-cata-rateflows, thensprayingcan
be avoidedby a high threshdd. Flows with a longterm ex-
cessve dataratecanprofit from alow courter redwctionand
getquitea numberof pacletsthrough thatarenot sprayed
An interestingobseration is the fact that flow time-ou
doesnot seemto have ary significantinfluerce on eitherof
theperfamancemetrics. Thismeanghatit canbesetto long
periods without compgomising the perfamanceof the load
balancertherely avoiding the disrugion of flows that have
notyetterminated
The systemcancopewith the smallerof thetwo assumed
buffer sizesbecasgetheinfluenceof thebuffer sizeon system
perfamanceis notdomirantfor ary of thethreemetrics.Its
effect, however, is not negligible eitherandgrows with de-
creasingouffersize. Thus,it seemsadvisablenotto go much
belov 2 MB.

5 IMPLEMENT ABIL ITY

Theextractionof theflow identificationoutof apacletheader
is arelatively simpletaskthatcanbeimplemenedin sequen-
tial logic with determiristic execttion time. This statement
is suppated by the following backof-the-ervelope calcula-
tion: The headercanbe analyzed?56 bits at a time, which
resultsin a cycle time of appraimately 6 nsfor 40 Gb/sline
speedWith a0.11-um CMOS processthis allows abou 40—
50levelsof logic, whichis sufiicientevenfor compdex header
structurs.

Furthemore, becase resolutimn of hash collisions was
avoidedin order to enalle high-speedimplemertation, the

subsequerhashfuncion blockis a standaraxercise.Hence,
thesetwo building blocks arenot problenatic to implemant,
evenfor 40 Gb/s.

The balaning unit storesfour valuesper flow bundle in
its lookup memay: the associatedutput quete, the time
stampfor the last arrived paclet, the datacounter andthe
time stampof the datacourter reset. This informationneed
to be readandupdatedfor eachincomirg paclet. To allow
athrowghpu of millions of pacletspersecondall valuesare
storedin a singlememay word, which canthenbe reador
written with only onememoy accesslin this way, the afore-
mentionel 7.5nsperpacletaresuficient.

Basedon the storeddatathe balancimy decisionis made.
The combiratorial logic that performs the actual decision
makingandupdatingbasicallyconsistof comparisons:

¢ Is the differerce betweentime stampsand the system
time greatetthanconfiguredtime outs?

e Is the sum of the data courter and the actual paclet
lengthgreatethanthe configuredsprayirg threshol@

Thesecompaisonscanbe compuedin parallel,andarefol-
lowed by only few levels of logic to infer the balancingand
updatirg decisions. The stateinformation is updded and
written backinto the lookup memay, againwith only one
access.Hence,for evely paclet only two memoryaccesses
areneeded—nereadandonewrite.

As analysishas shavn, the requiementto use on-chip
memoryfor theoutputquewescanbemetwith ashareduffer
sizeof aronnd 2 MB. Combinal with sophisticateanemoy
organizationsuchastheonefound in [10], therequiedmem-
ory accesghrowghpu of twice the device throughput—for
readandwrite—canbeachiezed

6 CONCLUSIONS

In this paperwe have introduceda setof algorittmsfor scal-
ing NP perfamanceby paralleluseof multiple NPs. In gen-
eral,theconcepworksin aflow-preservingnanrerto ensure
in-sequene paclet delivery andto avoid inter-NP communi-
cation. We deviate from this principle only in extremesitu-
ationswhenthe alternatve would be to drop paclets. This
allowsthe systemto handleevenflowsthatexceedthecapac-
ity of asingleNP. Theschemas alsotolerantof NP failure.
If one NP fails, the systemstaysopeational; the only con-
sequencés thatthe aggegatethroughpu is redwcedby one
NP.

Perfornanceanalysishasshavn thatthealgorithnms reduce
the required buffer sizefor a load-balancersolutionto only
2 MB evenfor extremetraffic scenaris. This enallestheuse
of on-chip memory which is a prerequisitefor reachimg the
memorybandvidth neededor high-speedadapers.

As no specialcommunication is necessarbetweenthe
load balance andthe attached\Ps, the schemds indepen
dentof NP verdors. The load balance is currently being



implemened in a standard).11:um CMOS procesdor full
OC-768line speed40 Gb/s).
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