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Abstract
While transmissionrates already achieve speedsbeyond
40 Gb/s, today’s network processorsare only slowly ap-
proaching10Gb/s.In this paperwepresenta load-balancing
schemethat enablessystemdesigners to bridge the perfor-
mancegap using multiple slower NPs in parallel to serve
high-speedlinks. The proposedschemeworks in a flow-
preserving mannerto ensurein-sequencepacket delivery as
well as local validity of connection stateinformation, while
avoiding inter-processorcommunication. The effectiveness
of thealgorithmsis evaluatedby simulationwith extrapolated
workloads,andthe impactof specificparameters on system
performanceis thesubjectof a factor-relevanceanalysis.

1 INTRODUCTION
The fastestnetwork processors(NPs) on the market today
claimtobeabletohandleupto2.5Gb/sof aggregatethrough-
put. Productsfor 10Gb/shavebeenannounced.At thesame
time, dataratesof up to 40 Gb/son a singlewavelength in a
fiberareavailable,andevenfastersystemshavebeendemon-
stratedin labs[1].

Thisperformancegapmustbebridgedif high-speedfibers
areto be combined with the featuresandflexibility of NPs.
Even if chip technology continuesto follow Moore’s Law,
the improvements will not suffice to solve the problem be-
causetransmissionspeedsareexpectedto grow faster. Con-
sequently, architectural advancesareneededto scaletheper-
formanceof today’s NPsto therequiredspeeds.

We presenta setof algorithms that distribute packet traf-
fic from a high-speedlink acrossmultiple lower-speedNPs
in a systemasshown in Figure1. The schemecanalsobe
appliedin theegressdirection—from the switch to the link.
Seenfrom theoutside,thissystembehaveslikeasinglehigh-
throughput NPwith anaggregatethroughput equalto thesum
of throughputs of theindividual NPs.

Packetsthatbelongto thesameflow aregenerally sentto
the sameNP to maintainintra-flow packet sequence andto
keepflow stateinformation local, thusavoiding theneedfor
synchronizationbetweenNPs.Thealgorithmsstill ensurean
evenloaddistributionbetweentheNPs.Theschemeassumes

no up-front informationaboutflow propertiesasis provided
by resourcereservations. Hence,it evenappliesto protocols
thatdo not provide reservations,suchasin the Internet Pro-
tocol (IP) suite. The IP suite is the focus of this work; the
scheme,however, is alsoapplicable to otherprotocols.

The next sectionintroducesknown concepts and the ba-
sic architecture of the loadbalancer. Several algorithms are
presentedin Section3 thatoptimizethebalancing decisions.
Section4 providesperformanceevaluation resultsfor thesys-
tem,Section5 discussesimplementation issues,andin Sec-
tion 6 thepaperis concluded.

2 BACKGROUND

2.1 Load-BalancerPrincip le
In Figure1, two partsof the loadbalanceraredistinguished:
A receive(Rx)part,whichdistributesincoming packetsfrom
thehigh-speedlink acrosstheNPs,anda transmit(Tx) part,
which re-joins theprocessedpacketsontoa singlelink to the
switch.

Figure2 shows the internal structure of the receivepart.
Upon enteringthe load balancer, a packet is first inspected
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Figure1: Load-balancersystem.
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Figure2: Load-balancer scheme.

by a header parser. Here,thefields in thepacket header that
uniquely identify a flow are extracted. In the caseof TCP
or UDP over IP for instance,this is thefive-tuple consisting
of source anddestinationaddresses,both layer-4 ports,and
transport protocol number. Thesefieldsarethencompressed
by a hashfunction to an index of fixed length. Even with
an ideal hashfunction, therewill be hashcollisionsassoon
asthe active flows outnumberthe availablehashindices. It
is questionablewhetherresolving hashcollisionsis viableat
link speedsof 10 Gb/sandhigher, andit would undoubtedly
entail increasedcomplexity. As we will show, we achieve
goodbalancing without this resolution. Thus,the index that
thehashfunctiondeliversrepresentsaflowbundle. Theindex
servesasanaddressinto thelookup memory of thebalancing
unit, wherethenumber of oneof theoutput queuesis stored.
Compared with direct hashingto a queuenumber, this two-
stageapproachallows dynamic revisions of the flow-queue
assignments.

The balancing unit decidesto which NP a packet will be
sentbasedon the information storedin the lookup memory
andon the lengthof the individual queuestowardstheNPs.
To be implementablein thehigh-speeddomainwith today’s
memory accesslatencies,the balancing algorithm hasto be
designedsuchthat it doesnot require more than one read
and updateof a table entry per packet. For a packet size
of 40 bytes(TCP acknowledgments) on a 10-Gb/s link that
leavesusamemoryaccesstimeperpacketof lessthan

Ú
pkt Û

ÜÞÝ
Bytesß Ý
Gb/s Ûáà Ý ns,

andat40Gb/sthis is furtherreduced to 7.5ns.
The balancing unit controls the inverse multiplexer,

through which packetsareenqueued. During the decision-
making process,the corresponding packet is delayedin a
pipelineuntil the queuing decisionis available. The queues
are implemented in a sharedbuffer to allow a certaintoler-
anceof temporary queue imbalances. Today, memory access
for target link speedsof 10 Gb/sandhigher is only possible

with wide-data-bus,on-chip memories. Thus,buffer-sizere-
quirements mustbe constrainedto enable integration on the
samedie.

The transmitpartof the load balancer towardsthe switch
in Figure1 reunitesthepacket streamsfrom theNPs.Imple-
mentationis straightforward becausetheNPsdo not deliver
moretraffic thantheswitchlink cancarryandhenceno con-
gestioncanoccur. TheNP traffic only hasto bemultiplexed.
This canbe realizedwith queuesfor speedadaptation, and
a simple packet-scheduling algorithmsuchas deficit round
robin [2].

2.2 RelatedWork
A loadbalancingschemefor Internetlinks hasbeendescribed
in [3]. Theauthors focusonevaluating hashfunctions for this
purpose. This is important becausethe quality of the hash
function in conjunction with the number of available hash
indices is critical for the number of hashcollisions. This
number determines the resolution of the balancing process.
We extend theconceptof directhashingby mechanismsthat
continuously optimize flow-bundle allocationby exploiting
shortflow lifetimesaswell asfeedbackinformationfrom the
queues.In this way, overloadsituationscanbeidentifiedand
relievedat anearlystage.

Extensiveresearchhasbeendevotedto loadsharingin par-
allel computers;see[4, 5, 6]. Someof thebasicapproaches
found thereare similar to ours: optimally distributing load
acrossmultiple processorsby assigning“servicerequests”to
less-loadedprocessors.Reassigningflows from one NP to
anotheras introducedin Section3.2 hassimilarities to task
migrationor load stealing(e.g. [6]); flows consistof pack-
etsin analogy to processesconsistingof threads.There are,
however, alsofundamental differences:

â In aparallelcomputer, threadsof aprocessusuallywork
mainly on their private context anddo not sharemuch
information with eachother, i.e. they show a compu-
tation/communicationratio larger thanone,often hun-
dredsor higher. Therefore, the gain from distributing
threadsoverseveralprocessorsoutweighsthecommuni-
cationoverhead. In contrast,packetsof a flow usually
shareall of their context information. With an interar-
rival rateof millions of packetspersecond, thedistribu-
tion of basicapplicationssuchaspolicing alonewould
entail major communication overheadto continuously
updatethecontext betweentheNPs. Hence,packetsof
a flow generallyneedto beprocessedby thesameNP.

â In a parallel computer, processors communicate with
eachotherin order to betterdistributeloadwhenanim-
balancehasbeendetected,andto sharecontext informa-
tion. For anNP loadbalancerit is desirable to betrans-
parentto the NPs and to avoid the needfor any com-
munication betweenthe NPs, as this allows usingany
off-the-shelfNPswithoutchanges.



â Thecommunicationoverheadfor moving athread’scon-
text from oneprocessorto another represents thecostof
moving thethread.Whenthiscostis lowerthantheben-
efit in the thread’s responsetime the balancing is exe-
cuted[4].

Thecostof moving aflow to anotherNPis atransientin-
consistency of theflow’sstatistics.Moreover, packetor-
derwithin aflow cannot beguaranteedwhenpacketsare
beingprocessedby different NPs. But balancing might
beneeded to prevent buffer overflows. Here,the trade-
off is a differentone:servicedegradationvs. potentially
droppingpacketsbecauseof buffer overflow.

â With insufficient load sharing in a parallel computer
the responsetime is sub-optimum. Excessthreadsare
stalledfor laterexecution andcannot spawn new threads
in the meantime. When our load balancerdoesnot
equalizetheloadof theNPssufficiently, thentheshared
buffer will fill up andeventually packetswill have to be
dropped,which is highly undesirable.

â Computing threadsnormallyhaveawell-definedend.In
contrast,it cannotgenerally be assumedthat flows ad-
vertisetheir termination. As thetermination of all flows
in a bundle is theperfectmoment for revising its queue
association,thiseventneeds to bedetected,asdescribed
in Section3.1.

â A threadthatspawnsmany demandingnew threadstakes
a longtime to computeononeprocessor, but aflow that
delivers more traffic than the maximum throughput of
oneNP simply cannot behandledby this NP. Moving
this flow to anotherNP will only shift but not solve the
problem. A mechanismto avoid packet drops in this
situationis introducedin Section3.3.

3 LOAD DISTRIB UTION
SMOOTHING

In thesimplestcase,theonly informationstoredin thelookup
memory is the assignment to a queuefor eachflow bundle.
This would bea completely staticassociationbetweenflows
andNPs. Becauseflow characteristics,suchasaverage data
rateandburstiness,arenot predictable in a reservation-less
environment, thesepropertiescannot be usedfor optimally
settingupa staticflow distribution. A random setupcanlead
to massive imbalancesin NP occupationandconsequentlyto
hugedifferencesin queue lengths. While onequeue might
bebuilding up over time, another queuemight beidling. To
avoid this scenarioand to optimize the balancing decision,
flow dynamics mustbetakeninto consideration.This is real-
izedbyouralgorithms,whichareintroducedin thefollowing.

3.1 Flow Time-Out
If for a longerperiodof timenodataarrivesfrom aparticular
flow, it canbeassumedthat this flow hasterminated. If that
is truefor all flows in a flow bundle,theassociationbetween
the flow bundleanda queue canbe changed safelywithout
negativeimpactonthetraffic. Nopacketreorderingcanoccur
afterthelastpacket,andflow statisticsin theNPsexpireatthe
endof theflow.1

Thisfactis exploitedby storingatimestampfor eachflow-
bundleID in thelookupmemory, whichis updatedeverytime
a packet arriveswith that ID. Whenthenext packet with the
sameID comesin, thestoredtimestampis comparedwith the
actualsystemtime. If thedifferenceis greater thana config-
uredtime-outvalue,the associationwith anNP hasexpired
andis replaced by the NP with the currentlyshortestqueue
(minQ). In this way, newly initiatedflows areassignedto the
least-loadedNP, whichsmoothesoutlong-termimbalancesin
theloaddistribution.

for each packet {

flow ã lookup(packet.id)

if (currentTime - flow.timeStamp > timeOut) {

flow.targetQ ã minQ()

}

flow.timeStamp ã currentTime

packet.targetQ ã flow.targetQ

}

3.2 Flow Reassignment
Althoughtheflow time-out mechanismhelpsavoid overload
situationsfor theNPs,it doesnotpreventthemcompletely. Its
effectivenessdepends on the frequency of flow expirations,
i.e. the fewer flows time out, the lesssmoothing takesplace.
Also, burstinessof traffic andsustaineddata-ratechangesof
flows over their lifetime can lead to short-term load imbal-
ancesbetweenqueues,which cannot be handledwell with
flow time-outsonly.

The proposedsolution is a variation of sender-initiated
adaptive load sharing[5] with a global task queue. In our
casenotonly singlethreads aremigratedbut entireflow bun-
dlesareredirected away from overloadedqueues,becauseall
packetsof a flow sharetheir complete context. A queue is
considered to beoverloaded if it occupiesmorethanaconfig-
urableshareof thesharedbuffer. This condition is testedfor
every incoming packet. If theoutputqueue to whichapacket
shouldbe sentexceeds the buffer sharethreshold, then the
NP currently associatedwith that flow bundlein the lookup
memoryis substitutedwith theminQ. Thepacketandall fol-
lowing packetsof thatflow bundlearesentto thenew queue.
This is calledflowreassignment.

1Evenfor flow bundlesthattime-out beforethey really terminate,reorder-
ing canbedenied if the time-out periodis adjustedto be longer thanpacket
latency throughtheNP.



for each packet {

flow ä lookup(packet.id)

if (flow.targetQ.size > qThreshold) {

flow.targetQ ä minQ()

}

packet.targetQ ä flow.targetQ

}

Unlike the parallel computer environment and thanksto
theone-chip implementationwith centralizedscheduling, the
balancing unit knows the fill levels of all queuesand thus
finds the minQ without relying on random probing. This is
vital becausetheshortinterarrival timebetweenpacketsdoes
notallow for theprobing latency. Furthermore,asthethresh-
old will beabove thesizeof thequeuebuffer devidedby the
number of NPs(otherwisetherewould beno benefitin hav-
ing asharedbuffer),therewill alwaysbeaqueueshorterthan
its shareasanappropriatereceiver for thereassignedflow—
reassignment attemptsarealwayssuccessful.

Theimplicationof thisprocedureonthetraffic is thepossi-
bility thatthefirst packetsbeingsentto thenew, shorterqueue
mayovertake the last packetsthatweresentto theold, long
queue beforethe reassignment. The statisticsfor that flow
bundle beingkept in the overloadedNP areno longeraccu-
rate,andnew statisticshave to be collectedin the new NP.
However, thisoccursduring a very brief transitiontime,after
which packet order andflow statebecome, andstay, consis-
tentagain. Theundesirablealternativewouldbepacketdrops
asqueuesbuild upbeyondbuffer capacity.

Flow reassignments alsohelpsolve theproblemof accom-
modating a flow that exceeds the free capacityof any indi-
vidual NP although it is lessthanthecombinedfreecapacity
of all NPs(Figure 3). This canbea consequenceof aneven
loaddistribution.Now, thelargeflow is assignedto oneof the
queues. Becausethe old flows in that queue combined with
thenew oneexceedthecapacityof oneNP, thequeuestarts
filling up until it reaches the buffer sharethreshold. Then,
thereassignmentmechanismredirectsflows from thatqueue
until the overloadis relieved.2 In this way, all flows canbe
served.

Another side effect of reassignments is an inherent tol-
eranceagainst NP failure. If one of the NPs fails, then it
no longer serves its queue. Consequently, the queue builds
up until the reassignment threshold is reached. As now the
queue will not dropbelow the threshold again, all flows will
be drawn away from that NP andaredistributedamongthe
otherNPs.Evidently, theaggregatethroughputof thesystem
is reduced by oneNP. But this portion of the traffic canbe
servedat full quality, andthe valuablehigh-speedlink does
notgodown.

2If the mechanism accidentally moves the large flow to another queue,
then flow reassignmentsstart on this new queue. However, as even most
“large” flows areresponsible for only a small shareof packets in a queue,
this scenario is not very likely.
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Figure3: Large flow accommodationthroughreassignments.

In a similar fashion, reassignments can support outputs
with differentspeeds,for instancedueto differentprocessing
loadsin the NPs. Queuestowards slower outputs will grow
fasterthanqueuestowardsfasteroutputs.As thequeuelength
is thebasisfor flow assignmentandreassignmentdecisions,
fewerflowswill beassignedto slower links. Thisevenworks
automatically, withouthaving to configure any weights.

3.3 Packet Spraying
Anotherkind of flow bundle to behandledis onethatby itself
exceedsthe total throughput of oneNP. Suchan excessive
flow is detectedusingdatacounters thatsumup theamount
of dataarriving for eachflow bundle within a measurement
period. A threshold on thesedatacounters determineswhen
a flow is considered excessive. If the measurement period
correspondsto the time it takesto completely fill the buffer
at full link datarate, then the threshold can be interpreted
roughly asapercentageof thebuffer thatasingleflow bundle
mayoccupy.

At the endof the measurementperiod, the datacounters
are normally resetto zero. Even for excessive flows this
wouldmeanthatthecounterdrops backbelow thethreshold.
Thisguaranteesthatflow bundlesthatreturnto non-excessive
behavior aregranted normal serviceagain. But in order to
recognize continuously excessive flows more quickly at the
beginning of a period, datacounters that have exceeded the
thresholdareonly reduced to a fractionof their value instead
of zero(seelowergraph in Figure4). Thus,anexcessiveflow
hasto sendbelow themaximumthroughput until it no longer
exceedsthe threshold beforeit is regardedaswell behaved
again.Thetime this takes,however, is boundedby themaxi-
mumvalueof thedatacounters.

Packets from excessive flow bundles could simply be
dropped. But because the throughput of all NPs together
shouldmatchthedatarateof thelink andthusbeableto han-
dle all packets,this seemsto bean unnecessarydegradation
of service.An alternativeis to sendpacketsfromanexcessive
flow bundle to thecurrently shortestqueue.As theminQwill
changeover time, this leadsto thepacketsbeingdistributed
acrossseveral NPs.We call this packetspraying.



for each packet {

flow ä lookup(packet.id)

packet.targetQ ä flow.targetQ

if (currentTime - flow.resetTime > tMea-

sure)

{

if (flow.count > countThreshold) {

flow.count ä flow.count * reduction

} else {

flow.count ä 0

}

flow.resetTime ä currentTime

}

if (flow.count > countThreshold) {

packet.targetQ ä minQ()

}

flow.count ä flow.count + packet.size

}

Obviously, somepacketsmight be reordered,but for re-
ceivers that are able to resequence packets this service is
preferableto simplydroppingpackets.Moreover, statisticsin
theNPsfor sprayedflows will not beconsistent. If policing
is anissuehere, thentheNPsshouldenforcepoliciesearlier,
well beforeaflow approachesthemaximum throughputof an
NP.

However, flow reassignments and, even more so, packet
spraying areemergency mechanisms that aretriggered only
in rare,extremesituations.Simulationhasshown that with
current Internet traffic, flow time-outs occuroftenenough to
provide anevenloaddistribution, andthey have no negative
impacton servicequality. With reassignments,the impactis
alsonegligible, asarguedabove.

Packet spraying, on the otherhand, provides a meansto
degradeservicein a controlled mannerfor otherwiseprob-
lematicflows. And mostimportantly, only theseproblematic
flows will be affected, while all others are isolatedandex-
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Figure 4: Datacounter periods.

periencenormal forwarding. Nevertheless,even problematic
packetsareforwarded.

4 PERFORMANCE EVALUATION
In this section,the performance of the load-balanceralgo-
rithmspresentedabove is evaluated in a seriesof simulations
of a systemwith four output queues,which is a very likely
scenario.Thefollowing areimportantmetricsto evaluate:

â Maximumbuffer size.

â Numberof reassignmentsperoccupied lookup-tableen-
try, i.e.perflow bundle.

â Percentageof sprayedpacketsout of all packets trans-
mitted.

Themaximumbuffer sizeis thesizethatwouldbeneeded
to avoid packet drops completely. A major goal is to keep
thisbuffer sizesmallenoughtoallow on-chip implementation
with embeddedDRAM, i.e. not larger thana few megabytes.
Only on-chip memory allows the high memory bandwidth
that is neededto write all datafrom a high-speedlink and
readit again.

Thereassignment ratiogives themeannumberof reassign-
mentsperflow bundle thatoccurredduring a simulationrun.
Both reassignment ratioandsprayingratioshouldbelow be-
causeof their impacton traffic.

4.1 Workload
For the workload, real Internet traffic traces from OC-3
(155Mb/s) backbonelinks areemployed, which arepublicly
availablefrom theNLANR website[7]. As described in [8],
severaltechniquesareusedto scalethesetracesup to thede-
siredlink speeds,at full link load. Furthermore,traffic syn-
thesismethods areused,e.g.employing self-similaritymod-
els.

Today’s Internet traffic consistsmostlyof very short-lived
low-data-rateflows. To model this kind of traffic on a fully
loadedhigh-speedlink withoutlosingtheoriginal traffic char-
acteristics,multiple OC-3tracesarecombined. Thegaps be-
tweenpacketsareeliminatedfor full loadandthe tracesare
time-compressedto reach40Gb/s.Finally, packetsfrom var-
ioustracesareinterleaved to resembletheaccumulatedtraffic
of many lower-speedlinks thatwouldbefound onabackbone
link today. For a more detaileddescription of this scaling
methodandtheresultingtraffic characteristics,see[8].

For the load balancer, this kind of traffic resultsin flow
time-outsoccurring very frequently, which allows the flow
distribution to be optimizedcontinuously. Moreover, statis-
tical multiplexing works well owing to the high number of
flows. Therefore, this kind of traffic doesnot confront the
loadbalancerwith any challenges,evenunder full link load.
Simulationshows thattherequired buffer sizestayslow, and
only few reassignmentsandnosprayingsoccur. In fact,thisis



truealreadyatlink speedsbelow 40Gb/s,andresultsimprove
with increasinglink speed.Hence,thesimulationresultswith
thesetracesarenotdescribedin further detailhere.

Whentrying to predict possiblefuture traffic, we mustin-
troduceflowsthatarevery long-livedandhavedataratesthat
at leasttemporarily approachandexceedthecapacityof asin-
gle NP. For instance,deploymentof virtual privatenetwork
(VPN) tunnelswill possibly entail the occurrenceof such
flows. Theseflows may provoke reassignments andspray-
ing; buffer requirementsgrow. To simulatethis kind of ex-
tremesituationfor the load balancer, real traffic tracesare
time-compressedand concatenated,resultingin flows with
the above-mentionedcharacteristics.In [8], a suiteof these
traffic tracesis composedthatoffersabroadspectrumof sce-
nariosin termsof traffic properties. All simulationsbelow
arebasedonthis traffic suite,whichrepresents theworstcase
of how we expectfuture traffic to be,andtherefore leadsto
conservative results.

4.2 Effectivenessof the Algorithms
When confronting the load balancerwith the traffic suite
whileonlyflow time-outsareenabled,i.e.with reassignments
and spraying turnedoff, the resultingbuffer sizesat times
even exceed100 MB. One simple explanation is that one
flow constantlyexceedsthethroughputof anNP. As thisflow
would remainassignedto the samequeue, it would persis-
tently overflow this queue.Without reassignments, multiple
flows thatareassignedto onequeuecanoverloadthis queue
in thesamefashion—with a similar result.

Whenreassignmentsandsprayingareturned on, the pic-
ture changes dramatically. Figure 5 shows how buffer re-
quirementsarereducedwhenthesealgorithms areused.The
thresholds at which they take effect aregradually decreased
from 100% of thebufferspace,which is themaximum possi-
ble value,to 25%,which correspondsto theshareof oneNP
in thesimulatedfour-NP system.

â In the upper graph, sprayingreduces buffer size for a
tracefrom 36.5MB without sprayingto 1.1MB with a
maximum of only two sprayedflows.

With a high threshold ( � 55%),no packetsaresprayed
becausethedatacountersnever reachthethreshold and,
thus,eventhelargestflowsarenotdetectedasbeingex-
cessive. The maximum buffer size is large (36.5MB).
For a thresholdof 50% or lower, an excessive flow is
detected,spraying is activated, andthemaximum buffer
sizeis reduceddramatically. Thecurves essentiallyrep-
resentstepfunctionsbecauseof thebinaryproperty of a
flow to eitherexceed the thresholdor not. Oncea flow
hasbeenperceived asbeingexcessive,mostof its pack-
ets(here between7.7%and9.4% of thetotal traffic) are
sprayed.

â Thelower graph shows theeffect of reassignments with
a different trace: the maximumbuffer size is reduced
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Figure5: Effectof sprayingandreassignments.

from 4.8 to 1.4 MB with reassignment ratios from 1%
to 13.5%of active flow bundles(i.e. hit hashindices).
Withoutreassignments, thebuffer sizegrowsto asmuch
as12.7MB. Comparedwith thefirst graph, thecurves
herehaveamorelinearcharacterbecausereassignments
havea smallerandlessabrupt effect.

Figure 5 demonstratesthe significanteffect of reassign-
mentsandsprayingon required bufferssizes,andhow they
canhelp keepthe buffer size low enough to enableon-chip
implementation,evenwith flows thatshow extremebehavior.

Simulationsacrossthetraffic suitewith different threshold
settingsprove that for every tracethe maximum buffer size
can be bounded below 3 MB with moderate reassignment
ratiosandfew sprayed flows. However, the point of lowest
buffer requirementis reachedwith different settingsfor dif-
ferenttraces.Therefore,systemparameters shouldbetuned
to the(long-term)characteristicsof theactualtraffic.



4.3 Estimation of Factor Relevance
4.3.1 Experimental Design

To understandtheinfluenceof various factorsonsystemper-
formance,asimulationfor a four-NPsystemwascarriedout.
Thesystemparametersthatwerevariedduring simulationare
listed in Table1. For eachfactorthe rangein which it was
variedis indicated.

Table1: Levels for fractional factorialdesign.

Factor min. max.

Assumedbuffersize 2 MB 3 MB
Flow time-out 20ms 200ms
Reassignmentthreshold 25% 75%
Spraying threshold 25% 50%
Datacounterreduction 0% 80%

A full factorial design, in which all combinationsof fac-
tors and their levels aresimulated,requires a huge number
of experiments. To reduce this number, a fractional facto-
rial simulationwasdesignedaccording to [9], in which fac-
tors take on only extreme values(seeTable1) andonly a re-
ducedsetof factor-level combinationsis simulated.Our de-
sign usesfive factors,eachalternatedbetweentwo extreme
values,with thenumber of experimentsreducedto a quarter,
i.e. it is a °²±_³µ´ design,resultingin eightexperimentspersim-
ulationrun. Analysisof theexperimentsaccording to [9] then
yieldstheindividualeffectof factors onperformance metrics
aswell asthecombinedeffectof specificfactors.

Testsimulationrunshaverevealedanonlineardependency
betweenflow time-out andmaximum buffer requirementfor
flow time-out valuesbelow 20 ms. This appears to bea res-
onance effect with the internal time constantsof the traces.
Consequently, 20 mshasbeenchosenasthelower bound. A
maximum flow time-out valueof 200 ms is assumedto be
sufficientevenfor multimediaapplications.

Reassignmentand spraying thresholds are given as per-
centagesof the assumedbuffer size. Valuesbelow 25% are
notconsideredbecausethis correspondsto thesustainedper-
formanceandthroughput thata singleNP is expected to de-
liver. Datacounterreduction givesthepercentage to which a
datacounter’svalueis reducedif it hasexceededthethreshold
in thepreceding measurementperiod. 0%resultsin acounter
beingresetto zero.

Theassumedbuffersizefactorisonlyneededasareference
point for thethresholds, i.e. it definesa 100%-filled buffer. It
mustbe clearly distinguishedfrom the maximum buffer size
asaperformancemetric,whichrepresentsthesizethatwould
have beenneededin a simulationrun to completelyavoid
packetdrops.

Themaximum buffer sizeis now measured relative to the
assumedbuffer size, i.e. divided by either2 MB or 3 MB.
Thisallowsbufferutilization to becomparedfor differentas-

sumedbuffer sizes. If the ratio is greaterthan 1, then the
assumedbuffer experiencedanoverflow, andpacketshadto
bedropped.Othermetricsarethereassignment ratio andthe
sprayingratioasdefinedearlier.

Simulationrunswith differenttraffic tracescannotbecon-
sideredsimplereplications of experimentsbecausethe indi-
vidual tracesrepresent completely different traffic scenarios
at different points in the network that would be accommo-
datedby different parametersettings.This view is supported
by thewidespreadof results.Thus,standarderror analysisas
usedfor repeatedmeasurementsin [9] is notapplicablehere.

Therefore, an alternative way hasto be found to summa-
rize resultsfor differentworkloads. The approach chosen
is to compute factoreffectsseparatelyfor eachtraffic trace.
Then the meanof the effects per factor is calculated3 and
normalized to 100%. Only thosetracesare consideredfor
which spraying andreassignments have eachbeeninvolved
in at leastoneexperiment.Fromothertracesno information
abouttherelative importanceof eithermechanism canbein-
ferred.

Theresultsof theanalysisgivenin Table2 show thedegree
to whichtheindividual factors,andcombinationsthereof, are
responsiblefor variationsin thesystemperformance.

Table2: Effectof factors.
Buffer Reassign- Spraying
utiliz. ments

Assumedbuffer size 3.7% 14.9% 17.8%
Flow time-out 1.8% 1.5% –

Reassignthreshold 90.6% 61.9% –
Assumedbuffer size 0.6% 2.4% –

& flow time-out
Assumedbuffer size 1.1% 7.6% –
& reassignthreshold

Spraythreshold 1.3% 6.8% 49.1%
Counterreduction 0.9% 4.9% 33.2%

4.3.2 Inter pretation of Results

Owing to the above-mentioned wide spreadof results,the
measurement errorof theeffectsis justaslarge,andthenum-
bersonly representtendenciesof factorrelevance. Still it is
possibleto draw conclusionsbecausethemostimportantef-
fectsareconsiderablylarger thanothers.Moreover, although
theabsolutenumbersdiffer significantlybetweenworkloads,
theorderof theeffects is essentiallyconsistentacrosswork-
loads.Bearingthis in mind,weinterpret theresultsin Table2
asfollows:

Theby farmostimportantfactorfor bufferutilizationis the
reassignment threshold. If this thresholdis setlow, theneven
small queue imbalancesaresmoothedout by reassignments.

3As theeffectsarecomputedasratios,thegeometric meanis usedhere.



Thus,queueshardlygrow. Investigationof theresultsfor in-
dividu¶ al tracesshowed that only for traffic with the highest
spraying ratiosdosprayingthresholdanddatacounterreduc-
tion alsohaveastrongeffectonbufferutilization. Theearlier
spraying is activated,theearlierimbalancesdueto excessive
flows aresmoothedout. Thestrongereffectof reassignments
stemsfromthefactthatsprayingonlyworksonthefew exces-
siveflows,whereasreassignmentsoptimizetheloaddistribu-
tion independentlyof thecharacteristicsof individualflows.

Not surprisingly, reassignments aredominated by theset-
ting of thereassignment threshold. Assumedbuffer sizealso
hasan influencebecauseit gives moreroom for queue im-
balancesbefore reassignments occur. Only for tracesthat
areheavily sprayedis thereassignment ratio sensitive to the
spraying parameters: If sprayingis delayed, then reassign-
mentstry to fix thequeue lengthsin themeantime.

Thespraying ratiodoesnotatall depend onflow time-outs
or on reassignmentsbecausethesemechanismsobviously do
not influencethe dataarrival patternof individual flow bun-
dles, which is the only input that is consideredto activate
spraying. Instead,the ratio depends on the assumedbuffer
sizebecausesprayingthresholds aregiven asa percentage of
theassumedbuffersize.Whetherthethresholdor thecounter
reduction dominatesthe sprayingratio depends strongly on
the traffic characteristics. If the traffic is very bursty but
doesnot really have high-data-rateflows, thensprayingcan
beavoidedby a high threshold. Flows with a long-term ex-
cessive dataratecanprofit from a low counter reduction and
getquitea numberof packetsthrough thatarenotsprayed.

An interestingobservation is the fact that flow time-out
doesnot seemto have any significantinfluence on eitherof
theperformancemetrics.Thismeansthatit canbesetto long
periods without compromising the performanceof the load
balancer, thereby avoiding the disruption of flows that have
notyet terminated.

Thesystemcancopewith thesmallerof thetwo assumed
buffer sizesbecausetheinfluenceof thebuffersizeonsystem
performanceis not dominantfor any of thethreemetrics.Its
effect, however, is not negligible eitherandgrows with de-
creasingbuffersize.Thus,it seemsadvisablenot to gomuch
below 2 MB.

5 IMPLEMENT ABIL ITY
Theextractionof theflow identificationoutof apacketheader
is arelatively simpletaskthatcanbeimplementedin sequen-
tial logic with deterministic execution time. This statement
is supported by the following back-of-the-envelope calcula-
tion: The headercanbe analyzed256 bits at a time, which
resultsin a cycle time of approximately6 nsfor 40 Gb/sline
speed.With a 0.11-· m CMOSprocessthis allows about 40–
50levelsof logic,whichis sufficientevenfor complex header
structures.

Furthermore, because resolution of hash collisions was
avoided in order to enable high-speedimplementation, the

subsequent hashfunction blockis astandardexercise.Hence,
thesetwo building blocks arenot problematic to implement,
evenfor 40Gb/s.

The balancing unit storesfour valuesper flow bundle in
its lookup memory: the associatedoutput queue, the time
stampfor the last arrived packet, the datacounter, and the
time stampof thedatacounter reset.This informationneeds
to be readandupdatedfor eachincoming packet. To allow
a throughput of millions of packetspersecond,all valuesare
storedin a singlememory word, which canthenbe reador
written with only onememory access.In this way, theafore-
mentioned 7.5nsperpacket aresufficient.

Basedon the storeddatathe balancing decisionis made.
The combinatorial logic that performs the actual decision
makingandupdatingbasicallyconsistsof comparisons:

â Is the difference betweentime stampsand the system
time greaterthanconfiguredtimeouts?

â Is the sum of the data counter and the actual packet
lengthgreaterthantheconfiguredspraying threshold?

Thesecomparisonscanbecomputedin parallel,andarefol-
lowedby only few levelsof logic to infer thebalancingand
updating decisions. The state information is updated and
written back into the lookup memory, againwith only one
access.Hence,for every packet only two memoryaccesses
areneeded—onereadandonewrite.

As analysishas shown, the requirement to use on-chip
memoryfor theoutputqueuescanbemetwith asharedbuffer
sizeof around 2 MB. Combined with sophisticatedmemory
organizationsuchastheonefound in [10], therequiredmem-
ory accessthroughput of twice the device throughput—for
readandwrite—canbeachieved.

6 CONCLUSIONS
In this paperwe have introduceda setof algorithmsfor scal-
ing NP performanceby paralleluseof multiple NPs. In gen-
eral,theconcept works in aflow-preservingmannerto ensure
in-sequencepacket delivery andto avoid inter-NP communi-
cation. We deviate from this principle only in extremesitu-
ationswhenthe alternative would be to drop packets. This
allowsthesystemto handleevenflowsthatexceedthecapac-
ity of a singleNP. Theschemeis alsotolerantof NP failure.
If oneNP fails, the systemstaysoperational; the only con-
sequenceis that the aggregatethroughput is reducedby one
NP.

Performanceanalysishasshown thatthealgorithmsreduce
the required buffer sizefor a load-balancersolutionto only
2 MB evenfor extremetraffic scenarios. Thisenablestheuse
of on-chip memory, which is a prerequisitefor reaching the
memorybandwidth neededfor high-speedadapters.

As no specialcommunication is necessarybetweenthe
load balancer andthe attachedNPs, the schemeis indepen-
dent of NP vendors. The load balancer is currently being



implemented in a standard0.11- · m CMOS processfor full
OC-768¸ line speed(40Gb/s).
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