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Abstract

This paper presents a strategy to simplify the
programming of heterogeneous distributed systems.
Our approach is based on integrating a high-level
distributed programming model, called the process
model, directly into programming languages. Dis-
tributed applications written in such languages are
portable across different environments, are shorter,
and are simpler to develop than similar applications
developed using conventional approaches.

In this paper, we discuss the process model, and
present overviews of Hermes and Concert/C, two lan-
guages that implement this model. Hermes is a secure,
representation-independent language designed explic-
itly around the process model. Concert/C is the C
language augmented with a small set of extensions to
support the process model while allowing reuse of ex-
isting C code. Hermes has been prototyped; an imple-
mentation of Concert/C is in development.

1 Introduction

With the advent of distributed computing tech-
nology, there has been an increased interest in
multiapplications—systems consisting of multiple in-
teracting applications, running in a heterogeneous net-
work. Developing multiapplications using conven-
tional technology is not easy, for the following reasons.

Conventional programming languages reflect the
assumptions of an earlier generation of computing in
which applications do not interact with each other.
To enable an application to communicate with an-
other, the programmer must “step outside” the lan-
guage and use operating system services (such as sock-
ets in Unix) or various remote procedure call (RPC)
services. Thus, the programmer of a multiapplication

must master several distinct interfaces: those provided
by the programming language, the operating system,
and “add-on” packages.

To further complicate matters, multiapplications
may be developed from applications that are written
in different languages, assuming different operating
systems and different network environments. Thus,
programmers of multiapplications must master mul-
tiple languages, type systems, operating systems and
network environments, consider their interactions, and
provide mappings between them. This often forces
the programmer to deal with the lowest common de-
nominator of the implementations—the bits and the
message protocols.

Our goal is to make it easy for a programmer to
develop a system consisting of interacting applica-
tions, written in diverse languages and executing on
diverse machines, without any knowledge of the de-
tails of the underlying operating system, communica-
tions protocols or hardware. To this end, we define an
abstract computation model supporting process cre-
ation, process interconnection, and inter-process inter-
action. This model leads naturally to a family of in-
teroperating languages, including new languages and
enhanced versions of existing languages, that provides
a flexible yet simple framework to develop multiappli-
catlons.

Before introducing our approach (Section 1.2), we
describe more conventional approaches taken to sup-
port the development of distributed applications.

1.1 Conventional Solutions

Two approaches are commonly used to simplify the
task of developing distributed applications: the use of
the remote procedure call (RPC), and the use of new
programming languages.

1.1.1 The Remote Procedure Call (RPC)

Informally, an RPC facility enables a call in one ad-
dress space to invoke a procedure within another ad-



dress space, possibly on a remote machine [1]. Most
RPC packages are designed to hide some of the details
of the underlying transport protocols and automati-
cally handle much of the problem of converting data
to and from transmittable form [2, 3, 4].

Unfortunately, even with today’s RPC packages,
developing distributed applications remains a task for
an expert. This is because the programmer must mas-
ter a large and complex programming interface, one
that can be substantially different from the familiar
one presented by the programming language.

In most systems, RPC services are offered by an
add-on package, that typically includes an “interface
definition language,” a “stub generator,” and a very
large number of library functions, that are often at
too low a level of abstraction. For example, before
a remote call is made, the callee must register with
the RPC runtime, network services, name services,
etc., and must then listen on a socket for arriving
calls. The caller must invoke network services, name
services, binding services, and other RPC services to
locate the remote procedure and establish a remote
binding.

With conventional RPC systems, the semantics of
a remote call is often different from that of a local
call. For example, such systems do not allow pro-
cedure pointers to be passed as parameters, even in
languages where this is allowed in the local case.

Finally, conventional RPC services do not permit
interoperability; that is, a server written assuming one
particular RPC package cannot in general be invoked
by a client written assuming another RPC package.

1.1.2 Distributed Programming Languages

Programminglanguages that were designed to support
distributed applications include object-oriented lan-
guages such as Emerald [5] and functional languages
such as Concurrent ML [6] (see [7, 8] for discussions of
such languages). A comparison of such programming
languages with our approach is omitted from this pre-
liminary version of the paper.

1.2 Our Solution

There are three key aspects to our approach to
simplifying the development of multiapplications: the
process model, an integration of programming lan-
guage and system interfaces, and interoperability.

Process Model: The process model defines a common
language-independent and system-independent com-
putation model supporting process creation, process
interconnection, and inter-process interaction. Thus,

a small number of common abstractions in the model
replace the hundreds of interfaces in today’s library
packages for distributed computing. In Section 2, we
describe the process model and show how it can form
the basis for programming heterogeneous distributed
multiapplications.

Integrated Language and System: We integrate the
programming language and system by supporting the
process model directly within new languages, and by
minimal, seamless extensions to existing languages.
Thus, we eliminate the multiple abstractions of lan-
guage, operating system and add-on packages, and re-
place them with a single, higher-level abstraction. In
such an integrated system, the programmer uses a sin-
gle programming interface, ignoring the details of how
this interface is supported. It is the responsibility of
the implementer of the language (and not of the user),
to transparently map this interface into low-level ser-
vices provided by the language run-time system or by
the underlying operating system.

In Section 3, we describe Hermes, a new language
we have developed which fully incorporates the process
model. In Section 4, we describe Concert/C, a set of
extensions to C which form a second fully compatible
embodiment of the process model.

Interoperability: In general, other distributed pro-
gramming languages do not support interoperability
with other languages, or with existing code. In con-
trast, programs written in our family of languages in-
teroperate with each other and also with servers writ-
ten using conventional RPC packages. This is done in
the language run-time system, and is transparent to
the programmer (Section 2.1.3).

2 The Process Model

At the heart of our framework for programming dis-
tributed systems is the simple yet powerful computa-
tional model we have referred to as the process model.
The process model specifies how processes are created
and interconnected, and how they interact.

2.1 An Overview of the Model

The main components of the model are:
e The concepts: process, port, and binding.
e The set of language-independent data types which
can be communicated between processes.
e An interface definition mechanism for specifying
contracts which communicating processes agree to fol-
low.



e Operations for creating and destroying processes,
creating and destroying bindings, and communicating
between processes.

2.1.1 Processes, Ports, and Bindings

Each component of a multiapplication is a process. A
process is an active entity that performs computations.
Each process contains: (1) a program, and (2) local
data variables, consisting of computational variables
and ports. A process may be written in any language,
and may do any of the following:

e Computation — reading, writing, and updating
computational variables.

e Communication — sending and receiving data over
a port.

e Creation — making a new process by instantiating
a program.

e Connection — making a new binding by connect-
ing an output port to an input port and sending one
of the ports away.

A port is a communications endpoint. Ports are
either input ports (abbreviated as inports), or output
ports (outports). An inport is a queue, holding data
which has been sent but not yet received. An outport
holds a binding to an inport — that is, the right or ca-
pability to send data to that inport. Several outports
may contain a binding to the same inport. Messages
sent using any given outport arrive at the associated
inport in the order sent; messages from multiple out-
ports bound to the same inport are merged fairly.

2.1.2 The Type System

The process model includes a universal language-
independent type system defining the datatypes which
may appear in messages exchanged between processes.
The type system includes the following types:

e Traditional scalar data: boolean, integer, real

e Enumeration: a value from a particular finite do-
main

e Port: inport or outport adhering to a particular
contract

e Program: code capable of being instantiated

e Process-id: the capability to cancel a particular
process

e Nominal: an identifier capable of serving as a label
or a reference, useful for building complex data struc-
tures such as graphs.

e Composites:

— Record: an indexed tuple of values — each com-
ponent is of a specified type

— Callmessage: a record containing in-parameters
together with an outport (the return outport),
over which a reply containing out-parameters is
to be sent. (In Hermes and Concert/C, the re-
turn outport is not explicitly accessible to the
programmer.)

— Choice: a value which may have one of a finite
set of possible types, plus a discriminant defining
the actual type

— Polymorph: a value which may be of any type,
plus a descriptor defining the actual type.

— Bag: an indefinite-sized collection of values all of
a particular type

— Array: an indefinite-sized ordered bag

Notice that port values are first-class data and may
themselves be sent in messages. This permits a great
deal of flexibility for dynamic configuration of pro-
cesses, and for “plug replacement” of one service by
a different service with the same interface. For ex-
ample, any user may program a specialized “directory
service” with his own policy for returning bound out-
ports to clients. The user may select which outport to
return based upon time of day, load, etc.

2.1.3 Contracts

An output port may be bound to an input port only if
the two ports agree to the same contract. Informally, a
contract defines a set of “promises” by the sender and
assumptions by the receiver. The simplest contract
specifies the types of data being sent in a message:
for example, the sender may promise to send a record
containing an integer and an array of characters.

More complex contracts involve constraints. Con-
straints may either relate the values sent in a message,
or relate in-parameters of a callmessage to the out-
parameters. Here is an example of a contract which
does both: The sender sends a callmessage containing
an integer I, an array of reals A, and an outport for
returning an array of reals B, subject to the constraint
that I is equal to the size of A, and the size of A is
equal to the size of B.

We have developed a language-independent nota-
tion for writing contracts. However, each language
supporting the process model has the option of provid-
ing its own syntax for expressing contracts. For exam-
ple in Concert/C, function declarations augmented by
annotations simultaneously specify the contract and
the Concert/C data type, eliminating the requirement



for programmers to write separate files in a separate
“contract” syntax.

Having a language-independent type system and
formal contract semantics supports heterogeneous
computing. Each communications endpoint is free
(subject to the constraints of the language, hardware,
and runtime environment at that endpoint) to choose
any representation which satisfies the semantics of the
contractual type. For example, what is described as an
array of records in the contract may be represented in
one process as a linked list of records, and in another
as a zero-terminated array of pointers to records. If
two communicating processes use different represen-
tations, it is up to the runtime environment to either
convert between the representations, or for the sender
to “marshall” data into a standard format and for the
receiver to “demarshall” from that format.

2.1.4 Universal Operations

Any language supporting the process model will sup-
port the following operations:

e send(message, outport): Enqueue the message on
the inport to which the outport is bound. The sending
process does not wait for a reply.

e receive(message, inport): Dequeue a message
from an inport, or wait if no message is currently avail-

able.

e select(inport-list): Wait, if necessary, until one of
the inports has a message. If one or more inports has
a message, return the index of one of these inports.

e new(inport) Initialize the inport with an empty
queue.

e connect(inport, outport): Initialize the outport
with a binding to the specified inport.

e create(program, process-id, outport): Create a
new process running the designated program. Ini-
tialize the process-id variable to the process-id of the
new process. Initialize the outport to a binding to a
designated initialization inport in the newly created
process. This binding serves as an “umbilical cord”
through which the parent process and the child can
exchange parameters.

Although calls are not semantically primitive, since
they reduce to bi-directional sends and receives, they
are such a widespread programming idiom that they
are included here in the list of universal operations:

e call(outport, in-parameters, out-parameters): A
callmessage is created, containing the in-parameters
and a binding to a reply inport. The callmessage is
then sent over the outport. When a reply arrives on
the reply inport, it is dequeued, and the data is moved
from the callmessage to the out-parameter variables.
A consequence of the callmessage’s being a first-class
data value is that the called process may forward it
to a third party and the caller may receive the reply
from that third party.

e reply(callmessage, out-parameters): The out-
parameters are sent over the return port in the
callmessage. (In Hermes and Concert/C, space is re-
served in the callmessage to hold the out-parameters.)

An attractive feature of the process model is the
fact that a small number of relatively simple opera-
tions provides the same expressive power as a larger
number of lower-level, platform-specific operations of-
fered by operating system or RPC environments.

2.2 Implementations

Because the universal types and universal opera-
tions are defined abstractly, there is a wide latitude for
different implementations. Not only may processes be
implemented in different ways, but also multiple alter-
native implementations may coexist and interoperate
in the network. We will briefly discuss two additional
dimensions along which implementations will differ:
(1) exclusivity and enforcement, and (2) efficiency.

2.2.1 Exclusivity and Enforcement

The process model includes no mechanism for two pro-
cesses to share data, for a process to access non-local
data other than through ports, or for a process to
obtain a port to a process other than by being that
process’s parent or by receiving that port through a
chain of communication originating from that parent.

An implementation is ezclusive if it forbids the pro-
grammer to do anything not explicitly allowed by the
process model; otherwise it is non-exclusive. For ex-
ample, a non-exclusive environment might allow a pro-
cess to communicate directly with the operating sys-
tem of the machine on which the process runs, without
going through ports. We expect to provide both ex-
clusive and non-exclusive implementations; each has
particular advantages.

Exclusive environments make it simpler to reason
about the behavior of processes: processes do not in-
terfere with one another; the behavior of a process



does not depend on where it is located. Exclusive en-
vironments also provide an element of access control,
since one can rely on the unforgeability of ports. On
the other hand, non-exclusive environments allow a
vast amount of existing code to interoperate in a dis-
tributed environment without being rewritten.

If an implementation does forbid certain behavior,
there is also a spectrum of enforcement: (1) no en-
forcement — the system may “crash” if the rule is vi-
olated, (2) violations of a rule will be detected either
at compile-time or run-time, (3) the implementation
may guarantee proper behavior of the system even in
the presence of machine failures (see in [9]).

2.2.2 Efficiency

There are many implementation decisions affecting ef-
ficiency: e.g. data structure selection, assignment of
processes to processors, sharing of many small pro-
cesses within a single address space, etc. Addition-
ally, implementations are free to perform arbitrarily
aggressive transformations of programs, provided the
semantics of the process model is preserved.
Examples include: migrating processes[10], repli-
cating processes [11], converting bi-directional calls to

sends[12].

3 Hermes

Hermes [13] is a new experimental high-level lan-
guage especially suited for distributed and multiappli-
cation systems. It is a very high level language that
fully incorporates the process model. In particular,

1. The concepts of process, inport, outport, etc. are
primitive concepts of Hermes.

2. Hermes enforces an exclusive implementation of
the process model by compile-time checking.

3. Processes are the fundamental units of modularity.
Procedures, “objects”, “servers”, and “filters” are all
processes.

4. Hermes hides data representations from the pro-
grammer.

Hermes supports the complete set of process model
operations defined in the preceding section.

3.1 Novel Features

In many ways, Hermes is a conventional algorith-
mic language in the Algol tradition. Each process

executes a sequential imperative program consisting
of statements operating on variables. Hermes differs
from conventional languages in the following ways:

e “Featherweight” Processes: Hermes implementa-
tions support systems containing many hundreds or
thousands of processes. A call from one process to an-
other is expected to be as efficient as a procedure call
in a conventional language.

o Typestate: In Hermes, the legality of applying op-
erations are formalized as typestate rules, so called be-
cause the legality of an operation depends on the type
and state of the operands. Programs are checked for
conformity to the typestate rules using a dataflow al-
gorithm [14]. All operations in a compiled Hermes
process conform to the typestate rules—in particular,
uninitialized data and memory belonging to another
process cannot be accessed. As a result, any number
of Hermes processes can safely share a single address
space. A bug in one of these processes—e.g. an unini-
tialized variable error—cannot have the side effect of
bringing down other processes.

o Representation-independent Data Types: A Her-
mes programmer defines a data type without describ-
ing its underlying machine representation. Hermes
stores aggregate data in tables, which are similar to
database relations. A table’s type is defined by de-
scribing the data type and typestate of its elements.
Tables are first class objects: a table can store a table
in one of its elements; a table can be passed in mes-
sages. A table can be expanded and contracted using
insert and remove statements.

The physical representation of a table in memory
1s determined by the complier, using advice given by
the programmer in the form of pragmas. There are no
operations (such as C’s sizeof) which permit access
to physical properties of the representation.

o First class typed ports: TUnlike many object-
oriented systems, where the object interface (class de-
scription) describes not only the contractual proper-
ties of the object interface but also its implementation
(e.g., methods), the type of a port defines only what
1s needed to interoperate with the process owning the
port. Different processes are free to implement any
code they desire, as long as the contract is obeyed.

e Dynamic Program Creation: In Hermes, programs
are first-class objects that can be dynamically con-
structed and checked at run-time and then executed.
(Typestate checking guarantees that only checked pro-
grams are instantiated as processes).



3.2 Examples

The following example shows a Hermes system in
which a server process stores a table of programs, and
another process retrieves a program from the server
and then instantiates the program.

We begin with a Hermes type definition for the ta-
ble which stores programs:

Labeled_Program: record(
Label: Charstring,
Prog: Program);

Repository: table of Labeled_Program
{init(Label), init(Prog), checked(Prog)}
keys(Label);

The type Labeled Program defines a pair consist-
ing of a character string and a program. Repository
defines a type whose values are arbitrary sized sets
of Labeled Program pairs. The information in curly
braces indicates the typestate to be enforced for each
element of the table—in this case, both components
of the pair must be initialized and the program stored
in the Prog field must be checked. The keys(Label)
specification indicates that no two elements of the ta-
ble can have the same value of Label.

The interface for the operation of getting a program
from the repository includes three type definitions—
those for its callmessage, inport and outport.

Get_Prog_Inter: callmessage (
Name : charstring,
Prog : program)
constant (lame)

exit{ init(Name), init(Prog), checked(Prog) };

exception NoSuchProg { init(Name) };

Get_Prog_In:inport of Get_Prog_Inter
{ init(Name) };

Get_Prog_Out:outport of Get_Prog_In;

The callmessage Get_Prog_Inter contains two
parameters: an in-parameter (Name) and an out-
parameter (Prog). In-parameters and out-parameters
are distinguished and further constrained by means
of typestate annotations on the inport and callmes-
sage definitions. In this example, Name is initialized
on input and remains initialized on exit. Prog is both
initialized and checked on normal exit, but uninitial-
ized upon the exceptional exit NoSuchProg. The dec-
laration constant states that Name is not changed by
this program and is therefore not an out-parameter.
Get_Prog_Out is an outport type which can be con-
nected to Get_Prog_In typed inports.

This interface is used by a server process that stores
a table of programs:

program_repository : process ( ... )
declare

Get_Prog: Get_Prog_In;
Get_Prog_CM: Get_Prog_Inter;

R: Repository;

begin
-- Initialize R, Get_Prog,

while (’true’) repeat
select
event Get_Prog
receive Get_Prog_CM from Get_Prog;

block
begin
inspect Entry in R where
(Entry.Label = Get_Prog_CM.Name)
begin
Get_Prog_CM.Prog <- Entry.Prog;
end inspect;
return Get_Prog_CHM;
on(NotFound)
return Get_Prog_CM exception NoSuchProg;
end block;

event Put_Prog
-- code to insert and delete programs

end select;
end while;
end process

When this server is instantiated it initializes an empty
repository and creates inports for the services it ex-
ports: get a program, insert a program, etc. (this
code is not shown). In the infinite loop this process
repeatedly waits for a callmessage on some input port,
receives the callmessage, takes the appropriate action
and then returns the callmessage. The inspect state-
ment locates a labeled program with the the right
name and stores it in the Prog field of the callmes-
sage. The return statement performs the reply oper-
ation of the process model, using the Prog field of the
callmessage as the out-parameter. (If the requested
name was not found in R then the NotFound exception
handler would execute, which returns the callmessage
with the appropriate exception.)

The following code obtains a program labeled
"foo" from the repository server and instantiates it:



declare
Get_Prog_Fn :
P : Program,
Init : Some_Outport_Type;

Get_Prog_Out;

begin
... —— initialize Get_Prog_Fn
call Get_Prog_Fn( "foo", P );
Init <- create of P;
call Init( ... );

The first statement gets a program named "foo"
from the repository and stores the program in P. The
second statement starts a new instance of the pro-
gram P. Init contains an “umbilical cord” binding to
the initialization input port of the child process. The
third statement calls the initialization port of the child
process.

The following fragment is illegal and will be rejected
by the compiler:

declare
Get_Prog_Fn :
P : Program,
Init : Some_Outport_Type;

Get_Prog_Out;

begin
—-- initialize Get_Prog_Fn

Init <- create of P;
call Init( ... );

In this example we have removed the call which ini-
tializes P. The typestate preconditions for a create
operation requires that its argument be initialized.
Since P wouldn’t be, this will be caught as a typestate
error. If such an error were not caught the program
would point an outport to an uninitialized program.
When a call was made later on the outport it could po-
tentially crash the system. Hermes’ typestate checking
has the effect of catching a bug early, and avoiding a
crash.

3.3 Summary

Hermes is a new language which fully realizes the
process model and fully integrates itself with the sys-
tem. A programmer can create numerous small pro-
cesses, each as small as a single module, which would
not be practical in other languages. Hermes’ extensive
static checking catches a larger number of program-
ming errors at compile-time. Additionally, modules
which compile successfully can safely run together in

an address space with other Hermes modules, result-
ing in a finer granularity of security at lower cost.
Finally, the higher-level, representation-independent
data types simplify coding, enhance portability, and
enable an open-ended set of optimizations.

4 Concert/C

Despite the many advantages of Hermes, it is a new
language, and organizations and programmers have a
considerable investment in existing languages. The
Concert project aims to incorporate the process model
into the most widely used programming languages,
making it possible to build on existing code reposito-
ries and programmer skills. These extended languages
interoperate with Hermes as well as with each other:
thus the strengths of Hermes and these extended lan-
guages complement each other.

We now discuss how the C language was extended
to form Concert/C. We show how each of the key
entities and operations of the process model was added
to C by generalizing an existing C concept, or adding
a new type or operation.

4.1 Processes

A process has its own thread of control and its own
data. In Concert/C, a process corresponds to an in-
stantiated and executing C program. The code of
the process is the code of the main function and all
functions statically linked with it. The data of the
process is the contents of the static (file-level scope),
automatic (block-level scope), and dynamic (heap-
allocated) storage accessible from the process.

C has no notion of processes, and hence no types or
primitives for describing or instantiating them. There-
fore, Concert/C augments C with two new types,
prog-t and proc_t, and a new statement create.

A prog._t corresponds to the program type of the
process model — it is a process description that can
be instantiated to a running process. A proc_t is a
handle on a running process, providing the ability to
terminate it.

Create is the operation that takes a prog.t and
instantiates it into a running process. It returns a
proc_t handle, and sets up a binding to the initial
port within the process.

4.2 Ports

In Concert/C one declares an inport by giving the
port storage class attribute to a function. The mes-



sage type of the port is a callmessage whose parame-
ters are derived from the signature of the function.
The function signature may include Concert/C at-
tributes which augment and disambiguate the C types
in order to define a contract. The new type specifier
receiveport{ <msg-type> } defines an inport for a
type msg-type other than a callmessage. Receiveports
always have the port storage class.

The accept operation (described below) combines
dequeuing a message from an inport with invoking the
associated function. The receive operation dequeues
a message without invoking the function.

An outport is represented as a pointer to a member
of the port storage class. Such pointers are first-class
objects and can be copied or passed to remote pro-
cesses. A pointer to a remote queued function can be
viewed as a closure — it identifies both a code body
(the function which will be invoked) and the context
in which the code body executes (the data accessible
to the invoked function within the process). The call-
ing semantics of these function pointers are described
below.

4.3 Communication

An inter-process call within Concert/C has the
same syntax (and semantics) as an ordinary C func-
tion call. Invoking a function pointer whose referent is
local performs the standard C function call. Invoking
a function pointer whose referent is non-local trans-
parently performs a process model call: a callmessage
is created and queued at the remote queue; the caller
blocks until the call returns.

To support the callee side of a process model
call, Concert/C adds three new operations, receive,
reply, and accept, and one new data type cmsg. The
process receiving a remote call dequeues the call by
performing the receive operation on (a pointer to)
the corresponding port function. The result is an ob-
ject of type cmsg, which corresponds to the callmes-
sage of the process model. The fields of the cmsg are
the formal parameters of the function, which is then
invoked by the process. When the function returns,
the process issues a reply on the cmsg, which returns
the callmessage and unblocks the caller.

The accept operation of Concert/C simplifies the
above tasks. It takes an arbitrary number of function
pointer arguments, blocks until one of the queues re-
ceives a callmessage, and automatically performs the
above series of actions (receive, function invocation,
and reply).

Concert/C also supports the send operation of
the process model. The construct send (port_ptr,

data) performs a one-way send of data to the
receiveport pointed to by port_ptr. Send does not
block, and the type of data must be the same as the
receiveports msg-type. The receive operation is
used on a receiveport pointer to dequeue the data.

To support the queue management functions of the
process model, Concert/C adds the operations poll
(test whether a message is available on a port) and
select (wait for a message to be available on one of
a set of ports).

4.4 Program Profiles

Concert/C processes can be connected to one an-
other either statically or dynamically. As mentioned
above, dynamic binding is achieved by passing, stor-
ing, and retrieving function pointers. Static (i.e. load-
time) binding is achieved using program profiles.

A program profile indicates those functions within
a program which need to be exported, or imported,
and their locations or destinations. A program profile
can also indicate more complex relations for compos-
ing distributed applications, such as generating proto-
typical server code or building a process “graph” by
having one process start others. The Concert/C com-
piler then generates appropriate nitialization stub for
the program from the program profile. This stub hides
all the runtime calls to distributed computing services
needed to initialize the bindings.

4.5 An Example

Simple clients, programs which make remote calls
but do not receive them, can be written using only
a few Concert/C extensions. Consider the following
Concert/C statements:

typedef int client_request_t(

int account,

int amount,

[out] int #*status);
client_request_t *withdraw, *deposit;
client_request_t #(*find_atm) (

[in, string] char *location,

[in, string] char *operation);

First, the type client request_t is defined. It de-
scribes the function signature of a deposit or with-
drawal request. Next, the function pointers withdraw,
and deposit are declared. These will eventually be
initialized with pointers to remote queued functions.
Finally, the function pointer find_atm is declared. It
points to a function which, given the location of a bank
client and the name of a client operation, will return



a function pointer of type client request_t to per-
form the operation named. Calls to this function will
be used to initialize withdraw and deposit.

Concert/C annotations to the function parameter
declarations appear in the example. These are comma-
separated lists of keywords within square brackets.
The style of annotation (and many of the attribute
names) are based on the Interface Definition Language
of the Open Software Foundation’s Distributed Com-
puting Environment (OSF DCE).

Now we consider the sample program proper.

[[ dirarch osf_dce_gds; import find_atm { from
"/Country=US/Organization=InFidelity Trust"
"/0U=Customer Services" }; 1]

void main(void)
{

int allowed, my_balance;
int my_account = 12345678;
int my_lottery_check = 10000;

deposit = find_atm("My Net", "Deposits");
withdraw = find_atm("My Net", "Withdrawals");
deposit (my_account,
my_lottery_check, &allowed) ;
my_balance = Withdraw(my_account,
200, &allowed);
if (! allowed)
printf("Time to buy another ticket?\n");

The only Concert enhancements needed in the en-
tire example are the program profile statements brack-
eted by [[ and 1]. They resolve the external reference
to the function pointer find atm using a value from
outside of the current process. In this case, the pointer
1s imported from an X.500 directory service. We as-
sume the bank has exported it into the same directory
service at an earlier time. The purpose of the program
profile was discussed in section 4.4.

Otherwise, the application is straightforward. The
queued function to which find_atm points is invoked
twice in the usual way, resulting, however, in proce-
dure calls to a remote process. That process, in turn,
returns pointers to two more remote queued functions
(the desired client operations). The main body of the
program eventually calls these functions and these,
too, result in remote calls.

Now let’s consider a server to process the requests
of our simple client program. Here is the body of the
server:

port client_request_t withdraw, deposit;

[[ dirarch osf_dce_gds;
export withdraw, deposit { to
"/Country=US/Organization=Infidelity Trust"
"/0U=0Operations/Branch=N"; }
automain;
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int withdraw(int account_number,
int amount, int *status)
{ /* perform the debit and record it */ }
int deposit(int account_number,
int amount, int *status)
{ /* perform the credit and record it */ }

The functions withdraw and deposit are declared
to be in the port storage class, and thus queues will
be allocated for each. The program profile exports
these two functions using appropriate names. Another
server will retrieve these functions from the directory
response to the find_atm requests of clients.

The automain statement requests that the C main
function be generated automatically by Concert/C.
The generated main program will simply accept calls
to any functions exported in the program profile (in
this case, withdraw and deposit) until the server fails
or is cancelled by its parent. Only one call is processed
at a time, so the server doesn’t have to worry about
concurrent access to the account data. Greater con-
currency, if desired, can be achieved by other means
within Concert/C.

Now suppose that greater control is needed over
server behavior. We would like to have reserved forms
of withdraw and deposit to be used only by au-
thorized personnel, for example to correct any er-
rors in the ATM’s account information. We can do
this by defining two new client request_t functions,
reserved withdraw and reserved.deposit which
will be passed only to processes in the bank’s Opera-
tions division. We will need to write explicit accept
statements in the server’s main program instead of
generating it automatically. And, we will define two
control operations, so that while corrections are being-
ing made, regular customer requests can be deferred.
The customer requests are enqueued, rather than dis-
carded.

The body of the new server appears below:

port client_request_t withdraw, deposit;

port client_request_t reserved_withdraw,
reserved_deposit;

typedef void sync_request_t(void);

port sync_request_t reserve, relinquish;

[[ dirarch osf_dce_gds;
export withdraw, deposit,



reserved_withdraw, reserved_deposit,
reserve, relinquish { to
"/Country=US/Organization=Infidelity Trust"
'"/0U=0Operations/Branch=N"; }
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int publically_available = TRUE;

void main(void)

{
for (;;)
if (publically_available)
accept(reserve, withdraw, deposit);
else
accept (relinquish, reserved_withdraw,
reserved_deposit);
}

/* Define withdraw and deposit functions just as
in the first server example. In addition: */
void reserve(void)

{ publically_available = FALSE; }
void relinquish(void)
{ publically_available = TRUE; }

int reserved_withdraw(int account_number,
int amount, int *status)
{ return(withdraw(account_number,
amount, status)); }
int reserved_deposit(int account_number,
int amount, int *status)
{ return(deposit (account_number,
amount, status)); }

The body of main is simple: an infinite loop
which conditionally accepts requests from the pub-
lic (withdraw, deposit) or from the Operations di-
vision (reserved withdraw, reserved deposit) de-
pending on the value of the global, static variable
publically._available.

The new type sync_request_t is used by both the
control functions reserve and relinquish. Since
only one call is processed by each accept statement,
nothing need be done to prevent or mediate concur-
rent access to the variable publically_available.

The bodies of the reserved forms of withdraw and
deposit simply call their normal, un-reserved coun-
terparts. There is nothing special about calls to
withdraw and deposit from within the server pro-
cess. They are normal C function calls. The reserved
function definitions are exploited only for their abil-
ity to define additional queues, distinct from the ones
associated with withdraw and deposit.

5 Status and Conclusions
5.1 Hermes

IBM Research is distributing, without charge, an
experimental prototype implementation of Hermes to
anyone who wants to use it for non-commercial pur-
poses. The implementation currently runs on many
Unix platforms, including the IBM RISC System /6000
running AIX or Mach 2.5, the IBM RT/PC running
4.3 BSD Unix, Sun 3’s and SPARCstations running
SunOS 4.0.3 or higher, HP 9000s running HP-UX, the
NeXTStation, the DEC MIPS running Ultrix and the
Convex.! Hermes is implemented as a run-time writ-
ten in C and a compiler written in C and Hermes.
It should port easily to most 32-bit systems. We dis-
tribute all source for the compiler and run-time. > We
have published a tutorial and reference manual [13].

The Hermes run-time environment supports a sin-
gle logical Hermes machine distributed over a network
that can include any machine Hermes runs on. Her-
mes compiles to a combination of C modules and a
Hermes intermediate language.

Hermes is a descendent of an earlier language, NIL.
The NIL implementation ran only on VM /370 and was
highly optimized. For example, making calls between
processes took 9 machine instructions, far less than
in any lightweight process system. NIL was evaluated
by using it to prototype two large SNA subsystems.
This experience was encouraging both from the stand-
point of software engineering and from the standpoint
of performance.

5.2 Concert

The existing Concert prototypes [15] demonstrate
processes written in C running under AIX or OS/2 on
PS/2 hardware calling each other and also VM/370
processes written in PL/I. Supported communications
protocols include 3270 terminal emulation, APPC,
NETBIOS, and TCP/IP. To bridge the heterogene-
ity of these environments, a communications package
called TACT[16] is used.

We are now engaged in designing the second-
generation Concert prototype including the features
omitted from the first prototype. “Concert II” will run
on multiple system platforms, and will be distributed

! Trademark or registered trademark of UNIX System Lab-
oratories, Inc., International Business Machines Corporation,
Sun Computer Corp., Hewlett-Packard, Digital Equipment
Corp. and Convex Corp.

2Hermes can be anonymously ftp’ed from IBM Research'’s
ftp site, software.watson.ibm.com.



as experimental software on the same basis as Her-
mes. We have temporarily deemphasized other poten-
tial Concert languages in favor of finalizing a complete
and rigorous definition of the Concert/C language. A
paper giving a complete description of this language
is currently available[17].

5.3 Conclusions

The process model appears to be a simple yet ex-
pressive base for supporting distributed computing
across diverse languages and system environments.
Hermes and its predecessor NIL have shown that high
level languages can significantly simplify programming
complex systems and yet still have highly efficient im-
plementations. With Concert/C we have shown that
conventional high level languages can be extended to
hide the complexity of distributed computing with a
minimum of change to the language or to existing
code. We plan on integrating Hermes and Concert/C
into a single environment.
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