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Abstract

In thevisionof pervasivecomputing,userswill exchangeinformationandcontroltheirenvironmentsfromanywhereusingvariouswireline/wireless
networks andcomputingdevices. We believe that currentprotocols,suchasDHCP, PPPandMobile IP, we mustbeenhancedto supportpervasive
network access.In particular, this paperidentifiesthreefundamentalfunctions:autoconfiguration,registration,andmobility management,thatneed
suchenhancements.Realizingthat the IP autoconfigurationcapabilitiesmustbeextendedto configureroutersandlargedynamicnetworks, we first
describeour autoconfigurationsolutionbasedon theDynamicConfigurationandDistribution Protocol(DCDP).Secondly, we discusswhy providing
user-specificservicesover acommoninfrastructureneedsa uniform registrationprotocol,independentof themobility andconfigurationmechanisms.
Wepresentaninitial versionof theBasicUserRegistrationProtocol(BURP),whichprovidessecureclient-network registrationandinterfacesto AAA
protocolssuchasDiameter. Finally, wediscusstheDynamicMobility Agent(DMA) architecture,whichprovidesahierarchicalandscalablemobility
managementframework. TheDMA approachallows individual usersto customizetheir own mobility-relatedfeatures,suchaspaging,fasthandoffs
andQoSsupport,over acommonaccessinfrastructureandto selectmultipleglobalbindingprotocolsasappropriate.

Keywords: Pervasive computing,autoconfiguration,registration,mobility management,DCDP, DRCP, BURP, DMA, IDMP,
QoS.

I . INTRODUCTION

Ensuringseamless,technology-independentconnectivity is animportantfirst stepto realizingpervasiveaccessto dataandvoice
services.This requiresintegrationof two wirelessaccessparadigms:� Packet-basedwide areacellularnetworks,basedon standardssuchasGPRS[1] or UMTS 2000[2].� Packet-basedlocal areanetworks,suchasIEEE 802.11[3] LANs or low-costshort-rangeBluetooth[4] links.

Thesetechnologiespromiseto usherin thefirst waveof ubiquituous,device-independentbackbonenetwork access.Overaslightly
longer timeline, the emergenceof low-cost, low-power localizedradio technologiesis expectedto lead to a new generationof
networked-enableddevices,enablingthecreationof moreadvanced,localizedandcontext-awareservices,especiallyin tradition-
ally non-networkedenvironments,suchashomesandshoppingmalls.

Althoughsucha definitionof pervasivecomputingis clearfrom a userperspective, thetechnologicalpathfor building suchan
anytime, anywhere networking environmentis lessclear. A usefulway forwardis to contrastthecharacteristicsof suchpervasive
networks with traditionalnetworks. In traditionalcomputing,userswork throughpowerfulhostsattachedto well-managednet-
works. Thenetwork topologyis manuallycraftedandconfiguredandmobility is confinedto hosts. In pervasivecomputing,users
usea wide varietyof devices,many of which areonly temporarilyassociatedwith an individual user. A quantumincreasein the
numberof network-enablednodes,aswell asthe needto establishdynamicconnectionsbetweensuchnodes,makesthe manual
configurationof individualnodes(andevenindividualnetworks)impractical.Furthermore,thepervasivenetwork is characterized
by muchstrongerapplicationheterogeneity; accordingly, the pervasive accessinfrastructuremustprovide an individual userthe
meansto tailor acommonaccessinfrastructureto his/herserviceandmobility-relatedneedsin adeviceandlink-layer independent
fashion.�

This work wasperformedwhile ArchanMisra,currentlyat IBM Research,waswith TelcordiaTechnologies.



Obviously, realizingthis goal of pervasive accessto network resourcesandapplicationswill requireenhancementsat several
layersof the conventionalprotocol stack. The bulk of “pervasive computingresearch”focuseson the serviceor middle-ware
layer andis typically concernedwith how nodes,that alreadyhavebasicnetworkconnectivity, cooperateto provide userswith
intelligent, context-awareservicesin a secureandauthenticatedmanner. In this paper, however, we concentrateon providing
the network access.We believe that the potentialfor an extremely large numberof network-enableddevices,and the needto
provide uniform featuresoverwidely varyinglink technologies,leadto formidablechallenges.Link-layer independencecanonly
be achievedby definingour solutionsat or above the network(IP) layer. As part of our researchin the higher-layer aspects
of a pervasive computingenvironment,we have so far focusedon threespecificfunctionswherethe state-of-the-artneedsto be
augmented(seeTableI).� Dynamic IP Configuration: To establishthebasicIP-level connectivity, anodemustbeconfiguredwith certaininformation,

suchasIP addressesandaddressesof key servers(e.g.,DNS). ExistingconfigurationprotocolssuchasPPP[5], DHCP[6],
andMobile IP [7] (with ForeignAgents)canconfigureindividual hosts. However, the pervasive environmentwill require
suchautoconfigurationto be performedover entirenetworks of nodes,often connectedin dynamictopologies. SectionII
introducesourDynamicConfigurationDistribution Protocol(DCDP)-basedapproach.� UserRegistration: ServiceProvidersmustbeableto authenticate,authorizeandaccounteachuser. Thisisspeciallyimportant
in pervasive networks, wherethe userwill not onlyt be mobile but alsobe associatedwith a staticsetof devices. Current
registrationsolutions,suchasPPPwith its well definedAAA (Authentication,AuthorizationandAccounting)interfaceand
Mobile IP with its newly definedAAA interface[8] areinapplicableor inappropriatefor certainfutureaccessscenarios,which
requireextensibleclient-to-network registration.SectionIII explainswhy suchregistrationshouldbeseparatefrom thechoice
of configurationandbindingprotocolsandprovidestheinitial specificationof ourBasicUserRegistrationProtocol(BURP).� Mobility Management: “Mobility support”will meanvery different things in differentcontexts. Thus,a mobile worker
needingsimpleWebaccessneedsonly basicconnectivity; thereis no needfor theuserto belocatableor to ensureseamless
redirectionof ongoingconnections(at the IP-layer)during a changein the point of attachment.In contrast,a userof VoIP
serviceswill needpagingsupportto receive incoming calls, and is likely to expect fastand losslesshandoffs of ongoing
conversationsduringa move. CurrentIP-layermobility solutions,suchasMobile IP (MIP), lack flexible supportfor several
suchfeatures.Moreover, they do not supportthe ability to simply localizecertainlocal mobility featuresindependentlyof
theglobalmobility managementscheme.SectionIV showshow ourDynamicMobility Agent(DMA)-basedmobility solution
allows a hierarchyin themobility managementarchitectureandenablestheuserto customizehis or hermobility feature-set
while usinga commonaccessinfrastructure.

TableI: Key FunctionsandProtocolsfor PervasiveAccess
Functions Our Solutions ComplementaryProtocols

Configuration DCDP DRCP, IPv6 Autoconfiguration
Registration BURP Diameter

Mobility Management DMA Mobile IP, SIP

I I . DYNAMIC IP PARAMETER AUTOCONFIGURATION

This sectiondescribesour approachto IP autoconfigurationof largedynamicnetworks.We first motivatetheneedfor a mecha-
nismto automatethedistributionof IP configurationinformation(suchasIP addresses)in pervasivenetworkingenvironmentsand
thenpresentanoverview of ournew DynamicConfigurationDistribution Protocol(DCDP).

A. WhyAutoconfiguration?

If successful,pervasivecomputingwill leadto theproliferationof networkeddeviceson a scalethatwe haveneverexperienced
before.Evenif thenodeswerestatic,manuallyconfiguringpotentiallybillions of deviceswouldbetoo time-consuminganderror-
prone.Considerfor example,theofficeenvironmentwhereIP-networkednodescouldincludecopiers,printers,projectors,phones,
camerasandvendingmachines.The needfor suchautoconfigurationcapabilitiesbecomeseven moreacutewhenoneconsiders
thenetworkedhomeof thefuture,with IP-enabledappliances,suchasmicrowave ovens,thermostats,alarmclocks,speakersand
variouskinds of sensors.Clearly, we cannotexpectordinary individualsto tinker aroundwith netmasks,default gatewaysand
MTU sizes.A robustandfastplug-and-playsolutionis neededwhich providesre-configurationwhennodesexhibit individual or
collectivemobility (e.g.,whenmoving nodesto new rooms).



B. CurrentSolutions

Currentsolutionsfocuson autoconfiguringindividual nodeson a singlelink (IP subnet).PopularLink Configurationprotocols
(LCPs), suchasPPP[5] for seriallinks andDHCP[6] for broadcastLANs, haveclients(hosts)dynamicallyrequestingconfigura-
tion parametersfrom apreconfiguredserveronthelink. NewerLCPs,suchastheIPv6statelessautoconfiguration[9] andDynamic
andRapidConfigurationProtocol(DRCP)[10], providemoreflexibility but continueto focuson theconfigurationof singlelinks
andassumestheserver informationcanbemanuallypreconfigured.

New “zeroconf” LCPsallow configurationof asubnetwith nouserconfiguration,but donotallow automaticconfigurationof an
arbitrarytopologyof routersandlinks. Mobile ad-hocnetworkingscenarios(MANETs) gobeyondanindividuallink; but MANET
solutionshave largely focusedon theroutingproblemin isolatedislands(whichallow nodesto usearbitraryaddresses).Providing
globally routableaddressesandautoconfiguringservicessuchasDNS havenot beenaddressed.

C. DCDP Overview

DCDPevolvedfrom theDynamicAddressAllocationProtocol(DAAP) [11], whichwasconceivedasamechanismto automate
thedistribution of IP addresspoolsto a hierarchyof DHCPservers.Besidesimproving on DAAP’s top-down addressdistribution
mechanism,DCDPprovidesautoconfigurationof additionalIP-relatedparametersandcapabilities,suchasthelocationof DNS or
SIPservers.

Our autoconfigurationapproachis modular in the sensewe retain the useof conventionalLCPs, suchas DHCP or DRCP.
DCDP merelyservesasthe macro autoconfiguration solution,in that it actsasa recursive mechanismfor distributing valid and
uniqueaddresspoolsandotherconfigurationinformationto dynamicallyassignedLCPservers.DCDPis built arounda temporary
bi-directional(logical) distribution treethat spansall subnets.DCDP, however, maintainsno statebeyond its own configuration
informationanddoesnotuseany periodicmessages.

DCDPusesa transactionalmodelwherebynodesareeitherrequestorsof or respondersto individual configurationrequests.A
requesterasksfor configurationinformationfrom aDCDPentity. TheDCDPrespondersub-leasespartof theavailableaddresspool
andgivesotherconfigurationinformationto the requestingnode. By recursively splitting theaddresspool down thedistribution
hierarchy, DCDPcanautomaticallydistributeaddresspoolsto eachlink.

C.1 DCDPCharacteristics� Scalable: DCDP is a top-down modularprotocolwherebyconfigurationinformation is distributedwithout centralcontrol
or globalknowledge.DCDPalsoleavestheformationof individual IP links to a separateLCP. Alternative bottom-up(e.g.,
clustering-basedsolutions)or centralizedapproachesarenotsuitablefor usein largedynamictopologies.� AggregatableAddr esses:To distribute the available pool to anotherDCDP requestor, DCDP usesa very simple binary
splitting approach:it splits thecurrentlyavailablepool into two equalhalves.However, whenrespondingto anLCP request
DCDP respondsby simply providing a (configurable)chunkof addresses(say ���	� ). This simplepartitioning rule allows
the useof compactCIDR-like notationfor the addresspoolsor chunks,simplifying routing andsignificantlyreducingthe
lengthof DCDPpackets.It alsoprovesvery robustin dynamictopologies;whencombinedwith addressreclamation,unused
addressescanalwaysbeusedelsewhere(evenif not providing theoptimalhierarchy).� Robust: DCDPprovidesseveraluniquefeaturesfor efficient andrapidnetwork re-configuration.DCDPaddresspoolshave
a priority associatedwith them: positive priorities identify poolswith global validity andnegative priorities imply locally
generatedpools. Suchpriority allows DCDP to efficiently re-configureaddresseswhen networks merge or split. As the
mergerof privatepoolscangive rise to possibleaddressingconflicts,DCDP allows onepool to poisonthe otherpool, thus
automaticallyreconfiguringoneof the mergedsub-networks. DCDP automaticallyover-writes lower-priority configuration
parameters,allowing network-widerenumberingsimply by manuallyconfiguringa higherpriority (fresher)pool at a single
nodein thenetwork.

C.2 IllustrativeExample

To explainDCDPoperation,weconsiderits use,in conjunctionwith theDRCPsubnetconfigurationprotocol,in configuringan
entirenetwork. We have implementedandverifiedthisoperationof DCDPandDRCP(in Linux) on ourprototypetestbedwith up
to 15 laptopsin sevennetworks[11], [12]. Herewegiveanillustrativeexamplein a smallernetwork

Considerthetopologyin figure1 andassumethatonly nodesA, B, C andD (to the left of theverticaldottedline) arepresent
initially. TheDRCPprocessonall nodesinitially try to configuretheir interfaces,but fails to dosoin theabsenceof responsefrom
any DRCPservernode.TheDRCPprocessoneachnodethenasktheirDCDPprocess(if oneexists)for configurationinformation.
If thereis no pool, thenthisalsofails.



In this exmple let usnow assumethatA’s DCDPbe givenan addresspool, say 
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Interface � on C remainsunconfigured,however, asno DRCPmasterprocessexists for thesubnetassociatedwith interface � .
DRCPhasadvertisedthe fact thatnode � is theDCDPserver. NodeC canthenrequestnodeA, which usesbinarysplitting and
leasesthepool 
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Figure1: Network Autoconfigurationvia DCDP+ DRCP

To carrytheexampleastepforward,considerwhathappenswhennodesE andF show up. While DRCPis adequateto configure
theinterfaces
 and � onE with theaddresses
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�� respectively, interface3 on E, aswell asnodeF, cannotbe
configuredby DRCPalone.Accordingly, nodeE issuesa requestfor DCDPpoolsto thecandidateDCDPnodes,A andC. Both
thensplit up their availableDCDPaddresspoolsusingbinarysplitting andoffer theaddresspools, 
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on nodeF with theaddress
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�� .

While we have discussedthe useof DCDP for network addressconfiguration,it shouldbe clear that DCDP can distribute
additionalconfigurationparameters,suchasDNSserver location.In oneexperiment,wehadDCDPandDRCPnotonly distribute
theDNS location,but alsoput thedynamicallyallocatedaddressesin theDNS database.

D. DCDP Performance

DCDPprovidesrapidautoconfiguration.Thetotal configurationlatency of thenetwork is essentiallyproportionalto theheight
of the virtual spanningtree. This configurationtime is proportionalto the log of the numberof nodes.More exactly, considera
full K-ary DCDPtree,whereeachnoderepresentstheDCDPserver for a subnet.Assumealsothateachsubnethas 4 nodes.A
DCDPtreewith a depthof 5 thushas 687:9<;6=9>; distinctDCDPnodes,andthecorrespondingnetwork comprisesa total of 4@?A687�9<;6=9>;nodes.Figure2 shows theestimatedautoconfigurationlatency for 4CB3�	� and DEBF��GH� and � , asthenumberof total nodesin the
network increases.Theinitial offsetis dueto theLCP (DRCP)requestingDCDPconfigurationon aninterfaceonly after IJ
 sec
latency. Thegraphis extremelyencouraging.For example,if 4KBL�	� and DMBN� , thenDCDPcanconfigureO��	��� nodes( 5PBN� )
in only I�� secs!
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I I I . SEAMLESS USER REGISTRATION

In thissection,wefirst discusswhy adistinctlink-layer independentregistrationprotocolis necessaryin futurepervasiveaccess
scenarios.We thenexplain why currentapproachesto userregistrationfall shortof therequirementfor a customizableaccessto
network resourcesandpresentour initial thoughtsandnaivedesignof theBasicUserRegistrationProtocol(BURP).

A. WhyUserRegistration?

To enablea userto accesstheir individualizednetwork servicesover a publicly sharedaccessinfrastructure,it is not enough
to simply configure theuser’s nodewith theappropriateIP configurationparameters.To provide intelligentservicesthatextend
beyondthebasicpacket-level connectivity, thenetwork mustassociatetheidentity of theuserwith thespecificconfigureddevice.
It is only by providing a secureregistration mechanismthat the network can identify the identity of a userandconsequently,
theaccessandserviceprivilegesassociatedwith thatnode.Suchdeterminationis extremelyimportantin ensuringthecommercial
viability of thispervasiveaccessparadigm.As anexample,consideranairportterminalofferingpublic802.11LAN-basedwireless
accessto the Internet. In this scenario,DHCPis preferredto PPP, sinceit canprovide configurationparameters(e.g.,a valid IP
addressetc.) without any unnecessaryframing overhead. While basicconnectivity may be a user-agnosticservice,enhanced
serviceswill be availableonly to appropriateusersubsets.Thus,commonusersmay only obtainthe complimentarybasicWeb
access;higherpriority users,suchasairportemployeesor travelerswith pre-existing agreementsmay, however, beableto obtain
additionallocation-basedservices,suchasaccessto thecurrentterminallayout informationor to thenearestprinter, respectively.
OtherusersmayneedpremiumQoSsupportfor real-timeapplications,suchasVoIP. Clearly, agenericflexible registrationscheme
is neededto establishthecontext for authenticatedandaccountableaccessto higherserviceabstractions.

B. CurrentSolutions

In today’s world, registrationandverificationof individual usersis a part of configurationprotocols. For example,Internet
Serviceproviders(ISPs)currentlyuseRADIUS [14] over PPP[5] for authenticationandauthorizationof their dial-upusers.The
network providesa ‘dumb pipe’ and‘all-or-nothing’ access.At present,LAN-orientedconfigurationprotocols,suchasDHCPor
DRCP, have no supportfor userregistration;they only provide a valid addressto a nodein the network. The recentlyproposed
IEEE 802.1X [13] mechanismdoesprovide a port-basedauthenticationschemefor wirelessLAN users;however, this is again
802.1X-specificandalsoprovides“all-or-nothing”connectivity.

CurrentIP mobility solutions,on theotherhand,integrateregistrationandconfigurationsupportwith a specificbindingmech-
anism. Binding is the mechanismby which the mobile userinforms a centralizedregistry of its currentlocation,thusallowing
oneselfto be locatableby others.Most approachestypically combinethe registrationphaseimplicitly with eitherthebindingor
autoconfigurationfunctions. For example,mobility managementsolutions,suchasMIP (Mobile IP) or SIP (SessionInitiation



Protocol),integrateregistrationwith the binding function. Registrationin MIP consistsof negotiatinglifetimes andauthentica-
tion informationwith the FA, aswell asthe HA, as a part of the binding updateprocess. Additionally, Mobile IP hasrecently
joined forces[8] with AAA protocols(suchasDiameter[15] or RADIUS ) to provide a mechanismby which the HomeAgent
(HA) interactswith AAA serversto verify the identity andrights of a specificuser. A SIP-basedmobility solution,while using
differentprotocolsandmessageformats,alsofollows a similar approach,wheretheuseris authenticatedat theSIPserver during
theprocessingof a SIPREGISTERmessage.Thesesolutionsareeffective only whenthenodeuseseitherMIP or SIPto support
mobility management.The airport accessscenario,however, providesan easyexampleof caseswheresuchMIP or SIP-based
bindingmaynot berequired.A mobileworker simply accessingtheWeb(pull model)doesnot needany bindingfunctionalityas
thereis no needfor continuouslocatabilityor in-sessionpacket redirection.A flexible registrationprotocol,independentof any
specificconfigurationor bindingmechanism,is thusclearlyneeded.

C. BasicUserRegistrationProtocol(BURP)

TheBasicUserRegistrationProtocol(BURP)is our attemptto developa commonaccess-technology-independent higherlayer
protocolthatallowsauserto registerin thelocalnetwork by providing identityandauthenticationinformationto thelocalnetwork.
The network canthenusethe AAA infrastructure(seefigure 3) to validatethe userfor authorizationandaccountingpurposes.
BURP providesa mechanismto achieve seamlessregistrationandaccesscontrol in environmentswhereuser/nodeconfiguration
is performedvia protocolssuchasDHCP, DRCPor IPv6 statelessautoconfiguration[9]. BURPis a higherlayerprotocolandit
interactswith a registrationagent(RA) in the local network. In this particularexamplescenario(figure 3), theRA residesat the
first hoprouter. For flexible accesscontrolandauthentication,it maybenecessaryto placetheRA in a separateserver in thelocal
network beyondtheedgerouter;in suchcases,it is importantto deviseamechanismthatinformstheuserof thelocationor address
of theregistrationagent(server). We believe that this informationcanbecarriedasextensionsor optionsto traditionalprotocols,
suchasICMP routeradvertisementor LCPs(suchasDHCPor DRCP).If suchextensionsarenot available,theusermusthave a
fall-backmechanismto discover theserver location.

AAA Broker

RA

RR/PEP RR/PEP

DHCP DHCP

Local
LAN LAN

Local

INTERNET

MN

RR= Router 

PEP= Policy Enforcement Point

DHCP= DHCP Server
MN= Mobile Node

Messages
BURP

DHCP 
Messages

Regional

Backbone

AAA Message

RA= Registration Agent

Figure3: A Network AccessusingBURP:An ExampleScenario

Unlike autoconfigurationandmobility managementprotocols,theregistrationprotocoldesignandspecificationsarestill rather
immature;we thereforefocusmoreon thegenericrequirements/featuresof BURPandillustratetheprotocolmessageflow in the
following.� BURPis asimpleuser-network protocolandworksfor bothIPv4andIPv6.� BURp is independentfrom nodeconfigurationprotocols.It doesnot provide mobility support,but workswith any mobility

protocolsuchasMobile IP.� TheBURPclient interactsonly with a localRegistrationAgent(RA), which mayresideonany nodein thelocaldomain.� BURPdoesnotcontrolany firewall/policerdirectly(tocontrolthepacketforwarding),butcanwork with any policingprotocol,
suchasCOPS.



� Theregistrationagent(RA) doesnot exchangeany new inter-domainAAA message,but workswith any AAA protocol,such
asDiameter
R

or RADIUS.� BURPallowsvariouswaysof identifyingauser, suchasNAI [17], FQDNetc.However, onedefaultgloballyuniqueidentifier
specificto this protocolwill besupported.� BURP createsa local securityassociation(LSA) betweena visiting client (user)and accessrouter (server) in the visited
network. However, it doesnot assumethattheclient andserverwill sharepre-establishedLSA or public key certificates.� BURPhasa flexible mechanismfor specifyingextensiblesupportfor variousauthenticationschemes.� BURPoffersprotectionagainstreplyandman-in-the-middleattacks.� BURPsupportschallenge/responseauthenticationwhenevernecessary.� TheBURPclient deliversall theuserparametersrequiredby anAAA protocol.

By usingBURP, network providers in future pervasive computingenvironmentswill have betterinformationandcontrol of
network usage.Beinga higherlayerprotocol,BURP requiresno changeto the TCP/IPstackandcanbeeasilyimplementedon
a varietyof deviceswith varyingoperatingsystems.Figure4 presentsanexampleBURPmessageflow in anenvironmentwhere
DHCP is usedasconfigurationprotocol. Oncethe interfaceconfigurationphaseis over, the BURP client sendsa registration
request(BURP REQUEST) to the RA, which in turn repliesback(BURP REPLY) to the client after properauthentication.We
assumethat theRA actsasanadapter, with oneinterfacelogically understandingBURP messagesandtheothercommunicating
with anAAA protocol,suchasDiameter.

The BURP REQUEST may includean authenticationtoken usinga pre-establishedsecurityassociationwith its AAA home
(AAAH) or AAA broker (AAAB). The RA will then contactthe AAA local (AAAL) for authentication.Receiving an AAA
requestfrom RA, AAAL will do thenetwork-to-network AAA usingDiametermessagesandobtainsthekeys to establisha LSA
with theclient (from theAAAH or AAAB). It is possiblefor theAAAH to sendchallengesor otherrequestwhich maytriggera
BURP AAA CHALLENGE messagefrom theRA to theuser. OnceRA receivesaresponsefrom AAAL it sendsaBURP REPLY
to theclient. Therearetwo typesof BURPreply: BURP ACK andBURP NACK, which respectively, allow or deny accessto the
network.

User Client DHCP Server

DISCOVER

OFFER

REQUEST

ACK

BURP_REQUEST

Registration Agent AAA Local server AAA Home/Broker server 

BURP_REPLY

AAA   Messages

AAA   Messages

Figure4: BURPMessageFlow

.

IV. SCALABLE HIERARCHICAL MOBIL ITY MANAGEMENT

Giventhewidevarietyin devicecapabilities,accesstechnologiesanduserprofiles,a mobility solutionfor pervasivecomputing
must offer customizable‘link-layer independent’mobility support. Suchsupportcan rangefrom ensuringsimple intermittent
backboneconnectivity to seamlessredirectionof ongoingconnectionsduring nodemovement. In this section,we considerthe
shortcomingsof currentIP-basedmobility solutionsandthenprovide an overview of our hierarchicalDynamicMobility Agent
(DMA) architecture.

A. WhyMobility Management?

While managinguserandnodemobility is importantevenin currentnetworking environments,thepervasive arenaintroduces
additionalconstraintsandchallengeswhichmustbeaddressed.CurrentIP mobility solutionshavevery limited deployment;more-
over, differentdevice sets,suchaspagers,cellularphonesandPDAs aremanagedby logically (oftennon-IP)separatenetworks,
eachcustomizedto a specificserviceprofile. In contrast,the pervasive vision assumesthat a singlemanagementinfrastructure



will managethemobility of potentiallybillions of suchheterogeneousdevices.Applicationandserviceprofileswill exhibit large
variationsin their mobility needs.To ensurethata commoninfrastructurecansupportsuchdevice andapplicationheterogeneity,
weneedto makethemobility solutionsextremelycustomizable. In particular, theaccessinfrastructureshouldallow theuseof one
or moreglobalbindingprotocols.

B. CurrentSolutions

Mobile IP [7], thestandardsolutionfor IP mobility management,attemptsto maintainany existingnetwork layerconnectionsby
redirectingpacketsaddressedto themobilenode’s (MN’s) permanenthomeaddressto it’s temporarilyassignedandtopologically
correctcare-ofaddress(CoA). A specificnode,calledtheHomeAgent (HA), locatedin theMN’s homenetwork, is responsible
for actingas the MN’s global point of contactandperformsthis redirectionby interceptingandtunnelingpackets to the CoA.
However, asdocumentedin [18], MIP andenhancementsthereof(suchasMobile IPv6 [19]), all lackahierarchicalframework and
suffer from drawbackssuchashigh update latency, high global signaling overheadand lack of support for paging and fast
handoffs. TheIETF is currentlyinvestigatingtechniquesto improve thehandoff latency [20] in Mobile IP. Extensionsto theSIP
have alsobeenproposed[21] to provide application-layermobility support.By usinganapplication-layermobility management
approach,SIP-basedmobility makesindividualapplicationsawareof andresponsiblefor managinghostmobility. However, such
a solutionstill suffersfrom theabsenceof ahierarchy, andtiestheuserto a singlebindingprotocol.

To addressthe problemsof latency andglobal signaling,several hierarchicalIP managementtechniqueshave beenrecently
proposed.By localizing mostof the mobility-relatedupdatesto the currentdomain, all theseprotocolsalleviate the scalingand
latency concernsto a significantdegree. Among the alternative proposals,Cellular IP [22] andHAWAII [23] definehost-based
routingapproaches,wherebytheMN maintainsasingledomain-wideCoA androutingtablesareappropriatelymodifiedto reflect
theMN’s currentpoint of attachment.In contrast,mechanismssuchasRegionalTunnelManagement[24] andHierarchicalMIP
[25], associatean MN with multiple CoAs,eachresolvingthe MN’s locationat a particulardepthin themanagementhierarchy.
All theseproposals,however, implicitly assumetheuseof MIP asa globalbindingtechnique.

C. TheDMA Architecture

The DynamicMobility Agent (DMA) architectureis a two-level, hierarchicalmobility managementtechniquethat separates
intra-domainmobility managementfrom global (inter-domain)mobility management.The DMA architectureusesthe Intra-
DomainMobility ManagementProtocol(IDMP) [26] to manageintra-domainmobility, aswell as to supportoptional features
suchasfasthandoff andpaging.Thearchitectureis basedon having a Mobility Agent(MA) manageall the local (intra-domain)
mobility supportdesiredby aspecificMN; by usingtwo separateCoAs,intra-domainmobility becomescompletelytransparentto
theglobalInternet.

Fromthepervasivenetworkingviewpoint,key elementsof theDMA designinclude:� Independencefr om a Global Binding Protocol: Not only canIDMP be combinedwith multiple globalbindingprotocols
suchasMIP or SIP, suchaglobalbindingmechanismcanbecompletelyabsent.� Customizable Intra-Domain Mobility Support: IDMP allows MNs and usersto requestlayer-independentsupportfor
featuressuchasfasthandoffs andpaging.Moreover, usersarefreeto requestsuchoptionalsupportfeaturesonly if required
by their specificapplicationsuite.� Customizable QoS Support: The DMA architectureusesa hierarchicalDifferentiatedServices(Dif fserv) framework to
integrateQoSassuranceswith mobility management.Network nodesareresponsiblefor ensuringnot just basicconnectivity,
but alsothenecessarylevel of QoSguarantees,asanMN roamswithin thedomain.

Figure5 depictsthefunctionallayoutof IDMP. TheMobility Agent(MA) is similar to aForeignAgent(FA) of MIP, exceptthat
it resideshigherin thenetwork hierarchy(thanindividual subnets)andprovidestheMN a stablepoint of attachmentthroughout
thedomain.TheSubnetAgents(SA) arefunctionallyverysimilar to Mobile IP FAs andmanagetheconfigurationof MNs at each
individual subnet.An MN hastwo separateCoAs:� Global Care-ofAddr ess(GCoA): ThisidentifiestheMN’scurrentlocationonly upto adomain-levelgranularityandremains

unchangedaslong astheMN staysin thecurrentdomain.This is theaddressusedby globalbindingprotocolssuchasMIP
or SIP.� Local Care-ofAddress(LCoA): This hasonly local (domain-wide)validity andidentifiestheMN’s presentsubnetof attach-
ment.Oneverychangein subnet,theMN obtainsanew LCoA andinformsits MA of this new local binding.
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Figure6 showsthepotentialIDMP messagingflow (includingtheQoS-relatedsignaling,whichwill beexplainedlater)for initial
movementinto the domain. In additionto the LCoA (which changeswith every changein subnet),IDMP’s configurationphase
providesa newly arrivedMN with a designatedMA anda GCoA.Packetsfrom a remoteCN, tunneledor directly transmitted,to
theGCoA areinterceptedby theMA andthenforwarded(by re-encapsulation)to theMN’sLCoA.
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Figure6: IDMP MessageFlow (with QoSExtensionsusingBB)

D. OptionalFeatures:FastHandoff, PagingandQoSSupport

IDMP provides customizable,‘link-layer independent’supportfor certain features,suchas fast handoffs, pagingand QoS
assurances,thatarelogically independentof theglobalbindingprotocolused.Both fasthandoff andpagingsupportin theDMA
architectureusesomeform of multicastingandarelogically representedin figure7. An MN desiringfasthandoff supportduringan



impendingchangein thepoint of attachmentsendsa SLT"U�V�WXV�Y>Z\[�W]WX^_Y>V�Y>Z messageto theMA, whenever it senses(via layer-2
triggers)` thepossibilityof movement.TheMA thenproactively multicastsinboundpackets(solid lines in figure7), for a limited
duration,to theSAsthatareneighborsof theMN’scurrentpoint of attachment(to 4a� ; and 4b��c in figure7), wheresuchpackets
aretemporarilybuffered. Suchproactive buffering not only reducesor eliminatesthehandoff packet loss,it alsoensuresthat the
MN’s packetsareavailable immediatelyafter it attachesat the new SA. IDMP’s pagingfunctionally is very similar to the fast
handoff mechanism.In the pagingmode,an [�5�deV MN doesnot performany locationupdateor registrationas long as it stays
within a PagingArea (PA), comprisingmultiple subnets.On receiptof an incomingpacket for an ^\5�dfV MN, the MA buffers it
andmulticastsa g�h�i�Vj4aTjdk^\lm^\Z\h�Z_^\T"Y (dashedlines in figure 7) to the MN’s currentPA ( g���n in figure 7), requestingthe MN to
re-registerat theMA with a new andcurrentlyvalid LCoA. Furtherdetailson pagingandfasthandoffs in DMA areavailablein
[27].
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To provide redundancy andscalability, the DMA solutionusesload balancingalgorithmsto dynamicallydistribute incoming
MNs amongthe candidateMAs. To provide integratedQoS support,DMA usesa centralizedBandwidthBroker (BB)-based
approach,that leveragestheDifferentiatedServiceframework, to dynamicallyprovision resourcesfor MNs asthey move within
thedomain.Whena userfirst registersin a new DMA domain,it cansignalits QoSrequirements.Theserequirementsarerelayed
to theMobility Server(MS) (MA Requestmessagein figure6), which usesthis informationto assigntheMN anappropriateMA.
On subsequentmovementwithin thedomain,theMA is responsiblefor transferring(UserUpdatemessagein figure6) theMN’s
QoSprofileto thenew SA,eliminatingtheneedfor QoSre-negotiationby theMN. Any resourceprovisioningwithin thedomainis
handledby theMA throughappropriaterequests(ProvisionCapacitymessagein figure6) to theBB. Full detailsof themechanism
andarchitecturefor optionalQoSsupportareprovidedin [28].

We have implementedtheIDMP functionalspecificationsby modifying theStanfordUniversityMobile IP Linux codeandhave
testedits operationon our testbed[29]. We arecurrentlyworking to demonstratetheutility of differentload-balancingalgorithms
andtheBB-basedQoSprovisioningarchitecture.



V. CONCLUSION

Pervasive computingwill usherin a quantumincreasein the numberof networkednodesandalsoleadto applicationhetero-
geneity, increaseddynamicityof thenetwork topologyandtheuseof diverselink layers.To facethesefuturechallenges,we must
enhancemany existingnetwork protocols.Here,wearguedaboutthetypesof enhancementsneededto IP-layerautoconfiguration,
user-to-network registrationandmobility managementsolutions.

We first show why manualconfigurationof individual hostsandnodesis impracticalin future networks, characterizedby a
significantlylargernumberof networkednodesandconsiderablymoredynamictopologies.We thendescribeour DynamicCon-
figurationDistribution Protocol(DCDP)for autoconfiguringlargenetworkswith IP addressesandotherinformation.DCDPpro-
videsa technology-independent bi-directionalspanningtreebasedapproachfor robustandrapidnetwork autoconfiguration.Our
currentprototypeis basedon IPv4; webelieve thatadditionalresearchis necessaryto enhancetheprotocolfor IPv6 by leveraging
the richersemanticsof IPv6 addressing.To useDCDP asa tool for genericinformationdissemination,it needsto be interfaced
to otherservicediscovery mechanisms,suchasBluetooth’s SDP(ServiceDiscovery Protocol)specificationor the IETF’s SLP
(ServiceLocationProtocol)[30].

We then describewhy serviceproviders requirethe developmentof a standardizedmechanismto authenticatea userto the
network. Suchauthenticationshouldbe independentof theconfigurationandbindingprotocols(unlike currentsolutionssuchas
PPPor MIP) andwill beanimportantingredientin developingthepervasivevisionof user-specificcontext-sensitiveservices.Our
BasicUserRegistrationProtocol(BURP)providessuchasimpleUDP-basedmechanism;we,however, needto performadditional
researchto understandtheimpactof QoSandpolicy negotiationson theBURPauthenticationprocess.

We finally presenttheflexible DMA approachfor mobility management.DMA usesIDMP, a hierarchicalprotocolthatallows
anMN theflexibility of specifyinglocalizedmobility featuresof interest.TheDMA approachalsopermitsdifferentusersto use
oneor moreglobal binding solutions,asappropriate,to provide any neededglobal reachability. The DMA approachcombines
BandwidthBroker-baseddynamicprovisioning with appropriatemobility agentassignmentalgorithmsto provide an integrated
framework for QoSsupport.

While theprotocolspresentedheresignificantlyenhancethecapabilitiesof futurepervasive networks,severaladditionalprob-
lems, suchas security, still needto be completelyworked out. The memoryand processingrequirementsof our solutionsis
anotherimportantissueneedingfurther investigation.For successfulapplicationin thepervasiveenvironment,theprotocolsmust
belightweightenoughto bedeployedin handheldandothercapacity-constraineddevices.
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