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Abstract

In thevisionof penasive computinguserswill exchangenformationandcontroltheirenvironmentsrom anywhereusingvariouswireline/wireless
networks and computingdevices. We believe that currentprotocols,suchas DHCP, PPPandMobile IP, we mustbe enhancedo supportpenasive
network access.n particular this paperidentifiesthreefundamentafunctions: autoconfigurationtegistration,and mobility managementhat need
suchenhancementsRealizingthatthe IP autoconfiguratiorcapabilitiesmustbe extendedto configureroutersand large dynamicnetworks, we first
describeour autoconfiguratiorsolutionbasedon the Dynamic Configurationand Distribution Protocol(DCDP). Secondlywe discusswhy providing
userspecificservicesover acommoninfrastructureneedsa uniform registrationprotocol,independenof the mobility andconfiguratiormechanisms.
We presengninitial versionof theBasicUserRegistrationProtocol(BURP), which pravidessecureclient-netvork registrationandinterfacesto AAA
protocolssuchasDiameter Finally, we discusshe DynamicMobility Agent(DMA) architecturewhich providesa hierarchicalandscalablemobility
managemenframeavork. The DMA approactallows individual usersto customizetheir own mobility-relatedfeatures suchaspaging,fasthandofs
andQoSsupport,over acommonaccessnfrastructureandto selectmultiple globalbinding protocolsasappropriate.

Keywords: Penasive computing,autoconfigurationregistration, mobility managementpCDPF, DRCE BURR DMA, IDMP,
QoS.

I. INTRODUCTION

Ensuringseamlesggechnology-independenbnnectvity is animportantfirst stepto realizingpenasive accesso dataandvoice
services.Thisrequiresintegrationof two wirelessaccesparadigms:

« Packet-basedvide areacellularnetworks,basedn standardsuchasGPRS[1] or UMTS 2000]2].
« Packet-basedocal areanetworks,suchaslEEE 802.11[3] LANs or low-costshort-rangeBluetooth[4] links.

Thesetechnologiepromiseto usherin thefirst wave of ubiquituousdevice-independertiadkbonenetwork accessOveraslightly
longertimeline, the emegenceof low-cost, low-power localizedradio technologieds expectedto leadto a new generationof
networked-enabledlevices,enablingthe creationof moreadvanced)ocalizedandcontet-awareservicesgspeciallyin tradition-
ally non-netvorkedervironments suchashomesandshoppingmalls.

Although sucha definition of pernvasive computingis clearfrom a userperspectie, the technologicapathfor building suchan
anytime anywhee networking environmentis lessclear A usefulway forwardis to contrastthe characteristicef suchpenasive
networks with traditionalnetworks. In traditionalcomputing,userswork throughpowerful hostsattachedo well-managecdet-
works. The network topologyis manuallycraftedand configuedandmobility is confinedto hosts In penasive computing,users
useawide variety of devices,mary of which areonly temporarilyassociatedavith anindividual user A quantumincreasen the
numberof network-enablechodes,aswell asthe needto establishdynamicconnectiondetweensuchnodes makesthe manual
configurationof individual nodesg(andevenindividual networks) impractical. Furthermorethe penasive network is characterized
by muchstrongerapplicationheteogeneity accordingly the penasive accessnfrastructuremustprovide anindividual userthe
meango tailor acommonaccessnfrastructureo his/herserviceandmobility-relatedneedsn a device andlink-layerindependent
fashion.

1 This work wasperformedwhile ArchanMisra, currentlyat IBM Researchywaswith TelcordiaTechnologies.



Obviously, realizingthis goal of penasive accesgo network resourcesand applicationswill requireenhancementat several
layersof the corventionalprotocol stack. The bulk of “pervasive computingresearchfocuseson the serviceor middle-ware
layer andis typically concernedvith how nodes that alreadyhavebasic networkconnectivity cooperateo provide userswith
intelligent, context-aware servicesin a secureand authenticatednanner In this paper however, we concentrateon providing
the network access.We believe that the potentialfor an extremely large numberof network-enableddevices, and the needto
provide uniform featuresover widely varyinglink technologiesleadto formidablechallengesLink-layerindependenceanonly
be achieved by definingour solutionsat or above the network(IP) layer. As part of our researchin the higherlayer aspects
of a penasive computingervironment,we have so far focusedon threespecificfunctionswherethe state-of-the-arheedsto be
augmentedseeTablel).

« Dynamic IP Configuration: To establisithe basiclP-level connectvity, anodemustbe configuredwith certaininformation,
suchaslIP addresseandaddressesf key seners(e.g.,DNS). Existing configurationprotocolssuchasPPP[5], DHCP [6],
and Mobile IP [7] (with Foreign Agents)can configureindividual hosts. However, the penasive ervironmentwill require
suchautoconfiguratiorto be performedover entire networks of nodes,often connectedn dynamictopologies. Sectionll
introducesour DynamicConfigumation Distribution Protocol (DCDP)-basedapproach.

« UserRegistration: ServiceProvidersmustbeableto authenticateauthorizeandaccouneachuser Thisis speciallyimportant
in penasie networks, wherethe userwill not onlyt be mobile but alsobe associatedvith a staticsetof devices. Current
registrationsolutions,suchas PPPwith its well definedAAA (Authentication Authorizationand Accounting)interfaceand
Mobile IP with its newly definedAAA interface[8] areinapplicableor inappropriatdor certainfutureaccesscenariosyhich
requireextensibleclient-to-netvork registration.Sectionlll explainswhy suchregistrationshouldbe separatérom thechoice
of configurationandbinding protocolsandprovidestheinitial specificatiorof our BasicUser Registration Protocol (BURP).

« Mobility Management: “Mobility support”will meanvery differentthingsin differentcontexts. Thus, a mobile worker
needingsimple Web accessieedonly basicconnectvity; thereis no needfor the userto belocatableor to ensureseamless
redirectionof ongoingconnectiongat the IP-layer) during a changein the point of attachment.In contrast,a userof VolP
serviceswill needpagingsupportto receive incoming calls, andis likely to expectfastand losslesshandofs of ongoing
corversationgluringa maove. CurrentlP-layermobility solutions,suchasMobile IP (MIP), lack flexible supportfor several
suchfeatures.Moreover, they do not supportthe ability to simply localize certainlocal mobility featuresindependentlyof
the globalmobility managemergcheme SectionlV shavshow our DynamicMobility Agent(DMA)-basedmnobility solution
allows a hierarchyin the mobility managemenrarchitectureandenablegshe userto customizehis or her mobility feature-set
while usinga commoraccessnfrastructue.

Tablel: Key FunctionsandProtocolsfor Penasive Access

Functions Our Solutions | Complementary Protocols
Configuration DCDP DRCR IPv6 Autoconfiguration
Registration BURP Diameter
Mobility Management DMA Mobile IP, SIP

Il. DYNAMIC |IP PARAMETER AUTOCONFIGURATION

This sectiondescribe®ur approactto IP autoconfiguratiorof large dynamicnetworks. We first motivatethe needfor amecha-
nismto automatethedistribution of IP configurationnformation(suchasIP addressesh penasie networking ervironmentsand
thenpresentinoverview of our new DynamicConfiguition Distribution Protocol (DCDP).

A. WhyAutoconfiguation?

If successfulpenasive computingwill leadto theproliferationof networkeddeviceson a scalethatwe have never experienced
before.Evenif thenodeswerestatic,manuallyconfiguringpotentiallybillions of deviceswould betoo time-consuminganderror
prone.Consideffor example theoffice environmentwherelP-networkednodescouldincludecopiers printers,projectors phones,
camerasandvendingmachines.The needfor suchautoconfiguratiorcapabilitiesbecomesven more acutewhenoneconsiders
the networled homeof the future, with IP-enabledappliancessuchasmicrowave ovens,thermostatsalarmclocks,spealkersand
variouskinds of sensors.Clearly, we cannotexpectordinary individualsto tinker aroundwith netmasksdefault gatavaysand
MTU sizes.A robustandfastplug-and-playsolutionis neededvhich providesre-configuratiorwhennodesexhibit individual or
collectve mobility (e.g.,whenmoving nodesto new rooms).



B. CurrentSolutions

Currentsolutionsfocuson autoconfiguringndividual nodeson a singlelink (IP subnet).PopularLink Configurationprotocols
(LCP9, suchasPPP[5] for seriallinks andDHCP [6] for broadcast ANs, have clients(hosts)dynamicallyrequestingconfigura-
tion parameterfrom apreconfiguredgeneronthelink. Newer LCPs,suchasthelPv6 statelesautoconfiguratiofi9] andDynamic
andRapid ConfigurationProtocol(DRCP)[10], provide moreflexibility but continueto focuson the configurationof singlelinks
andassumeshe senerinformationcanbe manuallypreconfigured.

New “zeroconf’ LCPsallow configurationof a subnetwith no userconfigurationput do notallow automaticconfigurationof an
arbitrarytopologyof routersandlinks. Mobile ad-hocnetworking scenario§MANETS) go beyondanindividuallink; but MANET
solutionshave largely focusedon the routing problemin isolatedislands(which allow nodesto usearbitraryaddressesProviding
globally routableaddresseandautoconfiguringervicessuchasDNS have notbeenaddressed.

C. DCDP Overviav

DCDP evolvedfrom the DynamicAddressAllocation Protocol(DAAP) [11], whichwasconcevedasa mechanisnto automate
thedistribution of IP addresgoolsto a hierarchyof DHCP seners. Besidesmproving on DAAP’s top-dovn addresdistribution
mechanismPCDP providesautoconfiguratiomf additionallP-relatedparameterandcapabilities suchasthelocationof DNS or
SIPseners.

Our autoconfiguratiorapproachis modularin the sensewe retain the use of corventionalLCPs, suchas DHCP or DRCPR
DCDP merelysenesasthe macio autoconfiguation solution,in thatit actsasa recursve mechanisnfor distributing valid and
uniqueaddresgoolsandotherconfigurationnformationto dynamicallyassigned CP seners.DCDPis built aroundatemporary
bi-directional(logical) distribution treethat spansall subnets.DCDP, however, maintainsno statebeyondits own configuration
informationanddoesnot useary periodicmessages.

DCDP usesa transactionaimodelwherebynodesareeitherrequestor®f or responderso individual configurationrequests A
requesteasksfor configurationnformationfrom aDCDPentity. TheDCDPrespondesub-leasepartof theavailableaddresgool
andgivesotherconfigurationinformationto the requestingnode. By recursvely splitting the addresgpool down the distribution
hierarchy DCDP canautomaticallydistribute addresgoolsto eachlink.

C.1 DCDP Characteristics

« Scalable: DCDP is a top-dovn modularprotocolwherebyconfigurationinformationis distributed without centralcontrol
or globalknowledge. DCDP alsoleavesthe formationof individual IP links to a separaté.CP. Alternative bottom-up(e.g.,
clustering-basedolutions)or centralizedapproachearenot suitablefor usein largedynamictopologies.

« Aggregatable Addr esses:To distribute the available pool to anotherDCDP requestor DCDP usesa very simple binary
splitting approachit splitsthe currentlyavailablepool into two equalhalves. However, whenrespondingo an LCP request
DCDP respondsby simply providing a (configurable)chunk of addressegsay 256). This simple partitioningrule allows
the useof compactCIDR-like notationfor the addresgools or chunks,simplifying routing and significantly reducingthe
lengthof DCDP paclets. It alsoprovesvery robustin dynamictopologieswhencombinedwith addresseclamationunused
addressesanalwaysbe usedelsavhere(evenif notproviding the optimalhierarchy).

« Robust: DCDP providesseveral uniquefeaturedor efficientandrapid network re-configuration DCDP addresgoolshave
a priority associatedvith them: positive priorities identify poolswith global validity and negative priorities imply locally
generatedhools. Suchpriority allows DCDP to efficiently re-configureaddressesvhen networks merge or split. As the
meirger of private poolscangive rise to possibleaddressingonflicts, DCDP allows onepool to poisonthe otherpool, thus
automaticallyreconfiguringone of the memgedsub-netvorks. DCDP automaticallyover-writes lower-priority configuration
parametersallowing network-wide renumberingsimply by manuallyconfiguringa higherpriority (fresher)pool at a single
nodein the network.

C.2 lllustrative Example

To explain DCDP operationwe consideiits use,in conjunctionwith the DRCPsubnetconfigurationprotocol,in configuringan
entirenetwork. We have implementedandverifiedthis operationof DCDPandDRCP(in Linux) on our prototypetestbedwith up
to 15laptopsin sevennetworks[11], [12]. Herewe give anillustrative examplein a smallernetwork

Considerthetopologyin figure 1 andassumehatonly nodesA, B, C andD (to the left of the vertical dottedline) arepresent
initially. The DRCPproces®n all nodednitially try to configuretheirinterfacesput failsto do soin theabsencef responsérom
ary DRCPsenernode. TheDRCPproces®neachnodethenasktheir DCDP procesgif oneexists)for configurationinformation.
If thereis no pool, thenthis alsofails.



In this exmple let us now assumehat A’'s DCDP be givenan addresgool, say192.1.1.0 — 192.1.18.255 from our GUI (that
allows auserto setthis pool). A’'s DCDP cannow give achunk(192.1.1.0/255) to its DRCPprocesswhichwill configureits only
interfacewith theaddresd492.1.1.1. After nodeA configurests interface,nodesB andC configuretheirinterfacesmarked1 using
DRCER getting192.1.1.2 and192.1.1.3 astheir respectie addresses.

Interface2 on C remainsunconfiguredhowever, asno DRCP mastemrocessxists for the subnetassociatedvith interface2.
DRCPhasadwertisedthe factthatnode 4 is the DCDP sener. Node C canthenrequesinodeA, which usesbinary splitting and
leaseghe pool 192.1.10.0 — 192.1.18.255 to nodeC andkeepsaddresse$92.1.2.0 — 192.1.9.255. Finally, the DRCPprocessn
nodeC associateavith interface2 obtainsa chunk(192.1.10.1/255) from this DCDP pool and configuresthe interfacewith the
addresd92.1.10.1. DRCPalsosubsequentlgonfigurednterfacel of nodeD with theaddresd92.1.10.2.

(initial) (final)
DCDP(192.1.1.0-192.1.18.255)

A B

-192'1.1.1 192.1.1- é DCDP(192.1.15.0-192.1.18.255)
:E

DRCP(192.1.1.0/255) 192114 :

92.1.10.1 DRCR/(192.1.15.0/255)

192.1.1.3 192.1.10.3

1 RC (192.1.10.0/2555)
/7> DCDP(192.1.10.0-192.1.18.255) :

N DCDP(192.1.11.0-192.1.14.255)

Figurel: Network Autoconfiguratiorvia DCDP+ DRCP

To carrytheexamplea stepforward,considemwhathappensvhennodesE andF shav up. While DRCPis adequatédo configure
theinterfacesl and2 on E with theaddresse$92.1.1.4 and192.1.10.3 respectiely, interface3 on E, aswell asnodeF, cannotbe
configuredby DRCPalone. Accordingly, nodeE issuesa requestfor DCDP poolsto the candidateDCDP nodes A andC. Both
thensplit up their available DCDP addresgoolsusingbinary splitting and offer the addresgools,192.1.6.0 — 192.1.9.255 and
192.1.15.0 — 192.1.18.255 respectrely to nodeE. Sincebothofferedpoolsareof the samesize,nodeE acceptsary oneoffer (say
192.1.15.0 — 192.1.18.255) and confirmsthe leaseto nodeC; it subsequentlyllocatesthe chunk192.1.15.0/255 to the DRCP
processassociateavith interface3. DRCPthenconfigurednterface3 on nodeE with theaddresd492.1.15.1 aswell asinterfacel
onnodeF with theaddresd492.1.15.2.

While we have discussedhe use of DCDP for network addressconfiguration,it shouldbe clear that DCDP can distribute
additionalconfigurationparameterssuchasDNS senerlocation.In oneexperimentwe hadDCDPandDRCPnotonly distribute
the DNS location,but alsoput the dynamicallyallocatedaddressem the DNS database.

D. DCDP Performance

DCDP providesrapid autoconfigurationThetotal configurationlateng of the network is essentiallyproportionalto the height
of the virtual spanningree. This configurationtime is proportionalto the log of the numberof nodes.More exactly, considera
full K-ary DCDP tree,whereeachnoderepresentshe DCDP sener for a subnet. AssumealsothateachsubnethasS nodes.A
DCDPtreewith adepthof d thushas ’f::ll distinct DCDP nodes andthe correspondingnetwork comprisesa total of S * If::ll
nodes.Figure2 shavs the estimatedautoconfiguratiotateng for S = 20 andK = 2, 3 and5, asthe numberof total nodesin the
network increasesTheinitial offsetis dueto the LCP (DRCP)requestingdCDP configurationon aninterfaceonly after~ 1 sec
lateng. Thegraphis extremelyencouragingFor example,if S = 20 andK = 3, thenDCDP canconfigure7280 nodes(d = 6)

in only ~ 6secs!
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I1l. SEAMLESS USER REGISTRATION

In this sectionwe first discusawvhy a distinctlink-layerindependentegistrationprotocolis necessaryn future penasive access
scenarios We thenexplain why currentapproache$o userregistrationfall shortof the requiremenfor a customizableaccesgo
network resourcesindpresenburinitial thoughtsandnaive designof the BasicUserRegistrationProtocol(BURP).

A. WhyUserRajistration?

To enablea userto accesgheir individualizednetwork servicesover a publicly sharedaccessnfrastructurejt is not enough
to simply configure the users nodewith the appropriatd P configurationparametersTo provide intelligent serviceshat extend
beyondthe basicpadet-level connectivity the network mustassociatehe identity of the userwith the specificconfigureddevice.
It is only by providing a secureregistration mechanisnthat the network canidentify the identity of a userand consequently
theaccesandserviceprivilegesassociateavith thatnode.Suchdeterminatioris extremelyimportantin ensuringhe commercial
viability of thispenasiveaccesparadigm.As anexample,consideranairportterminaloffering public802.11LAN-basedwireless
accesdo the Internet. In this scenario DHCP is preferredto PPR sinceit canprovide configurationparameterge.g.,a valid IP
addressetc.) without any unnecessarframing overhead. While basicconnectvity may be a useragnosticservice,enhanced
serviceswill be availableonly to appropriateusersubsets.Thus,commonusersmay only obtainthe complimentarybasicWeb
accesshigherpriority userssuchasairportemployeesor travelerswith pre-ecisting agreementsnay, however, be ableto obtain
additionallocation-basedervicessuchasaccesgo the currentterminallayoutinformationor to the nearesprinter, respectiely.
OtheruseramayneedpremiumQoSsupportfor real-timeapplicationssuchasVolP. Clearly, agenericflexible registrationscheme
is neededo establisithe context for authenticate@ndaccountabl@ccesso higherserviceabstractions.

B. CurrentSolutions

In today’s world, registrationand verification of individual usersis a part of configurationprotocols. For example, Internet
Serviceproviders(ISPs)currentlyuseRADIUS [14] over PPP[5] for authenticatiorandauthorizatiorof their dial-upusers.The
network providesa ‘dumb pipe’ and‘all-or-nothing’ access At presentL AN-orientedconfigurationprotocols,suchasDHCP or
DRCR have no supportfor userregistration;they only provide a valid addresgo a nodein the network. The recentlyproposed
IEEE 802.1X[13] mechanisndoesprovide a port-basedauthenticatiorschemefor wirelessLAN users;however, this is again
802.1X-specifimndalsoprovides“all-or-nothing” connectvity.

CurrentlP mobility solutions,on the otherhand,integrateregistrationand configurationsupportwith a specificbindingmech-
anism. Binding is the mechanisnby which the mobile userinforms a centralizedregistry of its currentlocation, thusallowing
oneselfto be locatableby others. Most approachesypically combinethe registrationphasemplicitly with eitherthe binding or
autoconfiguratiorfunctions. For example,mobility managemensolutions,suchasMIP (Mobile IP) or SIP (Sessioninitiation



Protocol),integrateregistrationwith the binding function. Registrationin MIP consistsof negotiating lifetimes and authentica-
tion informationwith the FA, aswell asthe HA, as a part of the binding updateprocess Additionally, Mobile IP hasrecently
joined forces[8] with AAA protocols(suchasDiameter[15] or RADIUS ) to provide a mechanisnby which the Home Agent
(HA) interactswith AAA senersto verify theidentity andrights of a specificuser A SIP-basednobility solution,while using
differentprotocolsandmessagdormats,alsofollows a similar approachwherethe useris authenticatet the SIP sener during
the processingf a SIP REGISTERmessageThesesolutionsare effective only whenthe nodeuseseitherMIP or SIPto support
mobility managementThe airport accessscenariohowever, providesan easyexampleof caseswheresuchMIP or SIP-based
binding may not berequired.A mobile worker simply accessinghe Web (pull model)doesnot needary binding functionality as
thereis no needfor continuoudocatability or in-sessiorpaclet redirection. A flexible registrationprotocol,independenbf ary
specificconfigurationor bindingmechanismis thusclearly needed.

C. BasicUserRgistration Protocol (BURP)

The BasicUserRagistrationProtocol(BURP)is our attemptto developa commonaccess-technology-independéigherlayer
protocolthatallows auserto registerin thelocal network by providing identity andauthenticatioinformationto thelocal network.
The network canthenusethe AAA infrastructure(seefigure 3) to validatethe userfor authorizationandaccountingpurposes.
BURP providesa mechanismto achieve seamlessegistrationandaccessontrolin environmentswhereuser/nodeconfiguration
is performedvia protocolssuchasDHCP, DRCP or IPv6 statelessutoconfiguratioff9]. BURP s a higherlayer protocolandit
interactswith aregistrationagent(RA) in thelocal network. In this particularexamplescenariafigure 3), the RA residesat the
first hoprouter For flexible accessontrolandauthenticationit maybe necessaryo placethe RA in aseparatesenerin thelocal
network beyondtheedgerouter;in suchcasesit is importantto deviseamechanisnthatinformstheuserof thelocationor address
of theregistrationagent(sener). We believe thatthis informationcanbe carriedasextensionsor optionsto traditionalprotocols,
suchasICMP routeradwertisemenbr LCPs(suchasDHCP or DRCP).If suchextensionsarenot available,the usermusthave a
fall-backmechanismo discoverthesenerlocation.

AAA Broker

AAA Message

RA= Registration Agent

RR= Router "BHCP |
PEP= Policy Enforcement Point DHEP
DHCP= DHCP Server Local
MN= Mobile Node A
Message DHCP
Messages
|

Figure3: A Network AccesausingBURP: An ExampleScenario

Unlike autoconfiguratiomndmobility managemenprotocols the registrationprotocoldesignandspecificationsarestill rather
immature;we thereforefocusmoreon the genericrequirements/featuresf BURP andillustratethe protocolmessagélow in the
following.

« BURPIis asimpleusernetwork protocolandworksfor bothIPv4 andIPv6.

« BURpis independenfrom nodeconfigurationprotocols. It doesnot provide mobility support,but workswith ary mobility
protocolsuchasMobile IP.

« TheBURPclientinteractsonly with alocal RegistrationAgent(RA), which mayresideon ary nodein thelocal domain.

« BURPdoesnotcontrolary firewall/policerdirectly (to controlthepacletforwarding),but canwork with any policing protocol,
suchasCOPS.



« Theregistrationagent(RA) doesnot exchangeary new interdomainAAA messagehut workswith any AAA protocol,such
asDiameteror RADIUS.

« BURPallowsvariouswaysof identifying auser suchasNAI [17], FQDN etc. However, onedefault globally uniqueidentifier
specificto this protocolwill besupported.

« BURP createsa local securityassociationLSA) betweena visiting client (user)and accessouter (sener) in the visited
network. However, it doesnot assumehattheclientandsener will sharepre-establishetdSA or public key certificates.

« BURPhasaflexible mechanisnfor specifyingextensiblesupportfor variousauthenticatiorschemes.

« BURP offersprotectionagainsteply andman-in-the-middlattacks.

« BURPsupportschallenge/responsaithenticatiowheneer necessary

« TheBURPCclientdeliversall theuserparametersequiredoy anAAA protocol.

By using BURPR network providersin future penasive computingervironmentswill have betterinformation and control of
network usage.Being a higherlayer protocol, BURP requiresno changeto the TCP/IP stackand canbe easilyimplementecbn
avariety of deviceswith varying operatingsystems Figure4 presentsan exampleBURP messagélow in anervironmentwhere
DHCP is usedas configurationprotocol. Oncethe interface configurationphaseis over, the BURP client sendsa registration
requesfBURP.REQUEST) to the RA, whichin turn repliesback (BURP_REPLY) to the client after properauthentication.We
assumehatthe RA actsasanadapterwith oneinterfacelogically understandindBURP messageandthe othercommunicating
with anAAA protocol,suchasDiameter

The BURP_.REQUEST may include an authenticatiortoken using a pre-establishedecurityassociatiorwith its AAA home
(AAAH) or AAA broker (AAAB). The RA will then contactthe AAA local (AAAL) for authentication. Receving an AAA
requestrom RA, AAAL will dothenetwork-to-network AAA usingDiametermessageandobtainsthe keys to establisha LSA
with the client (from the AAAH or AAAB). It is possiblefor the AAAH to sendchallenger otherrequestwvhich maytriggera
BURP_AAA _CHALLENGE messagérom theRA to theuser OnceRA receivesaresponsérom AAAL it sendaaBURP.REPLY
to theclient. Therearetwo typesof BURPreply: BURP.ACK andBURP_NACK, which respectiely, allow or dery accesgo the

network. _
User Client DHCP Server  Registration Agent AAA Local server  AAA Home/Broker server

DISCOVER

|« OFFER

—REQUEST _|

Aok

—_ BURP_REQUEST
——

AAA Messages

e E—

BURP_REP ;\(/’ AAA Messages
e |

Figure4: BURP Messagéd-low

IV. SCALABLE HIERARCHICAL MOBILITY MANAGEMENT

Giventhewide varietyin device capabilities accessechnologiesanduserprofiles,a mobility solutionfor penasive computing
must offer customizablelink-layer independentmobility support. Suchsupportcanrangefrom ensuringsimple intermittent
backboneconnectiity to seamlessedirectionof ongoingconnectionsduring nodemovement. In this section,we considerthe
shortcomingsf currentlP-basedmobility solutionsandthen provide an overview of our hierarchicalDynamic Mobility Agent
(DMA) architecture.

A. WhyMobility Management?

While managinguserandnodemobility is importantevenin currentnetworking ervironmentsthe penasive arenaintroduces
additionalconstraintandchallengesvhich mustbeaddressedCurrentlP mobility solutionshave very limited deployment;more-
over, differentdevice sets,suchaspagerscellular phonesandPDAs aremanagedy logically (oftennon-IP)separatenetworks,
eachcustomizedo a specificserviceprofile. In contrast,the penasie vision assumeshat a single managemeninfrastructure



will managahe mobility of potentiallybillions of suchheterogeneoudevices. Applicationandserviceprofileswill exhibit large
variationsin their mobility needs.To ensurehata commoninfrastructurecansupportsuchdevice andapplicationheterogeneity
we needto make themobility solutionsextremelycustomizableln particulay the accessnfrastructureshouldallow theuseof one
or moreglobalbinding protocols.

B. CurrentSolutions

Mobile IP [7], thestandardsolutionfor IP mobility managemengttemptdo maintainary existing network layerconnectionsy
redirectingpacletsaddressetb the mobile nodes (MN's) permanentiomeaddressto it's temporarilyassignedindtopologically
correctcare-of address(CoA). A specificnode,calledthe Home Agent (HA), locatedin the MN’s homenetwork, is responsible
for actingasthe MN’s global point of contactand performsthis redirectionby interceptingand tunnelingpacletsto the CoA.
However, asdocumentedh [18], MIP andenhancementhereof(suchasMobile IPv6[19]), all lack a hierarchicaframewnork and
suffer from dravbackssuchashigh update latency, high global signaling overhead andlack of support for paging and fast
handoffs. The IETF is currentlyinvestigatinglechniquego improve the handof lateng [20] in Mobile IP. Extensiongo the SIP
have alsobeenproposed21] to provide application-layemobility support. By usingan application-layemobility management
approachSIP-basednobility makesindividual applicationsaware of andresponsibldor managinghostmobility. However, such
asolutionstill suffersfrom theabsenc®f a hierarchy andtiesthe userto a singlebindingprotocol.

To addresghe problemsof lateng and global signaling, several hierarchicallP managementechniqueshave beenrecently
proposed.By localizing mostof the mobility-relatedupdatego the currentdomain all theseprotocolsalleviate the scalingand
latengy concerngo a significantdegree. Among the alternatve proposalsCellular IP [22] andHAWAII [23] definehost-based
routingapproachesyherebythe MN maintainsa singledomain-wideCoA androutingtablesareappropriatelymodifiedto reflect
the MN’s currentpoint of attachmentin contrastmechanismsuchasRegional TunnelManagemenf24] andHierarchicalMIP
[25], associatan MN with multiple CoAs, eachresolvingthe MN’s locationat a particulardepthin the managementierarchy
All theseproposalshowever, implicitly assumehe useof MIP asa globalbindingtechnique.

C. TheDMA Architecture

The Dynamic Mobility Agent(DMA) architectures a two-level, hierarchicalmobility managementechniquethat separates
intra-domainmobility managementrom global (inter-domain) mobility management.The DMA architectureusesthe Intra-
Domain Mobility ManagemenProtocol(IDMP) [26] to managentra-domainmobility, aswell asto supportoptionalfeatures
suchasfasthandof andpaging. The architecturas basedon having a Mobility Agent(MA) manageall the local (intra-domain)
mobility supportdesiredby a specificMN; by usingtwo separat€CoAs,intra-domainmobility becomegompletelytransparento
thegloballnternet.

Fromthe penasie networking viewpoint, key elementf the DMA designinclude:

« Independencefrom a Global Binding Protocol: Not only canIDMP be combinedwith multiple global binding protocols
suchasMIP or SIP, suchaglobalbindingmechanisntanbe completelyabsent.

« Customizable Intra-Domain Mobility Support: IDMP allows MNs and usersto requestlayerindependensupportfor
featuressuchasfasthandofs andpaging. Moreover, usersarefreeto requesisuchoptionalsupportfeaturesonly if required
by their specificapplicationsuite.

« Customizable QoS Support: The DMA architectureusesa hierarchicalDifferentiatedServices(Diffserv) framework to
integrateQoSassurancewith mobility managementNetwork nodesareresponsibldor ensuringnot just basicconnectvity,
but alsothe necessarjevel of QoSguaranteesgssan MN roamswithin the domain.

Figure5 depictsthefunctionallayoutof IDMP. TheMobility Agent(MA) is similarto a ForeignAgent(FA) of MIP, exceptthat
it resideshigherin the network hierarchy(thanindividual subnetslandprovidesthe MN a stablepoint of attachmenthroughout
thedomain.The SubnetAgents(SA) arefunctionallyvery similarto Mobile IP FAs andmanagehe configurationof MNs ateach
individual subnet An MN hastwo separaté€CoAs:

« Global Care-of Address(GCoA): ThisidentifiestheMN’scurrentiocationonly upto adomain-levelgranularityandremains
unchangedslong asthe MN staysin the currentdomain. This is the addressisedby globalbinding protocolssuchasMIP
or SIP

« Local Care-of Address(LCoA): This hasonly local (domain-wide)validity andidentifiesthe MN’s presenssubnetof attach-
ment.On every changdn subnetthe MN obtainsanew LCoA andinformsits MA of this new local binding.
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Figure6 shavsthepotentia DMP messagindlow (includingthe QoS-relateaignaling whichwill beexplainediater)for initial
movementinto the domain. In additionto the LCoA (which changeswith every changein subnet),IDMP’s configurationphase
providesa newly arrived MN with a designatedVlA anda GCoA. Packetsfrom aremoteCN, tunneledor directly transmittedto

the GCoA areinterceptedy the MA andthenforwarded(by re-encapsulatiortp the MN’s LCoA.
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Figure6: IDMP Messagéd-low (with QoSExtensionsusingBB)

D. Optional Featues: FastHandof, Pagingand QoSSupport

IDMP provides customizable,link-layer independent’supportfor certainfeatures,suchas fast handofs, pagingand QoS
assuranceghatarelogically independenof the global binding protocolused.Both fasthandof andpagingsupportin the DMA
architecturaisesomeform of multicastingandarelogically representeth figure7. An MN desiringfasthandof supportduringan



impendingchangen the point of attachmensendsa M ovementImminent messagéo the MA, wheneverit sensegvia layer2

triggersg)the possibility of movement. The MA thenproactively multicastsinboundpaclets(solid linesin figure 7), for alimited

duration,to the SAsthatareneighborsof the MN’s currentpoint of attachmengto SA; and.S A4; in figure7), wheresuchpaclets
aretemporarilybuffered. Suchproactie buffering not only reducesor eliminatesthe handof pacletloss,it alsoensureghatthe
MN’s pacletsare available immediatelyafter it attachesat the new SA. IDMP’s pagingfunctionally is very similar to the fast
handof mechanism.In the pagingmode,an Idle MN doesnot performary location updateor registrationaslong asit stays
within a Paging Area (PA), comprisingmultiple subnets.On receiptof anincoming paclet for anidle MN, the MA buffersit

and multicastsa PageSolicitation (dashedinesin figure 7) to the MN’s currentPA (P A, in figure 7), requestinghe MN to

re-registerat the MA with a newv andcurrentlyvalid LCoA. Furtherdetailson pagingandfasthandofs in DMA areavailablein

[27].
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To provide redundang and scalability the DMA solutionusesload balancingalgorithmsto dynamicallydistribute incoming
MNs amongthe candidateMAs. To provide integratedQoS support,DMA usesa centralizedBandwidth Broker (BB)-based
approachthatleverageghe DifferentiatedServiceframeawork, to dynamicallyprovision resourcegor MNs asthey move within
thedomain.Whena userfirst registersin anew DMA domain,it cansignalits QoSrequirementsTheserequirementarerelayed
to theMobility Sener(MS) (MA _Requesmessagén figure 6), which usesthis informationto assignthe MN anappropriateMA.
On subsequentaovementwithin the domain,the MA is responsibldor transferring(UserUpdatemessagén figure 6) the MN'’s
QoSprofileto thenew SA, eliminatingthe needfor QoSre-negotiationby the MN. Any resourceprovisioningwithin thedomainis
handledby the MA throughappropriateequestgProvisionCapacitymessagén figure 6) to the BB. Full detailsof themechanism
andarchitecturdor optionalQoSsupportareprovidedin [28].

We have implementedhe IDMP functionalspecificationsy modifying the StanfordUniversityMobile IP Linux codeandhave
testedits operationon our testbed29]. We arecurrentlyworking to demonstratéhe utility of differentload-balancinglgorithms
andthe BB-basedQoSprovisioningarchitecture.



V. CONCLUSION

Penasive computingwill usherin a quantumincreasen the numberof networked nodesandalsoleadto applicationhetero-
geneity increasedlynamicityof the network topologyandthe useof diverselink layers.To facethesefuture challengeswe must
enhancenary existing network protocols.Here,we arguedaboutthe typesof enhancementseededo IP-layerautoconfiguration,
userto-network registrationandmobility managemergolutions.

We first shov why manualconfigurationof individual hostsand nodesis impracticalin future networks, characterizedy a
significantlylarger numberof networked nodesandconsiderablymoredynamictopologies.We thendescribeour DynamicCon-
figurationDistribution Protocol(DCDP) for autoconfigurindarge networkswith IP addresseandotherinformation. DCDP pro-
videsatechnology-independeii-directionalspanningreebasedapproactfor robustandrapid network autoconfigurationOur
currentprototypeis basedn IPv4; we believe thatadditionalresearchs necessaryo enhancehe protocolfor IPv6 by leveraging
thericher semanticof IPv6 addressing.To useDCDP asa tool for genericinformationdisseminationijt needsto be interfaced
to otherservicediscovery mechanismssuchas Bluetooths SDP (ServiceDiscovery Protocol)specificationor the IETF's SLP
(ServiceLocationProtocol)[30].

We then describewhy serviceprovidersrequirethe developmentof a standardizednechanisnmo authenticatea userto the
network. Suchauthenticatiorshouldbe independenbf the configurationandbinding protocols(unlike currentsolutionssuchas
PPPor MIP) andwill beanimportantingredientin developingthe penasive vision of userspecificcontext-sensitve services Our
BasicUserRegistrationProtocol(BURP)providessucha simpleUDP-basednechanismyve, however, needto performadditional
researcho understandheimpactof QoSandpolicy negotiationson the BURP authenticatiomprocess.

We finally presenthe flexible DMA approacHor mobility managementDMA usesIDMP, a hierarchicalprotocolthatallows
anMN theflexibility of specifyinglocalizedmobility featuresof interest. The DMA approactalsopermitsdifferentusersto use
oneor more global binding solutions,as appropriateto provide ary neededylobal reachability The DMA approachcombines
Bandwidth Broker-baseddynamicprovisioning with appropriatemobility agentassignmentlgorithmsto provide an integrated
frameawork for QoSsupport.

While the protocolspresentedheresignificantlyenhancehe capabilitiesof future penasive networks, several additionalprob-
lems, suchas security still needto be completelyworked out. The memoryand processingequirementof our solutionsis
anotherimportantissueneedingfurtherinvestigation.For successfulpplicationin the penasive ervironment,the protocolsmust
belightweightenoughto bedeployedin handheldandothercapacity-constrainedevices.
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