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Abstract Monitor, is publicly available as part of the IBM Web
Services Toolkit.

Fueled by the growing acceptance of the Web Services
Architecture, an emerging trend in application service
delivery is to move away from tightly coupled sys- 1 |ntroduction and M otivation

tems towards structures of loosely coupled, dynamically

bound systems to support both long and short business

relationships. It appears highly likely that the next gen- The pervasiveness of the Internet provides a platform
eration of e-Business systems will consist of an inter-for businesses to offer and buy electronic services, such
connection of services, each provided by a possibly dif-as financial information, hosted services, or even ap-
ferent service provider, that are put together on an “onplications, that can be integrated in a customer’s ap-
demand” basis to offer an end to end service to a cusplication architecture. Upcoming standards for the de-
tomer. Such an environment, which we call Dynamic scription and advertisement of, as well as the interaction
e-Business (DeB), will be administered and managed acwith, online services promise that organizations can in-
cording to dynamically negotiated Service Level Agree- tegrate their systems in a seamless manner. The Web
ments (SLA) between service providers and customersServices framework [16] provides such an integration
Consequently, system administration will increasingly platform, based on the WSDL service interface descrip-
become SLA-driven and needs to address challengeson language, the UDDI directory service [31] and, for
such as dynamically determining whether enough sparexample, SOAP over HTTP as a communication mech-
capacity is available to accomodate additional SLAs, theanism. Web Services provide the opportunity to dynam-
negotiation of SLA terms and conditions, the continu- ically bind to services at runtime, i.e., to enter (and dis-
ous monitoring of a multitude of agreed-upon SLA pa- miss) a business relationship with a service provider on
rameters and the troubleshooting of systems, based oa case-by-case basis, thus creating an infrastructure for
their importance for achieving business objectives. Adynamic e-Businegé4].

key prerequisite for meeting these goals is to understan(%I

h lationshio b h fth ynamic e-Business implies dynamics several orders of
the relationship between the cost of the systems an adg agnitude larger than found in traditional corporate net-

ministrator Is respon5|ble for and the revenue they AlSvorks. Moreover, a service relationship also constitutes
able to generate, i.e., a ”_‘Od_e' negds to be in place to_ ©4 business relationship between independent organiza-
press system resources in financial terms. Today, this 'ﬁons, defined in a contract. An important aspect of a
usually notthe case. contract for IT services is the set of Quality of Service
In order to address some of these problems, this pafQoS) guarantees a service provider gives. This is com-
per presents théveb Service Level Agreement (WSLA)monly referred to as a service level agreement (SLA)
framework for defining and monitoring SLAs in inter- [32, 17]. Today, SLAs between organizations are used
domain environments. The framework consists of a flex-in all areas of IT services — in many cases for hosting
ible and extensible language based on the XML schemand communication services but also for help desks and
and a runtime architecture based on several SLA moniproblem resolution. Furthermore, the IT parameters for
toring services, which may be outsourced to third partieswhich Service Level Objectives (SLO) are defined come
to ensure a maximum of accuracy. WSLA enables serfrom a variety of disciplines, such as business process
vice customers and providers to unambiguously define ananagement, service and application management, and
wide variety of SLAs, specify the SLA parameters and traditional systems and network management. In ad-
the way how they are measured, and tie them to mandition, different organizations have different definitions
aged resource instrumentations. A Java-based implefor crucial IT parameters such as Availability, Through-
mentation of this framework, terme®lLA Compliance put, Downtime, Bandwidth, Response Time, etc. To-



day’s SLAs are plain natural language documents. Conappears at various tiers of a distributed system, as de-
sequently, they must be manually provisioned and mon-picted in figure 1:

itored, which is very expensive and slow. The definition,
negotiation, deployment, monitoring and enforcement of
SLAs must become - in contrast to today’s state of the
art - an automated process. This poses several challenge:
for the administration of shared distributed systems, as
found in Internet Data Centers, because administrative
tasks become increasingly dynamic and SLA-driven.

The objective of this paper is to present iveb Service
Level Agreement (WSLAamework as an approach to
deal with these problems; it provides a flexible, formal
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The paper is structured as follows: In section 2, we de-
scribe the underlying principles of our work, analyze the
requirements of dynamic e-Business on system admin-
istration tasks and on the WSLA framework. We also
describe the relationships of our work to the existing
state of the art. The WSLA runtime architecture (de-
scribed in section 3) provides mechanisms for accessing
resource metrics of managed systems and for defining,
monitoring and evaluating SLA parameters according to
an SLA specification. Section 4 introduces the WSLA
language by means of several examples. It is based on
the XML Schema and allows parties to define QoS guar-
antees for electronic services and the processes for mon-
itoring them. Section 5 concludes the paper and gives an
overview of our current work.

2 Principles of the WSLA Framework

Service level management has been the subject of in-
tense research for several years now and has reached
a certain degree of maturity. However, despite initial
work in the field (see e.g., [2]), the problem of estab-
lishing a generic framework for service level manage-
ment in cross-organizational environments remains un-
solved yet. In this section, we introduce the terminol-
ogy and describe the fundamental principles, which will
be used throughout this paper. Subsequently, focusing
on SLA-driven system administration, we derive the re-
quirements of the WSLA language and its runtime ar-
chitecture.

2.1 Terminology

There are various degrees to which extent a service cus-
tomer is willing to accept the parameters offered by the
service provider. Metric- and SLA-related information

Resource Metrics are retrieved directly from
the managed resources residing in the service
provider’s tier, such as routers, servers, middle-
ware and instrumented applications. Typical exam-
ples are the well-known MIB variables of the IETF
Structure of Management Information (SMI) [21],
such as counters and gauges.

Composite Metrics are created by aggregating
several resource (or other composite) metrics ac-
cording to a specific algorithm, such as averaging
one or more metrics over a specific amount of time
or by breaking them down according to specific cri-
teria (e.g., top 5%, minimum, maximum etc.). This
is usually being done within the service providers’
domain but can be outsourced to a third-party mea-
surement service as well (cf. section 2.5.4). Com-
posite metrics are exposed by a service provider by
means of a well-defined (usually HTTP or SOAP
based) interface for further processing.

SL A Parameters put the metrics available from a
service provider into the context of a specific cus-
tomer and are therefore the core part of an SLA.
In contrast to the previous metrics, every SLA pa-
rameter is associated with high/low watermarks,
which enables the customer, provider, or a desig-
nated third party to evaluate the retrieved metrics
whether they meet/exceed/fall below defined ser-
vice level objectives. Consequently, every SLA pa-
rameter and its permitted range are defined in the
SLA. It makes sense to delegate the evaluation of
SLA parameters against the SLOs to an indepen-
dent third party; this ensures that the evaluation is
objective and accurate.

Business Metrics relate SLA parameters to finan-
cial terms specific to a service customer (and thus



are usually kept confidential by him). They form

the basis of a customer’s risk management strat-
egy and exist only within the service customer’s
domain. It should be noted that a service provider
needs to perform a similar mapping to make sure 3.
the SLAs he is willing to satisfy are in accordance
with his business goals. For a more detailed discus-
sion, see section 2.3.1.

The WSLA framework presented in this paper is capa-
ble of handling all four different parameter types; apart
from the latter, they relate directly to systems manage-
ment tasks and are our main focus. However, the flexible
mechanism for composing SLAs (described in detail in
section 4) can be easily extended to accommodate busi-
ness metrics.

2.2 Scenariosfor SLA Establishment

Often, it is not obvious to draw a line between the afore-
mentioned parameter types, in particular between Com-
posite Metrics and SLA Parameters. Therefore, we as-
sume that every parameter related to a customer and
associated with a guaranteed value range is considered
an SLA parameter, which is supposed to be part of an
SLA. However, this distinction is also highly dependent
on the extent a customer requires the customization of
metrics exposed by the service provider (or a third-party
measurement service) - and how much he is willing to
pay for it. This, in turn, depends on the degree of cus-
tomization the provider is willing to apply to its metrics.
The following scenarios describe various scenarios how
SLAs may be defined:

1. A customer adoptsthe data exposed by a service
provider without further refinement
This is often done when the metrics reflect good
common practice, cannot be modified by the cus-
tomer or are of small(er) importance to him. In this
case, the selected metrics become the SLA param-
eters and thus integral parts of the SLA. Examples
are:length of maintenance intervads backup fre-

A provider may decide to offer such preprocessed
data, such asAvailability of the server cluster host-
ing customer X's web application

The customer requests customized data that is
collected accor ding to his specific requirements
While a solution to item 2 can still be reasonably
static (changes tend to happen rarely and the nature
of the modifiable parameters can be anticipated rea-
sonably well), the degree of choice for the customer
can be taken a step further by allowing him to spec-
ify arbitrary parameters, e.g., the input parameters
of a data collection algorithm. This implies that
a service provider needs to have a mechanism in
place that allows a customer to provide these input
parameters — preferably at runtime. E.ghe av-
erageload of a server hosting the customer’s web-
site should be sampled every 30 seconds and col-
lected over 24 hoursNote that a change of these
parameters may result in a change of the terms
and conditions of an SLA, e.g., when a customer
chooses sampling intervals that are likely to impact
the performance of the monitored system; eventu-
ally, this may entail the violation of SLAs the ser-
vice provider has with other customers.

4. Thecustomer specifies how datais collected

This means that he defines - in addition to the met-
rics and input parameters - the data collection al-
gorithm itself. This is obviously the most extreme
case and seems fairly unlikely. However, large cus-
tomers may insist of getting access to very specific
data that is not part of the standard set: E.g., a cus-
tomer may want to know which employees of a ser-
vice provider had physical access to the systems
hosting his data and would like to receive a daily
log of the badge reader. This means that - in addi-
tion to the aforementioned extension mechanisms
- a service provider needs to have a mechanism in
place that allows him to introduce new data collec-
tion mechanisms without interrupting his manage-
ment and production systems.

quency While the last case poses the highest challenge on the
programmability of the monitoring system, a service

2. The customer requeststhat collected datais put provider benefits greatly from a management system be-
into a meaningful context ing capable of handling such flexible SLAs because all

A customer is probably not interested in the overall the former situations are special cases of the latter. It
availability of a provider’s data center, but needs to also addresses the extreme variability of today’s SLAs.
know the availability of the specific cluster within The sample SLAs we analyzed (cf. section 2.4) clearly
the data center on which his applications and datandicate that there is a need for defining a mechanism
are hosted. A provider’s data collection algorithm that allows to unambiguously specify the data collection
therefore needs - at least - to take into accountalgorithm. Also, it should be noted that the different pos-

for which customer the data is actually collected. sibilities of specifying service level objectives are not



mutually exclusive and may all be specified within the day) are dominated by legal terms and conditions, it will

same SLA. become necessary in an environment where resources
are shared among different customers (under a variety
23 SLA-driven System Administration of SLASs) to evaluate whether enough spare capacity is

available to accomodate an additional SLA that asks for

a specific amount of resources without running into the
Now that we have introduced the concepts of SLA man-risk that the resources become overallocated if a cus-
agement in a dynamic e-Business environment, we argomer's demand increases. While complex resource al-
able to derive its implications on systems administrationocation schemes will probably not be deployed in the
and management. While it is clear that the very highnear future, an administrator nevertheless needs to have
dynamics of the establishment/dismissal of business rean understanding of the safety margins he must take into
lationships and the resulting allocation/deallocation ofaccount when accepting new customers.

sys_tem resources to different users a'O”‘? 'S a challengﬁ related problem is to evaluate whether additional load
on its own, we have found several other issues that are,

X . i . .~ due to SLA measurements is acceptable or not: While
likely to impact how system administration is done in . o .

: it may well be the case that enough capacity is available
such an environment. The way we see the tasks of a sy

- . : Y35 accomodate the workload resulting from the service
tem administrator evolve are described in the following . .
subsections. usage, overly aggressive SLA measurement algorithms

may have a detrimental impact on the overall workload
a system can handle. An extreme example for this is a
2.3.1 ExpressSystem Resourcesin Financial Teems ~ customer whose application resides on a shared server
and who would like to have the availability of the sys-
While system administrators usually have an awarenestem being probed every few seconds. In this case, an
of the costs of the systems they are administering, theSLA may either need to be rejected due to the additional
need to assign prices to the various resources on a veyorkload, or the price for carrying out the measurements
fine-grained basis will certainly increase. For quite someWill need to be adjusted accordingly.
time, it has been common practice in well-run multi-
customer data centers to account for CPU time, memory
usage and disk space usage on a per-user basis. What
will become increasingly important in SLA-driven sys-
tem administration is the monitoring, accounting and
billing of aggregated QoS parameters such as response . ) . . )
time, throughput and bandwidth, which need to be col-The previous discussions ma_ke it clear that a service
lected across a variety of different systems that are inProvider's approach to SLA-driven management entails
volved in a multi-tiered server environment. Having the definition of enterprise policies that classify cus-
such a fine-grained accounting scheme in place is théomers, e.g.,_acc_ordmg to the_proﬂt margins or their de-
prerequisite for defining SLOs, together with associateddree of contribution to a service provider's overall rev-
penalties or bonuses. In addition, the business impact ofhu€ stream. The involvement of system administrators
an outage or delay on the customer needs to be assesséd the process of policy definition and enforcement is a
While the latter is mainly relevant to a service customer,consequence of having both a high degree of technical
a system administrator on the service provider side willunderstanding and insight into the business: First, this
need an even better understanding of the cost/beneffXpertise is needed to determine which policies are rea-
model behind the services offered to a customer. As ssonable and enforceable. Second, once the policies are
sidenote, the ability to offer measurement facilities for defined, it is up to the administrator to enforce them:

fine-grained service parameters s likely to become a disE-9- If the resource capacity becomes insufficient be-
tinguishing factor among service providers. cause of increased workload of a high-paying customer,

lower-paying customers may be starved out if the penal-

ties associated with their SLAs can be offset by the in-
2.3.2 Involvement in SL A Negotiation creased gains from providing additional capacity to a

higher-paying customer. Third, it should be noted that
The technical expertise of a system administrator issuch a behavior adds an interesting twist to the problem
likely to play an increasing role in an area that is cur- determination schemes an administrator uses: The non-
rently confined to business managers and lawyers: Théunctioning of a customer’s system may not necessarily
negotiation of SLAs terms. While current SLAs (see be due to a technical failure, but may well be the conse-
section 2.4 for more details on typical SLAs in use to- quence of a business decision.

2.3.3 Classify Customers according to Revenue



2.34 Fix Outagesaccording to Classification tioned in section 2.3.2) by providing them with a tool
able to create a legal document, namely the SLA.
The establishment of policies and the classification Oflt is important to keep in mind that, while the nature

customers also has implications on how system outagegs yhe clauses may differ considerably among different

are addressed. Traditionally, system administrators arg| As, the general structure of all the different SLASs re-
trained to address the most severe outages first. Thiﬁmins the same: Every analyzed SLA contains
may change if a customer classification scheme is in

place, because then the system whose downtime or de-
creased level of service is the most expensive for the ser-
vice provider will need to be fixed first. Outages are
likely going to be classified not according to their tech-
nical severity, but rather based on their business impact.

e the involved parties,

e the SLA parameters,

the metrics used as input to compute the SLA pa-
rameters,

2.4 Lessonslearned from real-life SLAs

the algorithms for computing the SLA parameters,

A suitable SLA framework for Web Services must not the service level objectives and the appropriate ac-
constrain the parties in the way they formulate their tions to be taken if a violation of these SLOs has
clauses but instead allow for a high degree of flexibil- been detected.

ity. A management tool that implements only a non-

modifiable textbook definition of availability would not This implies that there is a way to come up with a SLA
be considered helpful by today’s service providers andianguage that can be applied to a multitude of bilateral
their customers. customer/provider relationships. This language is pre-
Our studies of close to three dozen SLAs currently usedsented in section 4.

throughout the industry in the areas of application ser-

vice provisioning (ASP) [1], web hosting and informa- 25 WSLA Design Goals

tion technology (IT) outsourcing have revealed that even

if seemingly identical SLA parameters are being de-

fined, their semantics vary greatly. In this section, we will derive — based on the above dis-
cussions —the requirements the WSLA framework needs
to address.

While some service providers confine their definition
of “application availability” to the network level of the
hosting system (“user(s) being able to establish a TCP

connection to the appropriate server”), others refer toy 5 4 Ability to accomodate a wide variety of SLAs
the application that implements the service (“Customer’s

ability to access the software application on the server”).In the introduction of this paper, we have stressed the

.Sti" others rely on .the, res_ults obtai.ned .from monitor.- point that SLAs, their parameters and the SLOs defined
ng tOOIS. (‘the application is apces&ble if the SEIVET 1Sor them are extremely diverse. One approach to deal
responding to HTTP requests issued by a specific MONiz ith this problem (e.g., as it is done today for simple

]tcorlnglsoftware_ )t" Wh”? an(_)therap[:;)r_oach lrj]_sehs elaborateconsumer Web hosting services) is to narrow down the
ormulas consisting of various metrics, which areé Sam-u i erse of discourse” to a few well-understood terms

pled over fixed time intervals. and to limit the possibilities of choosing arbitrary QoS
These base clauses are then usually annotated witharameters through the use of SLA templates [24]. SLA
exceptions, such as maintenance intervals, weektemplates include several automatically processed fields
end/holiday schedules, or even the business impact ah an otherwise natural language-written SLA. However,
an outage (“An outage has been detected by the ASP buhe flexibility of this approach is limited and only suit-
no material, detrimental impact on the customer has ocable for a small set of variants of the same type of ser-
curred as a result’). The latter example, in particular,vice using the same QoS parameters and a service of-
illustrates the disconnect between the people involvedering that is not likely to undergo changes over time.
in the negotiation and establishment of an SLA (usuallyIn situations where service providers must address dif-
business managers and lawyers) and the ones who aferent SLA requirements of their customers, they need
supposed to enforce it (system administrators). One way more flexible formal language to express service level
of closing this gap is to enable system administrators toagreements and a runtime architecture comprising a set
become involved in the negotiation of an SLA (as men- of services being able to interpret this language.



25.2 Leveragework in the B2B area for SLA Ne- cerns of service providers and the service customers’

gotiation and Creation need for transparency make that an end-to-end view be-
comes unachievable (and irrelevant!) in a dynamic e-

Architectural components and language elements relateBusiness environment spanning multiple organizational

to SLA negotiation, creation and deployment should domains.

leverage existing concepts developed in the electronic

commerce and B2B area. In particular, the applicabil-

ity of automated negotiation mechanisms, e.g., currently2.5.4 Delegate Monitoring Tasksto third Parties

being developed within the scope of the OASIS/ebXML

[6] Collaboration Profiles and Agreements initiative [7], Traditionally, an SLA is a bilateral agreement between a

should be applicable to the negotiation of SLAs as well.service customer and a service provider: Eindanced

A vast amount of work on electronic contracts [25, 22], Telecom Operations Map (eTONB9], for example, de-

contract languages [12] and contract negotiation hadines various roles services providers can play; however,

been carried out in the electronic commerce and B2Bthis work does not provide the delegation of manage-

arena [4]. Section 4.3 describes our usage of obligationsnent functionality to further service providers. We refer

a concept widely used in e-commerce, for monitoringto the parties that establish and sign the SLAsigaa-

SLAs. tory parties. In addition, SLA monitoring may require

the involvement of third parties: They come into play

when either a function needs to be carried out that nei-

ther service provider nor customer wants to do, or if one

signatory party does not trust the other to perform a func-

tion correctly. Third parties act then insapporting

For eaqh service prowder and custpmer relat|oqsh|pr0|e and are sponsored by either one or both signatory
several instances of a service may exist. The functional-__ ..

ity of computing SLA parameters or evaluating contract parties.

obligations may be split, e.g., among multiple measure-The targeted environment of our work is a typical service
ment or SLO evaluation services, each provided by a dif-Provider environment (Internet storefronts, B2B mar-
ferent organization. It is therefore important that every ketplaces, web hosting, ASP), which consists of mul-
service instance receives only the part of the contract itiPle, independent parties that collaborate according to
needs to know to carry out its task. Since it may be possithe terms and conditions specified in the SLA. Con-
ble that a contractual party delegates the same task (sudeduently, the services of our architecture (described
as measurements) to several different third party servicel) detail in section 3.1) are supposed to be distributed
(in order to be able to cross-check their results), differenttmong the various parties and need to interact across
service instances may not be aware of other instancefrganizational domains. Despite the focus on cross-
This implies that every party involved in the SLA mon- Organizational entities, WSLA can be applied to envi-
itoring process receives only the part of the SLA that isfonments in which several (or even all of the) services
relevant for him. Section 3.1.2 presents our approach foreside within the boundaries of a single organizational
dealing with this problem. domain, such as in a traditional corporate network. The
work of the IST Project FORM [8] is highly relevant for
four work, since it focuses on SLAs in an inter-domain
environment. FORM also deals with the important issue

253 Apply the “Need to know” Principle to SLA
Deployment

Another major issue that underlines the importance o
this “Need to know” principle are the privacy concerns
of the various parties involved in an inter-domain man- ¢ tederated accounting [3], which we do not address

age”."e”‘ scenario: A service prc_)wder IS, In ggneral, M€1n this paper. An approach for a generic service model
ther interested in disclosing which of his business pro-

. suitable for customer service management is presented
cesses have been outsourced to other providers, nor tr]ﬁ [9]

names of these providers. On the other hand, customers
of a dynamic e-Business will not necessarily see a need
anymore to know the exact reason of performance degra2_5_5 SL A-driven Resour ce Configuration
dations as long as a service provider is able to take ap-

propriate remedies (or compensate its customers forth%mCe the terms and conditions of an SLA may en-

incurred service level violation). tail setting configuration parameters on a potentially
Traditionally, end-to-end performance management hasvide range of managed resources, an SLA management
been the goal of traditional enterprise management efframework must accommodate the definition of SLAs
forts and is often explicitly listed as a requirement (see,that go beyond electronic/web services and relate to the
e.g., [26]). However, the aforementioned privacy con- supporting infrastructure. On the one hand, it needs to



tie the SLA to the monitoring parameters exposed bytion 2.5.3) and constitute the atomic building blocks of
the managed resources so that an SLA monitoring inthe WSLA monitoring framework. The components are
frastructure is able to retrieve important metrics from intended to interact across multiple domains; however,
the resources. [33] defines a MIB for SLA perfor- it is possible that some components may be co-located
mance monitoring in an SNMP environment, whereaswithin a single domain and not necessarily exposed to
the SLA handbook from TeleManagement Forum [27] objects residing within another domain.
proposes guidelines for defining SLAs for telecom ser-

vice providers. An approach for the performance in- Service Customer
strumentation of EJB-base distributed applications is -
described in [5]. The capability of mapping resource .,,A}«CEE,‘?PL“E”E --------
metrics to SLA parameters is crucial because a service =* Service Provider

provider must be able to answer the following questions | st '—»ﬁ‘* .\ ramnCaneae
a H

. negotiate/sign 5. terminate

before signing an SLAls it possible to accept an SLA e m@q
for a specific service class given the fact that the capac- I

ity is limited? and Can additional workload be acco- Cvessuremen

modated?Our approach to this problem is described in o ,:Iimi =
section 42 ISLA (;;;niplg;lce Monitor <‘§5';752ng ;W;ELKX/
On the other hand, it is desirable to derive configura- EJ;’;D’

tion settings directly from SLAs. However, the het-

erogeneity and complexity of the management infras-

tructure makes configuration management a challenge; Figure 2: Interactions between the WSLA Services
section 3.1.4 discusses this problem. Successful work

in this area often focuses on the network level: [10]

describes a network configuration language; the PolicyFigure 2 gives an overview of the SLA management life-
Core Information Model (PCIM) of the IETF [23] pro- cycle, which consists of five distinct phases. We assume
vides a generic framework for defining policies to facil- that an SLA is defined for a web service, which is run-
itate configuration management. Existing work in the ning in the servlet engine of a web application server.
e-commerce area may be applied here as well since th&he web application server exposes a variety of man-
concept of contract-driven configuration in e-commerceagement information either through the graphical user
environments [11] and virtual enterprises [20, 13] hasinterface of an administration console or at its monitor-
similarities to the SLA-driven configuration of managed ing and management interfaces, which are accessed by
resources. the various services of the WSLA framework. The inter-
face of the web service is defined by an XML document
in theWeb Services Description Language (WSOlhe
SLA references this WSDL document and extends the
service definition with SLA management information.
Typically, an SLA defines several SLA parameters, each
In this section, we describe the WSLA runtime architec-referring to an operation of the web service. However,
ture by breaking it down into its atomic building blocks, an SLA may also reference the service as a whole, or
namely the elementary services needed to enable theven compositions of multiple web services [30]. The
management of an SLA throughout the phases of its life-phases and the services that implement the functionality
cycle. The first part, section 3.1, describes the infor-needed during the various phases are as follows:
mation flows and interactions between the different ser-

vices. Section 3.2 demonstrates how the SLA manage-

ment services identified in section 3.1 cooperate in ar3.1.1 Phase1: SL A Negotiation and Establishment
inter-domain environment, where the task of SLA man-

agement itself is dynamically delegated to an arbitraryThe SLA is being negotiated and signed by both signa-
number of management service providers. tory parties. This is done by means of &hA Estab-
lishment Service, i.e., an SLA authoring tool that lets
both signatory party establish, price and sign an SLA for
a given service offering. This tool allows a customer to
retrieve the metrics offered by a service provider, aggre-
The components described in this section are designed tgate and combine them into various SLA parameters, re-
address the “need to know” principle (motivated in sec-quest approval from both parties, define secondary par-

3 WSLA Runtime Architecture

3.1 WSLA Services and their Interactions



ties and their tasks, and make the SLA document availare part of the SLA. It measures SLA parameters such
able for deployment to the involved parties (dotted ar-as availability or response time either from inside, by
rows in Figure 2). retrieving resource metrics directly from managed re-
sources, or outside the service provider's domain, e.g.,
by probing or intercepting client invocations. A Mea-
surement Service may measure all or a subset of the SLA
parameters. Multiple measurement services may simul-
taneously measure the same metrics.

3.1.2 Phase2: SLA Deployment

Deployment Service: The deployment service is re-
sponsible for checking the validity of the SLA and dis-
tributing it either in full or in appropriate parts to the Condition Evaluation Service: This service is respon-
involved components (dashed arrows in Figure 2). Sincesible for comparing measured SLA parameters against
two signatory parties negotiate the SLA, they must in_the thresholds defined in the SLA and notifying the man-

form the supporting parties about their respective rolesigement system. It obtains measured values of SLA pa-
and duties. Two issues must be addressed: rameters from the Measurement Service and tests them

against the guarantees given in the SLA. This can be
1. Signatory parties do not want to share the wholedone each time a new value is available, or periodically.
SLA with their supporting parties but restrict the in-
formation to the relevant information such that they
can configure their components. Signatory parties
must analyze the SLA and extract relevant infor- 3.1.4 Phase 4: Corrective Management Actions
mation for each party. In the case of a measure-

ment ser.vice.(describe.d |n the next section 3.1.3),once the Condition Evaluation Service has determined
this is primarily the definition of SLA parameters st an SLO has been violated, corrective management
and metrics. SLO evaluation services get the SLOS,¢tions need to be carried out. The functionality that

they need to verify. All parties need to know the neeqs to be provided in this phase spans two different
definitions of the interfaces they must expose, asqgyices:

well as the interfaces of the partners they interact ] ] o
with. Management Service: Upon receipt of a notification,

the management service (usually implemented as part
2. Components of different parties cannot be assumedaf a traditional management platform) will retrieve the
to be configurable in the same way, i.e., they mayappropriate actions to correct the problem, as specified
have heterogeneous configuration interfaces. in the SLA. Before acting upon the managed system,
it consults the business entity (see below) to verify if
Thus, the deployment process contains two steps. In théhe proposed actions are allowable. After receiving ap-
first step, the SLA deployment system of a signatoryproval, it applies the action(s) to the managed system. It
party generates and sends configuration information irshould be noted that the management component seeks
theService Deployment Information (SDdymat (omit-  approval for every proposed action from the business en-
ted for the sake of brevity), a subset of the languagetity. The main purpose of the management service is to
described in section 4, to its supporting parties. In theexecute corrective actions on behalf of the managed en-
second step, deployment systems of supporting partiegironment if a Condition Evaluation Service discovers
configure their own implementations in a suitable way. that a term of an SLA has been violated. While such
corrective actions are limited today to opening a trouble
ticket or sending an event to the provider's management
system, we envision this component playing a crucial
. , _ , __role in the future by acting as an automated mediator be-
This phase deals with configuring the runt|m_e SySte”_‘ 'ween the customer and provider, according to the terms
order to meet one or a set of SLOs, and W'th carmyiNg st the SLA. This includes the submission of proposals to
outthe computatlon of SLA parameters by retrieving re- the management system of a service provider on how a
source metrics from the ma}naged resources gnd E,’Xecuﬁ'erformance problem could be resolved (e.g., proposing
ing the management funct!ons (solid arrows N Flgyreto assign a different traffic category to a customer if sev-
2). The follpwmg services implement the functionality eral categories have been defined in the SLA). Our im-
needed during this phase: plementation addresses very simple corrective actions;
Measurement Servicee The Measurement Service finding a generic, flexible and automatically executable
maintains information on the current system configu-mechanism for corrective management actions remains
ration, and run-time information on the metrics that an open issue yet.

3.1.3 Phase 3: Measurement and Reporting



Business Entity: It embodies the business knowledge, 3.1.6 SLA Compliance Monitor | mplementation

goals and policies of a signatory party (here: service

provider), which are usually kept confidential. Such Figure 3.1 shows which WSLA services have been im-
knowledge enables the business entity to verify if theplemented. Because of their major importance and their
actions specified in the SLA (eventually some time ago)excellent suitability for automated processing, e

are still compatible with the actual business targets. Ifployment, Measurement and Condition Evaluation

this is the case, the business entity will send a positiveservices have been implemented by us. These services
acknowledgementto the request of the Management Seiare implemented as Web Services themselves and are
vice; in case the proposed actions are in conflict with thejointly referred to asSL A Compliance Monitor, which
actual goals of the service provider, its business entityacts as a wrapper for the three services. For informa-
will decline the request and the management service wiltion where to download the implementation, the reader
refrain from carrying them out. It should be noted that is referred to section 6. Our ongoing implementation
declining prior agreed-upon actions may be regarded byefforts, aimed at completing the WSLA framework, are
another party as a breach of the SLA entailing, in an se-described in section 5.

vere case, termination of the business relationship. Since

itis unlikelythat decisions of this importance will be left 3 Signatory and supporting Parties

to the discretion of an automated system, we assume that

the decision of the business entity requires human in-_ . ) i )
tervention. While we have implemented the aforemen-F'gure 3 gives an overview of a configuration where two

tioned services, we have postponed an implementatioﬁignatory parties and two supporting parties collaborate

of a business entity component until appropriate mechail the monitoring of an SLA.

nisms for specifying and enforcing business policies areln bilateral SLAs, it is usually straightforward to define
available. for each commitment who is the obliged and who is the

Our experience shows that the tasks covered by thesBeneficiary of the commitment. However, in a SLA con-
two services become extremely complicated as soon a&iNing more than two parties, it is not obvious which
sophisticated management actions need to be specifiefa'ly guarantees what to whom. A clear definition of

First, a service provider would need to expose what manYesponsibilities is required. The WSLA environment in-

agement operations he is able to execute, which is very©!Ves multiple parties to enact an SLA instance. As

specific to the management platforms (products, archimentioned above, a part of the monitoring and supervi-

tectures, protocols) he uses. Second, these managemé;ﬁ?n_activitie.s can be assigned to parties other than the
actions may become very complicated and may requir®€"vice provider and customer.

human interaction (such as deploying new servers). Fi\We approach the issue of responsibility by defining two
nally, due to the fact that the provider's managed re-classes of parties: Service providé&QVEPr ovi der
sources are shared among various customers, manager figure 3) and service customexi(nc) are the sig-
ment actions that satisfy an SLA with one customer arenatory parties to the SLA. They are ultimately respon-
likely to impact the SLAs the provider has with other sible for all obligations, mainly in the case of the ser-
customers. The decision whether to satisfy the SLA (orvice provider, and the ultimate beneficiary of obliga-
deliberately break it) therefore is not a technical decisiontions. Supporting parties are sponsored either by one
anymore, but rather a matter of the provider's businessor both of the signatory parties to perform one or more
policies and, thus, lies beyond the scope of the work dis-
cussed in this paper. Consequently, only a few elements
of the WSLA language described in section 4 address

this phase of the service lifecycle. @/\ /\g_/
ZAuditing

3.1.5 Phase5: SLA Termination

Xinc ACMEProvider

Evaluation

Aggreg
Response Tim
Measurement Throughput Measurement

A

The SLA may specify the conditions under which it may ﬁ _
be terminated or the penalties a party will incur by break- d iy Operaioh Counter
ing one or more SLA clauses. Negotiations for terminat- [, e ™ o R

Service Operation

ing an SLA may be carried out between the parties in the
same way as the SLA establishment is being done. Al-
ternatively, an expiration date for the SLA may be spec- Figure 3: Signatory and supporting parties
ified in the SLA.




of a particular set of roles: A measurement service
(YMeasur enent ) implements a part or all of the mea-
surement and computation activities defined within an
SLA. A condition evaluation servic&@udi t i ng) im-
plements violation detection and other state checking
functionality that covers all or a part of the guarantees
of a SLA. A management service implements corrective
actions.

There can be multiple supporting parties having a sim-

ilar role, e.g., a measurement service may be located in (

the provider's domain while another measurement ser-
vice probes the service offered by the provider across
the Internet from various locations. Keynote Systems,
Inc. [15] is an example of such an external measurement
service provider.

)

Involved Parties

IDs and interfaces of signatory parties
IDs and interfaces of supporting parties
Service Characteristics & Parameters:
Operations offered by service
Transport encoding for messages
Agreed-upon SLA parameters (output)
Metrics used as input

How/where to access input metrics
Measurement algorithm

Measurement duration, sampling rate

Guarantees & Constraints:

Parties:
Signatory Parties
Supporting Parties
Service Description:
Service Operations
Bindings
LA Parameter:

Metrics
Measurement Directives
Functions
Evaluation Period
Obligations:
Validity Period
Predicate
Actions

When is SLA parameter guaranteed?
How to detect violation (formula)
Corrective actions to be carried out

Figure 4. General Structure of an SLA

interface definition and their addresses. The definitions

Despite the fact that a multitude of parties may be in-of the Supporting Parties contain, in addition to the in-
volved in providing a service, these interactions mayformation contained in the signatory party descriptions,
be broken down into chained customer/provider rela-an attribute indicating the sponsor(s) of the party.

tionships. Every interaction therefore involves only two
roles, a sender and a recipient. During our work, we hav
not encountered a need for multi-party SLAS, i.e., SLAs
that aresimultaneoushnegotiated and signed by more
than two parties. Multi-party contracts do not seem to
provide enough value to justify their added complexity.

4 TheWSLA Language

The WSLA language, specified in [19], defines a type
system for the various SLA artifacts and is based on the
XML Schema [34, 35]. Section 4.1 gives an overview
of the general structure of an SLA and motivates the
various constructs of the WSLA language that will be
described by means of examples in the subsequent sec-
tions: The information that needs to be processed by a
Measurement Service is described in section 4.2; sec-
tion 4.3 focuses on the parts of the language a Condition
Evaluation Service needs to understand for evaluating if
a service level objective has been violated.

41 WSLA in aNutshell

Figure 4 illustrates the typical elements of an SLA with
signatory and supporting parties. Clearly, there are many
variations of what types of information and which rules
are to be included and, hence, enforced in a specific
SLA.

The Parties section, consisting of the signatory parties
and supporting parties fields identify all the contractual
parties.Signatory Party descriptions contain the identi-

fication and the technical properties of a party, i.e., their

The Service Description section of the SLA specifies
She characteristics of the service and its observable pa-
rameters as follows:

e For everyService Operation, one or moreBind-

ings, i.e., the transport encoding for the messages
to be exchanged, may be specified. Examples of
such bindings are SOAP (Simple Object Access
Protocol), MIME (Multipurpose Internet Mail Ex-
tensions) or HTTP (HyperText Transfer Protocol).

In addition, one or mor&L A Parameters of the
service may be specified. Examples of such SLA
parameters areervice availability throughput or
response time

e As mentioned in section 2.1, every SLA param-

eter refers to one (composit®)etric, which, in
turn, aggregates one or more other (composite or
resource) metrics, according to a measurement di-
rective or a function. Examples of composite met-
rics aremaximum response time of a seryiaeer-

age availability of a serviceor minimum through-
put of a serviceExamples of resource metrics are:
system uptimeservice outage perigdnumber of
service invocations

— Measurement Directives specify how an in-
dividual metric can be accessed. Typical ex-
amples of measurement directives are the uni-
form resource identifier of a hosted computer
program, a protocol message, or the com-
mand for invoking scripts or compiled pro-
grams.

— Functions are the measurement algorithm, or
formula, that specifies how a composite met-



ric is computed. Examples of functions are

formulas of arbitrary length containing aver- has

age, sum, minimum, maximum, and various
. . . . Throughput

other arithmetic operators, or time series con- o

efined by

ServiceObject
WSDL:getQuote

has

SLAParameter
Downtime

defined by

Stl’UCtOfS 5 Metric
Metric . Downtime
— For every function, afEvaluation Period is Rropore T ineton
. . . . . own Events
specified. It defines the time intervals during Divide [ setnea by
which the functions are executed to compute defined By . e
. . . . N T robes Time Series
the metrics. These time mteryals are speci- - L L, qouFonction
f|ed by means Oétal’t t|me duratlon, andfre- Measurement Directive| [Measurement Directive
Read: TXcount Read: Timecount ‘ defined by
quency Examples of the latter arereekly i
. . Service Probe
daily, hourly, orevery minute P
Probe: acme.com/getQuote

Obligations, the last section of an SLA, define various _ _ o
guarantees and constraints that may be imposed on the Figure 5: Sample elements of a service description
SLA parameters:

e First, theValidity Period is specified; it indicates
the time intervals for which a given SLA parameter
is valid, i.e., when the SLO may be applied. Exam-
ples of validity periods arbusiness daysegular
working hoursor maintenance periods

4.2.1 Service Objectsand Operations

The service object, depicted at the top of Figure 5,
provides an abstraction for all conceptual elements for
which SLA parameters and the corresponding metrics
e ThePredicate specifies the threshold and the com- can be defined. In the context of Web Services, the most
parison operator (greater than, equal, less than, etcgetailed concept whose quality aspect can be described
against which a computed SLA parameter is to beseparately is the individual operation (in a binding) de-
compared. The result of the predicate is eitinee ~ scribed in a WSDL specification. In our example, the
orfalse operationget Quot e is the service object. In addition,
quality properties of groups of WSDL operations can be
defined - the operation group being the service object in
this case. Outside the scope of Web Services, business
processes, or parts thereof, can be service objects (e.g.,
. ! defined in WSFL [18]). Service objects have a set of
opening a trouble ticket or problem repomay- g A parameters, a set of metrics that describe how SLA
ment of penaltyor payment of premiunNote that,  yarameters are computed or measured and a reference to

as stated in the latter case, a service provider mayhe service itself that is the subject of the service object
very well receive additional compensation from a gpstraction.

customer for exceeding an obligation, i.e., obliga- o

tions reflect constraints that may trigger the pay_Wh|le the format for SLA parameters and metrics is the
ment of credits from any signatory party to another Same for all services (though _not their individual con-
signatory or supporting party. Also note that zero €nt), the reference to the service depends on the partic-

or more actions may be specified for every SLA pa- ular way in which the service is described. For example,
rameter. service objects may contain references to operationsin a

WSDL file.

e Actions, finally, are triggered whenever a predi-
cate evaluates ttrue, i.e., a violation of an SLO
has occurred. Actions are e.gending an event
to one or more signatory and supporting parties

4.2 Service Description: Associating SLA Pa-

rameterswith a Service 422 SLA Parametersand Metrics

The purpose of the service description is the clarificationSLA parameters are properties of a service object; each
of three issuesTo which service do SLA parameters re- SLA parameter has a name, type and unit. SLA pa-
late? What are the SLA parameters? How are the SLArameters are computed from metrics, which either de-
parameters measured or computed®is is the infor-  fine how a value is to be computed from other metrics
mation a Measurement Service requires to carry out itsor describe how it is measured. For this purpose, a met-
tasks. A sample service description is depicted in Figureic either defines a function that can use other metrics as
5. operands or it has a measurement directive that describes



<SLAPar anet er nanme="UpTi meRati 0" type="float" <Metric name="UpTi neRati oMetric" type="double"

uni t =" downEvent s/ hour" > uni t="">
<Metric>UpTi neRati oMetric</Metric> <Sour ce>YMeasur enent </ Sour ce>
<Communi cat i on> <Function xsi:type="M nus"
<Sour ce>ACMEPr ovi der </ Sour ce> resul t Type="doubl e" >
<Pul | >ZAudi ti ng</ Pul | > <Cper and>
<Push>ZAudi ti ng</ Push> <LongScal ar >1</ LongScal ar >
</ Conmmuni cati on> </ Oper and>
</ SLAPar anet er > <Cper and>

<Function xsi:type="Di vide"
. o resul t Type="1ong" >
Figure 6: Defining an SLA ParametasTi neRat i o <Qper and>
<Function xsi:type="Val ueCccurs"
resul t Type="1ong" >
<Metric>StatusTi meSeries</Metric>

<Val ue>
<LongScal ar >0</ LongScal ar >
., . </ Val ue>
how the metric’s value should be measured. Since SLA </ Functi on>
parameters are the entities that are surfaced by a Mea- </qo Gper agd>
. -~ . . . <Oper ana>
surement Service toa andltlon Eyaluatlon Service, it <LongScal ar >1440</ LongScal ar >
is important to define which party is supposed to pro- </ Qper and>
vide the value $our ce) and which parties can receive </<q’)'2:’;°ntc;>°”>
it, either event-drivenrush) or through polling gul 1 ). </ Functi on>

Note that one of our design choices is that SLA parame=/ Metric>

ters arealwaysthe result of a computation, i.e., no SLA

parameters can be defined as input parameters for com- Figure 7: Defining a MetritpTi meRat i oMetri c
puting other SLA parameters. In Figure 5, one met-

ric is retrieved by probing an interfacsef vi ce Probe)

while the other onesrkcount, Ti necount ) are directly

retrieved from the service provider's management sysA Measurement Directive, depicted in figure 8, spec-
tem. ifies howthe metric is retrieved from the source (either

by means of a well-defined query interface offered by
the Service Provider, or directly from the instrumenta-
tion of a managed resource by means of a management
protocol operation). A specific type of measurement di-
rective is used in the example abov&:at usRequest .

; . . ... It contains a URL that is used for probing whether the
is also allowed to retrieve new vallue.s on |ts.own initia- get Quot e operation is available. Apparently, other ways
tive (pul I). The purpose of a metr_|c is o define how to tg measure values require an entirely different set of in-
measure or compute a value. Besides a name, a type aN8rmation items e.g., an SNMP port, an object identifier

a umt, It contalns_e!t_her a function or a mga_surement dl'(OID) and an instance identifier to retrieve a counter.
rective and a definition of the party that is in charge of

computing this value.

Figure 7 shows an example composite metric containing-3  Obligations: SL Osand Action Guarantees
a function. UpTi meRat i oMet ri ¢ is of type double and

has no unityweasur enent isin charge of computingthis  gaseq on the common ontology established in the ser-
¥?1Iue. Thbe ex?mple |Ilustrates% ‘t‘g?.conc'ept Of"",fun?'ﬁn:vice definition part of the SLA, the parties can unam-
€ numper ol occurrences o In a time series of the biguously define the respective guarantees that they give

METriC St at usTi nesSer i es — assuming this represents a o,y gther. The WSLA language provides two types of
down event in time series of probes once per minute —

is divided by 1440 (the number of minutes of a day) to obligations:

yield the downtime ratio. This value is subtracted from

1 to obtain thepTi meRat i 0. Specific functions, suchas ~ ® Service level objectives represent promises with

Minus, Plusor ValueOccursare extensions of the com- respect to the state of SLA parameters.

mon function type. Operands of functions can be met-

rics, scalars and other functions. It is expected that a e Action guarantees are promises of a signatory
measurement service, provided either by a signatory or  party to perform an action. This may include noti-
a supporting party, is able to compute functions. Specific fications of service level objective violations or in-
functions can be added to the language as needed. vocation of management operations.

Figure 6 depicts how an SLA parametesTi neRat i o

is defined. Itis assigned the mettieTi neRati oMetri c,
which is defined independently of the SLA parameter for
being used potentially multiple times. ACMEProvider
promises to seng(sh) new values to ZAuditing, which



<Metric name="Servi ceProbe" type="integer" unit=
<Sour ce>YMeasur enent </ Sour ce>
<Measurenent Di rective xsi:type="StatusRequest” resultType="integer">
<Request URL>ht t p: // ymeasur ement . con? St at usRequest / Get Quot e</ Request URL>
</ MeasurenentDi rective>
</ Metric>

Figure 8: Defining a Measurement Directisteat usRequest

Important for both types of obligations is the definition <Servi ceLevel Obj ecti ve
; i it i name="SLOFor _Thr oughPut _and_UpTi ne" >
of the obliged party and the definition of when.th.e obli <Cbl | ged>ACNEPr ovi der </ Cbl | ged>
gations need to be evaluated. Both have a similar syn- <validity>
tactical structure (as previously depicted in Figure 4). <Start>2001-11- 30T14: 00: 00. 000- 05: 00</ St art >

. : : <End>2001- 12- 31T14: 00: 00. 000- 05: 00</ End>
However, their semantics are different. The content of ;4 i ty>

an obligation is refined in a service level objective (see  <Expr essi on>
section 4.3.1 below) or an action guarantee (described in <'<rg")regs>si on>
section 4.3.2). <Predi cate xsi:type="Less">
<SLAPar anet er >UpTi neRat i o
</ SLAPar anet er >
<Val ue>0. 9</ Val ue>
. . . </ Predi cat e>
4.3.1 Servicel evel Objectives </ Expr essi on>
<Expr essi on>
<Predi cate xsi:type="Geater">

A service level objective expresses a commitment to <SLAPar amet er >Thr oughPut Rat i 0
maintain a particular state of the service in a given pe- </ SLAPar anet er >
riod. Any party can take the obliged part of this guaran- </<P\r/aeldlijec§%(io</ val ue>
tee; however, this is typically the service provider. </ Expr essi on>
</l nplies>

A service level objective has the following elements: </ gxpressi on>

bl i ged is the name of a party that is in charge of deliv-  <Eval uati onEvent >Newval ue</ Eval uati onEvent >
| Servi ceLevel Obj ecti ve>

ering what is promised in this guarantee. One or many

val i di t yPeri ods define when the SLO is applicable. _ o _ o
A logi Con def h | f th Figure 9: Defining a Service Level Objective
ogic Expressi on defines the actual content of the SLOFor _Thr oughPut _and_UpTi me

guarantee, i.e., what is asserted by the service provider

to the service customer. Expressions follow first or-

der logic and contain the usual operatarg], or, not,

etc., which connect either predicates or, again, expres¥hr oughRat i o must be greater than 1000 if the SLA pa-
sions. Predicates can have SLA parameters and scal&&meterpTi neRati o is less than 0.9, i.e., the Through-
values as parameters. By extending an abstract predicaféutRatio must be above 1000 transactions per minute
type, new domain-specific predicates can be introducedven if the overall availability is below 90%. This con-
as needed. Similarly, expressions could be extended e.gdjtion should be evaluated each time a new value for the
to contain variables and quantifiers. This provides theSLA parameter is available. Note that we deliberately
expressiveness to define complex states of the service. chose that validity periods are always specified with re-
spect to a single SLA parameter, and thus only indirectly
applicable to the scope of the overall SLA. Alternatively,
validity periods to the overall SLA (possibly in addition
to the validity periods for each SLA parameter) could be
possible, but we found that this granularity is too coarse.

A service level objective may also have an
Eval uati onEvent, which defines when the expres-
sion of the service level objective should be evaluated,
The most common evaluation eventNewal ue, each
time a new value for an SLA parameter used in a
predicate is available. Alternatively, the expression
may be evaluated according tesehedul e. A schedule 4 35 A (tion Guarantees
is a sequence of regularly occurring events. It can be

defined within a guarantee or may refer to a commonIyAn action guarantee expresses a commitment to perform
used schedule. a particular activity if a given precondition is met. Any
The example in figure 9 illustrates a service level objec-party can be the obliged of this kind of guarantee. This
tive given by ACMEProvider and valid for a full month particularly includes also the supporting parties of the
in the year 2001. It guarantees that the SLA parameteGSLA.



An action guarantee comprises the following elements<Acti onGuar ant ee

and attributes: l i ged is the name of a party that
must perform an action as defined in this guarantee. A
logic Expr essi on defines the precondition of the action.
The format of this expression is the same as the for-
mat of expression in service level objectives. An im-
portant predicate for action guarantees is\ihe at i on
predicate that determines whether another guarantee, in
particular a service level objective, has been violated.

name="Mist _Send_Not i fi cati on_Cuar ant ee" >
<ol i ged>ZAudi ti ng</ ol i ged>
<Expr essi on>
<Predi cate xsi:type="Violation">
<Servi ceLevel Obj ecti ve>
SLO.For _Thr oughPut _and_UpTi ne
</ Servi ceLevel Obj ective>
</ Predi cat e>
</ Expr essi on>
<Eval uat i onEvent >NewVal ue</ Eval uat i onEvent >
<Qual i fi edAction>

<Party>Xl nc</ Party>
<Action actionName="notification"
xsi:type="Notification">
<Noti fi cationType>Viol ati on
</ NotificationType>
<Causi ngCuar ant ee>
Must _Send_Not i fi cati on_CGuar ant ee
</ Causi ngCuar ant ee>
<SLAPar anet er >Thr oughPut Rati o UpTi neRati o
</ SLAPar anet er >
</ Acti on>
</ QualifiedAction>
<Executi onMbdal i t y>Al ways</ Executi onhbdal i ty>
/ Acti onCuar ant ee>

An Eval uat i onEvent or an evaluatioschedul e defines
when the precondition is evaluated.

Qual i fi edActi on contains a definition of the action to
be invoked at a particular party. The concept of a qual-
ified action definition is similar to the invocation of an
object method in a programming language, replacing the
object name with a party name. The party of the quali-
fied action can be the obliged or another party. The ac-
tion must be defined in the corresponding party speci-.
fication. In addition, the specification of the action in-
cludes the marshalling of its parameters. One or mor

o . . ActionGuarantee
gualified actions can be part of an action guarantee.

q:igure 10: Defining an
Must _Send_Not i fi cati on_Guar ant ee
Executi onMbdal i ty iS an additional means to control

the execution of the action. It can be defined whether

the action should be executed if a particular evaluation of

the expression yields true. The purpose is to reduce, fopatory parties to include third parties into the process
example, the execution of a notification action to a nec-of measuring the SLA parameters and monitoring the
essary level if the associated expression is evaluated verypligations associated with them. In order to avoid the
frequently. Execution modality can be eithatwayson  potential ambiguity of high-level SLA parameters, par-
entering a conditioror on entering and leaving a con-  ties can define precisely how resource metrics are mea-
dition. The example depicted in figure 10 illustrates an sured and how composite metrics are computed from
action guarantee. others. The WSLA language is extensible and allows

In the example, zAuditing is obliged to invoke US to derive new domain-specific or technology-specific

the notification action of the service customer €leéments from existing language elements. The ex-
Xinc if a violaton of the service level objec- Plicit representation of service level objectives and ac-

tive SLOFor _ThroughPut -and_UpTi me  (cf. Figure ftion guarantees provides a very flexible mechanism to
9) occurs. The precondition should be eval- define obligations on a case-by-case basis. Finally, the
uated every time the evaluation of the SLO detachmentfrom the service description itself makes the
Mist Send_NotificationGuarantee returns a new YWSLA language and its associated services applicable

value. The action has three parameters: the type of0 & wide range of electronic services.

notification, the guarantee that caused it to be sente have developed a prototype that implements a to-
and the SLA parameters relevant for understandingal of three different WSLA services: First, a deploy-
the reason of the notification. The notification should ment service to pro\/ide the measurement and condition
always be executed. evaluation services with the SLA elements they need to
know; second, a measurement service that can interpret
measurement directives for the instrumentation of a Web
services gateway and can aggregate high-level metrics
using a rich set of functions for arithmetic and time se-
ries. Third, a general-purpose condition evaluation ser-
This paper has introduced the novel WSLA frameworkvice has been implemented that supports a wide range
for electronic services, in particular Web Services. Theof predicates. Currently, we provide extensions to the
WSLA language allows a service provider and its cus-WSLA language that apply to quality aspects of business
tomer to define the quality of service aspects of theprocesses and a template format for advertising SLAs
service. The concept of supporting parties allows sig-in service registries such as UDDI. In addition, we are

5 Conclusions and Outlook



working on an SLA editing environment. The integra-

(2]

tion with existing resource management systems and ar-
chitectures is currently underway, with a special focus

on theCommon Information Model (CIM)

(3]

6 Availability
The SLA Compliance Monitor is included in
the current version 3.2 of the IBM Web Ser-

vices Toolkit and can be downloaded

from

http://www.alphaworks.ibm.com/tech/webservicestoolkit.[4]

Acknowledgments

(5]

The authors would like to express their gratitude to Asit

Dan, Richard Franck and Richard P. King for their con- 6

tribution. The authors are also indebted to Steve Trau-
gott of TerraLuna, LLC. for his constructive suggestions [7]

for improving the quality of this paper.

Biography

(8]

Alexander Keller is a Research Staff Member at the
IBM Thomas J. Watson Research Center in Yorktown [9]
Heights, NY, USA. He received his M.Sc. and a Ph.D.

in Computer Science from Technische Univasit”
Munchen, Germany, in 1994 and 1998, respectively
and has published more than 30 refereed papers in

the area of distributed systems management.

does research on service and application manag

Him]

ment, information modeling for e-business systems,

and service level agreements. He is a member of Gl
IEEE and the DMTF CIM Applications Working Group.

[11]

Heiko Ludwig is a visiting scientist at the IBM Thomas

J. Watson Research Center since June 2001. As a mem-
ber of the Distributed Systems and Services department
he works in the field of electronic contracts, both con-[12]
tract representation and architectures for contract-based
systems. He holds a Master’s degree (1992) and a Ph.D.
(1997) in computer science and business administration

from Otto-Friedrich University Bamberg, Germany.

References

[13]

[14]

[1] ASP Industry ConsortiumWhite Paper on Service Level

Agreements2000.

P. Bhoj, S. Singhal, and S. Chutani. SLA Management
in Federated Environments. Rroceedings of the Sixth
IFIP/IEEE Symposium on Integrated Network Manage-
ment (IM’'99), Boston, MA, USAbages 293-308. IEEE
Publishing, May 1999.

B. Bhushan, M. Tschichholz, E. Leray, and W. Donnelly.
Federated Accounting: Service Charging and Billing in
a Business-To-Business Environment. In N. Anerousis,
G. Pavlou, and A. Liotta, editor®roceedings of the 7th
IFIP/IEEE International Symposium on Integrated Net-
work Managementpages 107-121, Seattle, WA, USA,
May 2001. IEEE Publishing.

A. Dan, D. Dias, R. Kearney, T. Lau, T. Nguyen, F. Parr,
M. Sachs, and H. Shaikh. Business-to-Business Integra-
tion with tpaML and a B2B Protocol FrameworkBM
Systems Journaft0(1), February 2001.

M. Debusmann, M. Schmidt, and R. Kroeger. Generic
Performance Instrumentation of EJB Applications for
Service Level Management. In Stadler and Ulema [28].

] ebXML — Creating a Single Global Electronic Market

http://www.ebxml.org.

ebXML Trading-Partners Team. Collaboration-Protocol
Profile and Agreement Specification.  Version 1.0,
UN/CEFACT and OASIS, May 2001.

FORM Consortium. Final Inter-Enterprise Management
System Model. Deliverable 11, IST Project FORM:
Engineering a Co-operative Inter-Enterprise Framework
Supporting Dynamic Federated Organisations Manage-
ment, February 2002. http://www.ist-form.org.

M. Garschhammer, R. Hauck, H.-G. Hegering,
B. Kempter, M. Langer, M. Nerb, |. Radisic, H. Roelle,
and H. Schmidt. Towards generic Service Management
Concepts: A Service Model Based Approach. Aro-
ceedings of the 7th IFIP/IEEE International Symposium
on Integrated Network Managemeptges 719-732.

R. Gopal. Unifying Network Configuration and Service
Assurance with a Service Modeling Language. In Stadler
and Ulema [28], pages 711-725.

F. Griffel, M. Boger, H. Weinreich, W. Lamersdorf, and
M. Merz. Electronic contracting with COSMOS - How
to establish, Negotiate and Execute Electronic Contracts
on the Internet. IrProceedings of the Second Interna-
tional Enterprise Distributed Object Computing Work-
shop (EDOC '98)La Jolla, CA, USA, October 1998.

B. Grosof and Y. Labrou. An Approach to using XML
and a Rule-based Content Language with an Agent Com-
munication Language. |Rroceedings of the IJCAI-99
Workshop on Agent Communication Languages (ACL-
99), 1999.

Y. Hoffner, S. Field, P. Grefen, and H. Ludwig. Contract-
driven Creation and Operation of Virtual Enterprises.
Computer Networks37:111-136, 2001.

A. Keller, G. Kar, H. Ludwig, A. Dan, and J.L. Heller-
stein. Managing Dynamic Services: A Contract based
Approach to a Conceptual Architecture. In Stadler and
Ulema [28], pages 513-528.



[15]

[16]

[17]

(18]

[19]

[20]

[21]

[22]

(23]

[24]

[25]

[26]

[27]

(28]

[29]

Keynote — The Internet
http://www.keynote.com.

H. Kreger. Web Services Conceptual Architecture.1.0
IBM Software Group, May 2001.

L. Lewis. Managing Business and Service Networks
Kluwer Academic Publishers, 2001.

F. Leymann.Web Services Flow Language (WSFL).1.0
IBM Software Group, May 2001.

H. Ludwig, A. Dan, R. Franck, A. Keller, and R.P. King.
Web Service Level Agreement (WSLA) Language Specifi-
cation IBM Corporation, July 2002.

[32

[33

[34]

H. Ludwig and Y. Hoffner. The Role of Contract and
Component Semantics in Dynamic E-Contract Enact-
ment Configuration. InProceedings of the 9th IFIP
Workshop on Data Semantics (DSgages 26—40, 2001.

K. McCloghrie, D. Perkins, and J. Schoenwaelder. Struc-
ture of Management Information - Version 2 (SMiv2).
RFC 2578, IETF, April 1999.

M. Merz, F. Griffel, T. Tu, S. Miller-Wilken, H. Wein-
reich, M. Boger, and W. Lamersdorf. Supporting Elec-
tronic Commerce Transactions with contracting Services.
International Journal of Cooperative Information Sys-
tems 7(4):249-274, 1998.

B. Moore, E. Ellesson, J. Strassner, and A. Westerinen.
Policy Core Information Model - Version 1 Specification.
RFC 3060, IETF, February 2001.

G. Dreo Rodosek and L. Lewis. Dynamic Service Pro-
visioning: A User—Centric Approach. In O. Festor
and A. Pras, editorsProceedings of the 12th Annual
IFIP/IEEE International Workshop on Distributed Sys-
tems: Operations & Management (DSOM 200dages
37-48, Nancy, France, October 2001. IFIP/IEEE, INRIA
Press.

B. Schopp, A. Runge, and K. Stanoevska-Slabeva. The
Management of Business Transactions through Elec-
tronic Contracts . In A. Camelli, A. Min Tjoa, and R.R.
Wagner, editorsProceedings for the 10th International
Workshop on Database and Expert Systems Applications
pages 824-831, Florence, ltaly, 1999. IEEE Computer
Society Press.

SLA and QoS Management Team. Service Provider to
Customer Performance Reporting: Information Agree-
ment. Member Draft Version 1.5 TMF 602, TeleMan-
agement Forum, June 1999.

SLA Management Team. SLA Management Handbook.
Public Evaluation Version 1.5 GB 917, TeleManagement
Forum, June 2001.

R. Stadler and M. Ulema, editorsProceedings of the
IEEE/IFIP Network Operations and Management Sym-
posium Florence, Italy, April 2002. IEEE Press.

enhanced Telecom Operations Map: The Business Pro-
cess Framework. Member Evaluation Version 2.7 GB
921, TeleManagement Forum, April 2002.

[31

[35] XML Schema Part 2: Datatypes.

Performance Autharity [30] V. Tosic, B. Pagurek, B. Esfandiari, and K. Patel. Man-

agement of Compositions of E- and M-Business Web
Services with multiple Classes of Service. In Stadler and
Ulema [28], pages 935-937.

UDDI Version 2.0 API Specification. Universal Descrip-
tion, Discovery and Integration, uddi.org, June 2001.

D. Verma. Supporting Service Level Agreements on IP
Networks Macmillan Technical Publishing, 1999.

K. White. Definition of Managed Objects for Service
Level Agreements Performance Monitoring. RFC 2758,
IETF, February 2000.

XML Schema Part 1: Structures.
tion, W3 Consortium, May 2001.

W3C Recommenda-

W3C Recommenda-
tion, W3 Consortium, May 2001.



