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Abstract

Historically, storage has been directly connected to
servers for fast local access and easy configuration. In
recent years, storage area networks (SANs) have defined
an alternative storage paradigm that allows storage to be
shared among servers using fast interconnects. One of the
key challenges of SAN management is the large number
of configuration problems that are encountered in a typi-
cal SAN deployment. These configuration problems can be
addressed by SAN management software. However, hard-
coding the SAN configuration rules into the management
software is not a viable option since it is not possible to
easily modify or replace old configuration rules and spec-
ify new policies and guidelines. In this paper, we propose
a novel policy-based SAN configuration validation system
that can be used to specify, store, and evaluate configura-
tion policies for SANs. We also introduce five new opera-
tors for collection policies that are useful for evaluating a
wide variety of practical SAN configuration policies found
in practice. The policy-based SAN configuration check-
ing approach proposed in this paper is discussed within
the context of device interoperability constraints. However,
this approach is extensible as it can also be used to enforce
performance, reliability, and security-related configuration
constraints.

1 Introduction

Historically, storage has been connected to servers in a
direct attached storage paradigm. However, there is a limit
to the amount of storage that can be added to a particu-
lar server, implying that increasing storage sometimes re-
quires adding servers even if extra computing power is not
needed. Another limitation of direct attached storage is that
it is difficult to share storage among multiple servers be-
cause each server has to route its data requests for remote
storage through the remote server associated with that par-
ticular storage. Storage area networks (SANs) define an al-
ternative storage paradigm that allows storage to be shared

among servers such that storage purchasing and server pur-
chasing are decoupled. The dominant SAN protocol, Fiber
Channel (FC), does not suffer from the distance and device
connectivity limitations of the parallel SCSI transport pro-
tocol used for direct attached storage, and it is much more
mature than competing network attached storage protocols
such as the iSCSI transport protocol.

However, one of the key challenges of FC SAN man-
agement is the large number of configuration problems that
are encountered when (a) adding/removing devices in an
existing SAN, (b) provisioning new storage, (c) upgrading
firmware or device drivers, and (d) trying to ensure a certain
level of reliability and security in the SAN. System admin-
istrators spend many hours troubleshooting SAN configura-
tion problems.

SAN configuration problems are typically caused by one
or more of the following reasons:

• Absence of proper device drivers with the correct level
of functionality.

• Connection of incompatible devices.

• Incorrect zoning of devices.

• Configuration of the SAN that does not satisfy the re-
liability, performance, and security requirements.

The above SAN configuration problems can be avoided
by using SAN management software. SAN management
software queries the SAN devices (both hardware and soft-
ware components) to determine their status, configuration,
and properties. Constraints can be encoded into the SAN
management software that will allow it to detect configura-
tion problems.

Hard-coding the SAN configuration constraints into the
management software, however, is not desirable due to the
following reasons:

• Newer versions of SAN software and hardware com-
ponents have different interoperability track records.
Thus, management software must be able to handle
changes in existing SAN configuration rules.



• Changing business guidelines may require activation
of new rules or deactivation of existing rules.

• Different actions may need to be taken when a partic-
ular rule is violated.

• In systems with thousands of rules, it is difficult for
a human to determine conflicts between rules, assign
priorities, and specify the sequence of execution of the
rules.

Thus, it is necessary to enhance existing SAN manage-
ment programs with policy management functionality to
address these shortcomings of manual or hard-coded SAN
configuration checking. Furthermore, it is also necessary
for SAN management software to download the latest SAN
configuration policies from a centralized repository (simi-
lar to anti-virus scan downloads that are located at a remote
site). The policies defined in the centralized repository can
be informed by input from field technicians, interoperability
lab reports, and manufacturer product specifications.

In this paper, we propose a framework for policy-enabled
SAN management software to address the SAN configura-
tion checking problems. In the proposed framework, the
configuration of a SAN is scanned periodically, or when-
ever a hardware or software component change occurs, or
when the system administrator explicitly invokes a checking
process. Alternatively, a detailed plan of a to-be-deployed
SAN can be used as input so that the architect of a SAN
may discover configuration errors during the design phase
before actually deploying the plan. This configuration is
dumped into a SAN Database in a canonical data format for
consumption by the Policy Event Generator. Based on the
changes in the SAN configuration, the Policy Event Gen-
erator creates new SAN policy events to trigger the Pol-
icy Evaluation process. If, during the evaluation process,
a configuration violation has been detected, the correspond-
ing actions to correct the error will be invoked.

This paper presents a design of the proposed SAN man-
agement architecture detailing the role of each component
and the interactions between the modules. We also show
that the composite nature of the SAN structure and the cor-
responding policy scopes can be exploited to build an ef-
ficient evaluator. Furthermore, we introduce five new op-
erators for collection policies that are useful for evaluating
a wide variety of practical SAN configuration policies de-
fined by field experts. While in this paper we only address
the issue of checking device interoperability constraints, our
approach can easily be extended to enforce performance, re-
liability, and security related configuration constraints.

The remainder of this paper is organized as follows: Sec-
tion 2 provides a brief introduction to SANs and presents a
few example policies. Section 3 describes the overall archi-
tecture of the proposed SAN management system. Section

4 presents the policy model and collection policy operators.
Section 5 presents details for components of the architec-
ture. Section 6 presents work related to our paper. Section
7 discusses our conclusions and future work. Finally the ap-
pendix presents the 64 SAN configuration policies that we
collected from SAN administrators and used in our design
and prototype implementation.

2 Background

This section provides a simple introduction to storage
area networks and illustrates some example policies used
for configuration validation of SANs. Storage area net-
works provide interconnection between servers and consol-
idated storage devices. Current storage area networks are
predominantly based on the Fiber Channel (FC) protocol,
which provides reliable transport of storage I/O at gigabit
speeds.1

Figure 1 shows a typical SAN configuration consisting of
hosts (servers) and various types of storage devices. Hosts
access the fabric via host bus adapters (HBAs), which play a
role similar to network adapters and allow hosts to connect
to the storage network. Similarly, storage devices are con-
nected to the fabric via storage controllers. The fabric can
include one or more of the following components: point-
to-point link, arbitrated loop, and fabric switch. Point-to-
point link provides a dedicated connection between two
end-points (hosts, storage devices, or switches). Arbitrated
loop is a shared media where multiple end-points connect in
a logical ring topology. The operation of the loop is similar
to that of the token ring; an end-point must first acquire a
token before it sends data. The fabric switch provides data
transport at the switched bandwidth of 100MBps per port.
Additionally the fabric switch provides configuration capa-
bilities including various types of zoning. By setting up
zones, a SAN administrator can define an exclusive group
of ports so that only permitted hosts can access certain stor-
age devices.

Below we present some sample SAN configuration poli-
cies, which represent best practices for interoperability, per-
formance, and security. In the appendix, we provide a com-
prehensive list of SAN configuration policies that have been
defined by field experts.

• The same HBA cannot be used to access both tape and
disk devices.

• No arbitrated loops are allowed in the FC fabric.

• The fabric cannot contain HBAs having a version be-
low a certain level.

1Depending on types, the raw data rate of FC is either 1 or 2 Gbps.
After the 8b/10b data encoding the actual data bandwidth of a 1 Gbps FC
is about 100MBps.



Figure 1. A typical storage area network configuration

• A host needs to have at least two disjoint paths to each
storage device for reliability.

• The number of hops between the host and the storage
device should be no more thanN .

• All HBAs in a host logical partition must be of the
same type.

• There cannot be more than 3 servers in an arbitrated
loop.

As one can see, these configuration rules are easy to un-
derstand and describe in plain English. However, SANs are
complex systems, consisting of multiple servers each with
multiple HBAs, servers and HBAs with many software and
firmware components, storage devices of multiple varieties
with many different configuration parameters, and a SAN
fabric consisting of various types of fabric switches, point-
to-point links, and arbitrated loops. Because of this inherent
complexity, manually validating these rules is a nightmare
to the SAN administrator for even a modest-scale storage
network. Furthermore, manually fixing the configuration
problem is an error-prone process during which new errors
may be introduced. The objective of this paper is to provide
a policy framework that can automate the process of vali-
dating and enforcing the policies of the above type so that
the SAN management can be greatly simplified.

3 Architecture Overview

In this section we provide an overview of the proposed
SAN configuration management architecture as illustrated
in Figure 2.

The SAN configuration management system is used to
check the configuration of a SAN, which can either be a

physically deployed SAN or planned SAN. For a physically
deployed SAN, management agents query the SAN fabric
and store the configuration information in a SAN Database
using a format consistent with the Storage Management
Initiative Standard (SMI-S) representation. For a planned
SAN, the SAN planning software exports the designed con-
figuration to a SAN Database.

The SAN configuration management system has a Pol-
icy Specification Tool that is used by a system administrator
to author system configuration policies. The graphical user
interface allows the author to build policies by combining
system attributes with functions provided by the policy lan-
guage. The policies in the SAN manager are specified in
terms of a four-tuple: scope, condition, action, and priority,
and are similar to those used by the PCIM specification [13].
Scope is used to group policies into sets that are applicable
to particular system components, such as ports or HBAs,
and identifies the set of attributes that may be included in
the policy condition. Condition is a logical expression writ-
ten on the attributes which determines if a policy is applica-
ble for particular values of the attributes. Action describes
the steps that should be taken by the system if the policy
is applicable. Priority describes the relative importance of
a policy (higher priority policies are chosen over lower pri-
ority policies when both the policies are applicable). The
Policy Specification Tool stores authored policies in a pol-
icy repository.

The two types of policy repositories used by the SAN
Manager are the Remote Centralized Policy Database and
the Local Policy Database. The Remote Centralized Pol-
icy Database is a central repository that stores the config-
uration policies for many SAN managers. A distribution
mechanism pushes policy updates from the Remote Cen-
tralized Policy Database to each SAN manager’s Local Pol-



Figure 2. SAN management system architecture

icy Database. The Local Policy Database is co-located with
an instance of a SAN manager and stores the configuration
policies for that SAN manager. It can receive policies from
a Remote Centralized Policy Database, or policies can be
defined directly for the Local Policy Database by a system
administrator using a Policy Specification Tool.

The Policy Event Generator component monitors
changes to the SAN configuration by listening for changes
in the SAN Database. When there is a change to an ele-
ment in the SAN, the Policy Event Generator triggers an
event and identifies the policy scopes that are applicable for
the event. For example, a change to Fiber Channel port
could trigger an event that would be relevant to port and
host policies. The Policy Event Generator passes the appli-
cable scopes to the Policy Evaluator for further processing.
The Policy Event Generator can also be used by a system
administrator to trigger configuration checking for subsets
of the SAN, or the Policy Event Generator can be used by
additional components to trigger configuration checking.

The Policy Evaluator component takes a list of scopes
from the Policy Event Generator and selects the policies
that are applicable to the scopes. To evaluate the selected
policies, the Policy Evaluator identifies the SAN attributes
referenced by the policies and requests those attributes from
the SMI-S Database Interface. The gathered attributes are
used to compute the condition of each of the selected poli-
cies. Among policies for which the condition evaluates to
true, if any, the highest priority policy is selected. The ac-
tion for the selected policy is passed to the Action Handler.

The Action Handler component takes actions passed
from the Policy Evaluator, and invokes the specified actions.
For example, the action can specify that an e-mail message
be sent to a system administrator if the SAN configuration
violates certain constraints. An action may also specify a
function that can rectify a system configuration problem,
such as performing a rezoning action when there is a zone
configuration problem.

The SMI-S Database Interface collects system configu-
ration attributes from the SAN Database or directly from
the physically deployed system. It provides an abstraction
for accessing system data so that the Policy Evaluator does
not need to know the specifics of the SAN Database or how
to query the SAN fabric.

4 Data and Policy Model

The typical size of SAN configuration data can easily
run into several megabytes. Furthermore, there could be
hundreds of configuration policies in the policy repository.
A good organization of SAN configuration data and policies
is critical for the good performance of the validation system.

4.1 Policy Scope Taxonomy

The first step toward data and policy modeling is to col-
lect typical configuration policies and analyze them for the
attributes that they validate. Using such policies, we mod-
eled data for SAN components and major concepts such
as host, switch, storage device, host bus adapter (HBA),
port-controller, port, link, fabric, and zone. Our data mod-
els were inspired by the SMI-S standards, and they repre-
sent a subset necessary for the policy evaluation. For each
given component type, we divide corresponding data into
two parts: data describingintrinsic propertiesand data de-
scribingassociated components. For example, for an HBA,
its serial number, state, id, model name, vendor name, in-
stalled software, and hardware characteristics are defined to
be its intrinsic properties. On the other hand, the ports con-
tained in it, and the host in which the HBA is contained are
defined to be the components associated with an HBA. This
distinction of data for a component type turns out to be quite
useful, since a close inspection of configuration policies re-
veals that there are three types of policies:



• Intra-component Policies: policies that validate con-
straints on the intrinsic properties of a single SAN
component. An example policy is “An HBA from ven-
dor X should have firmware level greater thanY ”.
This policy may have been created because firmware
levels less than or equal toY for HBAs of vendor
X are known to have a bug leading to sporadic data
losses.

• Inter-component Policies: policies that validate in-
trinsic properties of one SAN component with respect
to the intrinsic properties of another SAN component.
An example of policy is “A host with operating system
AIX version X should not have an HBA from vendor
Y with firmware level greater thanZ. This policy may
be in force if the OS has only been certified up to a
certain HBA firmware level.

• Collection Policies: policies that validate properties
of a group of SAN components. An example policy is
“All HBAs in a host should be from the same manu-
facturer”. This policy may be enforced for reliability
and interoperability reasons.

Based on our analysis of SAN components and policies
we developed a policy scope taxonomy. In this classifica-
tion, policies are first divided on the basis of the type of
component they validate. Thus, a policy validating intra-
HBA constraints would fall under the scope “HBAPolicies”.
A policy prescribing interoperability constraints between
host OS and HBA firmware level would carry two scopes
“HBAPolicies” and “HostPolicies”. A policy mandating
uniformity among HBAs of the same host would fall un-
der “HBAPolicies”. For each component type, the policies
are further subdivided based on the three type of policies
described above. Thus, all “HBAPolicies” may be divided
into the following scopes, for instance:

• IntraHBAPolicies. Policies that validate constraints
on the intrinsic properties of a single HBA.

• InterHostHBAPolicies. Policies that validate con-
straints between a host and a resident HBA.

• InterHBAPortPolicies. Policies that validate con-
straints between an HBA and a resident port.

• HostHBACollectionPolicies. Policies that validate
constraints among all HBAs of a host.

• ZoneHBACollectionPolicies. Policies that validate
constraints among all HBAs of a zone.

• GeneralHBACollectionPolicies. Policies that vali-
date constraints among all HBAs in a SAN.

The advantage of making these policy subgroups will
become clear in the next section when we describe archi-
tecture components in more detail. Essentially, this scope
taxonomy allows us to build efficient policy evaluation for
a given SAN event.

4.2 Collection Policies

In general, policies can be classified on the basis of the
condition part of their four-tuple. At the first look, it may
seem the conditions in the SAN configuration policies pre-
sented in the appendix do not present a structure for parsing
and evaluation. However, more insight can be gained by ex-
panding the Boolean expression representing the condition
of a policy as an expression tree. We found that the expres-
sion tree of policy conditions mostly contains basic opera-
tors such as logical composite operators (AND, OR, NOT)
and comparison operators (>, <, >, 6, ==) with the five
notable exceptions. All five exceptions are operations on a
collection of elements. In the following, we describe these
new operations.

Assume that a collection C has elements
O1, O2, . . . , On. Further assume that each element in
C hasm attributesp1, . . . , pm. Now consider the following
five operations on the collectionC.

• Cartesian Property: Given sets of values
A1, . . . , Am for attributes p1, . . . , pm respectively,
return all elementsOi in C that satisfy the condition
(Oi.p1 ∈ A1) ∧ . . . ∧ (Oi.pm ∈ Am).
– Example Policy:All HBAs of type Emulex 9002
must have firmware level of either 3.81a, 3.81b, 3.82,
or 3.84.

• Graph: Given a directed graphG = (E, C) (graph
with elements inC as its vertices, and directed edges
in E between them), and two elementsOi and Oj ,
return all directed paths betweenOi andOj .
– Example Policy:All hosts must have more thank
paths to target.

• Exclusion: Given sets of valuesA1,1, . . . , A1,m

and sets of values A2,1, . . . , A2,m, for at-
tributes p1, . . . , pm respectively, return all el-
ements Oi in C that satisfy the condition
(Oi.p1 ∈ A1,1) ∧ . . . ∧ (Oi.pm ∈ A1,m) while
another elementOj , j 6= i, simultaneously satisfies
(Oj .p1 ∈ A2,1) ∧ . . . ∧ (Oj .pm ∈ A2,m).
– Example Policy:Tape drives should not exist in a
zone if it contains disk drives.
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Figure 3. Mapping of the SAN configuration
policies to collection operators

• Many-to-One: The value of an attributepi,
1 6 i 6 m should be the same for all elements
in C. If this is not the case, then return subsets ofC
constructed by partitioningC according to the values
of pi.
– Example Policy:Only one host type should exist in
a zone.

• One-to-One: The value of an attributepi should be
different for all elements inC. If this is not the case,
then return subsets ofC constructed by partitioningC
according to the values ofpi.
– Example Policy:No two devices in the system can
have the same WWN (World-Wide Name).

In the appendix, we list 64 types of actual SAN con-
figuration policies collected from field experts. Figure 3
shows how each policy can be modeled and expressed us-
ing the above five collection operators. The figure shows
that the Cartesian Property operator is most popularly used
and therefore the policy evaluator must implement it in an
efficient manner.

5 Architecture Details

This section now describes the details of each component
of the architecture.

5.1 Local Policy Repository

The design of the local policy repository has been driven
by two critical requirements: First, the repository should be
able to quickly retrieve all policies relevant to a Policy Re-
quest and pass it to the Policy Evaluator. Second, the repos-
itory should provide standard version control features: the
ability to maintain multiple versions of policy documents,

the ability to roll-back to an older version of a policy docu-
ment, and the ability to maintain a coherent set of policies
to the Policy Evaluator in the presence of concurrent modi-
fications to the policy documents.

These requirements are met by implementing the policy
repository in two parts: a persistent part that stores multi-
ple versions of policy documents and resides in a concur-
rent version system, and a policy cache that stores the cur-
rently enforced policy document in a compiled format and
resides in the random-access memory of the SAN manage-
ment system. The persistent part maintains a history of pol-
icy documents and a coherent set of policies in the presence
of multiple authors trying to modify the policy document.
The cache stores policies in a hash table, hashed by their
policy scope. If the policy scopes are chosen carefully, then
each Policy Event only triggers policies corresponding to a
small number of scopes, and the policy evaluator can query
the cache and efficiently retrieve all policies in a compiled
format.

Upon receiving a new policy document, the persistent
part of the policy repository validates the syntax of the new
policy document. If the document passes validation checks,
then it notifies the policy cache. The policy cache retrieves
the most recent policy document, compiles it to an expres-
sion tree suitable for policy evaluation and stores policies
contained in the document in a temporary hash table. Once
the compilation is finished, it switches to the newly com-
piled policies.

5.2 Policy Evaluator

The Policy Evaluator operates on the boolean expres-
sions that represent the policy conditions. Boolean expres-
sions are compiled into the form of an expression tree, with
the nodes being the operators and the children nodes being
the operands. The operators include logical operators and
comparison operators, as well as the five collection opera-
tors discussed in the previous sections. The evaluator com-
putes the value of the expression in a depth-first traversal
order. The Policy Evaluator is optimized for performance
by caching sub-expressions that appear more than once in
the expression trees. Such sub-expressions representing the
policy conditions are evaluated only once, with the results
being cached to avoid repeated evaluations.

The policy evaluator obtains the data needed to evalu-
ate the expression tree from the SMI-S Data Layer which is
described in subsection 5.4. When a request for policy eval-
uation of a given scope is triggered, the attribute values for
the corresponding objects are obtained by the SMI-S Data
Layer and are cached so that they do not have to be fetched
during evaluation of the tree for policies corresponding to
the scope and its sub-scopes.



5.3 Policy Request Generator

The Policy Request Generator is responsible for sending
properly formatted requests for configuration checks to the
Policy Evaluator. The Request Generator sends a request
based on input from two sources: the user interface where a
user can ask the request generator to run a specific config-
uration check, or the SAN configuration database, where a
stored procedure can send a notification every time a con-
figuration change takes places. Typically, a user asks to run
a specific configuration check for routine maintenance or
for trouble-shooting a configuration problem. Alternatively,
some typical actions that would trigger a notification by the
SAN configuration database to the Policy Request Genera-
tor are as follows:

• Addition/removal/failure of SAN components.

• Firmware upgrade/downgrade of SAN component.

• Zoning operations.

• Software configuration changes.

Once the Policy Request Generator receives a triggering
event, it examines the event to see if a new request for con-
figuration checking should be generated. For example, the
configuration of a SAN may change during business hours
to provide more resources to business customers. The Pol-
icy Request Generator in our architecture filters out such
triggering events. The filtering of events in the request gen-
erator is governed by meta-policies that are input by the sys-
tem administrator. These meta-policies are stored in a local
policy repository under a scope.

If the trigger event qualifies, the Policy Request Gen-
erator generates a corresponding request for configuration
checking. The request for configuration checking includes
a policy scope to indicate all the policies that need to be
checked, and the identification of affected system compo-
nent. For example, if the triggering event is an upgrade of
the firmware of an HBA, then the attached scope would
include HBAPolicies (policies checking configuration of
a single HBA) and the request for checking configuration
policies would carry the globally unique (GUID) of the af-
fected HBA.

5.4 SMI-S Data Layer

Depending upon the scope of the involved policies, the
policy evaluator obtains the necessary policy data from the
storage management initiative standard (SMI-S) data layer.
SMI-S is a SNIA standard that uses DMTF CIM modeling
technology to model both physical storage devices such as
switches, storage arrays and hosts, and also logical storage
components such as volumes, extents, LUNs etc. Since the

Policy Evaluator

CIM API/ Query Layer

CIM Client

SMIS 
Local

Local CIM Server

Remote CIM Servers

DBMS

Figure 4. SMI-S Data Layer

SMI-S standard is being supported by most storage vendors,
use of SMI-S entities and attributes in the policy framework
to represent storage resources allows the policy framework
described in this paper to be used in a vendor-neutral man-
ner. As shown in Figure 4, the policy evaluator layer in-
vokes the CIM-SMI-S APIs that could potentially be ac-
cessing data from a database management system (DBMS)
under the covers, or could be directly contacting the storage
devices. In either case, the SMI-S data layer maintains a
cache of objects at the policy manager location to ensure
that the same data is not retrieved multiple times if it is
needed by multiple policies.

When the SMI-S data layer is utilizing a DBMS, it relies
on the DBMS cache manager to provide the caching func-
tionality and the CIM API/Query language layers leverage
the SQL querying capability of the underlying DBMS to
query the SMI-S database. The policy evaluator layer can
potentially directly access (instead of CIM APIs or query
language) the data from the DBMS but then the code will
not be portable for cases where the data is being retrieved
from remote storage devices and not from a local DBMS.
As described above, use of the CIM API layer insulates
the policy management software from the location details
of where the information is stored (i.e. data could be lo-
cated at remote devices).

Figure 5 shows the entities of the SMI-S schema that
map to some of the key storage devices. ComputerSys-
tem, PhysicalPackage, SoftwareElement, and FCPort are
some of the SMI-S classes that are used in the SAN con-
figuration checker. The ComputerSystem class represents
a switch, a storage array, or a host. The PhysicalPack-
age class represents the hardware characteristics (manufac-
turer, model number) of a ComputerSystem, while the Soft-
wareElement class corresponds to software characteristics
(firmware level, OS level, device driver level) of a Comput-
erSystem. It is important to note that the ComputerSystem
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Figure 5. SMI-S Classes

class does not contain hardware and software information
as its attributes, but instead it points to separate classes that
contain this information. Finally, FCPort corresponds to
Fiber Channel ports present in each of the storage devices.

Hence, the policy evaluator layer can use a combination
of CIM-SMI-S query language or CIM hierarchy traversal
APIs to access the device data. The following examples
briefly illustrate how different types of data can be accessed
from the SMI-S data layer:

• If the policy evaluator layer wants to get a list of all the
hosts in the system then it can issue a SQL-like SMI-
S query to the ComputerSystem class where it speci-
fies the value of “HOSTS” for the dedicated field. The
value “HOSTS” implies that it is searching for Hosts.

• If the policy evaluator layer wants to find the software
installed on a particular host, then it can use the CIM
Associator API to traverse the InstalledSoftwareEle-
ment link to arrive at the corresponding SoftwareEle-
ment class instance. Similarly, if it wants to find in-
formation about the manufacturer of a host then it can
find this information by traversing the ComputerSys-
temPackage associator link.

5.5 Action Handler

TheAction Handleris responsible for taking the actions
specified by the Policy Evaluator component. The Action
Handler is an extensible SMI-S compliant component that
is capable of manipulating components in the SAN as well
as generating workflows of predefined or customized ac-
tions. There are three broad types of actions that the action
handler might issue. The first type of action is invoked by

calling well-defined procedures through the SAN manage-
ment API (can be either SMI-S or non-SMI-S based) inter-
faces. For example, regrouping devices in a zone, creating
a logical volume on a disk, or making a data copy from one
storage device to another can be done by invoking SMI-
S StorageConfigurationService and ZoneService methods.
Thus, SMI-S is trying to standardize SAN management ac-
tions by defining various types of service classes. Another
type of action is triggered by a workflow manager. For ex-
ample, if a configuration violation is identified by a policy
that specifies the action that the corresponding SAN com-
ponents should be shut down, the Action Handler starts a
workflow that manipulates the SAN components using the
SMI-S specifications. Similarly, if the firmware version of
a device does not conform to the version requirement indi-
cated in the policy, then it may specify the Action Handler
to start a workflow to replace the firmware of the device
with a higher version. Finally, the third type of action is
designed to help and bring attention to human operators.
These predefined actions include the ability to send mes-
sages to a console or send e-mail to a system administrator.
By extending the Action Handler, additional customized ac-
tions can easily be added.

6 Related Work

Policy-based management and auditing has been pro-
posed for a wide variety of systems [14, 1]. For exam-
ple, [12] proposed a policy management system for manag-
ing and validating Internet Security Protocol Suite (IPSec)
policies to ensure end-to-end secure service. The IPSec
management system allows users to define high-level secu-
rity requirements, and then uses those requirements to de-
tect and resolve conflicts in the specific IPSec policies.

There are many examples of policy management for
network configurations to meet given quality of service
requirements. The policy-based SLA management sys-
tem [15] was proposed to control the Differentiated Services
Architecture [4] for offering multiple classes of services in
an IP network. PECAN [6] is a system that manages the
configuration of Multi-Protocol Label Switching (MPLS)
networks based on the quality of service guarantees that are
required.

Recently, policy-based storage management has become
an active research area in storage management [9, 8]. In this
approach, system administrators specify high level policies
(goals) that describe the required QoS with respect to per-
formance, reliability, and security for the storage system.
The storage management software maps the high level poli-
cies to low level storage actions. The mapping rules are usu-
ally written in the form of condition-and-action statements
[9]. Thus, system administrators do not have to worry about
the low level details of many different devices.



Systems like SAN Architect [11] from EMC and Bright-
Stor SAN Designer [7] from Computer Associates also pro-
vide support for SAN configuration checking. However,
to our knowledge these products do not utilize a policy-
management framework similar to the one presented in this
paper. Most of the current storage management software
products contain only very primitive support for policy-
based storage management because it is difficult for them
to keep up with changing workloads and system configura-
tions. Thus, new techniques are required to make it easier to
express transformation from high level goals into low level
system actions. Similarly, sophisticated policy conflict res-
olution methods need to be developed to detect both static
and dynamic policy conflicts. Currently, there is support
only for very rudimentary policy conflict detection mecha-
nisms.

The SAN configuration checking framework presented
in this paper can use any one of the existing policy speci-
fication mechanisms. That is, this approach is compatible
with DMTF CIM Policy [10], IETF PCIM [13], and Web
Services policy specification [5] approaches. Similarly, this
framework can utilize any one of the many different pol-
icy execution engines such as the ABLE [3] or the Hyper-
cube [2] policy evaluation engines. Finally, the configura-
tion checking framework presented in this paper uses the
SNIA SMI-S model by default, but it can also be extended
to work with other proprietary data models.

7 Conclusion

In recent years, policy-based management and config-
uration validation has been proposed for various complex
systems. In this paper, we have presented an architecture
for a policy-based SAN configuration manager that can be
used to specify, store, and evaluate interoperability policies
for SANs. By explicitly using policies to drive the system
rather than hard-coded configuration rules, the system can
more easily adapt to changes in SAN software and hardware
components and actions can be customized or extended as
the needs of the SAN manager change. Furthermore, the
SAN management system can profit from policy-specific
functions such as efficient evaluation, validation, and con-
flict resolution. The generic policy components of the pro-
posed architecture including the Policy Evaluator, Policy
Specification Tool, Policy Database, and Action Handler
can be used in many different scenarios and application do-
mains. We are in the process of building policy-based de-
sign and planning tools, auditing tools, and configuration
tools based on these generic policy components for a wide
variety of application domains such as databases, networks,
and messaging systems.
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Appendix

In this appendix, we provide a list of 64 general SAN
configuration policies that we used for designing the
extensions of the policy evaluation primitives.



1. HBA Model and Firmware Level: Every HBA that has a vendor
nameX and that has a modelY must have a firmware level either
n1, n2, or n3.

2. Hardware Constraints: All host systems must be from vendorX.

3. Firmware Level: Firmware level ofX must be upgraded to a version
of at leastn or higher.

4. Number of Ports per Zone: There must be no less thanM ports and
no more thanN ports in a zone.

5. Number of Zones per Fabric: There must be no less thanM zones
and no more thanN zones in a fabric.

6. Hard Zoning: All zones must be defined using domain or WWN.

7. Soft Zoning: All devices connected to an interconnect device must
support name service to do soft zoning.

8. Device Selection in a Zone: Devices of typeX and devices of type
Y are not allowed in a same zone.

9. Host Selection per Zone: No two different host types should exist in
a same zone.

10. HBA Selection per Zone: No two host HBAs should exist in a same
zone.

11. Number of Zones per Port: No port should be a member of more
thanN zones.

12. Port Status in Active Zone: If a port has a good status, it must be in
at leastM zones and at mostN zones.

13. Number of Ports in Fabric: The number of ports of typeX in the
fabric is less thanN .

14. Domain IDs: All domain IDs throughout all monitored FC switches
must be unique.

15. Equal Link Speed: FC link speed must be equal for all HBAs in
systemX connected to device typeY .

16. Logical Multiple Paths: A host can logically see multiple paths to
target.

17. Physical Multiple Paths: A host physically has multiple paths to tar-
get.

18. System Type: All systems connected to SANX must be of typeY
or Z.

19. Port Type/System Type: All devices of typeX must be connected to
switch port of modeY .

20. Tape and Port Loop Mode: All tape connections are loop.

21. G-Port Policy: No G-Port/In-Sync connections are allowed in the
fabric.

22. Device Hop Constraints: There are no more thanN hops between
devicesX andY .

23. Switch Hop Constraints: There are no more thanN hops between
switches.

24. Environmental thresholding: Certain environmental parameters
have to be within a specified range. For example, the room tem-
perature must be betweenM andN degrees.

25. Host Hardware Profile: All fabric host hardware matches a user-
defined profile.

26. Redundant Paths: There should be at leastM and at mostN paths
to a device.

27. Active Zones: There should be no active zones having only a single
port.

28. Tape/Disk and Zone: No tapes and disk should exist in a same zone.

29. HBA with Tape/Disk Devices: A host bus adapter cannot be used to
access both tape and disk devices.

30. Tape Recovery Protocol: The tape recovery protocol should be en-
abled/disabled on HBAX in locationY .

31. Class of Service: All devices must run in class of serviceN , where
N = 2, 3.

32. Loop Disk: No loop disk is allowed in the fabric.

33. Optic Mode: If optic link is in single mode, the BBCredit2 must be
betweenM andN .

34. Connection to a Director Class Switch: No end-point devices can
connect directly to a director class switch except for deviceX.

35. Connection to a Director Class Switch: No edge switches can con-
nect to a director class switch unless the switch vendors are the same.

36. Link Speed: A link capable ofX speed has been set toY speed.

37. Port Mode: The device connection method is set to loop instead of
FC port.

38. BB Credits: A device running in modeE should have BBcredits
between valuesM andN .

39. HBAs and LPAR: All HBA cards must be of the same type within
an LPAR (logical partitioning).

40. Number of LUNs: A storage Port should have minimum/maximum
number of LUNs.

41. Port Capacity: A storage Port should have a minimum/maximum
capacity ofk GB.

42. Device Type and Vendor: Device typeX of Vendor typeY is not
allowed.

43. Open System: An ESS array is not available to open systems if an
iSeries system is configured to array.

44. HBA and Vendor: All the HBAs in a system should be from the
same vendor.

45. Storage Type: The system should not have mixed storage types such
as SSA, FC, and SCSI parallel.

46. Firmware Level: All firmware levels must be equal for device type
X.

47. OS and Device types: Devices of typeT should not be attached to
an OS of typeX.

48. OS Levels and Patches: A desired OS level and a list of the patches
must have been install.

49. File System Types: Only a certain type of file systems can be on the
system.

50. Interconnects: Copper and optical interconnects are not allowed on
same device or system.

51. Active LUNs: All HBA devices must have at least one active LUN
associated with it.

52. HBA and LUN: Each HBA on a host system has active LUNs asso-
ciated with them.

53. Optics and Vendor: Optics must be of typeX and at versionY in a
device typeZ if the vendor isQ.

54. LUN Masking: Proper LUN masking should have been enabled for
a storage device that is accessed by multiple systems.

55. WWN Uniqueness: No two devices in the system can have the same
WWN (World-Wide Name).

56. Serial Number Range: A certain serial number range for component
X is not allowed.

57. Logical Paths: No less than two and no greater than four logical
paths are allowed from endpointA to endpointB.

58. Switch Interoperability: Only the switches that are inter-operable
can work together in the system.

59. Active Zone: Every fabric must have at least one active zone.

60. Core-Edge Policy: All edge switches must be connected to one or
more core switches.

61. Redundant Paths: There must exist redundant SAN paths between
hostH and endpointD.

62. Tape Device: Tape devices of typeX may have at most one connec-
tion to any host.

63. No Sharing: Each zone should only contain the ports from a single
host.

64. Alias: All hosts in the system must have at mostX aliases.

2Buffer-to-buffer credit is used for flow control by FC classes 2 and 3.


