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The growing popularity of open-source software in
recent years has led to its increased acceptance in
the enterprise environment. In a recent informal
survey, a large percentage of respondents (60
percent) reported using a mix of open-source and
commercial software products at their companies.1
The exclusive use of open-source software appears
to be rather limited (only 2 percent of the
respondents). The IBM corporate Web site, which
originally used only IBM proprietary software, has
gradually incorporated a number of major open-
source software components. These have delivered
cost savings, contributed to the rapid adoption of
new technologies, and opened up new business
opportunities. The IBM corporate portal,
www.ibm.com, provides a gateway to corporate
information and services. It serves customers,
business partners, investors, and the general public
in 84 countries around the world.

To satisfy the requirements for availability, the
portal infrastructure is distributed across three
separate locations as illustrated in Figure 1 (sites A,
B, and C). Sufficient capacity to process incoming
requests is provided as long as two out of the three
locations are operational. Whereas on a typical day
the infrastructure handles over 40,000 hits per
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minute, the rate can be much higher during special
events.

Each location is served by multiple Internet Service
Providers (ISPs). The traffic is distributed across the
locations by using a combination of the Border
Gateway Protocol (BGP)Z’3 and Global Server Load
Balancing (GSLB).4 If one location becomes un-
available due to either a disaster or scheduled
maintenance, the BGP routes to that location are
“de-advertised,” and traffic flows to the other two
locations without interruption of service for users.

Given that at least two sites are needed for
availability, a three-site configuration is probably
best. A numerical example makes this clear.
Suppose 30 servers are needed to handle the
transaction-processing load. For a configuration
with two sites, a total of 60 servers are needed (30 in
each location). For a three-site configuration, how-
ever, only 45 servers are needed (15 in each
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location)—if any one location is down, there will be
the required 30 servers to process the load. A more
accurate estimate of the cost should take into
account other factors, such as the cost of the
infrastructure for each site (firewalls, load bal-
ancers, storage servers, etc.).5

The configuration of one of the portal sites is
illustrated in Figure 2. To enforce security proce-
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dures, the network is logically divided into four
separate zones. From any given zone, requests can
be routed only to adjacent zones. For example, it is
possible to route requests from the red zone to the
yellow zone, but not from the red zone to the green
zone. The Web servers, IBM HTTP servers (IHS),6
are hosted mostly on IBM pSeries*7 servers running
AIX*S; whereas, various administrative functions,
such as monitoring, run on IBM xSeries*9 servers
with Linux.** The incoming requests are distributed
among the servers by WebSphere* Edge Servers.'’

The IBM portal has operated at 100 percent
availability for over three years. Although at times
parts of the infrastructure have been taken down for
maintenance and upgrades, there has not been a
customer-impacting outage since June of 2001,
when a 5-minute outage was caused by human
€IToT.

IBM supports the open-source model, which is
based on open standards, shared source code, and
collaborative development that takes place in public
view. Whereas the IBM portal initially relied mostly
on proprietary software, it now has a strong open-
source component. Our participation in these
projects is at the level of users and occasional
contributors (e.g., we reported problems with the
default character set on redirect headers and the
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Figure 2
Configuration of a portal site
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need for a configuration option to allow the use of
specific encoded character in URLs—uniform re-
source locators).

This paper describes the use of open-source soft-
ware by the portal Webmaster team and focuses on
four major open-source projects: Apache** Web
server, Perl, XML (Extensible Markup Language),
and Struts.

APACHE WEB SERVER

When the IBM corporate Web site became opera-
tional in 1994, it ran on the NCSA'' Web server
software. This software was distributed as open
source, and having access to the source code
allowed us to customize it for our special needs.

The NCSA Web server software was used until late
1998 when IBM’s own Web server product Domino
Go Webserver took its place. IBM began collabo-
rating with the Apache12 project, an offspring of the
NCSA Web server. As a result, Domino Go
Webserver was phased out, and by 2000, we
migrated to the IBM version of the Apache Web
server, the IBM HTTP Server.

Use of the Apache Web server opens up access to
the large community of system administrators and
developers familiar with this product. Help is thus
available for problems involving configuring and
running Apache servers and also for software
development and problem resolution.

The value of having access to the source code was
illustrated to us in the following incident: when we
migrated to IHS, we discovered that the Apache
server was rejecting the URL-encoded slash charac-
ter (‘%2f’) in the URI (Uniform Resource Identifier)
in a manner that was inconsistent with the HTTP
(Hypertext Transfer Protocol) specification, thus
creating a problem with one of our applications.
Access to the source code allowed our developers to
design a temporary fix for the problem until a
permanent solution was distributed with a new
release of the product. Had the product been
proprietary, it would have taken much longer to
come up with a workable solution.

On another occasion, we discovered that when
issuing a redirect with HTTP code 302, Apache
specified its default content-encoding; if the page
that is the target of the redirect is in a character set
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which is different from this specified encoding, it
may appear broken to the user. This problem was
resolved in Version 2.0.40, by the addition of a
configurable environment variable.

In both these cases, we may not have been the only
users—or even the first—to report the problems; but
the open-source nature of the product ensured that
we were able to quickly report the problems, have
them validated by other users and experts, and finally
have them resolved by the open-source community.

The Apache Web server is designed in a way that
allows others to enhance it by writing their own
extensions or “modules.” This means that we are
able not only to write our own extensions, but also
to benefit from third-party modules. Among the
several extensions to the IHS server that we wrote,
there is an IHS module that generates the portal
home page and displays customized content based
on a combination of browser settings, user prefer-
ences, and application logic.

PERL

Perl 1.0 was released to the usenet newsgroup
alt.comp.sources by Larry Wall in 1987. We have
used Perl as a scripting language since the IBM Web
site was first set up. At first we used Perl for
handling simple HTML (Hypertext Markup Lan-
guage) forms. However, by early 1995, we started
looking for tools to support the creation of content
and other ways of enhancing the Web site.

We realized that Perl, as an interpreted rather than a
compiled language, has the advantages that its
source code is easy to inspect, modify, and roll out
on Web servers, and the language is well suited for
quick delivery of small applications. The popularity
of the language in the Web developer community
provided the opportunity to share code snippets, to
learn from others’ experiences, and to have access to
the fairly large library of Perl modules and Perl
libraries that were available on the Internet."

In late 1995 we wanted to create a tool that would
allow Web site owners throughout IBM to imple-
ment the IBM standards for Web publishing that had
been issued earlier that year. These standards
mandated the use on all IBM Web pages of a
masthead with a specified look and with a specified
font for the text embedded in it. Because many Web
site owners did not have the necessary graphical

YAN, LEIP, AND GUPTA 421















