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Agents are problem-solving entities that can be used to develop complex and

distributed systems because they are autonomous, mobile, reactive, social, and

proactive. Today’s trends in agent technology include the development of applications

as multi-agent systems, where several agents interact within the same application. In

these systems, the interactions among agents must be carefully considered. Roles

constitute a powerful paradigm for modeling interactions, allowing algorithmic issues

and interaction-dependent issues to be handled independently. In this paper, we

present the RoleX interaction infrastructure, which enables Javae agents to

dynamically assume and use roles at runtime. Our approach is based on using

bytecode manipulation to add (or remove) Java members from agents, changing their

capabilities. We detail the main component of RoleX, the Role Loader, which performs

the bytecode manipulation that allows agents to dynamically assume and release

roles.

Agents are autonomous entities that can perform

their tasks without requiring continuous user

interaction.
1

The agent-oriented paradigm is

emerging as a sound approach for the development

of today’s complex software systems.
2

Because of

their autonomy, agents can be exploited to build

complex systems and applications where they

perform actions on behalf of their users. Because

they can run in a proactive way and react to

environmental changes,
1

agents can naturally pro-

vide adaptability and deal with heterogeneity and

unpredictability. Moreover, agents can be mobile;

that is, they can search and run in different

environments during their execution. This mobility

makes it very important to take into consideration

the interactions between an agent and its sur-

rounding environment.

Agents can interact with other agents or environ-

ments in a cooperative or a competitive way. Multi-

agent systems represent a powerful way to solve a

distributed task, but their use requires agents to

routinely use extensive social interactions in order

to coordinate among themselves. For this reason,
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research activity must take into account interactions

among agents, and appropriate tools and paradigms

must be developed in order to reduce development

effort and to control interactions.

In this paper, we focus on interactions based on the

concept of role, a stereotype of behaviors common

to different agents.
3,4

Roles can be exploited by

agents at runtime in order to enhance their

capabilities. A role can be thought of as a set of

behaviors and capabilities that agents can exploit to

perform their tasks in a given context.

There are many advantages to modeling interactions

by using roles and exploiting the resulting infra-

structures. Firstly, this approach enables a separa-

tion between algorithmic and interaction-related

issues in developing agent-based applications.
5

The

algorithmic issues are addressed within the agents,

and the interaction-related issues within the roles.

As a consequence, roles can be developed by one

developer and agents by another, which promotes

software reuse. Secondly, roles permit the reuse of

solutions and experiences, and, in fact, because

roles are related to application scenarios, designers

can exploit previously defined roles for similar

applications or situations. As an example, Reference

4 shows how roles can be exploited to easily build

agent-oriented interfaces for Internet sites. This

implies that roles can be seen as design patterns:
6

a

set of roles along with their interaction relationships

can be considered as a solution to a well-defined

problem and reused in similar situations. Finally,

the use of roles promotes locality in interactions:

each local interaction context can define its own

roles, thus controlling the interactions among them.

Roles have been used in many branches of computer

science. Role-Based Access Control
7

(RBAC) allows

uncoupling of users and permissions. In Computer

Supported Cooperative Work
8

(CSCW), roles sup-

port adaptability and the separation of duties. In the

area of software development, roles are used in

object-oriented programming
9,10

and in design

patterns
11

such as the Role Object Pattern.
12

Applied to the agent scenario, the exploitation of

roles has a few limitations. Firstly, many approaches

exploit roles only in the design phase, without

taking into account the implementation phase.

Supporting roles at the design phase only is

inadequate for today’s programming trends, and in

particular for the development of agent-based

applications. Powerful implementation support

must be provided. Today’s agent-based applications

need to be very dynamic, adapting themselves to

continuously changing environments. For example,

adaptability is required in applications for

e-commerce, general Internet applications, and

those related to pervasive computing. Applications

must be able to adapt easily to execution contexts

without increasing the complexity of their develop-

ment. In the context of agents and roles, this

necessitates a dynamic way to assume and play

roles at runtime, reducing the coupling between

agents and their roles. Dynamic support for role

assumption frees agents to exploit role capabilities

on demand; that is, only when they are really

required. As a consequence, agent code can be

simple and light because capabilities that can be

dynamically assumed through one or more roles

need not be embedded.

In order to provide a powerful and, as much as

possible, dynamic role system implementation, we

have developed the RoleX (Role eXtension) infra-

structure,
13

which is the subject of this paper. RoleX

has been developed as part of the BRAIN (Behav-

ioral Role Agent Interactions) project,
3,14

a project

with the aim of supporting role-based development

during different phases (analysis, design, and

implementation). To achieve its goal, BRAIN pro-

poses and provides a three-level framework: (1) a

model of interaction based on roles, (2) a notation,

XRole, based on XML (Extensible Markup Lan-

guage), to describe the roles, and (3) several

possible interaction infrastructures based on this

model and notation, which enable agents to assume

and play roles. BRAIN supports developers through

the entire development process, making the use of

roles a homogeneous and natural process. Further-

more, the fact that BRAIN provides different

interaction infrastructures (such as RoleX) allows

developers to easily migrate an application from one

implementation to another.

This paper focuses on the RoleX infrastructure,

which is a complex, innovative role-system imple-

mentation with highly dynamic and flexible serv-

ices. The Role Loader
15

is a special component at the

center of RoleX that is able to endow agents with

role capabilities. RoleX is innovative in its approach

because it not only provides for dynamic role

assumption, but also because of the way that roles
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