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Beyond backup
toward storage
management

The IBM Tivoli Storage Manager, a
client/server product providing backup,
archive, and space management functions in
heterogeneous distributed environments,
performs extensive storage management after
client data have reached the server. Beyond
minimizing the amount of data that a client
needs to send on successive backup
operations, Tivoli Storage Manager optimizes
data placement for disaster recovery, for
restore operations, and for fault tolerant
access. It also adapts to changes in device
technology. The original design points of the
product in research have been expanded to
provide a comprehensive set of functions that
not only facilitate backup but also support
content managers and deep storage
applications. The design points and functions
are described in this paper.

The proliferation of distributed computing and In-
ternet usage together with continually falling stor-
age prices, greater disk capacities, and tremendous
data growth, challenge storage administrators to ad-
equately provide nonintrusive backup and proper re-
covery of data. Enterprise computer system data pro-
tection is subject to operational demands that are
driven by varying business requirements and contin-
ual advancements in storage technology. A number
of factors lead to inherent complexity in the seem-
ingly mundane task of recovering data.

All data are not the same. Information that supports
important business processes may be distributed
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across multiple applications, databases, file systems,
and hosts—intermixed with data that are easily re-
created and clearly less important to the enterprise.
Data elements that share the same file system or host
containers have varying levels of importance, de-
pending upon the applications they support or the
rate at which they are changed. The management
complexity in dealing with this environment often
leads to inefficient backup practices because all data
are treated at the level required for the most impor-
tant elements. Differentiated data requirements need
to be recognized and managed in an automated way
to control network and media resources and the ad-
ministrative expense involved in backup processing.

Disaster recovery can involve many dimensions,
ranging from simple user errors that cause the loss
of word-processing files or spreadsheets, to hard
drive failures that impact entire file systems or da-
tabases, to tragic losses of buildings and assets that
include large-scale information technology infra-
structure and storage subsystems. Backup manage-
ment is usually tuned to one of these possible disas-
ter situations at the expense of efficient recovery
should the other occur. Automated management of
backup storage helps administrators move from op-
erational monitoring to developing strategies and
practices for handling each of these situations.
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New storage devices and technology come and go,
creating a struggle in migrating massive amounts of
data from one device type to another while main-
taining application availability. Failure to keep up
with advances in storage technology can expose an
enterprise to long-term support problems should its
existing devices fail. These exposures directly affect
the ability of the organization to provide proper data
protection.

These factors provide the motivation to go beyond
backup processing to a more comprehensive stor-
age management paradigm— one that controls costs
and automates common tasks by providing a means
to map the underlying storage to the requirements
of a business.

The 1BM Workstation Data Save Facility (WDSF) was
developed in the late 1980s at the 1IBM Almaden Re-
search Center to meet customer requirements for
distributed network backup. The product underwent
significant redevelopment and became the ADSTAR
Distributed Storage Manager (ADSM) in 1993. It was
later renamed the Tivoli Storage Manager (TSM).
The need for network backup emerged from distrib-
uted client/server computing with the proliferation
of personal computers and workstations. The goal
was to centralize the protection of distributed data
in an environment where information assets were no
longer restricted to controlled mainframe computer
environments. Backing up individual computers to
locally attached devices was, and still is, costly and
error-prone and often did not meet requirements for
disaster recovery. With TSM, clients can back up their
data to central servers. The servers store the data
on a variety of media and track the location of the
data for later retrieval.

Tivoli Storage Manager is a client/server application
that provides backup and recovery operations, ar-
chive and retrieve operations, hierarchical storage
management (HSM), and disaster recovery planning
across heterogeneous client hosts and centralized
storage management servers. Support has been made
available for over 15 client platforms, 7 server plat-
forms, and over 400 different storage devices as il-
lustrated in Figure 1. Specialized clients, represented
as green cylinders in the figure, supply backup and
restore or archive and retrieve support for specific
applications such as DB2* (Database 2*), Lotus Dom-
ino*, Microsoft Exchange, and SAP R/3**. A client
application programming interface (API) is also pro-
vided for those customers or business partners who
wish to store and retrieve data directly into TSM. Data
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are transferred between the clients and the TSM
server over the communications network or across
a storage area network. A Web-based administra-
tive interface and a coordinated distribution of shared
management policy provide a common control point
for multiple storage management server instances.

Advanced design points were established for TSM in
an environment where many network backup appli-
cations evolved from simple single-host backup util-
ities. The primary influences were the need to deal
with relatively slow network speeds, scalability in han-
dling a large number of clients and platforms, and
the desire to manage data with policy constructs bor-
rowed from systems-managed storage (SMS) of main-
frame computers. This paper describes these design
points with a survey of functions and features that
demonstrate storage management capabilities in
TSM. Today, these capabilities provide management
for active data as well as backup copies.

Minimizing network traffic: Progressive
incremental backup

The rate of growth in the amount of data stored in
computer systems has traditionally outpaced growth
in network bandwidth. The use of traditional com-
munication lines for backup processing suggests that
indiscriminate backup loads can clog or disable com-
munication networks. Control is needed to deter-
mine when backup processing takes place and to en-
sure that backup communications traffic is minimized
when it does occur.

The goal behind the progressive incremental backup
of TSM is that once backed up, unchanged data should
never have to be resent (or rebacked up) to the
server. Most methodologies for open systems have
been developed to optimize data placement for tape
media reuse and not to minimize data transfer and
optimize scalability in a client/server environment.

The use of tape as a backup medium requires that
periodic consolidation of data be performed. Tape
differs from disk in that once a tape is initialized (or
“labeled”), data can only be appended to the tape
until it is full, after which time it must be reinitial-
ized before it can be reused. Tape consolidation is
required because files change at differing rates; sub-
sequent backup operations that only copy changed
files will store the new copies on additional tapes.
On existing tapes this leaves logical “holes” occu-
pied by file copies that are no longer current. Over
time, these operations fragment the regions of use-
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Figure 1 Tivoli Storage Manager topology and supported platforms
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Figure 2 A comparison of different backup techniques
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Source: F. Saldana, “Tivoli Storage Manager Overview,” SHARE Proceedings, Nashville, TN (March 3-8, 2002).

ful data on the original tape volumes and spread
backup data across many tapes, requiring more time
and mount activity to perform a restore operation
and requiring more media for storing backup data.
Traditional incremental or differential backup meth-
ods achieve consolidation by periodically perform-
ing a new full backup of all of the data to a fresh
tape. This method frees the original tapes so that
they can be reused but has the side effect of resend-
ing all (unchanged) data across the network. This
method not only wastes network bandwidth, process-
ing cycles, and tapes, but it also leads to having to
manage more data.

Figure 2 illustrates the most common consolidation
methods in use in comparison with the progressive
(or incremental forever) methodology of TSM. Increas-
ing points in time are displayed on the left as times
T, through Ts. Each column in the figure represents
a different backup technique, with use of tape for
backup storage depicted as square tape cartridges.
The dark areas on the cartridges represent used por-
tions of tape, whereas lighter regions represent un-
used tape or regions of tape that are no longer valid
because the file copies in these areas are no longer
needed.
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Incremental backup processing is shown in the first
column. The technique involves periodic full backup
operations that copy all data (at times T,, and T3),
interspersed with “incremental” backup operations
that only copy data that have changed since the last
full or incremental backup operation (times T, T,
T,, and T5). Although relatively efficient for backup
processing, the technique can require the highest
number of tape mount operations when restoring
data. A full restore operation needed shortly after
time T, but before time T}, for example, would have
to restore the data from tapes created at times T,
T,, and T,.

Differential backup processing, column 2 in the fig-
ure, is similar to incremental backup processing. Pe-
riodic full backup operations (times T, and T,) are
interspersed by “differential” backups (times T, T,
and T;), which copy all data that have changed since
the last full backup operation. Restore operations
are more efficient than with incremental processing
because fewer volumes need to be mounted, but dif-
ferential backup still requires unchanged data to be
repetitively copied (or backed up) from the client to
the server. A full restore operation after time T, in
the differential model would need data from tapes
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created at times T, and T, (since the tape at time
T, also contains the data copied to the tape created
at time T)).

Incremental and differential processing require that
all client data be resent periodically so that new tapes
can be created and those written on in earlier op-

Network-attached storage
appliances are another example
of hardware requiring new
backup methodologies.

erations can be made available for reuse. TSM backup
processing, illustrated in column 3 of Figure 2, is in-
cremental in nature for every backup operation af-
ter the first full backup (T,). As changed file copies
are sent to the server, earlier versions are no longer
needed. These older copies represent logical empty
spaces in the server tapes and are represented by
white squares in the figure. Instead of resending all
client data to consolidate space on tape, the TSM
server automatically reclaims the tape volumes writ-
ten in earlier operations by copying valid (unexpired)
data to new volumes (shown at time T;). The emp-
tied tapes are then made available for reuse. The rec-
lamation and co-location process (described later)
continually reorganizes data on tape volumes so that
restore operations are optimized and a minimal
amount of data needs to be sent from the client dur-
ing backup operations.

The adaptive subfile differencing technology of TSM
extends the philosophy of sending only changed data
for mobile user connections in extremely slow com-
munications environments such as phone lines. The
differencing technique is applied to certain files (as
specified by the user or the administrator) so that
only changed portions of updated files are sent. Af-
ter an initial backup of the entire file (the base),
changes are calculated by comparing the base file
with the current version of the file.! If the changed
portion is small enough (less than 40 percent of the
total file size), only the changed data (a delta) are
sent, along with information on the base file on which
the changed portion is dependent.

The server tracks the relationship between file del-
tas and their dependent base versions so that the
proper file image can be reconstructed correctly dur-
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ing a restore operation. TSM also ensures that the
base version of a file exists when a delta is backed
up. If the base is not found (because of inadvertent
deletions or damage caused by volume handling, for
example), the server forces the client to resend the
entire file.

Backup and restore traffic on the communications
network (local-area network, or LAN) can be min-
imized through the use of a storage area network
(SAN). When a SAN connects server storage devices
and clients, TSM can be configured for direct client
I/0 operations through the SAN to server-owned de-
vices for backup or restore operations. The commu-
nications network is only used for communication
of meta-data about data placement or media mount
or dismount operations. If SAN problems are expe-
rienced, backup or restore operations simply resort
to using the communications LAN. This “LAN-free”
technique not only frees the communication network,
but also removes processing overhead from the TSM
server.

The scsI-3 (Small Computer System Interface 3) ex-
tended copy command provides another means to
off-load data movement from both the TSM client and
the server.? “Server-free” backup and restore oper-
ations rely on an intermediary in the SAN fabric to
perform data movement outboard from the host ma-
chines involved in a backup or restore operation. The
intermediary, typically a Fibre-Channel/sCSI bridge
device, must be SAN-connected to both the client and
server storage devices. An IBM SAN Data Gateway,
for example, can be used by TSM to read the data
from clients’ disks and write the data to the tape
drives utilized by the TSM server. Logical snapshot
technology is utilized to obtain data copies while cli-
ent I/O operations remain active. Client application
or file system 1/0 is momentarily suspended in a con-
sistent state to start the logical snapshot. After this
point, copy-on-write techniques retain the original
contents of updated file system or database blocks
in another location. The original block images and
their associated addresses are stored with the vol-
ume image so that they can be used at restore time
to reconstruct the file system or database image as
it existed when the logical snapshot was made.

Network-attached storage (NAS) appliances are an-
other example of hardware requiring new backup
methodologies. TSM addresses NAS appliance backup
and restore operations through support for the Net-
work Data Management Protocol (NDMP).* TSM uses
NDMP to back up large NAS appliances to tape drives
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Figure 3 Management class attributes
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directly attached to the NAS appliance, or to tape
drives shared with the TSM server. These method-
ologies also prevent the large amounts of data that
are stored on a NAS appliance from having to be sent
over the LAN.

Policy management: All data are not
created equal

Mainframe storage management demonstrated that
an automated means could be utilized to identify and
manage data according to different business needs. *
Critical application data have backup requirements
different from those of work files or utilities. Man-
ual management of the differing needs for data re-
tention and versioning is expensive and ineffective.
Likewise, maintaining copies of all of the data ac-
cording to the most restrictive requirements (of some
of the data) is also prohibitive because of the need
to store all the unneeded copies. If the most impor-
tant files in the file system need to be maintained
for nine months, in this model, then the tapes on
which the entire file system backup is written must
be maintained for nine months.

The need to manage individual files® at varying lev-
els of importance has not been met by simple backup
mechanisms. TSM is designed to overcome the ex-
penses in manual management and data retention
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through the application of customer-defined policy.
The policies of TSM specify the number of versions
of a backup copy to keep and the amount of time
to keep them. The user or administrator binds (or
associates) individual files (based on path name or
file name wild-card specifications) to a specific ver-
sioning and retention policy. The container for these
criteria is the management class, illustrated in Fig-
ure 3. It contains a number of attributes that govern
the frequency at which the associated file should be
copied, how many versions are to be maintained, and
how long the versions should be maintained. If the
business needs for the data change, the management
class can easily be updated or new management
classes created. This method represents a major
change from the full plus incremental/differential
backup paradigm that retains sets of tapes for a cer-
tain period of time.

Declarative attributes that govern the management
of backup copies are grouped together in a backup
copy group. Conceptually, multiple backup copy
groups can be supported in the same management
class, each outlining different backup criteria (e.g.,
one backup copy group might be used for daily
backup operations, whereas another specifies the at-
tributes for backups that are to be taken on a quar-
terly basis). TSM currently supports only a single
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