Using a model-based
test generator to
test for standard
conformance

In this paper we describe two experiments in the
verification of software standard conformance. In
our experiments, we use a model-based test
generator to create a test suite for parts of the
POSIX™ standard and another test suite for the
specification of Java™ exception handling. We
demonstrate that models derived from
specifications produce better test suites than the
suites specified by standards. In particular, our
test suites achieved higher levels of code
coverage with complete test requirements
coverage. Moreover, the test suite for the Java
study found code defects that were not exposed
by other benchmark test suites. The effort
involved in producing these models and test
suites was comparable to the effort involved in
developing a test suite by more conventional
methods. We avoid the state space explosion
problem by modeling only the external behavior
of a specific feature of the standard, without
modeling the details of any particular
implementation.

In recent years, software modeling has enjoyed
great popularity through the widespread adoption
of object-oriented models as an aid to software de-
sign." The use of software models for the genera-
tion of test suites has also been reported in both ac-
ademic settings>™ and in practical experiments.®~’
However, the specification-based modeling strategy
for generating test suites has yet to reach widespread
deployment in the software industry.

Software standards and language specifications are
defined in natural language. Although they are usu-
ally supported by compliance test suites, each test
suite is manually derived from the natural language
description. As such, it is hard to determine if the
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compliance test suite is complete. Moreover, despite
the huge investment of resources devoted to the
preparation of such standards, they are still inher-
ently ambiguous due to the use of natural language.
We pose the following questions: Could a less am-
biguous formal description be used instead of nat-
ural language? Can the conformance test suite that
tests a standard implementation be derived automat-
ically from the model specification?

The communications industry has used models writ-
ten in SDL (Specification and Description Language),
Estelle, PROMELA, UML (Unified Modeling Lan-
guage), and others to investigate standards conform-
ance.'!* These models are typically used for the
verification of individual properties of the implemen-
tation and less frequently to generate conformance
test suites. When they are used to generate test suites,
several notions of coverage are applied.

In this paper, we show how certain complex aspects
of software standards can be described using finite
state machine (FSM) models. We investigate the
POSIX** (Portable Operating System Interface)
fent1 byte range locking feature and the Java™* lan-
guage exception handling feature as described in the
standards. We also show that the test suites produced
by these models are stronger than the conformance
tests required by the standards. A larger case study
is required to determine if the definition of commer-
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cial software standards using formal languages is
practical.

In our approach, we developed an FSM model to sub-
stitute for the natural language description. The test
suite is automatically obtained from the model us-
ing an FSM model-based test generator named
GOTCHA-TCBeans.” GOTCHA-TCBeans is built on
top of the Mure model checker.

The FSM models can be reused to test different im-
plementations of the specification. In addition, as the
standard evolves, the model can be modified. As a
result, the test suite evolves automatically with the
standard. This innovation has the potential to change
the entire process of standard development, imple-
mentation, and maintenance, which leads to im-
proved quality of standard implementation. Finally,
the GOTCHA model resembles a light implementa-
tion of the standard and is easily understood by de-
velopers. This approach to standard implementation
enhances communication between testers and de-
velopers.

Previous work on test generation did not focus ex-
clusively on the use of state machine models. Other
techniques for test generation include reducing in-
finite domains to finite ones, data refinement, and
syntactic coverage of the specification model. ">
Syntactic coverage of the specification model is anal-
ogous to code-based coverage of the implementa-
tion.>® Our approach to coverage relates to the
functionality and not to the syntax of the specifica-
tion. Thus, the coverage criteria defined in our case
studies are directly related to the semantics of the
test objectives (e.g., test all types of lock collisions)
and fit better with Marick’s notion of test develop-
ment. !’

Automatic generation of test suites for protocol con-
formance is characterized by the existence of a for-
mal specification for the protocol (typically in the
SDL specification language '). Similarly, UML-based
test generation assumes the existence of a UML spec-
ification that is used in the test generation process.?
In contrast, we assume in our studies that software
specifications use natural language, a situation typ-
ical for industrial software. Our studies indicate that
the development of partial formal models focused
on a specific feature or component of the software
under test, for the sole purpose of test generation,
is feasible and can provide good results in a realistic
industrial setting.
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We chose two very different case studies. The first
study tested a subset of the POSIX'® byte range lock-
ing standard API (application programming inter-
face). The test cases are sequences of API invoca-
tions. In the second study, we tested the Java
language exception handling feature. The test cases
are programs in the Java language. In both case stud-
ies, the test cases are generated automatically from
the FSM model.

The IEEE (Institute of Electrical and Electronics En-
gineers) POSIX Certification Authority and the Na-
tional Institute of Technology Standards and Con-
formance Testing Group (SCTG) " offer a validation
service and conformance test suites for POSIX. The
use of the SCTG test suite is the accepted practice
for testing conformance to the POSIX standard. We
are not aware of any test suites produced for the
POSIX standard that use FSM modeling.

In the second study, faults are hard to observe even
when a defect occurs. This is due to the nature of
the software under test. The component under test
is a part of the garbage collector that analyzes the
program control flow. This analysis is difficult when
the program includes exception handling.?** A se-
rious fault in the garbage collector occurs whenever
it collects live objects. If a defect occurs in the com-
ponent (the map generator), the fault may not man-
ifest itself. This depends on the specific program be-
havior. As a result, a combination of black box and
white box testing strategies is required. Furthermore,
complete code coverage is needed in order to fully
exercise the map generator. Hence, the second study
combines FSM modeling and automatic measurement
of code-based coverage.

In the section “Strategies for software testing” that
follows, we place our research within the state-of-
the-art of software testing. Then, in the next two sec-
tions, “FSM modeling background” and “Modeling
and test generation framework,” we introduce the
tools and techniques we used in our studies—
FSM-based modeling and coverage-directed test gen-
eration. Next we describe our two case studies in
“The POSIX byte range locking study” and “The Java
exception handling study” sections. The last section,
“Conclusions,” contains our final comments.

Strategies for software testing

Two basic approaches to software testing are spec-
ification-based testing (black box) and program-
based testing (white box). The black box approach
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