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This paper  presents  a  review  of  experiments 
performed  by IBM to  investigate  the  causes of 
soft errors  in  semiconductor  memory  chips 
under  field  test  conditions.  The  effects  of  alpha- 
particles  and  cosmic  rays  are  separated  by 
comparing  multiple  measurements of the soft- 
error  rate (SER) of samples of memory  chips 
deep  underground  and  at  various  altitudes 
above  the  earth.  The  results of case  studies  on 
four different memory chips show that  cosmic 
rays  are  an  important  source of the  ionizing 
radiation  that  causes soft errors.  The  results of 
field  testing  are  used  to  confirm  the  accuracy 
of the  modeling  and  the  accelerated  testing  of 
chips. 

Introduction 
The normal background radiation environment on the 
surface of the earth has an  ionizing component that affects 
the reliability of semiconductor memory chips used in 
computers. A single subatomic particle can interact with a 
memory chip to cause individual bits of stored data to be 
lost, resulting in what are termed soft errors. A soft error 
in a semiconductor memory chip has two attributes: a) the 
data retrieved from an address on the chip differ  from the 
data originally stored in that address, and b) the absence of 

physical  damage or defects on the chip, which continues 
to function normally thereafter. A soft error in a large 
memory system can transmit incorrect data or an improper 
instruction to the processor. Fortunately, such occurrences 
can be controlled with error-correction and error-recovery 
techniques at the system level that make the fault and its 
correction transparent to the user [l]. The phenomenon of 
single-bit soft errors induced by ionizing radiation is  well 
known to chip designers and  reliability engineers [2, 31. 
The rate at which  single-bit errors occur in a population of 
chips of a particular design  is often referred to as its soft- 
error rate (SER), or single-event upset (SEU) rate. 

Originally, electronic noise and alphayparticles emitted 
by the radioactive decay of on-chip impurities were 
thought to be the only  significant cause of these 
occurrences in ground-based computers. In 1979, Ziegler 
proposed that cosmic rays were another significant source 
of ionizing radiation that contributed to the problem [4], 
although the effects were believed to be small for the 
state-of-the-art 64Kb DRAM chips of the time. 

performed a number of experiments to investigate the 
effects of cosmic rays on chip SER [5 ] .  The results of 
these experiments have shown that energetic neutrons 
generated in the atmosphere by cosmic rays cause soft 
errors on memory chips at ground  level. The neutrons 
collide with  silicon  nuclei  in the chips and generate 

Over the past several years, researchers at IBM have 
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