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Abstract

Todaycomponent-baseddistributedsystemsandinte-
gration of beforehandisolatedinformationsystemsolu-
tionsis onefocusof IT industryactivities.Such projects
are oftencharacterizedby an overwhelmingcomplexity
dueto heterogeneityw.r.t. technical and conceptualas-
pects. Therefore, we suggest to employadvancedsep-
aration of concerntechniquesto reducethe complex-
ity. Role-basedmodelingcombinedwith cross-cutting
aspectsastwocomplementaryapproachesfor advanced
separation of concernsare considered. A conceptfor
component-baseddistributed systemdesignand archi-
tecture is discussedwhich supportsboth in a common
framework. Theapproach emphasizethecontract prin-
ciple in form of role-basedmodeling. Thesupportfor
secureruntimebindingof contractsandexplicit contexts
further permit to considerthe caseof cross-cuttingas-
pectsevenfor dynamicbindingandopensystems.

1. Introduction
Todaysoftwarebegins to interlink the different iso-

lated information systemstructures. Interoperability,
flexible dataexchangeand sharingas well as support
for group work becomeessentialrequirements.Thus,
distribution andconcurrencyareaspects,furthergener-
ationsof softwarehave to manage.Componenttechnol-
ogy [15, 1] offer a promisingtechnologyto tacklesuch
distributed systems. It goesone step further in com-
parisonto object-orientationas a languagefeatureby
decomposingan applicationor systeminto runtimeel-
ements,that can be build, analyzed,testedand main-
tainedindependently. The integration of available off-
the-shelfcomponentsinto applicationsandtheir combi-
nationshouldhelp to further improve productivity and
decreasethetime to market in thesoftwareindustry.

The fundamentalprinciples to breakcomplexity in
software engineeringsuch as separation of concerns

[12] areemployedin component-basedsystemright like
in programminglanguageenvironments.Thereforethe
commonnotionof moduleswith interfacesleadsalsoto
onedominantdimensionof separation [16] andthus,de-
pendingupondesigndecisions,otherdesignaspectsbe-
comecross-cuttingaspects[7]. Multi-dimensionalsepa-
rationof concerns[16, 5] hasthereforebeenproposedto
supporttheseparatedhandlingof differentaspectseven
whenonedominantdecompositionis given. In thecon-
text of distributedsystemshowever we have to reevalu-
atethetechniquesproposedfor programminglanguages.

2. The Approach
We usetheUML [11] componentdiagramsasvisual-

ized in Figure1 while insteadof thefuzzy UML defini-
tion we definea componentto bea unit for independent
deploymentandthird partycompositionwith contractu-
ally guaranteedandrequiredbehavior. It is furtheruseful
to clearly distinguishbetweenrealizedcontracts,called
providedandneededcontracts,calledused, w.r.t. acom-
ponent.
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Figure 1. Notion of a component

The typedcomponentsystems(TYCS) [2] approach
providesabasisfor component-basedsystemswhich in-
corporatesconcurrency and distribution aspects. The
following partsof a contractdescriptionarefurtherdis-
tinguished:aprotocoldescribingtheprovidedcoordina-
tion sequenceswhererequiredanda functionalspecifi-
cationgivenby pre-andpost-conditionformulas.In or-
der to apply the conceptof connectorsandthe contract
principle, anUML ��� contract � � stereotypecontaining
an interfacedescribinga set of interactionstepsanda



protocoldescriptionspecifyingthesupportedinteraction
ordersis used.For amoredetaileddescriptionsee[4].

A componentcanplay multiple roles(seeOORAM
[13]) at thesametime. Therefor, multipleinterfaces[17]
canbe employed to improve separation by partitioning
the featuresetsinto independentcontractsto achieve a
moreflexible designandreducethesizeof eachcontract
protocol.Recentwork [6] suggeststo realizerole-based
modelswith AOP. This fundamentalrelationis alsoex-
ploitedin theapproachon thelevel of systemdesign.

For the functionalspecificationandsafetyproperties
themodularconstructionof contract-basedcomponents
is straightforward. Theprogressfor multiple contracts,
however, cannotalways be guaranteedby the realiz-
ing componentindependentlyof thecomponentenviron-
mentandthe interplaywith othercomponents.A local
contractview is thereforeonly valid in a strictly hier-
archicalarchitectureand when componentsserve their
contractsin a fair manner. If moregeneralformsof ar-
chitecturesareconsideredtherelationbetweenprovided
andusedcontractsof componentscannotbeignored.In
contrastto safetypropertiesit is problematicto ensure
lifenesspropertiessuch as progressfor arbitrary con-
nectedcomponents.We thereforegeneralizetheideaof
[8] to supportseparationfor progresspropertiesevenfor
non-layeredstructuresemploying explicit contractde-
pendenciesfor a given set of provided and usedcon-
tracts. Therefore,besidesthe explicit synchronization
descriptionswith protocolsfor eachcontract,also an
implicit descriptionusinga synchronizationdependency
relationdepend( ! ) is supportedto addressthe overall
componentsynchronizationbehavior. Thesynchroniza-
tion is not explicitly describedandinsteadany arbitrary
but valid usageof useddependingcontractsandno syn-
chronizationwith usedindependent(notconnected)con-
tractsis assumed.

A behavior cover is build by all possibleimplementa-
tions for thatserve all providedcontractsin a fair man-
nerandservinga contractis at mostblockedaslong as
its usedcontracts,the providedcontractsit dependson
( ! ), arenot served.Eachcorrectimplementationhasto
respectthisbehavioral cover. Eachorthogonalline to all
dependarcsbuilds a suitableabstractionbarrier. How-
ever theprovidedabstractionis notvalid in general.The
transitive extensionof all local dependannotationshas
to beacyclic to make theassumedabstractiona correct
one.Asdemonstratedin Figure2, thedependrelationre-
strictsthevalid embeddingof acomponent.Thisway, an
explicit andcompletesynchronizationspecificationcan
beavoided.

Component-basedsystemsrequire that all specific
contractualrelationsof a componentareexplicitly spec-
ified. Besidestheusuallyobviouscaseof usedcontracts
alsoassumedstandardlibrariesarepart of the contrac-
tually relationsof a component.However, the explicit
treatmentof themis rathercircumstantialandtherefore
an implicit context is usuallyassumed.E.g., in thecase
of EJB [9] componentsthe guaranteedcontext is fully
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Figure 2. Embed ding and depend relation

specified.We thereforeextendtheTYCS approachwith
explicit modelingof context capabilities.To handleeven
cross-cuttingaspectshowever a more genericinterfer-
encewith the context is required. Sucha genericcon-
tract for cross-cuttingaspectintegrationhasto address
what interception-pointsare supportedby the compo-
nent.Thecomponentcontext canfurtherusethisgeneric
interface to weave environmentspecific variationsfor
cross-cuttingaspectswith a given component. While
for a virtual machinebasedlanguagelike Java the inte-
grationof suchgenericinterceptionpointsseemsfeasi-
ble, thesupportfor componentsasexecutableprograms
is nearlyimpossible.Note, that thesupportedintercep-
tion pointhaveto befurtherrestrictedto rathertechnical
casessuchasmethodcallsfor classes.

3. Example
We usetheexampleof a flat directoryservicewhich

providescallbacksto an observer of [15, p. 52] to ex-
plain our solution for callbacksand intermediatestates
for component-basedsystems.In [15], an initial Direc-
toryDisplay client usingthe Dir contractto implement
an observer which updatesits display for the directory
contentseachtimeanentryis addedor deletedis consid-
ered.There,alsoasecondversionDirectoryDisplay2 is
presented,which additionallychecksfor eachnotifica-
tion thattheentriesdonothavethename”Untitled” and
directly erasesthemotherwise.

For analsopresentedDir implementationthatworks
well with the DirectoryDisplay client it is shown that
the straightforward implementationusinga notify call-
back to erasewrong namedentriesof the secondver-
sion DirectoryDisplay2 resultsin a stackoverflow due
to anunexpectedinfinite recursion.Our notionfor com-
ponentsensuredthat theobservedinfinite recursioncan
not occur even when no detailedknowledgeaboutthe
concreteimplementationexists.TheTYCS approachin-
steadsuggeststo specifyanabstractdependrelation. If
nodependrelationbetweenaprovidedandusedcontract
of a singlecomponentexists,synchronizingcallsto that
contractareforbidden. We considerthe original exam-
ple to demonstratehow to apply this conceptusingthe
contractNotifyingDir.

In Figure3 two casescovering the original example

2



Figure 3. Usage of a Dir contract

using the NotifyingDir contractare presented. In the
originalexamplethefirst implementationDirectoryDis-
play doesnotaccesstheDir contractduringtheprocess-
ing of a notify request.Thus,no dependency between
the provided Notify contractand the usedDir contract
is given and the uppercaseof Figure 3 is correct. In
contrastdoestheDirectoryDisplay2 client implementa-
tion accesstheDir contractin thecaseof anaddedname
”Untitled”. The provided Notify contractthusdepends
on the usedDir contractandthe lower caseof Figure3
which indicatesa possibleerror is the only onewhich
covers this implementation.The cycle in the resulting
combineddependandusagerelationindicatesthis pos-
sible error. Thusthe TYCS notion for componentsex-
cludesthat a compositiondoesnot reveal the possible
error.

The DirectoryDisplay2 implementationis intended
to ensureaspecificrulefor thesetof storedfile namesof
thedirectory:no file is named”Untitled”. Thisbehavior
is modeledmoreappropriateby extendingthe concept
of a directory and allowing to appendspecialrules to
a directoryservice,e.g.,specialnamingconventionsor
forbiddencharacters,thatwill becheckedfor everyadd
request.Thisconceptdoesincludethescenariowith no-
tification anddirect remove of theoriginal examplebut
providesa concretearchitectureaswell asa moresys-
tematicway to extenda directoryservicein a restricted
manner. This way a very flexible extensionmechanism
can be supportedat run-time using a set of so-called
guards. For eachdirectory, a set of guardswhich can
registerandunregisterensurethateverynewly addedfile
doesconformto their implementedrules.

Figure 4. GuardedDir contract

A scenariofor the resultingstructureis presentedin
Figure4. A client with callbacknotificationaswell as
a client realizinga guardis shown. Note that theguard
contractdoesnot dependon any otherusedcontractand
thusproblemsrelatedwith callbacksareexcluded.Even
for thecaseof a partialview with accessrestrictionsen-
suringthatevery usingclient hascontrolw.r.t. its added
files andtheir namebindingthesameextensionis feasi-
ble.

4. Roles and Separation
Responsibility-driven design of Wirfs-Brock et

al. [17], and role-basedmodeling approachessuch as
OOramof Reenskaug[13] areappropriatedesignmeth-
odsfor thepresentedapproach.In contrasttodata-driven
design,theresponsibility-drivendesignattemptto avoid
both centralized and overly distributed designs,by in-
steadattemptto build systemswherebehavior anddata
arewell distributedandtaskssuitablydelegated.

Supportfor behavioral contractsbecomesparticularly
advantageouswhena specificdesignstylewith empha-
sis uponseparation,for example,component-basedde-
sign is used.In doingso, it alsoharmonizesbetterwith
methodswhich supportandemphasizemodularity. The
TYCS contractconceptprovidesa solid groundto es-
tablishsysteminterconnectionsin opensystems,but in
supportingcomponent-basedsystemsbesidesthe con-
tract notion, the componentsand their compositionre-
quirespecifichandlingsoasto ensuresuitabledesign.

Thesupportedrole-basedmodelingallow thesepara-
tion of functionalaspectsby meansof contracts.Thedif-
ferentrolesaspecificsubsystemcanplaywithin adesign
canbe describedby distinct contractsandaretherefore
separatedfrom eachother. During furtherdesignactivi-
tiesthesedistinctcontractscanbeemployedasrequired
while keepingthemseparatedwherepossible.Thusthe
overalldesigncomplexity is reducedin contrastto ahan-
dling which considersthe whole classinsteadof it role
specificcontractduringsystemconstruction.

For the directory examplewe considerthat besides
thecommonusagevia theNotifyingDir contractalsoad-
ministrationactivities arerequired. A role-basedmod-
eling solutionwould insteadof extendingthegivencon-
tractevaluatewhetheranadditionalrole is suitable.In-
stalling a guardfor a given directory is for examplean
activity usually restrictedto trustedclients. An addi-
tionaladministrationrole is thereforeausefulextension.
In Figure5 suchanadditionalrole AdminDir is realized
usinga secondcontract. Both offeredcontractsof the
componentthereforeserve the identifieddifferentroles
andthusseparatetheir clients.

5. Cross-Cutting Aspects
Open systemsand runtime binding of servicesare

fundamentalrequirementsbigger distributed systems
bring into the game. Temporarycooperationof inde-
pendentdevelopedcomponentsthatdonot shareany or-
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Figure 5. Dir contract and conte xt with
name conventions

ganizationalbackgroundarethereforemandatory. Clas-
sical class-baseddesignedsystemsaswell asprogram-
ming language-basedapproachesfor advancedsepara-
tion by meansof weaverswill however fail undersuch
conditions. During systemdesignand implementation
nofixedboundaryorcommoncodebasiscanbeassumed
andthereforedevelopedtechniqueshave to beadjusted.

A first fundamentalchangewill be thata systemhas
to operatein multiplepossiblecontextsinsteadof afixed
static one. Therefor, weaving has to be adjustedac-
cordingly. For predefinedinterception-pointsthereal-
readyexiststhetechniqueof runtimeservicelookup[14]
which canbeusedto do theweaving ”on thefly”.

The TYCS approachsupportsefficient runtimecon-
tractmatchingwhichincludesprotocolconformance[3].
In combinationwith explicit context dependenciesin
form of requiredcontext capabilitiesthat areneededto
obtainpoliciesor servicesfor well understoodorthogo-
nal aspectslike tracing,securityor failure handlingthe
availabletechnologycanprovideadvancedseparationof
concerns. However, pre-definedinterfacesfor service
lookupareneededto enabletheir integration.
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Figure 6. Dir contract and conte xt with
name conventions

This option canbe exemplifiedwithin the directory
exampleassuminga given setof nameconventionsin-
steadof explicit connectedguards. In Figure6 instead
of the explicit Guard contractsthe possibleempty set

of NameConvention contractsoffered by the context
areusedto excludethatw.r.t. localconventionsincorrect
names,e.g., the name”Untitled” or invalid characters
containingnames,canbeused.

The needfor context capabilitiescan be further re-
ducedusingdynamicoverwriting. Whenrequiredpoli-
ciesarenot providedby the context a default solutions
operatinglocally for thesinglecomponentis used,how-
ever, it is often useful to make the context dependen-
cies explicit and demandthem as definitive prerequi-
site for runningthecomponent.Theproposeconceptto
modelthecomponentcontext ratherexplicitly anddeter-
minetheinterception-pointsfor theaspectsacomponent
shouldsupportat designandimplementationtime.

The presentedsolutionsarehowever not ableto add
arbitrary aspect. Instead,only such aspectsthe com-
ponentdesignand implementationis aware of can be
supported. Another commonapproachto addressthe
issueof dynamicadaptionand cross-cuttingaspectsis
configuration at time of deploymentas realizedby the
EJB [9] componentapproach. Here, for example, the
persistenceaspectcanbe determinedwheninstalling a
component.Note, however, that againthe pre-defined
componentlife-cycle of a EJB componentensuresthat
a well-definedinterfaceexists. Insteadof specificmod-
ulesrealizinga particularaspect,the applicationserver
permitonly to chosefrom apredefinedlist of options.

In contrastmiddleware interceptors[10], e.g., for
threadmanagementissues,can be usedthe realizethe
commonlyusedconceptto extendaclassby addingcode
whenenterandleaveoneof its methodin agenericway.
However, thescopeof suchattemptsis restrictedto asin-
gle executableconnectedto a specificmiddlewareand
thereforedoesnot coverflexible opensystems.

While the explicit context contractscan be usedto
achieve a flexible late-bindingor configurationof com-
ponents,the genericsupportfor interception-pointsas
generalizationof thediscussedmiddlewareinterceptors
is proposedby theapproach.

Whenfor examplea componentsupportto intercept
a numberof specificeventsfor tracing the in Figure7
depictedscenariomight occur. Notethatonly in caseof
an explicit supportfor a given interceptionstrategy the
by the context requiredsupportfor the Trace contract
canbefulfilled.

If a secondcomponentwant to observe the trace
events in a strict synchronousmannerthe before dis-
cussedsynchronizationeffectsmay alsooccur. There-
fore,whensuchinterferenceis permittedthecontext has
to publish dependenciesright like a usualcomponent.
Thus,lifenesspropertiescanalsobeguaranteedfor sys-
temwhichsupportinterceptionpointsor explicit context
contracts.

For componentsandsystemmodulesof differentori-
gin andconstructedwith ratherdistinctengineeringcul-
turethegenericsolutionssuchasinterceptorsassuitable
meansto realizeaspectweaving at runtime also result
in somerisks. While it is attractive w.r.t. systemmain-
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Figure 7. Dir contract and conte xt with
inter ception-point

tenanceand codecompactnessto transferthe benefits
of programminglanguage-basedadvancedseparationof
concernsconceptsto this level, we have to consideralso
thattherisk of unexpectedinteroperabilityproblemsand
their impacton systemreliability hasoftenmoreserious
consequencesin distributedsystem.

6. Conclusion
Advancedseparationof concernscan be one ap-

proachto achieve the requiredtechnologicalimprove-
mentsto rule distributedcomponent-basedsystems.For
the coordinationaspectemphasizedin the TYCS ap-
proach,thedescribedseparationof functionalaspectsvia
rolesis achievedusingmethodsignaturesandcontracts.

For orthogonalaspectstheapplicationof explicit con-
text modeling and interception-pointshave beenpro-
posedas solution to extend the TYCS approach. For
thecaseof well-definedinterfacestheaspectintegration
can be realizedstraightforward. Whetherit is appro-
priateto supportthe integrationof aspectsvia a generic
notionof interception-pointthecomponentdesignerwas
not awareof howeverremainsanopenquestion.
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