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Monitoring mechanisms are used in distributed systems to detect various events of interest. They are very 

effective in handling events that have a local indication, such as high communication or computational loads 
at a specific node in a computational grid system or abnormal activity in a sensor network. Unfortunately, not 
all events of interest manifest themselves locally.  

Consider a distributed intrusion detection system. Such systems are comprised of agents scattered 
throughout a corporate network. Each agent collects local network traffic statistics, and the combined 
statistics are analyzed to detect intrusions and attacks. A typical concern in such systems is handling carefully 
crafted attacks that may not be apparent in the data collected by any single agent, but may be detected by 
examining the combined data collected from all the agents. As another example, consider an online retailer, 
operating a distributed Web site. Say the Web site is comprised of several identical mirrors, each in a different 
country. The online retailer offers several brands of a certain product for sale. The operator of the site would 
like to be alerted whenever the sales of a certain brand are significantly higher or lower than the sales of the 
other brands. We consider a significant deviation in sales to be a deviation larger than twice the standard 
deviation in the sales of the various brands. Since the distribution of sales of the various bands may be 
different in every site, it may not be possible to detect abnormal sales of a certain band by examining the data 
on any single mirror.   

Until recently, many global events of interest such as the ones described above could be detected only by 
periodically collecting the relevant data from all the distributed components. This solution is costly in terms 
of communication load, and may fail to provide an alert in a timely manner. Geometry-based monitoring is a 
novel monitoring method that makes it possible to detect a large family of global events of interest without 
collecting all the data to a central location, thus significantly reducing the communication load. Furthermore, 
geometry-based monitoring mechanisms are guaranteed to detect such events the moment they are apparent in 
the data.  

 In geometry-based monitoring, the data held by each local node, and the combined data from all the 
nodes, are represented by n-dimensional statistics vectors. Furthermore, it is assumed that the vector 
representing the data combined from all the nodes is a weighted average of the vectors representing the data 
on each of the individual nodes. The global event of interest is described by a value of a function over the n-
dimensional vector representing the combined data. This function is referred to as the monitored function. We 
would like to receive a notification whenever the value of the monitored function over the data vector 
representing the combined data crosses a predefined threshold.  

The combination of the monitored function and the threshold value are viewed as inducing a coloring 
over the n-dimensional vector space (data vectors for which the value of the monitored function is above the 
threshold value are considered to be black while those for which the value of the monitored function is below 
the threshold value are considered to be white). Given the local data vectors (each node is aware only of its 
own data vector), our task is to determine the color of the global data vector while minimizing communication 
between the nodes. This interpretation enables us to leverage results from a large body of knowledge on 
geometric problems. In particular, we have shown that the global data vector is contained in the convex hull 
of the local data vectors and have presented a set of local constraints which, if upheld, guarantee that the 
convex hull will be monochromatic – and the color of the global data vector thus known to all the nodes. 
Communication among the nodes is required only if one of the local constraints is violated, in which case the 
nodes communicate in order to readjust their local constraints.  

The basic methodology underlying geometry-based monitoring makes no assumptions regarding the 
monitored function and is thus applicable to a wide variety of problems and distributed environments, 
including the detection of complex global events in a sensor network, distributed spam mail filtering, and 
classification problems over a distributed database. Furthermore, we believe that future research based on this 
novel approach can extend even further the range of problems that can be addressed by geometry-based 
monitoring (top-k problems, for example), improve the efficiency of simultaneously monitoring multiple 
events of interest, and enable geometry-based monitoring schemes to be applied to very large scale systems, 
such as peer-to-peer systems.  


