
Situation-Based Access Control (SitBAC) model for privacy preserving  
 

Mor Peleg1, Dizza Beimel2, Dov Dori2, Yaron Denekamp2 
1Department of Management Information systems, University of Haifa, Israel; 

2Information Systems Area, Faculty of Industrial Engineering and Management, 
Department of Medicine, Carmel Medical Center, Faculty of Medicine, 

Technion, Israel Institute of Technology, Haifa, Israel; 
 

In the last decade, we are witnessing an increasing interest in preserving the privacy of personal 

data, especially personal health data. The goal of privacy preserving in the context of healthcare is 

to ensure that the patient’s data will be disclosed only if the data is required for providing 

healthcare services to the patient who is the subject of that data.  One of the most used approaches 

to privacy preservation is Role-Based Access-Control (RBAC)1. This approach separates users and 

their permissions regarding a collection of resources. The permissions are given to roles rather 

than individual uses. Motta and Furuie2 proposed a Contextual RBAC authorization model, where 

rules are defined to govern the access of data available to each role. The rules consist of logical 

expressions that refer to contextual factors. Contextual factors are characteristics of the data 

disclosure request that affect the decision of disclosure. For instance, the following are all 

contextual factors: the location of the patient and the data-requestor, the relation between the 

patient and the data-requestor (e.g., patient’s family doctor), the status of the patient (e.g., 

hospitalized), the relation between the patient’s insurance company and the data-requestor’s 

employer (e.g., they are equal to each other), the data-requestor’s workplace (e.g. a department in 

an hospital),  the task that is executed (e.g., viewing patient’s medications). The contextual RBAC 

model aims to express contextual factors via logical rules, which are not easy to express or 

comprehend. Additional limitations are that only a few context factors and functions are defined in 

this model, and they were not conceived in a systematic way. In addition, like RBAC, it focuses 

only on the data-requestor’s role.  

We propose a new access-control model that supports representation of contextual-dependent 

policies but overcomes the limitations of Motta and Furuie's approach. Our model is based on 

identifying and structuring Scenarios of patient’s data disclosure in the healthcare domain. A 

scenario is a textual description of occurrences in the real world and may include few contextual 

factors. Within our model, we represent each of these factors via Concepts, where the main 

concept is the Situation, which is a formal representation of a scenario. We represent the concepts 

that are relevant to the healthcare domain, their characteristics, and relationships in a conceptual 

model, using the Object-Process Methodology (OPM)3 for system modeling. The main concepts 

involved in a situation include Patient, Data-Requestor, Task, Legal-Authorization, Electronic 

Health Record (EHR), and Response. The concepts were defined after a thorough qualitative study 

that used structured questionnaires, interviews, and observational studies to characterize and model 

requests for sensitive patient data disclosure with respect to (1) participating entities and their 

relations, (2) context of the requests, and (3) types of requested data. The study identified new 



contextual factors, such as: the allowed retroactive access-time of a data-requestor (e.g., 3 months 

following patient dismissal) and types of legal authorizations (e.g., referral letter).    

Figure 1 is an Object-Process model of the following scenario: “A departmental secretary in a 

hospital can transfer a discharge-letter of a patient, who was hospitalized in her department during 

the previous three months, to a county medical clinic if the patient was referred to one of the 

physicians who works in the county clinic”. 

 
 
 
 

 
Figure 1: Object-Process Diagram representing a health data-disclosure scenario 

Since our model can allow expressing access-control policies via situations, we call our model 

Situation-Based Access Control (SitBAC). Though the data-requestor’s role is one of the factors 

that affects the scenario of patient’s data disclosure, still, in our model, it is not a mandatory one.  

The SitBAC model is developed as a frame-based ontology. The concepts are defined within the 

ontology and the various scenarios are expressed via instances of the situation concept. The 

situation instances form a knowledgebase. We constructed 129 different situations from the 

scenarios that we identified in the data that we collected and analyzed during the qualitative study. 

The next stage in the research is to develop an algorithm for Situation-Similarity Recognition, 

thus, for each request for data disclosure, formed as a situation instance, the algorithm will decide 

to approve or to deny the request, based on the situation instances knowledgebase. 
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 Entities: Object, State, Process 
 Structural links: Aggregation, Characterization, Specialization  
 Procedural links: Instantiation, Unidirectional relation, Bidirectional relation 
 Procedural Link: Agent, Instrument, Result, Effect 


