Novel Approaches for Minutiae Verification in Fingerprint Images

Abstract tails on this approach. (iii)Minutiae based matching: These
technigues are by far the most widely used in existing fin-

Minutiae extraction is one of the critical steps in fingerpringerprint matching algorithms. Given a fingerprint image, all
verification algorithms. Any missing minutiae or spuriou$ie minutiae locations, orientations and structural relation-
minutiae introduced at this stage can degrade the perfghip among the points are determined and stored as part of
mance of the matching algorithm. Existing approaches fgfe template. During matching, the deformation between two
minutiae filtering use heuristics and adhoc rules to elimsuch point sets is recovered and the point correspondences
nate such false positives. We propose two new techniquessferdetermined to generate a similarity score.
minutiae verification based on novel gray level features. WeMinutiae based matching a|gorithms are On|y as robust
use directionally selective steerable wedge filters to diffefs the feature extraction stage. Many of the minutiae ex-
entiate between minutiae and non-minutiae neighborhoagisction algorithms are sequential resulting in error propaga-
with reasonable accuracy. We also show how the proposgsh in each of the stages. Error resulting from poor quality
feature can be Used to bUI|d a minutia detector that Operaﬁ%ges can be e”minated using enhancement techniques []
directly on the gray scale images. We present a second te@her variations due to displacement and elastic deformation
nique based on Gabor expansion that results in even be#g handled by the matching algorithm. In this paper, we try
discrimination. to improve the performance of minutiae based matching al-
gorithms by elimination of errors introduced during the fea-
ture extraction stage. Figure 1 illustrates instances of false
positivies detected by our feature extraction algorithm. The
feature extraction stages results in the following type of errors

Fingerprint verification has emerged as one of the most SMissing minutiae: The feature extraction algorithm fails to

liable means of biometric authentication due to its univer: - o R
: L detect existing minutia when the minutiae is obscured by sur-
sality, distinctiveness, permanence and accuracy [1]. Con- di : id s . .
trary to popular belief, inspite of its long history and exte Jouncing Noise or poor fidge structures. (”). Spqr!ous minu-
' Q.; The feature extraction algorithm falsely identifies a noisy

sive research efforts, automated fingerprint recognition is nNo : ;
ge structure such as a crease, ridge break or gaps as minu-

. . ! 2 (
a clqsed problem, Rellable. match|_ng of fmgerpnnts 'S a Chﬁée. The types of errors introduced in this case strongly de-
lenging problem .No two different impressions of the finger- )

end on the feature extraction process. When the feature ex-

print are identical even when they come from the same inEr"ction is performed using binarization and thinning, spurs
vidual. The matching algorithm has to be therefore inv.slriatgf'f1 P 9 9, spurs,

S : . . -bri ing minuti riangles, | rsar me of th
to changes in orientation, displacement, elastic deformatig dges, opposing utiae, triangles, ladders are some of the

. . . ) " Buctures leading to false minutiae detection [1]. Gray level
occlusion and missing features. Varying skin conditions m

o ¥sed feature extraction methods such as the ridge follow-
lead to poor quality images that can lead to feature extraction . . o

: " Ing approach proposed by Maio and Maltoni [] can eliminate
errors and subsequently error during recognition.

e . L . many of the sources of error that are caused by binarization
Most of the existing fingerprint recognition algorithms can - . o
: ; . . and thinning. However, in poor contrast or poor quality im-

be categorized into the following approaches [1]. (i) Correla- ; .
ages where the local maxima cannot be reliably located, false

tion based matching : In this approach the similarity betweg sitives are still introduced. Therefore a post-processing

X S . . ) - po
two fingerprints is obtained using correlation. The correlatlgn . ; ; L
Step is required where such spurious minutiae features are

may be performed in the spatial or Fourier domain or u5|ré minated. It has been shown that feature refinement can re-

high-speed optical correlators []. Invariance to rotation and . . . ; . o
. : . o ; S sult in considerable improvement in the accuracy of a minutia
displacement is achieved by aligning the fingerprint images ) .
) . : ) ased matching algorithm [].
at multiple orientations and displacements. However, this
technique cannot handle variations in brightness and ridge
quality. (ii) Ridge feature based matching : These algorithnps]  Prior related work
depend on extracting texture,shape,frequency orientation and
other ridge characteristics for matching. Previous work Igrrors introduced due to missing minutiae cannot be cor-

Prabhakar et. al [, and Pankanti et. al [] provide more descted using post processing steps. However, many of the

1 Introduction



and brightness variations. The dimensionality of the feature
set is reduced by projecting the gray scale image on to a set
of basis images derived using Karhunen Leove Transform.
Classification is done using a shared weights neural network
that uses both positive and negative images of the minutiae
neighborhood to exploit the duality of the ridge and bifurca-
tion. Although this approach leads to significant reduction
in the number of false positivies and exchanged minutiae, it
also introduces additional missed minutiae. Both the men-
tioned approaches improve the matching performance when
the minutia filtering is used as a post-processing step after
any of the existing feature extraction algorithms. But it is
does not indicate the exact underlying mechanism or the fea-
tures that discriminates between minutiae and non minutiae
neighborhoods. However, it can be seen that the use of neu-
ral networks in both these approaches indicates to the use of
template matching as the underlying mechanism.

Figure 1. Fingerprint image with minutiae extracted using
our algorithm. Some of the spurious minutiae occuring alodg2 Qverview

the creases has been highlighted o o )
Minutiae represent local deviation in the flow of ridges. Al-

though many different types of fingerprint features have been

false positivies can be removed using pruning methods. Bdentified, ridge endings and bifurcation account for a major-
isting methods to filter spurious minutiae can be categoriz&of those features. We treat both ridge endings and bifurca-
into two methods(i) Structural post processing and (i) Grégn uniformly since their type can get exchanged with slight
level image based filtering. Structural post processing metgriation of pressure ref. Also, the majority of the existing
ods prune spurious minutia based on heuristics rules that figgerprint matching algorithms do not distinguish between
the relative location of the detected minutia, length of tfiée minutia types during verification. We propose two feature
ridges, relative orientation of the minutiae among other ifi€scriptors that can be used to differentiate between minu-
formation. However, these rules are very specific to the féi@e and non minutiae neighborhoods. The first approach is
ture extraction algorithm. Xiao and Raafat [] provided taxoRased on the response of the minutiae neighborhood to steer-
omy of structures resulting from thinning that lead to spurio@®le wedge filters. The response is fed to a feedforward back
minutia and proposed heuristic rules to eliminate them. HuRgPPagation network to classify the inputs as either minu-
[] proposed a graph-based algorithm that exploits the dualii§e or non minutiae neighborhood. The second approach
of the ridges and bifurcation. The binarization and thinnir@ld more accurate approach is based expressing the minutiae
is carried on positive and negative gray level images resiiigighborhoods as a linear sum of basis images made up of
ing in ridge skeleton and its Comp|ementary Va||ey ske|etd’ﬁ_U|ti-reSO|Uti0n Gabor eIementary functions. The rest of the
Minutiae features that occur in both images are retained wH@per is organized as follows. Section 2 explains the use of
eliminating the false positivies. Gray scale based techniqu¢gdge filter for minutiae verification. The second approach
use the gray scale values in the immediate neighborhood!$"g Gabor expansion is presented in section 3. Experi-
verify the presence of a real minutia. Prabhakar et. al [] prf@ﬁl’ltﬁ' verification and objective evaluation of the techniques
posed a gray scale image based approach to eliminate fjﬁgyesented in section 4. FlnaIIy conclusion and future work
minutiae. A 64x64 region of the neighborhood surroundir@ge discussed in section 5.

the minutiae is normalized w.r.t orientation and brightness

variation. Horizonatally oriented Gabor filters are used to en-

hance the region and the pixels in the central 32x32 regiads Steerable Wedge Filters

is used as features to distinguish between minutiae and non-

minutiae features. The classification is done using a LVQS}eerable filters have been used for some time to analyze local
that uses the central 1024 pixels as input and classifies theoréntation in images. Steerable filters allow us to compute
gion as ridge, bifurcation or non-minutiae. Maio and Maltotihe responses at different orientation as a linear combination
[] also proposed a neural network based approach for midfi-+esponse to a set of basis filters. Freeman and Aldeson
tiae filtering. In this method, the minutiae neighhborhodgifirst developed the concept of steerable filters. They use
is normalized w.r.t ridge frequency in addition to orientatiodirectional derivatives of Gaussians to construct to construct
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Figure 2: Steerable wedge filters for N=5 (a)-(e) evenly sy
metric filters, (f)-(j)oddly symmetric filters

)

, n Figure 3: Response of the wedge filter to a prototypical bi-

® o furcation and non-minutiae

rEbth the even and odd filter can be expressed using the gen-
eralized steerability relation

poses an angular periodicitiyof on these filter responses ir-

respective of the basic image structure. The bimodal response

is not very useful in junction analysis and pattern recogniti@r) represents an arbitrary radial function with compact sup-
application where a full range resolutigty2~]) is needed. Port. k,a represents the interpolation function amgl repre-
Simoncelli and Farid [] propose asymmetrical filters that egents the orientations of the basis filters. 2 shows the basis
hibit a unimodal response. A brief overview of these filters fdters for N=5. The angular response of the filter at different
provided for completeness. Further details are provided inofjentations is computed using the squared energy response

, T N
these filters. However, the symmetry of these derivatives 'mf“(r, &) = h(6 — a)g(r) = g(r) Z kn(@)h(é — an) (7)
n=1

and []. Consider a bank of two filters given by of the even and odd symmetric filters and is given by
" E(¢) = hg + hg
G (r,0) = cos(0) agriﬂ @)
G/2(r. ) :sin(e)a% ELT) @ 2.1 Minutiae Verification
Tﬂz Minutiae is marked by local deviation in the ridge flow,
g(r)=e™ (3) with three dominant local directions corresponding to the

two branches of the bifurcation and the parallel ridge direc-
The subscript indicates the order of the derivative while tign. Plain ridges are marked by a single dominant direc-
superscript indicates the orientation of the basis filters. It cggn aligned with the horizontal. On the other hand, false
be easily shown that using these two basis filters, a filter q§bsitives encountered around the creases and noisy regions
ented in an arbritrary directiop can be constructed using of the fingerprint are marked by multiple dominant direc-
tions. Creases, in particular are identified by dominant com-
G5 = G cos(¢) + Gp/? sin(¢) (4) ponents in directions orthogonal to the ridge flow. However,
such a distinction can be made in a very small neighborhood
cos(¢) andsin(¢) form the interpolation function. Generalsyrrounding the minutiae. We observe that neighborhoods
izing, it can be shown cite that in order to express the anguiggater than 16x16 and 24x24 pixels cannot fully resolve
response at any orientatignusing2.\V filters, it is sufficient hese distinctions. Figure 3 shows response of a wedge filter
that the angular filter contains a weighted sum of the fifst 1o 5 prototypical bifurcation and non minutiae. The distinc-
harmonics_. Simoncelli et. al [] further impose a hilbert trangy, petween the two regions is clearly evident. The advan-
form relation between the even and odd components of {486 of this approach over using a set of oriented Gabor filters

filter. The filters are obtained using are as follows (i)Since the gabor kernel is symmetric, it has
N a bimodal response with a period ofradians, where as the
. asymmetric wedge filter has a unimodal response spanning
he(9) = ;w” cos(n¢) ©®) [, 7] radians. (ii) Steerable filters allows us to compute

N the response at any arbitrary orientation as a linear sum of re-

ho(¢) = Z wy, sin(ng) (6) SPonsestoa set of fixed basis filters. With Gabor filters, this

— is possible only if we perform interpolation between a set of
closesly spaced filters. This would mean having a large set

The weightsw,, are chosen so as to localize the energy ref oriented filters to begin with. (iii) The proposed approach
sponse. To construct a filter in arbitrary orientation, it is eis more computationally efficient, since the reponse at each
pressed as a linear combination of basis filtef® — «,,). orientation is obtained by projecting the image onto the basis
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Lee [] have used Gabor elementary functions are basis func-
tions to represent generic 2D images.Gabor elementary func-
tions form a very intuitive representation of fingerprint im-
ages since they capture the periodic yet non-stationary nature
of the fingerprint regions. However, unlike fourier bases or
discrete cosine bases, using Gabor elementary functions have
() the following problems. (i)From a signal processing point of
' view, they do not form a tight frame. This means that the im-
ge cannot be represented as a linear superposition of the Ga-
or elementary functions with coefficients derived by project-
ing the image onto the same set of basis functions. However,
Lee has derived conditions under which a set of self similar
function. This only involvee computing dot products as ogabor basis functions form a complete and approximately or-
posed to convolving the image using a set of Gabor kernelthonormal basis functions. (ii) They are biorthogonal bases.
The minutiae verification using wedge filter consists of théhis means that the basis functions used to derive the coeffi-
following steps (i) A 24x24 region surrounding each potentiaients(analysis functions) and the basis functions used to re-
minutiae is normalized w.r.t orientation. (ii) The local blockonstruct the image (synthesis functions) are not identical or
is enhanced using the algorithm described in []. Figure ofthogonal to each other. Bastiadiite has analytically de-
shows the results of the normalization. (iii) The orientatiaived the analysis functions for 1D when the synthesis func-
response of the block is computed in the intefvat, 7] us- tions are made up of modulated gaussian windows. However,
ing N=18 basis filters. (iv) The responses are then classifl@dugman proposes a simple optimization approach to obtain
into minutiae and non-minutiae region using a neural netwdhe coefficients.
classifier. Daugman gives the following form for the 2D Gabor ele-
mentary function

I

. 10

e

Figure 4. Response of the wedge filter to a prototypical lﬂ
furcation and plain ridge

2.2 Neural Networks

An analysis using Fisher discriminant analysis [] shows us
that the two classes are not linearly separated. Therefore it re-
quires more sophisticated classification step. It is well known

) ; To andyg represent the center of the elementary function in
that a multi-layered feed forward network is capable of cl 2 Yo rep y

. . spatial domainug andvg represent the modulation fre-
sifying non-linearly separated data. We use a three Iayegg_& P to vo fep

G(x,y) = exp(—7[(z — 0)*e® + (y — yo)*B°]).
exp(—2m ifug(r — x0) +vo(y — yo)])  (8)

, ncieso? and3? represent the variance and therefore the
, 180-10-1 neuron architecture for our purpose. We use o p” rep

Xtent of support in the spatial domain.
silient back propagation [] algorithm to train the network. It PP P

was found that the resilient propagation network converges

roughly more than 10 times faster than the simple back prepq  Feature representation

agation algorithm and even networks includes momentum pa-

rameter and adaptive learning rates. The resilient back proye use a multi-resolution representation using Gabor expan-

agation algorithm by considering only the sign of the derivaion to distinguish between minutiae and non minutiae neigh-

tive for updating the weights. The change in weight is dberhood.The bases are derived using a self similar gabor ele-

termined by a separate parameter. Therefore unlike gradi@ehtary functions comuputed at multiple scales and orienta-

descent methods, the rate of convergence does not slow daams. Figure 5 displays some of the basis functions used to

as the slope of the error gradient decreases with time.  derive the feature representation. The basis function at scale
m, displacement (p,q3 (0,2™,22™..., N) and orientatiord

. is given b
3 Gabor expansion gren byl

Gabor elementary functions have been previously used for

_ —-m /o
enhancement of fingerprint images [] and also for synthetic \Ilmpq"(x’y)/ n 27mG(x oY) ) ©)
fingerprint generation 7, ] They are also very important in ' = 27"[zcos(f) +ysin(d)] —p (10)
the field neurobiology. It has been found that the receptive Yy = 27" [—wxsin(f) + ycos(9)] — ¢ (11)

field of the neurons in mammalian visual cortex can be accu-

rately modeled using Gabor elementary functio®s ] [Fur- We represent a 32x32 region around the fingerprint im-
thermore, they have important signal properties such as optie using basis functions that span 2 scales(m=2,4), 4
mal joint space frequency resolutior?, | Daugman [] and orientationsf=[0,45,90,135]) resulting in 272 such basis



Figure 6: Some of the Gabor basis functions used to represent
the minutiae neighborhoods

In practice, we usually take a decision that maximizes the log
probabilitiesin(p(w;|Z)). In terms of discriminat functions,
we decide that the feature belongstpif

91(Z) > g2(7) (15)
(b)
where
Figure 5: Some of the Gabor basis functions used to represent 2 lnn(F I 16
the minutiae neighborhoods 9i(%) = Inp(F|wi) + Inp(wi) (16)
(17)

functions. The image can therefore approximately rep/lso, ~we have observed that all conditional
sented using probabilitiesp(Z|w;) can be represented as univariate
gaussian. We further assume that the features are inde-
pendent of each other. This conclusion was drawn after

I(z,y) = Z anGn (@, y) (12)  examining the covariance matrix of the feature distribution.

n=1 Only 3% of feature combinations had correlation coefficient

The optimal coefficients are obtained a gradient descent gfgater than 0.25. Furthermore, we also assume the prior
proach as suggested by Daugmartite. At each iteration probabilitiesp(w;) andp(w:) to be equal. The discriminant
the coefficient is incremented by an amount function can therefore be expressed as

5 1 . IR 1
91(%) = —5(95 — 1) (F - ) - §1H|Ez‘| (18)

272

Ay =Gz, y).I(z,y) — Gp(z,y). (Z Gr(z,y)I(z,y)
k (13) Here ;1; represents the mean vector for the clasandX;

Figure 6 shows examples of normalized minutiae neighbgp-nsIStS of a d|agpnal covariance matrix since we assume
hoods and their approximate reconstruction using gabor 8§-Ch feature to be independent of each other.
pansion.

3.3 Feature Selection

3.2 Bayesian Classification We notice that all the 272 features do not sufficiently discrim-

Ijnate the two classes; andws. We therefore consider only

We use a deterministic Bayesian classifier [] in order to dt 10se classes thatifficiently disciriminate among the classes
tinguish between minutiae and non-minutiae neighborhoo&?. . matriciently X 9 '
e define theiscriminability metric D of each feature; as

We can treat minutiae and non minutiae as two states of na:
ture w; andw,. The coefficients can be represented using |15 — poil

- : . D= "——"=— (29)
a feature vecto. We decide the given sample as belong- o1 + 095
ing tow, if the posterior probability(w, |Z) is greater than
p(w2|Z). According to Baye’s rule, the posterior probabilitie
can be calculated using

g\le select only those features whdpe > 0.5. This results

In retaining 12 of the 272 total features. Only these features
are used for the Bayesian classification. Figure 7 shows dis-
tribution of some of the features and the correspondiisg
criminability metric D.

plun]@) = BEws)P(i) (14)

22 p(F|wi)
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Figure 7: Distribution of the two most distinctive features4-2.1 Test data

The test data for the Gabor expansion based classifier con-
4 Experimental Verification sists of 1500 minutiae neighborhoods of which 415 are bi-

furcations, 585 are ridge endings and 500 are non-minutiae

neighborhoods. The neighborhoods were normalized before

4.1 Wedge filter approach feature extraction. Bifurcations are treated as negatives of the
ridge endings and therefore the negative image is used during
4.1.1 Testdata feature extraction. The 272 features are pruned using the pro-

cedure mentioned in section 3.3. The features are classified
The test data consisted of 2000 genuine and impostor mioging Bayesian classification.
tiae neighborhoods extracted out of 30 pairs of images. The
ground truth minutiae location in these images were estab-
lished man_ually us_ing a semi-_automated trqthing tool._ HaAlez Training and testing
of these pairs consisted b&d prints that contained poor ridge

structure and creases. The quality of the fingerprint 'magﬁining uses 60% of the data and the rest is used for testing.

; e training results in the following pieces of information.
in I ()The mean vectors;; and j;., the std. deviation vectors
0; andg, corresponding to impostor and genuine neighbor-
hoods respectively. The equal error rate during training and
4.1.2 Training and Testing testing are 2% and 2% respectively. Figure 9 shows the ROC
curve for the gabor expansion based classifier.

The training set consists of 500 impostor and genuine neigh-

borhoods that have been normalized w.r.t orientation and

brightness. The testing set consists of an equal number_of .

impostor and genuine neighborhoods. Ridges and bifurg— Conclusion

tion are treated uniformly since it can be emperically shown

the response of the wedge filter are identical in each case. Weehave presented two novel features for minutiae verifica-
180 dimensional features obtained are used to train a netimal in fingerprint images. The algorithm provides accuracy

network to distinguish between the two classes. The eqbatter than other gray scale approaches mentioned in litera-
error rates during training and testing are 6% and 17% tare. The approaches are computationally efficient and can
spectively. Figure 8 shows the ROC curve for the wedfe used to design minutiae detector that can directly operate
feature classifier. on the gray scale images.

was established using an objective quality metric descri
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