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1 Intr oduction

The problemof resolvingtheidentity of a personcanbe cateyorizedinto two fundamentallydis-
tincttypesof problemswith differentinherentcompleities[1]: (i) veri cation and(ii) recognition.
Veri cation (authenticationyefersto the problemof con rming or derying a persons claimed
identity (Am | who | claim | am?). Recognition(Who am 1?) refersto the problemof establish-
ing a subjects identity'. A reliable personaidenti cation is critical in mary daily transactions.
For example,accessontrolto physicalfacilities andcomputerprivilegesare becomingincreas-
ingly importantto preventtheir abuse. Thereis anincreasingnterestin inexpensve andreliable
personaldenti cation in mary emeqging civilian, commercialand nancial applications.
Typically, apersoncouldbeidenti ed basedn (i) a persons possessioff‘'somethingthatyou
possess”)e.g., permit physicalaccesgo a building to all personswvhoseidentity could be au-
thenticatedy possessionf akey; (i) persons knowledgeof a pieceof information(“something
thatyou know”), e.g.,permitlogin accesdo a systemto a personwho knows the userid anda
passwordassociatedvith it. Anotherapproacho positive identi cation is basedon identifying
physicalcharacteristic®f the person. The characteristicgould be eithera persons physiologi-

cal traits, e.g., ngerprints, handgeometryetc. or her behaioral characteristicse.g.,voice and

1often,recognitionis alsoreferredto asidenti cation.



signature. This methodof identi cation of a personbasedon his/herphysiological/behé&oral
characteristicss calledbiometrics Sincethe biological characteristiceannot be forgotten(like
passwordsandcannot beeasilysharedr misplacedlike keys), they aregenerallyconsideredo

beamorereliableapproacho solvingthe personaldenti cation problem.

2 Emerging Applications

Accurateidenti cation of a personcould detercrime and fraud, streamlinebusinessprocesses,
andsave critical resources Herearea few mind bogglingnumbers:aboutone billion dollarsin
welfarebene tsin the United Statesareannuallyclaimedby “double dipping” welfarerecipients
with fraudulentmultipleidentities[33]. MasterCarastimateshecreditcardfraudat $450million
per annumwhich includeschages madeon lost and stolencredit cards: unobtrusve positive
personaldenti cation of thelegitimateownershipof acreditcardatthepointof salewouldgreatly
reducethe credit card fraud; about1 billion dollarsworth of cellular telephonecalls are made
by the cellular bandwidththieves— mary of which are madefrom stolenPINS and/orcellular
telephonesAgain, anidenti cation of the legitimate ownershipof the cellulartelephonesvould
preventcellulartelephonehievesfrom stealinghebandwidth.A reliablemethodof authenticating
legitimate owner of an ATM cardwould greatlyreduceATM relatedfraud worth approximately
$3 billion annually[6]. A positve methodof identifying the rightful checkpayeewould also
reducebillions of dollarsthataremisappropriatethroughfraudulentencashmenf checkseach
year A methodof positive authenticatiorof eachsystemlogin would eliminateillegal break-ins
into traditionallysecurgevenfederalgovernmenticomputersThe United Statedmmigrationand
Naturalizatiorservicestipulateghatit couldeachday detect/deteabout3,000illegalimmigrants
crossingthe Mexican borderwithout delayinglegitimate personsenteringthe United Statesf it
hada quickway of establishingpositive personaldenti cation.

High speedcomputernetworksoffer interestingopportunitiesfor electroniccommerceand
electronicpurseapplications.Accurateauthenticatiorof identitiesover networksis expectedto
becomeoneof theimportantapplicationof biometric-baseduthentication.

Miniaturizationand mass-scalg@roductionof relatively inexpensve biometric sensorge.g.,
solid state ngerprint sensorswill facilitate the useof biometric-basedwuthenticationin asset

protection.



3 Fingerprint asa Biometric

A smoothly o wing patternformedby alternatingcrestg(ridges)andtroughs(valleys) onthe pal-
maraspecof handis calleda palmprint.Formationof apalmprintdepend®ntheinitial conditions
of the embryonicmesodernirom which they develop. The patternon pulp of eachterminalpha-
lanxis considere@sanindividualpatternandis commonlyreferredto asa ngerprint (see Figure
1). A ngerprint is believedto be uniqueto eachperson(andeach nger) 2. Fingerprintsof even
identicaltwins aredifferent.

Fingerprintsareone of the mostmaturebiometrictechnologiesandare consideredegitimate
proofsof evidencein courtsof law all over theworld. Fingerprintsare,therefore usedin forensic
divisionsworldwide for criminal investigations. More recently an increasingnumberof civil-
ian andcommercialapplicationsare eitherusingor actively consideringo use ngerprint-based
identi cation becausef a betterunderstandin@f ngerprints aswell asdemonstratedhatching

performancehanary otherexisting biometrictechnology

4 History of Fingerprints

Humanshave used ngerprints for personaldenti cation for a very long time [23]. Modern n-

gerprintmatchingtechniqueswvereinitiated in the late 16th century[7]. Henry Fauld, in 1880,
rst scienti cally suggestedhe individuality anduniquenes®f ngerprints. At the sametime,
Herschelssertedhathe hadpracticed ngerprint identi cation for about20 years[23]. Thisdis-
covery establishedhe foundationof modern ngerprint identi cation. In the late century
Sir FrancisGaltonconductedan extensve studyof ngerprints [23]. He introducedthe minutiae
featuredor single ngerprint classi cationin 1888. The discovery of uniquenes®f ngerprints
causecanimmediatedeclinein the prevalentuseof anthropometrienethodsof identi cation and
led to the adoptionof ngerprints asa moreef cient methodof identi cation [29]. An important
adwancein ngerprint identi cation wasmadein 1899 by EdwardHenry, who (actuallyhis two
assistantérom India) establishedhe famous*‘Henry system”of ngerprint classi cation[23, 7]:

an elaboratemethodof indexing ngerprints very muchtunedto facilitating the humanexperts

2Thereis someanecdotakvidencethata ngerprint expertoncefoundtwo (possiblylatent) ngerprints belonging
to two distinctindividualshaving 10 identicalminutiae.
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Figurel: Fingerprintsanda ngerprint classi cationschemanvolving six cateories:(a)arch,(b)

tentedarch,(c) rightloop, (d) left loop, (e) whorl, and(f) twin loop. Critical pointsin a ngerprint,

calledcoreanddelta,aremarkedassquaresandtriangles.Notethatanarchdoesnot have a delta
or acore.Oneof thetwo deltasin (e) andboththedeltasin (f) arenotimaged.A sampleminutiae
ridgeending( ) andridge bifurcation( ) isillustratedin (e). Eachimageis 512 512with 256
grey levelsandis scannedat512  resolution. All featuregpointswere manuallyextractedby
oneof theauthors.



performing(manual) ngerprint identi cation. In the early century ngerprint identi ca-
tion wasformally acceptedasa valid personaldenti cation methodby law enforcemenagencies
andbecamea standardgroceduran forensicq23]. Fingerprintidenti cation agenciesveresetup
worldwide andcriminal ngerprint databasewereestablished23]. With theadwentof livescan
ngerprinting and availability of cheap ngerprint sensors,ngerprints are increasinglyusedin

governmentandcommerciabpplicationdor positive persornidenti cation.

5 SystemAr chitecture

The architectureof a ngerprint-basedautomaticadentity authenticatiorsystemis shavn in Fig-
ure 2. It consistsof four components: userinterface,  systemdatabase, enrollment
module,and authenticatioomodule. The userinterfaceprovidesmechanism$or a userto in-
dicatehis/heridentity andinput his/her ngerprints into the system.The systendatabaseonsists
of a collectionof records,eachof which correspondso an authorizedpersonthathasaccesgo
the system.Eachrecordcontaingthe following elds which areusedfor authenticatiorpurpose:

usernameof the person,  minutiaetemplatesof the persons ngerprint, and other
information(e.g.,speci c userprivileges).

The task of enrolimentmoduleis to enroll personsand their ngerprints into the system
database Whenthe ngerprint imagesandthe usernameof a personto be enrolledare fed to
the enrollmentmodule,a minutiaeextractionalgorithmis rst appliedto the ngerprint images
andthe minutiaepatternsare extracted. A quality checkingalgorithmis usedto ensurethatthe
recordsin the systemdatabas®nly consistof ngerprints of goodquality, in which a signi cant
number(defaultvalueis 25) of genuineminutiaemaybedetected!f a ngerprint imageis of poor
quality, it is enhancedo improve theclarity of ridge/alley structuresandmaskoutall theregions
thatcannotbereliably recorered. The enhancedngerprint imageis fed to the minutiaeextractor
again.

The task of authenticatiormoduleis to authenticatehe identity of the personwho intends
to accesghe system.The personto be authenticatedhdicateshis/heridentity andplaceshis/her

nger onthe ngerprint scanneradigital imageof his/her ngerprint is capturedminutiaepattern
is extractedfrom the capturedngerprint imageandfed to a matchingalgorithmwhich matchest

againsthe persons minutiaetemplatestoredin the systemdatabaséo establisitheidentity.
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Figure2: Architectureof anautomatiadentity authenticatiorsystem.

6 Fingerprint Sensing

Thereare two primary methodsof capturinga ngerprint image: inked (off-line) andlive scan
(ink-less)(seeFigure3). An inked ngerprint imageis typically acquiredin the following way:
atrainedprofessional obtainsanimpressionof aninked nger on a paperandtheimpressioris
thenscannedisinga at beddocumenscannerThelive scan ngerprint is a collectve termfor a
ngerprint imagedirectly obtainedirom the nger withouttheintermediatestepof gettinganim-
pressioron apaper Acquisitionof inked ngerprintsis cumbersomen the contet of anidentity
authenticatiosystemit is bothinfeasibleandsociallyunacceptableThemostpopulartechnology
to obtainalive-scanngerprint imageis basedn opticalfrustratedotalinternalre ection (FTIR)

concep{22]. Whena nger is placedon onesideof aglassplaten(prism),ridgesof the nger are

3Possiblyfor reason®f expedieny, MasterCardsendsngerprint kits to their creditcardcustomersThekits are
usedby the customershemselesto createaninked ngerprint impressiorto be usedfor enroliment.
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Figure3: Fingerprintsensing:(a) An inked ngerprint imagecould be capturedirom the inked
impressionof a nger; (b) a livescanngerprint is directly imagedfrom alive nger basedon
optical total internalre ection principle: the light scatterswvhere nger (e.g.,ridges)touchthe
glassprismandlight re ects where nger (e.g.,valleys) doesnot touchthe glassprism. (c) rolled
ngerprints areimagesdepictingnail-to-nailareaof a nger (d) ngerprints capturedusingsolid
statesensorshav a smallerareaof nger thana typical ngerprint dab capturedusingoptical
scanners(e) a latent ngerprint refersto partialprint typically lifted from a sceneof crime.



in contactwith the platen,while the valleys of the nger arenotin contactwith the platen. The
restof theimagingsystemessentiallyconsistof anassemblyf anLED light sourceanda CCD
placedontheothersideof theglassplaten.Thelaserlight sourcelluminatestheglassatacertain
angleandthe camerds placedsuchthatit cancapturethelaserlight re ectedfrom theglass.The
light incidentingontheplatenattheglasssurfacgouchedoy theridgesis randomlyscatteredavhile
thelight incidentingat the glasssurfacecorrespondingo valleys sufferstotal internalre ection.
Consequentlyportionsof the imageformedon the imagingplaneof the CCD correspondindo
ridgesis darkandthosecorrespondingo valleysis bright. More recently capacitance-baseulid
statelive-scanngerprint sensorgregainingpopularitysincethey arevery smallin sizeandhold
promiseof becomingnexpensve in thenearfuture. A capacitance-basewngerprint sensoessen-
tially consistof anarrayof electrodes.The ngerprint skin actsasthe otherelectrodethereby
forming a miniaturecapacitor The capacitancelueto theridgesis higherthanthoseformedby
valleys. This differentialcapacitancés the basisof operationof a capacitance-basesblid state

sensol34)].

7 Fingerprint Representation

Fingerprintrepresentationareof two types:local andglobal. Major representationsf thelocal
informationin ngerprints are basedon the entireimage, nger ridges, poreson the ridges, or
salientfeaturesderivedfrom theridges.Representationzredominantlypasedn ridge endingsor
bifurcationg collectively knowvn asminutiae(seeFigure4)) arethemostcommon primarily dueto
thefollowing reasons(i) minutiaecapturemuchof theindividualinformation,(ii) minutiae-based
representationare storageef cient, and (iii) minutiae detectionis relatively robust to various
sourcesof ngerprint degradation. Typically, minutiae-basedepresentationgely on locations
of the minutiaeand the directionsof ridgesat the minutiaelocation. Fingerprintclassi cation
identi es thetypical global representationsf ngerprints andis the topic of Section10. Some
globalrepresentationscludeinformationaboutlocationsof critical points(e.g.,coreanddelta)

in a ngerprint.
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Figure4: Ridgeendingandridgebifurcation.

8 Feature Extraction

A featureextractor nds theridge endingsandridge bifurcationsfrom the input ngerprint im-
ages.If ridgescanbe perfectlylocatedin aninput ngerprint image,thenminutiaeextractionis
just atrivial taskof extractingsingularpointsin a thinnedridge map. However, in practice,it is
not alwayspossibleto obtaina perfectridge map. The performanceof currentlyavailableminu-
tiae extractionalgorithmsdependeaily onthequality of theinput ngerprint images.Dueto a
numberof factors(aberranformationsof epidermaridgesof ngerprints, postnatamarks,occu-
pationalmarks,problemswith acquisitiondevices,etc), ngerprint imagesmay not alwayshave
well-de nedridgestructures.

A reliableminutiaeextractionalgorithmis critical to the performancef anautomatiddentity
authenticatiorsystemusing ngerprints. The overall o wchartof atypical algorithm[28, 18] is
depictedn Figure6. It mainly consistsof threecomponents: Orientationeld estimation,

ridgeextraction,and minutiaeextractionandpostprocessing.

1. Orientation Estimation The orientation eld of a ngerprint imagerepresentshe direc-
tionality of ridgesin the ngerprintimage.lIt playsaveryimportantrolein ngerprintimage
analysis A numberof methodshave beenproposedo estimategheorientationeld of nger-
printimageg22]. Fingerprintimageis typically dividedinto a numberof non-overlapping
blocks(e.g.,32 32 pixels) andan orientationrepresentate of the ridgesin the block is
assignedo the block basedon an analysisof grayscalegradientsn the block. The block
orientationcould be determinedrom the pixel gradientorientationsbasedon, say aver-
aging[22], voting [25], or optimization[28]. We have summarizedrientationestimation

algorithmin Figure5.
2. Segmentationlt is importantto localizethe portionsof ngerprint imagedepictingthe n-

9



(a) Dividetheinput ngerprint imageinto blodksof size
(b) Computehegradients and atead pixelin ead blod [4].

(c) Estimatethelocal orientationat ead pixel usingthefollowing equationg28]:
(1)

(2)

- — 3)

whee isthesizeofthelocalwindow; and arethegradientmagnitudesn and
directions respectively

(d) Computethe consistenyg level of the orientation eld in thelocal neighborhoodf a block
with thefollowing formula:

— 4)
if mod
otherwise )
whee representghelocal neighborhoodaroundthe block (in our systemthe size
of D is ); is the numberof blocks within ; and are local ridge
orientationsat blodks and , respectively
(e) If theconsisteng level (Eq.(5))is abovea certainthreshold , thenthelocal orientations
aroundthisregionare re-estimate@t a lowerresolutionlevel until is belowa certain
level.

Figure5: Hierarchicalorientationeld estimationalgorithm.
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ger (foreground). The simplestapproachesementthe foregroundby global or adaptve
thresholding A novel andreliableapproactio sgmentatiorby Rathaetal. [28] exploitsthe
factthatthereis signi cant differencein the magnitude®f variancein thegrayleselsalong
andacrossthe o w of a ngerprint ridge. Typically, block sizefor variancecomputation

spansl-2interridgedistance.

3. Ridge Detection Theapproacheto ridge detectioruseeithersimpleor adaptve threshold-
ing. Theseapproachesnay notwork for noisy andlow contrastportionsof theimage. An
importantpropertyof theridgesin a ngerprint imageis thatthegraylevel valuesonridges
attaintheir local maximaalong a direction normalto the local ridge orientation[28, 18].
Pixelscanbeidenti ed to beridge pixels basedon this property The extractedridgesmay

bethinned/cleanedsingstandardhinning[26] andconnectedomponenalgorithms[27].

4. Minutiae DetectionOncethethinnedridgemapis available,theridgepixelswith threeridge
pixel neighborsareidenti ed asridge bifurcationsandthosewith oneridge pixel neighbor
identi ed asridge endings.However, all the minutiathusdetectedare not genuinedueto

imageprocessingrtifactsandthe noisein the ngerprint image.

5. Postprocessingin this stage,typically, genuineminutiae are gleanedfrom the extracted
minutiaeusing a numberof heuristics. For instance too mary minutiaein a small neigh-
borhoodmayindicatenoiseandthey couldbediscardedVery closeridge endingsoriented
anti-parallelto eachothermay indicatespuriousminutia generatedby a breakin theridge
dueeitherto poorcontrasoracutin the nger. Two verycloselylocatedbifurcationssharing
a commonshortridge often suggesextraneousminutiageneratedy bridging of adjacent

ridgesasaresultof dirt orimageprocessingrtifacts.

9 Fingerprint Enhancement

Theperformancef a ngerprint imagematchingalgorithmreliescritically onthequality of thein-
put ngerprint images.In practiceasigni cant percentagef acquiredngerprint imagegapprox-

imately 10% accordingto our experience)s of poorquality. Theridge structuresn poorquality

11
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Figure6: Flowchartof the minutiaeextractionalgorithm[18].
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ngerprint imagesarenot alwayswell-de ned andhencethey cannot be correctlydetectedThis
leadsto thefollowing problems:  asigni cant numberof spuriousminutiaemaybecreated,

alargepercentagef genuineminutiaemaybeignored,and large errorsin minutiaelocaliza-
tion (positionandorientation)may be introduced.In orderto ensurethatthe performancef the
minutiaeextractionalgorithmwill be robustwith respecto the quality of ngerprint images,an

enhancemeralgorithmwhich canimprove the clarity of theridge structuress necessary

Typically, ngerprint enhancemerdpproachef9, 20, 14, 5] employfrequeny domaintech-
nigques[20, 10, 9] andarecomputationallydemanding.In a smalllocal neighborhoodtheridges
and furrows approximatelyform a two-dimensionakinusoidalwave alongthe directionorthog-
onalto local ridge orientation. Thus,the ridgesandfurrows in a smalllocal neighborhoodhave
well-de ned local frequeny andlocal orientationproperties. The commonapproachegmploy
bandpasdters which modelsthe frequeny domaincharacteristicef a goodquality ngerprint
image.Thepoorquality ngerprintimageis processedsingthe lter to blocktheextraneousoise
andpassthe ngerprint signal Somemethodsmay estimatethe orientationand/orfrequeny of
ridgein eachblockin the ngerprint imageandadaptvely tunethe Iter characteristicso match
theridgecharacteristics.

Onetypical variationof this themesggmentstheimageinto non-overlappingsquareblocksof
widths larger thanthe averageinter-ridge distance.Using a bankof directionalbandpasdters,
each lter is matchedo a predetermineanodelof generic ngerprint ridges o wing in a certain
direction;the Iter generating strongresponséndicateshedominantdirectionof theridge o w
in the nger in the givenblock. Theresultingorientationinformationis more accurateeading
to morereliablefeatures.A singleblock directioncannever truly representhe directionsof the
ridgesin theblockandmayconsequentlyntroduce Iter artifacts.

For instance onecommondirectional Iter usedfor ngerprint enhancemens a Gabor I-
ter[17]. Gabor lters have bothfrequeng-selectve andorientation-selecte propertiesandhave
optimaljoint resolutionin both spatialandfrequeng domains.The even-symmetricGabor lter
hasthegeneraform [17]

- — - ©)
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where isthefrequeny of asinusoidaplanewave alongthex-axis,and and arethespace
constant®f the Gaussiarervelopealongx andy axes,respectrely. Gabor Iters with arbitrary
orientationcanbe obtainedvia arotationof the coordinatesystem.The modulationtransfer

function(MTF) of Gabor lter canberepresenteds

- - - - 7)

where = and = . Figure9 shavs aneven-symmetricGabor lter andits MTF.
Typically, in a500dpi, 512 512 ngerprint image,a Gabor Iter with =60 cyclesperimage
width (height),theradialbandwidthof 2.5 octaves,andorientation modelsthe ngerprint ridges
o wing in thedirection

We summarizea novel approachio ngerprint enhancemergroposedy Hongetal. [11] (see
Figure7). It decomposethegiven ngerprint imageinto severalcomponentmagesusinga bank
of directionalGaborbandpasdters andextractsridgesfrom eachof the Itered bandpasgmages
usingatypicalfeatureextractionalgorithm[18]. By integratinginformationfrom thesetsof ridges
extractedfrom Iltered imagesthe enhancemerdlgorithminfersthe region of ngerprint where
thereis sufcient informationto beconsideredior enhancemerftecoserableregion) andestimates
a coarse-leel ridge mapfor therecorerableregion. The informationintegrationis basedon the
obsenationthatgenuineridgesin aregion evoke a strongresponsén thefeatureimagesextracted
from the lters orientedin the directionparallelto the ridge directionin thatregion andat most
aweakresponsen featureimagesextractedfrom the Iters orientedin the directionorthogonal
to theridge directionin thatregion. The coarseridge mapthusgenerateatonsistsof the ridges
extractedfrom each Itered imagewhich aremutually consistenandportionsof theimagewhere
theridge informationis consistentaicrosshe ltered imagesconstituterecoveable region. The
orientation eld estimatedrom the coarseridge map (seeSectionl) is more reliable thanthe
orientationestimatiorfrom theinput ngerprint image.

After the orientation eld is obtainedthe ngerprint imagecanthenbe adaptvely enhanced
by usingthelocal orientationinformation. Let i=0,1,2,3,4,5,6,7) denotethe grey
level valueat pixel of the Itered imagecorrespondindo theorientation

The grey level value at pixel of the enhancedmagecan be interpolatedaccordingto the

16
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Figurel0: Performancef FingerprintEnhancemenlgorithm.

following formula:

(8)
where —_—, — : ——,and represents
thevalueof localorientationeld atpixel . Themajorreasorthatweinterpolateheenhanced

imagedirectly from the limited numberof ltered imagesis thatthe Itered imagesarealready
availableandthe above interpolationis computationallyef cient.

An exampleillustrating the resultsof minutiaeextractionalgorithmon a noisy input image
andits enhancedounterparis shavn in Figure8. Theimprovementn performancelueto image
enhancementasevaluatedising ngerprint matchedescribedn Sectionl1. Figurel0shavsim-
provementin accurayg of thematchewith andwithoutimageenhancemerdanthe MSU database

consistingof 700 ngerprintimagesof 70individuals(10 ngerprints per nger perindividual).

10 Fingerprint Classi cation

The ngerprintshave beertraditionallyclassi edinto catgoriesbasedninformationin theglobal
patternsof ridges. In large scale ngerprint identi cation systemsglaboratenethodsof manual
ngerprint classi cationsystemsveredevelopedto index individualsinto bins basedon classi -

cationof their ngerprints; thesemethodsof binningeliminatethe needto matchaninput nger-
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print(s)to the entire ngerprint databasen identi cation applicationsandsigni cantly reducethe
computingrequirement$8, 19].

Effortsin automatic ngerprint classi cationhave beenexclusively directedat replicatingthe
manual ngerprint classi cationsystem.Figure 1 shavs oneprevalentmanual ngerprint classi-
cation schemehathasbeenthe focusof mary automatic ngerprint classi cationefforts. It is
importantto notethatthe distribution of ngers into the six classegshown in Figurel) is highly
skaved. A ngerprint classi cationsystemshouldbeinvariantto rotation,translation andelastic
distortionof thefrictional skin. In addition,oftenasigni cant partof the nger maynotbeimaged
(e.g.,dabsfrequentlymissdeltas)andthe classi cationmethodsrequiringinformationfrom the
entire ngerprint maybetoo restrictive for mary applications.

A numberof approacheso ngerprint classi cationhave beendeveloped. Someof the ear
liest approacheslid not makeuseof therich informationin the ridge structuresand exclusively
dependedntheorientationeld information.Although ngerprint landmarksrovide very effec-
tive ngerprint classclues,methodsrelying on the ngerprint landmarksalonemay not be very
successfutlueto lack of availability of suchinformationin mary ngerprint imagesanddueto
thedif culty in extractingthe landmarkinformationfrom the noisy ngerprint images.As a re-
sult, the mostsuccessfuapproacheseedto (i) supplementheorientation eld informationwith
ridgeinformation;(ii) use ngerprint landmarkinformationwhenavailablebut devise alternatve
schemesvhensuchinformationcannotbe extractedfrom the input ngerprint images;and (iii)
usereliablestructural/syntactipatternrecognitionmethodsn additionto statisticalmethods.

We summarizea methodof classi cation[12] which takesinto consideratiorthe above men-
tioned designcriteriathat hasbeentestedon a large databas®f realistic ngerprints to classify

ngersinto ve majorcateyories:right loop, left loop, arch,tentedarch,andwhorl*.

The orientation eld determinedrom the inputimagemay not be very accurateandthe ex-
tractedridgesmay containmary artifactsand,therefore,cannotbe directly usedfor ngerprint

classi cation. A ridgeveri cation stageassessethereliability of the extractedridgesbasedipon

4Othertypesof prints, e.g.,twin-loop, arenot considerecherebut, in principle, could be lumpedinto “other” or
“reject” catgory.

18



type O type 1 type 2
re-compute S — (N1) (N2)
Ridge Classification

Figurell: Flowchartof ngerprint classi cationalgorithm. Insetalsoillustratesridge classi ca-
tion [12]. The “re-compute”optioninvolvesstartingthe classi cationalgorithmwith a different
preprocessine.g.,smoothing)f theimage.
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the lengthof eachconnectedidge sggmentandits alignmentwith otheradjacentidges. Paral-
lel adjacensubsgmentstypically indicatea goodquality ngerprint region;theridge/orientation

estimatesn theseregionsareusedto re ne theestimatesn theorientation eld/ridge map.

1. SingularPoints: The Poincareindex [22] on the orientation eld is usedto determinethe
numberof delta( ) andcore( ) pointsin the ngerprint. A digital closedcune, ,
about25 pixels long, aroundeachpixel is usedto computethe Poincareindex asde ned
below:

where

is the orientationeld, and and denotecoordinate®f the  pointonthearc

lengthparameterizedlosedcurve

2. Symmetry:Thefeatureextractionstagealsoestimatesnaxislocally symmetricto theridge
structuresat the core and computeqi) , anglebetweenthe symmetryaxis andthe line
seggmentjoining coreanddelta,(i) , averageangledifferencebetweertheridgeorientation
andthe orientationof the line sgmentjoining the coreanddelta,and (iii) , the number
of ridgescrossingtheline segmentjoining coreanddelta. Therelative position,R, of delta
with respecto symmetryaxisis determinedsfollows: R = 1 if thedeltais ontheright side

of symmetryaxis,R = 0, otherwise.

3. RidgeStructure:Theclassi er notonly useshe orientationinformationbut alsoutilizesthe

structuralinformationin the extractedridges. This featuresummarizeshe overall natureof
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AssignedClass
TrueClass ATTIL|[R|W
A 885| 13| 10| 11| O
T 179|384 54 | 14 | 5
L 31| 27 | 755 3 | 20
R 30 | 47| 3 |717| 16
w 6 1 | 15| 15 | 759

Tablel: Five-classclassi cationresultson the NIST-4 databaseA-Arch, T-TentedArch, L-Left
Loop, R-RightLoop, W-Whorl.

theridge o w in the ngerprint. In particular it classi eseachridge of the ngerprint into

threecatgories:

Non-recurringidges:theridgeswhich do notcurve very much.
Type-1Recurringridges:ridgeswhich curve approximately .

Type-2Fully Recurringridges:ridgewhich curve by morethan .

Theclassi cationalgorithmsummarizedhere(seeFigurell) essentiallydevisesasequencef
testsfor determiningheclassof a ngerprint andconductsimplertestsearlierin thedecisiornree.
For instancefwo corepointsaretypically detectedor awhorl (seeFigurell) whichis aneasier
conditionto verify thandetectinghe numberof Type-2recurringridges.Anotherhighlightof the
algorithmis thatif doesnotdetecthesalientcharacteristicsf ary cateyory from featuresletected
in a ngerprint; it recomputeshe featureswith a differentpre-processingnethod. For instance,
in the currentimplementationthe differentialpre-processingonsistsof a differentmethod/scale
of smoothing.As canbe obseredfrom the o wchartthatthe algorithmdetectqi) whorls based
upondetectiorof eithertwo corepointsor asufcient numberof Type-2recurringridges;(ii) arch
baseduponthe inability to detecteitherdeltaor core points; (i) left (right) loopsbasedon the
characteristidilt of the symmetricaxis, detectionof a core point, and detectionof eithera delta
point or a sufcient numberof Type-1recurringcurves;and(iv) tentedarchbasedon relatively
uprightsymmetricaxis,detectiorof acorepoint,anddetectiorof eitheradeltapointor asufcient
numberof Type-1recurringcurves.

Table 1 shaws the resultsof the ngerprint classi cationalgorithmon the NIST-4 database
whichcontains4,000imagegimagesizeis ) takenfrom 2,000different ngers, 2images

per nger. Five ngerprint classesaarede ned:  Arch, Tentedarch, Left Loop,
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RightLoop,and  Whorl. Fingerprintsin this databasere uniformly distributedamongthese
veclasse$800perclass).The ve-classrrorratein classifyingthese4,000 ngerprintsis 12.5%.
The confusionmatrix is givenin Table1; numbersshavn in bold font arecorrectclassi cations.
Sincea numberof ngerprints in the NIST-4 databaserelabeledas belongingto possiblytwo
differentclassesgachrow of the confusionmatrix in Table 1 doesnot sumup to 800. For the
ve-classproblem,mostof the classi cationerrorsaredueto misclassifyinga tentedarchasan
arch. By combiningthesetwo archcategyoriesinto a singleclass the errorratedropsfrom 12.5%
to 7.7%.Besideghetentedarch-archerrors,the othererrorsmainly comefrom misclassi cations

betweerarch/tentedirchandloopsanddueto poorimagequality.

11 Fingerprint Matching

Giventwo (inputandtemplate)setsof featuresoriginatingfrom two ngerprints, the objectie of
the featurematchingsystemis to determinewhetheror not the printsrepresenthe same nger.
Fingerprintmatchinghasbeenapproachedrom severaldifferentstratgies, like image-base{P],
ridgepattern-basedndpoint(minutiae)pattern-basechgerprint representations.herealsoexist
graph-basedcheme$16, 15, 30] for ngerprint matching.Image-basedatchingmay nottoler-
atelarge amountsof non-lineardistortionin the ngerprint ridge structures.Matcherscritically
relying on extractionof ridgesor their connectity informationmay displaydrasticperformance
degradationwith a deterioratiorin the quality of theinput ngerprints. We, therefore pelieve that
point patternmatching(minutiaematching)approacHhacilitatesthedesignof arobust,simple,and
fastveri cation algorithmwhile maintaininga smalltemplatesize.
The matchingphasetypically de nesthe similarity (distance)metric betweentwo ngerprint
representationanddeterminesvhethera given pair of representationis capturedrom the same
nger (matedpair) basedon whetherthis quanti ed (dis)similarityis greater(less)thana certain
(predeterminedjhreshold. The similarity metric is basedon the conceptof correspondencin
minutiae-basedhatching. A minutiaein theinput ngerprint anda minutiaein the template n-
gerprintaresaidto becorrespondingf they representheidenticalminutiaescannedrom thesame
nger.
Before the ngerprint representationsould be matched,most minutia-basednatchersrst

transform(register theinputandtemplate ngerprint featuresnto a commonframeof reference.
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Figure12: Two different ngerprint impression®f the same nger. In orderto know the corre-
spondenceetweertheminutiaeof thesewo ngerprintimagesall theminutiaemustbeprecisely
localizedandthedeformationrmustberecovered.

The registrationessentiallyinvolves alignmentbasedon rotation/translatiorand may optionally
includescaling.The parametersf alignmentaretypically estimateceitherfrom (i) singularpoints
in the ngerprints, e.g.,coreanddeltalocations;(ii) poseclusteringbasedon minutia distribu-
tion [28]; or (iii) ary otherlandmarkieaturesFor example Jainetal.[18] usearotation/translation

estimatiormethodbasecdbn propertief ridge segmentassociateavith ridge endingminutiae.

Thereare two major challengesnvolved in determinatinghe correspondencbetweentwo
aligned ngerprint representationseeFigure12): (i) dirt/leftover smudge®n the sensinglevice
andthe presenceof scratches/cuten the nger eitherintroducespuriousminutiaeor obliterate
the genuineminutiae; (i) variationsin the areaof nger beingimagedandits pressureon the
sensinglevice affectthenumberof genuineminutiaecapturecandintroducedisplacementsf the
minutiaefrom their “true” locationsdueto elasticdistortionof the ngerprint skin. Consequently
a ngerprint matchershouldnot only assumehattheinput ngerprint is a transformedemplate
ngerprint by asimilarity transformatior(rotation,translationandscale) but it shouldalsotoler-

atebothspuriougninutiaeaswell asmissinggenuineminutiaeandaccommodatperturbation®f

STheinputandtemplateminutiaeusedfor thealignmenwill bereferredto asreferenceminutiaebelow.
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Figurel13: Aligned ridge structureof matedpairs. Notethatthe bestalignmentin onepart(mid-
left) of theimageresultsin alargedisplacementbetweerthe correspondingninutiaein the other
regions(bottomright).

minutiaefrom their true locations. Figure 13 illustratesa typical situationof alignedridge struc-
turesof matedpairs. Note thatthe bestalignmentin one part (top left) of the imagemay result
in alarge amountof displacementbetweerthe correspondingninutiaein otherregions(bottom
right). In addition,obsere thatthedistortionis non-linear:giventhe amountof distortionsat two
arbitrarylocationson the nger, it is not possibleto predictthe distortionsat all the intervening

pointson theline joining thetwo points.

The adaptve elasticstring matchingalgorithm[18] summarizedn this chapterusesthreeat-
tributesof the alignedminutiaefor matching:its distancefrom the referenceminutiae(radiug,
anglesubtendedo the referenceminutiae (radial anglg, andlocal direction of the associated
ridge (minutiaedirectior). The algorithminitiatesthe matchingby rst representinghe aligned
input (template)minutiaeasaninput (template)minutiaestring. The string representatiors ob-

tainedby imposinga linear orderingbasedon radial anglesandradii. The resultinginput and
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Figurel4: Boundingbox andits adjustment.

templateminutiaestringsarematchedusingan inexactstring matchingalgorithmto establishthe
correspondence.

Theinexactstringmatchingalgorithmessentiallytransformgedity theinputstringto template
stringandthe numberof edit operationss consideredasa metric of the (dis)similarity between
the strings. While permittededit operatoranodel the impressionvariationsin a representation
of a nger (deletionof the genuineminutiae,insertionof spuriousminutiae,and perturbationof
the minutiae),the penaltyassociatedvith eachedit operatormodelsthe likelihood of that edit.
The sum of penaltiesof all the edits (edit distanc@ de nes the similarity betweenthe input and
templateminutiaestrings. Among several possiblesetsof editsthat permitthe transformatiorof
theinput minutiaestringinto thereferencaninutiaestring, the stringmatchingalgorithmchooses

thetransformassociateavith theminimumcostbasedn dynamicprogramming.

Thealgorithmtentatvely considersa candidatdaligned)inputandacandidateéemplateminu-
tiae in theinput andtemplateminutiaestringto be a mismatchif their attributesare not within a
tolerancevindow (seeFigurel4)andpenalizeshemfor deletion/insertiordit. If theattributesare
within thetolerancewindow, theamountof penaltyassociatedavith the tentatve matchis propor

tionalto thedisparityin the valuesof the attributesin the minutiae.Thealgorithmaccommodates

25



Threshold| FalseAcceptance FalseReject| FalseAcceptance FalseReject
Value Rate Rate Rate Rate
(MSU) (MSU) (NIST 9) (NIST9)
7 0.07% 7.1% 0.073% 12.4%
8 0.02% 9.4% 0.023% 14.6%
9 0.01% 12.5% 0.012% 16.9%
10 0 14.3% 0.003% 19.5%

Table2: Falseacceptancandfalserejectrateson two datasetswith differentthresholdvalues.

for the elasticdistortion by adaptvely adjustingthe parameter®f the tolerancewindow based
on the mostrecentsuccessfutentatve match. The tentatve matcheqandcorrespondencesye
acceptedf theeditdistanceor thosecorrespondencas smallerthanary othercorrespondences.
Figure 15 shaws the resultsof applyingthe matchingalgorithmto an input and a template
minutiaesetpair. The outcomeof the matchingprocesss de ned by a matchingscore.Matching
scoreis determinedrom the numberof matedminutiafrom the correspondencesssociatedavith
the minimum costof matchinginput and templateminutiaestring. The raw matchingscoreis
normalizedby thetotal numberof minutiain theinputandtemplate ngerprint representationsnd
is usedfor decidingwhetherinputandtemplate ngerprints aremates.The higherthe normalized
score,the larger the likelihood that the testand template ngerprints are the scansof the same

nger.

Theresultsof performancesvaluationof the ngerprint matchingalgorithmareillustratedin
Figurel6for 1,350 ngerprint imagesn NIST 9 databas€31] andin Figure10for 700imagesof
70individualsfrom the MSU databaseSomesamplepointsontherecever operatingcharacteris-
tics curwe aretatulatedin Table2.

In orderfor an automaticidentity authenticatiorsystemto be acceptablen practice,the re-
sponsdime of the systemneedgo be within afew secondsTable3 shavs thatour implemented

systemdoesmeetthe practicalresponsdime requirement.
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(@) (b)

() (d)

Figurel5: Resultsof applyingthe matchingalgorithmto aninput minutiaesetandatemplateya)
input minutiaeset; (b) templateminutiaeset; (c) alignmentresultbasedon the minutiaemarked
with greencircles; (d) matchingresultwhere templateminutiae and their correspondencesre
connectedy greenlines.

Minutiae Extraction| MinutiaeMatching| Total
(seconds) (seconds) (seconds
1.1 0.3 14

Table3: AverageCPUtime for minutiaeextractionandmatchingona SunULTRA 1 workstation.
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Figurel6: Recever OperatingCharacteristicCurve for NIST 9 (CD No. 1).
12 Summary and Futur e Prospects

With recentadwancesin ngerprint sensingtechnologyand improvementsin the accurag and
matchingspeedf the ngerprint matchingalgorithms automatigpersonaldenti cation basecdn
ngerprint is becomingan attractve alternatve/complemento the traditionalmethodsof identi-
cation. We have provided an overviewn of the ngerprint-basedidenti cation and summarized
algorithmsfor ngerprint featureextraction,enhancementpatching,andclassi cation. We have
alsopresente@ performancevaluationof thesealgorithms.

The critical factor for the widespreadiseof ngerprintsis in meetingthe performancee.g.,
matchingspeedand accurag) standardslemandedy emepging civilian identi cation applica-
tions. Unlike anidenti cation basedn passworder tokens performancef the ngerprint-based
identi cation is not perfect. Therewill be a growing demandfor fasterand more accuraten-
gerprintmatchingalgorithmswhich can (particularly) handlepoor quality images. Someof the
emeging applications(e.g., ngerprint-basedsmartcardsyvill alsobene t from a compactrep-
resentatiorof a ngerprint. The designof highly reliable, accurate and foolproof biometrics-
baseddenti cation systemsnay warranteffective integrationof discriminatoryinformationcon-
tainedin several differentbiometricsand/ortechnologie$13]. Theissuesnvolvedin integrating
ngerprint-baseddenti cation with otherbiometricor non-biometridechnologiesnay constitute
animportantresearchopic.

As biometrictechnologymaturestherewill beanincreasingnteractionamonghe (biometric)

market,(biometric)technologyandthe (identi cation) applications.The emeging interactionis

28



expectedo bein uencedby the addedvalueof thetechnologythe sensitvities of the population,

andthecredibility of theserviceprovider. It is tooearlyto predictwhere how, andwhich biometric

technologywould evolve andbe matedwith which applications But it is certainthatbiometrics-

baseddenti cation will have a profoundin uence on the way we conductour daily business.It

is alsocertainthat,asthe mostmatureandwell-understoodiometric, ngerprints will remainan

integral partof the preferrecbiometric-basedienti cation solutionsin theyearsto come.
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