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1 Intr oduction

Theproblemof resolvingtheidentity of a personcanbecategorizedinto two fundamentallydis-

tinct typesof problemswith differentinherentcomplexities[1]: (i) veri�cation and(ii) recognition.

Veri�cation (authentication)refersto the problemof con�rming or denying a person's claimed

identity (Am I who I claim I am?). Recognition(Who amI?) refersto theproblemof establish-

ing a subject's identity1. A reliablepersonalidenti�cation is critical in many daily transactions.

For example,accesscontrol to physicalfacilities andcomputerprivilegesarebecomingincreas-

ingly importantto prevent their abuse.Thereis anincreasinginterestin inexpensive andreliable

personalidenti�cation in many emergingcivilian, commercial,and�nancial applications.

Typically, apersoncouldbeidenti�ed basedon(i) a person'spossession(“somethingthatyou

possess”),e.g.,permit physicalaccessto a building to all personswhoseidentity could be au-

thenticatedby possessionof a key; (ii) person's knowledgeof a pieceof information(“something

that you know”), e.g.,permit login accessto a systemto a personwho knows the user-id anda

passwordassociatedwith it. Anotherapproachto positive identi�cation is basedon identifying

physicalcharacteristicsof the person.The characteristicscouldbe eithera person's physiologi-

cal traits,e.g.,�ngerprints, handgeometry, etc. or herbehavioral characteristics,e.g.,voiceand

1Often,recognitionis alsoreferredto asidenti�cation.
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signature. This methodof identi�cation of a personbasedon his/herphysiological/behavioral

characteristicsis calledbiometrics. Sincethebiologicalcharacteristicscannot be forgotten(like

passwords)andcannotbeeasilysharedor misplaced(like keys), they aregenerallyconsideredto

bea morereliableapproachto solvingthepersonalidenti�cation problem.

2 Emerging Applications

Accurateidenti�cation of a personcould detercrime and fraud, streamlinebusinessprocesses,

andsave critical resources.Herearea few mind bogglingnumbers:aboutonebillion dollarsin

welfarebene�ts in theUnitedStatesareannuallyclaimedby “doubledipping” welfarerecipients

with fraudulentmultipleidentities[33]. MasterCardestimatesthecreditcardfraudat$450million

per annumwhich includeschargesmadeon lost and stolencredit cards: unobtrusive positive

personalidenti�cation of thelegitimateownershipof acreditcardat thepointof salewouldgreatly

reducethe credit card fraud; about1 billion dollarsworth of cellular telephonecalls aremade

by the cellular bandwidththieves – many of which aremadefrom stolenPINS and/orcellular

telephones.Again, an identi�cation of thelegitimateownershipof thecellular telephoneswould

preventcellulartelephonethievesfromstealingthebandwidth.A reliablemethodof authenticating

legitimateownerof an ATM cardwould greatlyreduceATM relatedfraudworth approximately

$3 billion annually[6]. A positive methodof identifying the rightful checkpayeewould also

reducebillions of dollarsthataremisappropriatedthroughfraudulentencashmentof checkseach

year. A methodof positive authenticationof eachsystemlogin would eliminateillegal break-ins

into traditionallysecure(evenfederalgovernment)computers.TheUnitedStatesImmigrationand

Naturalizationservicestipulatesthatit couldeachdaydetect/deterabout3,000illegal immigrants

crossingthe Mexican borderwithout delayinglegitimatepersonsenteringthe United Statesif it

hada quickwayof establishingpositive personalidenti�cation.

High speedcomputernetworksoffer interestingopportunitiesfor electroniccommerceand

electronicpurseapplications.Accurateauthenticationof identitiesover networksis expectedto

becomeoneof theimportantapplicationof biometric-basedauthentication.

Miniaturizationandmass-scaleproductionof relatively inexpensive biometricsensors(e.g.,

solid state�ngerprint sensors)will facilitate the useof biometric-basedauthenticationin asset

protection.
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3 Fingerprint asa Biometric

A smoothly�o wing patternformedby alternatingcrests(ridges)andtroughs(valleys) on thepal-

maraspectof handiscalledapalmprint.Formationof apalmprintdependsontheinitial conditions

of theembryonicmesodermfrom which they develop. Thepatternon pulp of eachterminalpha-

lanxis consideredasanindividualpatternandis commonlyreferredto asa�ngerprint (see,Figure

1). A �ngerprint is believedto beuniqueto eachperson(andeach�nger) 2. Fingerprintsof even

identicaltwinsaredifferent.

Fingerprintsareoneof themostmaturebiometrictechnologiesandareconsideredlegitimate

proofsof evidencein courtsof law all over theworld. Fingerprintsare,therefore,usedin forensic

divisionsworldwide for criminal investigations.More recently, an increasingnumberof civil-

ian andcommercialapplicationsareeitherusingor actively consideringto use�ngerprint-based

identi�cation becauseof a betterunderstandingof �ngerprints aswell asdemonstratedmatching

performancethanany otherexistingbiometrictechnology.

4 History of Fingerprints

Humanshave used�ngerprints for personalidenti�cation for a very long time [23]. Modern�n-

gerprintmatchingtechniqueswereinitiated in the late 16th century[7]. Henry Fauld, in 1880,

�rst scienti�cally suggestedthe individuality anduniquenessof �ngerprints. At the sametime,

Herschelassertedthathehadpracticed�ngerprint identi�cation for about20 years[23]. Thisdis-

covery establishedthe foundationof modern�ngerprint identi�cation. In the late
� � � �

century,

Sir FrancisGaltonconductedanextensive studyof �ngerprints [23]. He introducedtheminutiae

featuresfor single�ngerprint classi�cationin 1888. Thediscovery of uniquenessof �ngerprints

causedanimmediatedeclinein theprevalentuseof anthropometricmethodsof identi�cation and

led to theadoptionof �ngerprints asa moreef�cient methodof identi�cation [29]. An important

advancein �ngerprint identi�cation wasmadein 1899by EdwardHenry, who (actuallyhis two

assistantsfrom India) establishedthefamous“Henry system”of �ngerprint classi�cation[23, 7]:

an elaboratemethodof indexing �ngerprints very muchtunedto facilitating the humanexperts

2Thereis someanecdotalevidencethata �ngerprint expertoncefoundtwo (possiblylatent)�ngerprintsbelonging
to two distinctindividualshaving 10 identicalminutiae.
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(a) (b) (c)

(d) (e) (f)

Figure1: Fingerprintsanda�ngerprint classi�cationschemainvolving six categories:(a)arch,(b)
tentedarch,(c) right loop,(d) left loop,(e)whorl,and(f) twin loop. Critical pointsin a�ngerprint,
calledcoreanddelta,aremarkedassquaresandtriangles.Notethatanarchdoesnot have a delta
or acore.Oneof thetwo deltasin (e)andboththedeltasin (f) arenot imaged.A sampleminutiae
ridgeending( � ) andridgebifurcation( � ) is illustratedin (e). Eachimageis 512 � 512with 256
grey levelsandis scannedat 512

� ���

resolution.All featurespointsweremanuallyextractedby
oneof theauthors.
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performing(manual)�ngerprint identi�cation. In the early
��� � �

century, �ngerprint identi�ca-

tion wasformally acceptedasa valid personalidenti�cation methodby law enforcementagencies

andbecamea standardprocedurein forensics[23]. Fingerprintidenti�cation agenciesweresetup

worldwideandcriminal �ngerprint databaseswereestablished[23]. With theadventof livescan

�ngerprinting andavailability of cheap�ngerprint sensors,�ngerprints are increasinglyusedin

governmentandcommercialapplicationsfor positivepersonidenti�cation.

5 SystemAr chitecture

Thearchitectureof a �ngerprint-basedautomaticidentity authenticationsystemis shown in Fig-

ure 2. It consistsof four components:�

� �

userinterface, �

� � �

systemdatabase,�
� � � �

enrollment

module,and �

� ���

authenticationmodule.Theuserinterfaceprovidesmechanismsfor a userto in-

dicatehis/heridentityandinputhis/her�ngerprints into thesystem.Thesystemdatabaseconsists

of a collectionof records,eachof which correspondsto an authorizedpersonthathasaccessto

thesystem.Eachrecordcontainsthe following �elds which areusedfor authenticationpurpose:

�

� �

usernameof the person, �

� � �

minutiaetemplatesof the person's �ngerprint, and �

� � � �

other

information(e.g.,speci�c userprivileges).

The task of enrollmentmodule is to enroll personsand their �ngerprints into the system

database.Whenthe �ngerprint imagesandthe usernameof a personto be enrolledarefed to

the enrollmentmodule,a minutiaeextractionalgorithmis �rst appliedto the �ngerprint images

andthe minutiaepatternsareextracted. A quality checkingalgorithmis usedto ensurethat the

recordsin thesystemdatabaseonly consistof �ngerprints of goodquality, in which a signi�cant

number(defaultvalueis 25)of genuineminutiaemaybedetected.If a �ngerprint imageis of poor

quality, it is enhancedto improve theclarity of ridge/valley structuresandmaskoutall theregions

thatcannotbereliably recovered.Theenhanced�ngerprint imageis fed to theminutiaeextractor

again.

The taskof authenticationmoduleis to authenticatethe identity of the personwho intends

to accessthesystem.Thepersonto beauthenticatedindicateshis/heridentity andplaceshis/her

�nger onthe�ngerprint scanner;adigital imageof his/her�ngerprint is captured;minutiaepattern

is extractedfrom thecaptured�ngerprint imageandfed to a matchingalgorithmwhichmatchesit

againsttheperson'sminutiaetemplatesstoredin thesystemdatabaseto establishtheidentity.
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Figure2: Architectureof anautomaticidentityauthenticationsystem.

6 Fingerprint Sensing

Thereare two primary methodsof capturinga �ngerprint image: inked (off-line) andlive scan

(ink-less)(seeFigure3). An inked �ngerprint imageis typically acquiredin the following way:

a trainedprofessional3 obtainsan impressionof an inked�nger on a paperandtheimpressionis

thenscannedusinga �at beddocumentscanner. Thelive scan�ngerprint is a collective termfor a

�ngerprint imagedirectlyobtainedfrom the�nger without theintermediatestepof gettinganim-

pressionon apaper. Acquisitionof inked�ngerprints is cumbersome;in thecontext of anidentity

authenticationsystem,it isbothinfeasibleandsociallyunacceptable.Themostpopulartechnology

to obtaina live-scan�ngerprint imageis basedonopticalfrustratedtotal internalre�ection (FTIR)

concept[22]. Whena �nger is placedononesideof aglassplaten(prism),ridgesof the�nger are

3Possibly, for reasonsof expediency, MasterCardsends�ngerprint kits to theircreditcardcustomers.Thekits are
usedby thecustomersthemselvesto createaninked�ngerprint impressionto beusedfor enrollment.
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(a) (b)

(c) (d) (e)

Figure3: Fingerprintsensing:(a) An inked �ngerprint imagecouldbe capturedfrom the inked
impressionof a �nger; (b) a livescan�ngerprint is directly imagedfrom a live �nger basedon
optical total internal re�ection principle: the light scatterswhere�nger (e.g., ridges)touch the
glassprismandlight re�ects where�nger (e.g.,valleys) doesnot touchtheglassprism. (c) rolled
�ngerprints areimagesdepictingnail-to-nailareaof a �nger (d) �ngerprints capturedusingsolid
statesensorsshow a smallerareaof �nger thana typical �ngerprint dabcapturedusingoptical
scanners.(e)a latent�ngerprint refersto partialprint typically lifted from asceneof crime.
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in contactwith the platen,while thevalleys of the �nger arenot in contactwith theplaten. The

restof theimagingsystemessentiallyconsistsof anassemblyof anLED light sourceanda CCD

placedon theothersideof theglassplaten.Thelaserlight sourceilluminatestheglassatacertain

angleandthecamerais placedsuchthatit cancapturethelaserlight re�ectedfrom theglass.The

light incidentingontheplatenattheglasssurfacetouchedby theridgesis randomlyscatteredwhile

the light incidentingat theglasssurfacecorrespondingto valleys suffers total internalre�ection.

Consequently, portionsof the imageformedon the imagingplaneof the CCD correspondingto

ridgesis darkandthosecorrespondingto valleys is bright. Morerecently, capacitance-basedsolid

statelive-scan�ngerprint sensorsaregainingpopularitysincethey areverysmall in sizeandhold

promiseof becominginexpensive in thenearfuture.A capacitance-based�ngerprint sensoressen-

tially consistsof anarrayof electrodes.The �ngerprint skin actsastheotherelectrode,thereby,

forming a miniaturecapacitor. Thecapacitancedueto the ridgesis higherthanthoseformedby

valleys. This differentialcapacitanceis the basisof operationof a capacitance-basedsolid state

sensor[34].

7 Fingerprint Representation

Fingerprintrepresentationsareof two types:local andglobal. Major representationsof thelocal

informationin �ngerprints arebasedon the entire image,�nger ridges,poreson the ridges,or

salientfeaturesderivedfrom theridges.Representationspredominantlybasedonridgeendingsor

bifurcations(collectively knownasminutiae(seeFigure4))arethemostcommon,primarilydueto

thefollowing reasons:(i) minutiaecapturemuchof theindividualinformation,(ii) minutiae-based

representationsare storageef�cient, and (iii) minutiaedetectionis relatively robust to various

sourcesof �ngerprint degradation. Typically, minutiae-basedrepresentationsrely on locations

of the minutiaeand the directionsof ridgesat the minutiaelocation. Fingerprintclassi�cation

identi�es the typical global representationsof �ngerprints andis the topic of Section10. Some

globalrepresentationsincludeinformationaboutlocationsof critical points(e.g.,coreanddelta)

in a �ngerprint.
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Ridge Ending Ridge Bifurcation

Figure4: Ridgeendingandridgebifurcation.

8 FeatureExtraction

A featureextractor �nds the ridge endingsandridge bifurcationsfrom the input �ngerprint im-

ages.If ridgescanbeperfectlylocatedin an input �ngerprint image,thenminutiaeextractionis

just a trivial taskof extractingsingularpointsin a thinnedridgemap. However, in practice,it is

not alwayspossibleto obtaina perfectridgemap. Theperformanceof currentlyavailableminu-

tiaeextractionalgorithmsdependsheavily on thequalityof theinput �ngerprint images.Dueto a

numberof factors(aberrantformationsof epidermalridgesof �ngerprints,postnatalmarks,occu-

pationalmarks,problemswith acquisitiondevices,etc.), �ngerprint imagesmaynot alwayshave

well-de�nedridgestructures.

A reliableminutiaeextractionalgorithmis critical to theperformanceof anautomaticidentity

authenticationsystemusing�ngerprints. Theoverall �o wchartof a typical algorithm[28, 18] is

depictedin Figure6. It mainly consistsof threecomponents:�
� �

Orientation�eld estimation,�

� � �

ridgeextraction,and �

� � � �

minutiaeextractionandpostprocessing.

1. Orientation Estimation Theorientation�eld of a �ngerprint imagerepresentsthe direc-

tionality of ridgesin the�ngerprint image.It playsavery importantrolein �ngerprint image

analysis.A numberof methodshavebeenproposedto estimatetheorientation�eld of �nger-

print images[22]. Fingerprintimageis typically dividedinto a numberof non-overlapping

blocks(e.g.,32 � 32 pixels)andanorientationrepresentative of the ridgesin theblock is

assignedto the block basedon an analysisof grayscalegradientsin the block. Theblock

orientationcould be determinedfrom the pixel gradientorientationsbasedon, say, aver-

aging[22], voting [25], or optimization[28]. We have summarizedorientationestimation

algorithmin Figure5.

2. SegmentationIt is importantto localizetheportionsof �ngerprint imagedepictingthe�n-
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(a) Divide theinput �ngerprint imageinto blocksof size
�

�

�

.

(b) Computethegradients��� and ��� at each pixel in each block [4].

(c) Estimatethelocal orientationat each pixel �

� � � �

usingthefollowingequations[28]:
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where
�

is thesizeof thelocal window; ��� and ��� are thegradientmagnitudesin ! and "

directions,respectively.

(d) Computetheconsistency level of theorientation�eld in thelocal neighborhoodof a block
�

� � � �

with thefollowing formula:
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where = representsthelocal neighborhoodaroundtheblock �

� � � �

(in our system,thesize
of D is > �?> );
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is the numberof blocks within = ;
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orientationsat blocks �
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, respectively.

(e) If theconsistency level (Eq.(5))is abovea certainthreshold@�A , thenthelocal orientations
aroundthisregionarere-estimatedat a lowerresolutionleveluntil

#

�

� � � �

isbelowa certain
level.

Figure5: Hierarchicalorientation�eld estimationalgorithm.
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ger (foreground). The simplestapproachessegmentthe foregroundby global or adaptive

thresholding.A novel andreliableapproachto segmentationby Rathaetal. [28] exploitsthe

fact that thereis signi�cant differencein themagnitudesof variancein thegraylevelsalong

andacrossthe �o w of a �ngerprint ridge. Typically, block sizefor variancecomputation

spans1-2 inter-ridgedistance.

3. RidgeDetectionTheapproachesto ridgedetectionuseeithersimpleor adaptive threshold-

ing. Theseapproachesmaynot work for noisyandlow contrastportionsof theimage.An

importantpropertyof theridgesin a �ngerprint imageis thatthegraylevel valuesonridges

attaintheir local maximaalonga directionnormalto the local ridge orientation[28, 18].

Pixelscanbeidenti�ed to beridgepixelsbasedon this property. Theextractedridgesmay

bethinned/cleanedusingstandardthinning[26] andconnectedcomponentalgorithms[27].

4. Minutiae DetectionOncethethinnedridgemapisavailable,theridgepixelswith threeridge

pixel neighborsareidenti�ed asridgebifurcationsandthosewith oneridgepixel neighbor

identi�ed asridgeendings.However, all the minutia thusdetectedarenot genuinedueto

imageprocessingartifactsandthenoisein the�ngerprint image.

5. PostprocessingIn this stage,typically, genuineminutiaeare gleanedfrom the extracted

minutiaeusinga numberof heuristics.For instance,too many minutiaein a small neigh-

borhoodmayindicatenoiseandthey couldbediscarded.Very closeridgeendingsoriented

anti-parallelto eachothermay indicatespuriousminutiageneratedby a breakin the ridge

dueeithertopoorcontrastoracutin the�nger. Two verycloselylocatedbifurcationssharing

a commonshortridgeoftensuggestextraneousminutiageneratedby bridgingof adjacent

ridgesasa resultof dirt or imageprocessingartifacts.

9 Fingerprint Enhancement

Theperformanceof a�ngerprint imagematchingalgorithmreliescritically onthequalityof thein-

put�ngerprint images.In practice,asigni�cant percentageof acquired�ngerprint images(approx-

imately10%accordingto our experience)is of poorquality. Theridgestructuresin poor-quality
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Figure6: Flowchartof theminutiaeextractionalgorithm[18].
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�ngerprint imagesarenot alwayswell-de�ned andhencethey cannot becorrectlydetected.This

leadsto thefollowing problems:�

� �

asigni�cant numberof spuriousminutiaemaybecreated,�

� � �

a largepercentageof genuineminutiaemaybeignored,and �

� � � �

largeerrorsin minutiaelocaliza-

tion (positionandorientation)maybe introduced.In orderto ensurethat theperformanceof the

minutiaeextractionalgorithmwill be robustwith respectto thequality of �ngerprint images,an

enhancementalgorithmwhich canimprove theclarity of theridgestructuresis necessary.

Typically, �ngerprint enhancementapproaches[9, 20, 14, 5] employfrequency domaintech-

niques[20, 10, 9] andarecomputationallydemanding.In a small local neighborhood,theridges

andfurrows approximatelyform a two-dimensionalsinusoidalwave alongthe directionorthog-

onal to local ridgeorientation.Thus,the ridgesandfurrows in a small local neighborhoodhave

well-de�ned local frequency andlocal orientationproperties.The commonapproachesemploy

bandpass�lters which modelsthe frequency domaincharacteristicsof a goodquality �ngerprint

image.Thepoorquality�ngerprint imageisprocessedusingthe�lter toblocktheextraneousnoise

andpassthe �ngerprint signal. Somemethodsmayestimatetheorientationand/orfrequency of

ridgein eachblock in the�ngerprint imageandadaptively tunethe�lter characteristicsto match

theridgecharacteristics.

Onetypical variationof this themesegmentstheimageinto non-overlappingsquareblocksof

widths larger thantheaverageinter-ridgedistance.Using a bankof directionalbandpass�lters,

each�lter is matchedto a predeterminedmodelof generic�ngerprint ridges�o wing in a certain

direction;the�lter generatinga strongresponseindicatesthedominantdirectionof theridge�o w

in the �nger in the given block. The resultingorientationinformationis moreaccurate,leading

to morereliablefeatures.A singleblock directioncannever truly representthedirectionsof the

ridgesin theblockandmayconsequentlyintroduce�lter artifacts.

For instance,onecommondirectional�lter usedfor �ngerprint enhancementis a Gabor�l-

ter [17]. Gabor�lters have bothfrequency-selective andorientation-selectivepropertiesandhave

optimal joint resolutionin bothspatialandfrequency domains.Theeven-symmetricGabor�lter

hasthegeneralform [17]
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Figure7: FingerprintEnhancementAlgorithm [11].
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(a) (b) (c)

Figure8: FingerprintEnhancementResults:(a) a poorquality �ngerprint; (b) minutiaextracted
without imageenhancement;and(c) minutiaeextractedafterimageenhancement[11].

-200
-100

0
100

200

-200

-100

0

100

200

-1

-0.5

0

0.5

1

(a)
-200

-100
0

100
200

-200

-100

0

100

200

0

0.2

0.4

0.6

0.8

1

(b)

Figure9: An even-symmetricGabor�lter: (a) Gabor�lter tunedto 60 cycles/widthand
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tation;(b) correspondingMTF.
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where��
 is thefrequency of a sinusoidalplanewave alongthex-axis,and
�

� and
�

� arethespace

constantsof theGaussianenvelopealongx andy axes,respectively. Gabor�lters with arbitrary

orientationcanbeobtainedvia arotationof the !

�

" coordinatesystem.Themodulationtransfer

function(MTF) of Gabor�lter canberepresentedas
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where
�

� =
� � � �

�

� and
�

� =
� � � �

�

� . Figure9 showsaneven-symmetricGabor�lter andits MTF.

Typically, in a 500dpi, 512 � 512�ngerprint image,a Gabor�lter with � 
 = 60 cyclesperimage

width (height),theradialbandwidthof 2.5octaves,andorientation
�

modelsthe�ngerprint ridges

�o wing in thedirection
��6

��� �

.

We summarizea novel approachto �ngerprint enhancementproposedby Hongetal. [11] (see

Figure7). It decomposesthegiven�ngerprint imageinto severalcomponentimagesusinga bank

of directionalGaborbandpass�lters andextractsridgesfrom eachof the�ltered bandpassimages

usingatypicalfeatureextractionalgorithm[18]. By integratinginformationfrom thesetsof ridges

extractedfrom �ltered images,the enhancementalgorithminfers the region of �ngerprint where

thereis suf�cient informationto beconsideredfor enhancement(recoverableregion)andestimates

a coarse-level ridgemapfor the recoverableregion. The informationintegrationis basedon the

observationthatgenuineridgesin aregionevokeastrongresponsein thefeatureimagesextracted

from the �lters orientedin the directionparallelto the ridgedirectionin that region andat most

a weakresponsein featureimagesextractedfrom the �lters orientedin thedirectionorthogonal

to the ridgedirectionin that region. The coarseridgemapthusgeneratedconsistsof the ridges

extractedfrom each�ltered imagewhicharemutuallyconsistentandportionsof theimagewhere

the ridge informationis consistentacrossthe �ltered imagesconstituterecoverable region. The

orientation�eld estimatedfrom the coarseridge map(seeSection1) is more reliable than the

orientationestimationfrom theinput �ngerprint image.

After theorientation�eld is obtained,the �ngerprint imagecanthenbeadaptively enhanced

by usingthelocal orientationinformation. Let �

�

� !

�

"

�

(i = 0, 1, 2, 3, 4, 5, 6, 7) denotethegrey

level valueat pixel � !

�

"

�

of the�ltered imagecorrespondingto theorientation
�
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.

The grey level valueat pixel � !
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�

of the enhancedimagecanbe interpolatedaccordingto the
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Figure10: Performanceof FingerprintEnhancementAlgorithm.
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. Themajorreasonthatweinterpolatetheenhanced

imagedirectly from the limited numberof �ltered imagesis that the �ltered imagesarealready

availableandtheabove interpolationis computationallyef�cient.

An exampleillustrating the resultsof minutiaeextractionalgorithmon a noisy input image

andits enhancedcounterpartis shown in Figure8. Theimprovementin performancedueto image

enhancementwasevaluatedusing�ngerprint matcherdescribedin Section11. Figure10showsim-

provementin accuracy of thematcherwith andwithout imageenhancementon theMSU database

consistingof 700�ngerprint imagesof 70 individuals(10 �ngerprintsper�nger perindividual).

10 Fingerprint Classi�cation

The�ngerprintshavebeentraditionallyclassi�edintocategoriesbasedoninformationin theglobal

patternsof ridges. In largescale�ngerprint identi�cation systems,elaboratemethodsof manual

�ngerprint classi�cationsystemsweredevelopedto index individualsinto binsbasedon classi�-

cationof their �ngerprints; thesemethodsof binningeliminatetheneedto matchaninput �nger-
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print(s)to theentire�ngerprint databasein identi�cation applicationsandsigni�cantly reducethe

computingrequirements[8, 19].

Efforts in automatic�ngerprint classi�cationhave beenexclusively directedat replicatingthe

manual�ngerprint classi�cationsystem.Figure1 shows oneprevalentmanual�ngerprint classi-

�cation schemethathasbeenthe focusof many automatic�ngerprint classi�cationefforts. It is

importantto notethat thedistribution of �ngers into thesix classes(shown in Figure1) is highly

skewed. A �ngerprint classi�cationsystemshouldbeinvariantto rotation,translation,andelastic

distortionof thefrictional skin. In addition,oftenasigni�cant partof the�nger maynotbeimaged

(e.g.,dabsfrequentlymissdeltas)andthe classi�cationmethodsrequiringinformationfrom the

entire�ngerprint maybetoorestrictive for many applications.

A numberof approachesto �ngerprint classi�cationhave beendeveloped.Someof the ear-

liest approachesdid not makeuseof the rich informationin the ridgestructuresandexclusively

dependedon theorientation�eld information.Although�ngerprint landmarksprovideveryeffec-

tive �ngerprint classclues,methodsrelying on the �ngerprint landmarksalonemay not be very

successfuldueto lack of availability of suchinformationin many �ngerprint imagesanddueto

thedif�culty in extractingthe landmarkinformationfrom thenoisy �ngerprint images.As a re-

sult, themostsuccessfulapproachesneedto (i) supplementtheorientation�eld informationwith

ridgeinformation;(ii) use�ngerprint landmarkinformationwhenavailablebut devisealternative

schemeswhensuchinformationcannotbe extractedfrom the input �ngerprint images;and(iii)

usereliablestructural/syntacticpatternrecognitionmethodsin additionto statisticalmethods.

We summarizea methodof classi�cation[12] which takesinto considerationtheabove men-

tioneddesigncriteria that hasbeentestedon a largedatabaseof realistic�ngerprints to classify

�ngers into � vemajorcategories:right loop,left loop,arch,tentedarch,andwhorl4.

The orientation�eld determinedfrom the input imagemay not be very accurateandthe ex-

tractedridgesmay containmany artifactsand,therefore,cannotbe directly usedfor �ngerprint

classi�cation.A ridgeveri�cation stageassessesthereliability of theextractedridgesbasedupon

4Othertypesof prints,e.g.,twin-loop, arenot consideredherebut, in principle,couldbe lumpedinto “other” or
“reject” category.
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the lengthof eachconnectedridge segmentandits alignmentwith otheradjacentridges. Paral-

lel adjacentsubsegmentstypically indicatea goodquality �ngerprint region; theridge/orientation

estimatesin theseregionsareusedto re�ne theestimatesin theorientation�eld/ridge map.

1. SingularPoints: The Poincareindex [22] on the orientation�eld is usedto determinethe

numberof delta(
$

,

) andcore(
$

� ) points in the �ngerprint. A digital closedcurve,
�

,

about25 pixels long, aroundeachpixel is usedto computethe Poincareindex asde�ned

below:
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denotecoordinatesof the
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pointon thearc

lengthparameterizedclosedcurve
�

.

2. Symmetry:Thefeatureextractionstagealsoestimatesanaxislocally symmetricto theridge

structuresat the coreand computes(i) � , anglebetweenthe symmetryaxis and the line

segmentjoining coreanddelta,(i) � , averageangledifferencebetweentheridgeorientation

andthe orientationof the line segmentjoining the coreanddelta,and(iii)  , the number

of ridgescrossingtheline segmentjoining coreanddelta.Therelative position,R, of delta

with respectto symmetryaxisis determinedasfollows: R = 1 if thedeltais ontheright side

of symmetryaxis,R = 0, otherwise.

3. RidgeStructure:Theclassi�ernotonly usestheorientationinformationbut alsoutilizesthe

structuralinformationin theextractedridges.This featuresummarizestheoverall natureof
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AssignedClassTrueClass
A T L R W

A 885 13 10 11 0
T 179 384 54 14 5
L 31 27 755 3 20
R 30 47 3 717 16
W 6 1 15 15 759

Table1: Five-classclassi�cationresultson theNIST-4 database;A-Arch, T-TentedArch, L-Left
Loop,R-RightLoop,W-Whorl.

theridge�o w in the�ngerprint. In particular, it classi�eseachridgeof the�ngerprint into

threecategories:

� Non-recurringridges:theridgeswhichdo notcurveverymuch.

� Type-1Recurringridges:ridgeswhich curveapproximately
�

.

� Type-2Fully Recurringridges:ridgewhichcurveby morethan
�

.

Theclassi�cationalgorithmsummarizedhere(seeFigure11)essentiallydevisesasequenceof

testsfor determiningtheclassof a�ngerprint andconductssimplertestsearlierin thedecisiontree.

For instance,two corepointsaretypically detectedfor a whorl (seeFigure11) which is aneasier

conditionto verify thandetectingthenumberof Type-2recurringridges.Anotherhighlightof the

algorithmis thatif doesnotdetectthesalientcharacteristicsof any category from featuresdetected

in a �ngerprint; it recomputesthe featureswith a differentpre-processingmethod.For instance,

in thecurrentimplementation,thedifferentialpre-processingconsistsof a differentmethod/scale

of smoothing.As canbeobserved from the �o wchartthat thealgorithmdetects(i) whorlsbased

upondetectionof eithertwo corepointsor asuf�cient numberof Type-2recurringridges;(ii) arch

baseduponthe inability to detecteitherdeltaor corepoints; (iii) left (right) loopsbasedon the

characteristictilt of thesymmetricaxis,detectionof a corepoint, anddetectionof eithera delta

point or a suf�cient numberof Type-1recurringcurves;and(iv) tentedarchbasedon relatively

uprightsymmetricaxis,detectionof acorepoint,anddetectionof eitheradeltapointor asuf�cient

numberof Type-1recurringcurves.

Table1 shows the resultsof the �ngerprint classi�cationalgorithmon the NIST-4 database

whichcontains4,000images(imagesizeis >

� �

�

��;��

) takenfrom 2,000different�ngers, 2 images

per �nger. Five �ngerprint classesarede�ned: �

� �

Arch, �

� � �

Tentedarch, �

� � � �

Left Loop, �

� ���
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Right Loop, and �

���

Whorl. Fingerprintsin this databaseareuniformly distributedamongthese

� veclasses(800perclass).The� ve-classerrorratein classifyingthese4,000�ngerprintsis12.5%.

Theconfusionmatrix is givenin Table1; numbersshown in bold font arecorrectclassi�cations.

Sincea numberof �ngerprints in the NIST-4 databaseare labeledasbelongingto possiblytwo

differentclasses,eachrow of the confusionmatrix in Table1 doesnot sumup to 800. For the

� ve-classproblem,mostof theclassi�cationerrorsaredueto misclassifyinga tentedarchasan

arch.By combiningthesetwo archcategoriesinto a singleclass,theerrorratedropsfrom 12.5%

to 7.7%.Besidesthetentedarch-archerrors,theothererrorsmainlycomefrom misclassi�cations

betweenarch/tentedarchandloopsanddueto poorimagequality.

11 Fingerprint Matching

Giventwo (inputandtemplate)setsof featuresoriginatingfrom two �ngerprints, theobjective of

the featurematchingsystemis to determinewhetheror not the prints representthe same�nger.

Fingerprintmatchinghasbeenapproachedfrom severaldifferentstrategies,like image-based[2],

ridgepattern-based,andpoint(minutiae)pattern-based�ngerprint representations.Therealsoexist

graph-basedschemes[16, 15,30] for �ngerprint matching.Image-basedmatchingmaynot toler-

atelarge amountsof non-lineardistortionin the �ngerprint ridge structures.Matcherscritically

relying on extractionof ridgesor their connectivity informationmaydisplaydrasticperformance

degradationwith a deteriorationin thequalityof theinput �ngerprints. We,therefore,believe that

pointpatternmatching(minutiaematching)approachfacilitatesthedesignof a robust,simple,and

fastveri�cation algorithmwhile maintaininga smalltemplatesize.

Thematchingphasetypically de�nes thesimilarity (distance)metricbetweentwo �ngerprint

representationsanddetermineswhethera givenpair of representationsis capturedfrom thesame

�nger (matedpair) basedon whetherthis quanti�ed (dis)similarityis greater(less)thana certain

(predetermined)threshold. The similarity metric is basedon the conceptof correspondencein

minutiae-basedmatching.A minutiaein theinput �ngerprint anda minutiaein thetemplate�n-

gerprintaresaidto becorrespondingif they representtheidenticalminutiaescannedfromthesame

�nger.

Before the �ngerprint representationscould be matched,most minutia-basedmatchers�rst

transform(register) theinputandtemplate�ngerprint featuresinto a commonframeof reference.
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Figure12: Two different�ngerprint impressionsof the same�nger. In orderto know thecorre-
spondencebetweentheminutiaeof thesetwo �ngerprint images,all theminutiaemustbeprecisely
localizedandthedeformationmustberecovered.

The registrationessentiallyinvolvesalignmentbasedon rotation/translationandmay optionally

includescaling.Theparametersof alignmentaretypicallyestimatedeitherfrom (i) singularpoints

in the �ngerprints, e.g.,coreanddelta locations;(ii) poseclusteringbasedon minutia distribu-

tion [28]; or (iii) any otherlandmarkfeatures.Forexample,Jainetal. [18] usearotation/translation

estimationmethodbasedonpropertiesof ridgesegmentassociatedwith ridgeendingminutiae5.

Thereare two major challengesinvolved in determinatingthe correspondencebetweentwo

aligned�ngerprint representations(seeFigure12): (i) dirt/leftoversmudgeson thesensingdevice

andthe presenceof scratches/cutson the �nger eitherintroducespuriousminutiaeor obliterate

the genuineminutiae; (ii) variationsin the areaof �nger being imagedand its pressureon the

sensingdeviceaffect thenumberof genuineminutiaecapturedandintroducedisplacementsof the

minutiaefrom their “true” locationsdueto elasticdistortionof the�ngerprint skin. Consequently,

a �ngerprint matchershouldnot only assumethat the input �ngerprint is a transformedtemplate

�ngerprint by asimilarity transformation(rotation,translation,andscale),but it shouldalsotoler-

atebothspuriousminutiaeaswell asmissinggenuineminutiaeandaccommodateperturbationsof

5Theinputandtemplateminutiaeusedfor thealignmentwill bereferredto asreferenceminutiaebelow.
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Figure13: Aligned ridgestructuresof matedpairs.Notethatthebestalignmentin onepart(mid-
left) of theimageresultsin a largedisplacementsbetweenthecorrespondingminutiaein theother
regions(bottomright).

minutiaefrom their true locations.Figure13 illustratesa typical situationof alignedridgestruc-

turesof matedpairs. Note that the bestalignmentin onepart (top left) of the imagemayresult

in a largeamountof displacementsbetweenthecorrespondingminutiaein otherregions(bottom

right). In addition,observe thatthedistortionis non-linear:giventheamountof distortionsat two

arbitrarylocationson the �nger, it is not possibleto predictthe distortionsat all the intervening

pointson theline joining thetwo points.

Theadaptive elasticstringmatchingalgorithm[18] summarizedin this chapterusesthreeat-

tributesof the alignedminutiaefor matching: its distancefrom the referenceminutiae(radius),

anglesubtendedto the referenceminutiae(radial angle), and local direction of the associated

ridge (minutiaedirection). Thealgorithminitiatesthe matchingby �rst representingthealigned

input (template)minutiaeasan input (template)minutiaestring. Thestring representationis ob-

tainedby imposinga linear orderingbasedon radial anglesandradii. The resultinginput and
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templateminutiaestringsarematchedusinganinexactstringmatchingalgorithmto establishthe

correspondence.

Theinexactstringmatchingalgorithmessentiallytransforms(edits) theinputstringto template

stringandthe numberof edit operationsis consideredasa metricof the (dis)similaritybetween

the strings. While permittededit operatorsmodel the impressionvariationsin a representation

of a �nger (deletionof thegenuineminutiae,insertionof spuriousminutiae,andperturbationof

the minutiae),the penaltyassociatedwith eachedit operatormodelsthe likelihood of that edit.

Thesumof penaltiesof all the edits(edit distance) de�nes the similarity betweenthe input and

templateminutiaestrings.Amongseveralpossiblesetsof editsthatpermit the transformationof

theinputminutiaestringinto thereferenceminutiaestring,thestringmatchingalgorithmchooses

thetransformassociatedwith theminimumcostbasedondynamicprogramming.

Thealgorithmtentatively considersacandidate(aligned)inputandacandidatetemplateminu-

tiae in theinput andtemplateminutiaestringto bea mismatchif their attributesarenot within a

tolerancewindow (seeFigure14)andpenalizesthemfor deletion/insertionedit. If theattributesare

within thetolerancewindow, theamountof penaltyassociatedwith thetentative matchis propor-

tional to thedisparityin thevaluesof theattributesin theminutiae.Thealgorithmaccommodates
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Threshold FalseAcceptance FalseReject FalseAcceptance FalseReject
Value Rate Rate Rate Rate

(MSU) (MSU) (NIST 9) (NIST 9)
7 0.07% 7.1% 0.073% 12.4%
8 0.02% 9.4% 0.023% 14.6%
9 0.01% 12.5% 0.012% 16.9%
10 0 14.3% 0.003% 19.5%

Table2: Falseacceptanceandfalserejectrateson two datasetswith differentthresholdvalues.

for the elasticdistortionby adaptively adjustingthe parametersof the tolerancewindow based

on the mostrecentsuccessfultentative match. The tentative matches(andcorrespondences)are

acceptedif theeditdistancefor thosecorrespondencesis smallerthanany othercorrespondences.

Figure15 shows the resultsof applying the matchingalgorithmto an input anda template

minutiaesetpair. Theoutcomeof thematchingprocessis de�ned by a matchingscore.Matching

scoreis determinedfrom thenumberof matedminutiafrom thecorrespondencesassociatedwith

the minimum costof matchinginput and templateminutiaestring. The raw matchingscoreis

normalizedby thetotalnumberof minutiain theinputandtemplate�ngerprint representationsand

is usedfor decidingwhetherinputandtemplate�ngerprintsaremates.Thehigherthenormalized

score,the larger the likelihood that the testand template�ngerprints arethe scansof the same

�nger.

The resultsof performanceevaluationof the �ngerprint matchingalgorithmareillustratedin

Figure16 for 1,350�ngerprint imagesin NIST 9 database[31] andin Figure10 for 700imagesof

70 individualsfrom theMSU database.Somesamplepointson thereceiveroperatingcharacteris-

ticscurvearetabulatedin Table2.

In orderfor an automaticidentity authenticationsystemto be acceptablein practice,the re-

sponsetime of thesystemneedsto bewithin a few seconds.Table3 shows thatour implemented

systemdoesmeetthepracticalresponsetimerequirement.
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(a) (b)

(c) (d)

Figure15: Resultsof applyingthematchingalgorithmto aninputminutiaesetanda template;(a)
input minutiaeset; (b) templateminutiaeset; (c) alignmentresultbasedon theminutiaemarked
with greencircles; (d) matchingresultwheretemplateminutiaeand their correspondencesare
connectedby greenlines.

MinutiaeExtraction MinutiaeMatching Total
(seconds) (seconds) (seconds)

1.1 0.3 1.4

Table3: AverageCPUtimefor minutiaeextractionandmatchingonaSunULTRA 1 workstation.
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Figure16: Receiver OperatingCharacteristicCurve for NIST 9 (CD No. 1).

12 Summary and Futur eProspects

With recentadvancesin �ngerprint sensingtechnologyand improvementsin the accuracy and

matchingspeedof the�ngerprint matchingalgorithms,automaticpersonalidenti�cation basedon

�ngerprint is becomingan attractive alternative/complementto the traditionalmethodsof identi-

�cation. We have provided an overview of the �ngerprint-basedidenti�cation andsummarized

algorithmsfor �ngerprint featureextraction,enhancement,matching,andclassi�cation.We have

alsopresenteda performanceevaluationof thesealgorithms.

Thecritical factor for the widespreaduseof �ngerprints is in meetingtheperformance(e.g.,

matchingspeedandaccuracy) standardsdemandedby emerging civilian identi�cation applica-

tions.Unlike anidenti�cation basedonpasswordsor tokens,performanceof the�ngerprint-based

identi�cation is not perfect. Therewill be a growing demandfor fasterandmoreaccurate�n-

gerprintmatchingalgorithmswhich can(particularly)handlepoor quality images.Someof the

emerging applications(e.g., �ngerprint-basedsmartcards)will alsobene�t from a compactrep-

resentationof a �ngerprint. The designof highly reliable,accurate,and foolproof biometrics-

basedidenti�cation systemsmaywarranteffective integrationof discriminatoryinformationcon-

tainedin severaldifferentbiometricsand/ortechnologies[13]. Theissuesinvolvedin integrating

�ngerprint-basedidenti�cation with otherbiometricor non-biometrictechnologiesmayconstitute

animportantresearchtopic.

As biometrictechnologymatures,therewill beanincreasinginteractionamongthe(biometric)

market,(biometric)technology, andthe(identi�cation) applications.Theemerging interactionis

28



expectedto bein�uencedby theaddedvalueof thetechnology, thesensitivitiesof thepopulation,

andthecredibilityof theserviceprovider. It is tooearlytopredictwhere,how, andwhichbiometric

technologywould evolve andbematedwith which applications.But it is certainthatbiometrics-

basedidenti�cation will have a profoundin�uence on theway we conductour daily business.It

is alsocertainthat,asthemostmatureandwell-understoodbiometric,�ngerprints will remainan

integralpartof thepreferredbiometric-basedidenti�cation solutionsin theyearsto come.
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