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1 Intr oduction

More thana centuryhaspassedsinceAlphonseBertillon �rst conceived andthenindustriously

practicedtheideaof usingbodymeasurementsfor solvingcrimes[1]. Justashis ideawasgaining

popularity, it fadedinto relative obscurityby a far moresigni�cant andpracticaldiscovery of the

uniquenessof the human�ngerprints1. Soonafter this discovery, many major law enforcement

departmentsembracedtheideaof �rst “booking” the�ngerprintsof criminals,sothattheirrecords

arereadilyavailableandlaterusingleftover �ngerprint smudges(latents),theidentityof criminals

canbedetermined.Theseagenciessponsoredarigorousstudyof �ngerprints,developedscienti�c

1In 1893,theHomeMinistry Of�ce, UK, acceptedthatno two individualshave thesame�ngerprints.
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methodsfor visualmatchingof �ngerprints andstrongprograms/culturesfor training �ngerprint

experts,andappliedtheartof �ngerprint identi�cation for nailingdown theperpetrators.

Despitetheingeniousmethodsimprovisedto increasetheef�ciency of themanualmethodof

�ngerprint indexing andsearch,the ever growing demandson manual�ngerprint identi�cation

quickly becameoverwhelming. The manualmethodof �ngerprint indexing resultedin a highly

skeweddistributionof �ngerprints into bins(types):most�ngerprints fell into a few binsandthis

resultedin searchinef�ciencies. Fingerprinttraining procedureswere time-intensive andslow.

Further, demandsimposedby painstakingattentionneededto visually matchthe �ngerprints of

variedqualities,tediumof monotonicnatureof thework,andincreasingworkloadsdueto ahigher

demandon�ngerprint identi�cation services,all promptedthelaw enforcementagenciesto initiate

researchinto acquiring�ngerprints throughelectronicmediumandautomatic�ngerprint identi�-

cationbasedonthedigital representationof the�ngerprints. Theseeffortshaveledto development

of automatic/semi-automatic�ngerprint identi�cation systemsover thepastfew decades.We at-

temptto presentcurrentstate-of-the-artin �ngerprint sensingandidenti�cation technology.

The objective of this chapteris to presenta high level overview of �ngerprint sensingand

matchingtechnologysoasto provide thereaderwith someinsightsinto thestrengthsandlimita-

tionsof the automationin matching�ngerprints. Becauseof spacelimitation, we have focussed

only onthecoretechnologyratherthanthedetailsof thecommercialsystems.Wewill notdescribe

theexisting elaboratemanualprotocols(e.g.,What is a core?How are�ngerprints indexed/�led

in amanualsystem?)for similarreasons.Readersarereferredto [2] for anexcellentexpositionon

thesesubjectmatters.

Therestof this chapteris organizedasfollows. Section2 introducesemergingapplicationsof

automatic�ngerprint matchingandits implications.In Section3, we describefunctionalcompo-
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nentsof atypical �ngerprint identi�cation system.Wesummarizesomeof thechallengesinvolved

in automatic�ngerprint-basedidenti�cation in Section4. Section5 dealswith topicsrelatedto

�ngerprint sensingtechnology. Section6 presentsissuesrelatedto representingtheusefulinfor-

mationcontainedin a�ngerprint image.Thenext section(Section7) presentsautomaticextraction

of themostcommonlyused�ngerprint representation,i.e.,minutiae.Sections8 and9 describean

overview of �ngerprint classi�cationandmatchingalgorithms. In Section10, we summarizea

�ngerprint imageenhancementalgorithm.Someof theissuespeculiarto largescaleidenti�cation

systemsaredealt in Section11. Fingerprintidenti�cation systemperformanceevaluationissues

arepresentedin Section12. Finally, conclusionsarepresentedin Section13.

2 Emerging Applications

As mentionedearlier, law enforcementagenciesweretheearliestadoptersof the�ngerprint iden-

ti�cation technology. More recently, increasingidentity fraud hascreateda growing needfor

biometrictechnology2 for positive personidenti�cation in a numberof non-forensicapplications.

Is this personauthorizedto enterthis facility? Is this individual entitledto accesstheprivileged

information?Is thegivenservicebeingadministeredexclusively to theenrolledusers?Answers

to questionssuchasthesearevaluableto businessandgovernmentorganizations.Sincebiomet-

ric identi�ers cannotbeeasilymisplaced,forged,or shared,they areconsideredmorereliablefor

personalidenti�cation thantraditionaltokenor knowledgebasedmethods.Table1 summarizes

typical applicationsof biometricsfor positive personidenti�cation. Theobjectivesof theseappli-

cationsareuserconvenience(e.g.,money withdrawal withoutATM cardandPIN), bettersecurity

2Biometricsrefersto useof distinctivephysiological(e.g.,�ngerprints, face,retina,iris) andbehavioral (e.g.,gait,
signature)characteristicsfor automaticallyidentifying individuals[3].
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Figure1: Receiver operatingcharacteristics(ROC) curve of a systemillustratesfalserejectrate
(FRR) andfalseacceptancerate(FAR) of a matcherat all operatingpoints(threshold,T). Each
point on an ROC de�nes FRR andFAR for a given matcheroperatingat a particularthreshold.
High securityaccessapplicationsareconcernedaboutbreak-insandhenceoperatethe matcher
at a point on ROC with a smallFAR. Forensicapplicationsdesireto catcha criminal evenat the
expenseof examininga largenumberof falseacceptsandhenceoperatetheir matcherat a high
FAR. Civilian applicationsattemptto operatetheirmatchersat theoperatingpointswith both,low
FRRandlow FAR [3].

(e.g.,dif�cult to forgeaccess),andmoreef�ciency (e.g.,lower overheadfor computerpassword

maintenance).

A signi�cant limitation of theexisting biometricsbasedpersonalidenti�cation systemsis that

their accuracy performanceis not perfect. Thesesystemssometimesfalsely acceptan impostor

(falseaccepterror)andfalsely rejecta genuineuser(falserejecterror). Typically, the two error

ratesdependon the systemoperatingpoint (calleddecisionthreshold)and their relationshipis

characterizedby a Receiver OperatingCurve (ROC). Fig. 1 illustratesa hypotheticalROC and

typicaloperatingpointsfor differentbiometricapplications.

Tremendoussuccessof the�ngerprint basedidenti�cation technologyin law enforcementap-

plications,decreasingcostof the�ngerprint sensingdevices,increasingavailability of inexpensive
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computingpower, andgrowing identity fraud/thefthave all usheredin aneraof �ngerprint-based

personidenti�cation applicationsin commercial,civilian, and�nancial domains.

A typical law enforcementidenti�cation systemservesa differentpurposethanthoseof the

emerging biometricapplications.Most of the�nancial andcommercialapplicationsrequireiden-

tity veri�cation (alsoknown asauthentication)whichinvolvescon�rming/denyingaclaimediden-

tity basedon �ngerprint information,givena claim to a speci�c identity (e.g.,JoeSmith). That

is, given a �ngerprint known to have originatedfrom, say, JoeSmith's left index �nger andan-

otherprint from a left index �nger, the systemwill determinewhetherthe secondprint, indeed,

belongsto JoeSmith.Thelaw enforcementsystems,on theotherhand,mostlydealwith recogni-

tion (alsopopularlyreferredto asidenti�cation, asin automatic�ngerprint identi�cation system)

which involvesestablishingtheidentity of thepersonbasedon the�ngerprint information.Given

a�ngerprint(s),possiblywithoutany knowledgeof the�nger position(i.e., left index), thesystem,

by searching throughthe databaseof available�ngerprints associatedwith theknown identities,

will determinewhethertheprint is associatedwith anidentity3. Thetaskof identityveri�cation is

mucheasierthanthatof identity recognition:theformer involving just onecomparisonwhile the

latterinvolving multiplecomparisonswith �ngerprints in thedatabase.Eventhoughsomecivilian

applicationsinvolve identity recognition,the underlyingdesignconsiderationsaredifferent(see

Fig. 2). Despitethesedifferencesin the functionalitiesamongdifferent�ngerprint identi�cation

applicationdomains,all the underlyingsystemsrely on the distinctive individual informationin

�ngerprints; the�ngerprint expertisewhichhasprimarily residedwithin law enforcementagencies

3The term identi�cation is usedin this chaptereither to refer to the generalproblemof identifying individuals
(identi�cation/recognitionandauthentication/veri�cation) or to referto thespeci�c problemof identifying(recogniz-
ing) an individual from a databasewhich involvesoneto many search.We rely on the context to disambiguatethe
reference.
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for morethana century. Further, we believe, eventually, the law enforcementagencieswill also

becloselyinvolved in studyingthecivilian/commercial/�nancial�ngerprint (andmoregenerally

biometric)applicationsaswell.

For any biometricmeasurementto be incorporatedinto a positive personidenti�cation sys-

tem, it is necessarythat suchmeasurementsare acceptableto a society. Despitethe criminal

stigmaassociatedwith �ngerprints, a recentCNN poll foundthat �ngerprints ratehigh in social

acceptabilty[4]. While acceptabilityis a complex (andmutable)phenomenondependingon con-

foundingfactorsincludingindividual/institutionaltrust,religiousandpersonalbeliefs/values,and

culture,two systemissuesin�uenceacceptability:systemsecurity[5] andindividualprivacy [6, 7].

Thesecurityissuesensurethattheintruderswill neitherbeableto accesstheindividual informa-

tion/measurements(e.g.,obtain�ngerprint information)norbeableto poseasotherindividualsby

electronicallyinterjectingstaleandfradulentlyobtainedbiometricsmeasurements(e.g.,surrepti-

tiously lifted �ngerprints from surfacestouchedby theindividuals)into thesystem.It is desirable

thatapersonalidenti�cation systemusesthebiometricmeasurementsexclusively for thepurposes

for whichthey wereacquired.For instance,it maybepossibleto gleaninformationaboutthemed-

ical conditionsof individualsfrom theirbiometricmeasurements.Secondly, peopleareconcerned

aboutlinkages: unauthorizedusageof biometricmeasurementsacrossdifferentidenti�cation sys-

tems(e.g.,criminal andcivilian �ngerprint identi�cation systems)to link theidentitiesof person

to gather/trackindividualinformationthatmayotherwisebeunavailable.It is necessaryto enforce

systemwidemechanismsto ensuretheusageof thebiometricmeasurementfor its proscribedin-

tent. As thenovel applicationsof �ngerprints (andotherbiometricidenti�ers) will becomemore

widespread,we believe, law enforcementagencieswill be increasinglyinvolved in resolvingthe

fraudsinvolving repudiation(e.g.,usersdenying having accessedthesystem),coercion(e.g.,users
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Forensic Civilian Commercial
Corpseidenti�cation NationalID ATM
Criminal Investigation Driver's license Accesscontrol
Parenthooddetermination Welfaredisbursement Cellularphone

Bordercrossing Creditcard

Table1: BiometricApplications[8].

claimingto have beenforcedinto thesystem),contamination(e.g.,erroneousacquisitionof bio-

metricsidenti�er notassociatedwith theintendeduser)andcircumvention(e.g.,unauthorizeduser

illegitimatelygainingaccessto thesystem).Consequently, agenciesmaynot only berequiredto

passjudgmentsaboutthe identitiesrelatedto biometricidenti�ers but alsoaboutthe integrity of

thesystemsandthevalidity of thebiometricmeasurements.

3 SystemAr chitecture

A �ngerprint identi�cation systemis an automaticpatternrecognitionsystemwhich consistsof

threefundamentalstages:(i) dataacquisition:the�ngerprint to berecognizedis sensed;(ii) fea-

ture extraction: a machinerepresentation(pattern)is extractedfrom the sensedimage;and(iii)

decision-making:the representationsderived from thesensedimagearecomparedwith a repre-

sentationstoredin thesystem.Thecomparisontypically yieldsa matchingscorequantifyingthe

similarity betweenthetwo representations.If thescoreis higherthana threshold(determinedby

thesystemoperatingpoint (seeFig.1)), therepresentationsaredeterminedto haveoriginatedfrom

thesame�nger(s). In an identi�cation system,multiple comparisonsmaybeneeded.Often,the

storedrepresentationsin thedatabasearepartitionedinto binseitherbasedoninformationextrinsic

to thesensedinput measurements(e.g.,sex andageof theindividual) or informationintrinsic to
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Figure2: Functionalblockdiagramof an“automatic”�ngerprint identi�cation system.Thedotted
lines illustratealternative path. Someof the functionalblocks,e.g.,indexing, maybeperformed
eitherby anexpertor a computer. Thefeatureeditingandmatchveri�cation tasksareperformed
by anexpert.Typically, a �ngerprint matcherpassesa rankedlist of 10-100�ngerprints for match
veri�cation stage;a �ngerprint expertbrowsestheoriginal �ngerprint imagesto con�rm/rejecta
candidatematch.

thesensedimage(e.g.,�ngerprint classor type(seeSection8)). As a result,the input �ngerprint

neednotbesearchedin theentiredatabasebut only in theparticularbin of interest.

Dif ferentsystemsmay usedifferentnumbersof available�ngerprints (multiple impressions

of a single�nger or singleimpressionsof multiple �ngers) for personidenti�cation. Thefeature

extractionstagemayinvolvemanualover-rideandeditingby experts.Imageenhancementmaybe

usedfor poorquality images(seeSection10).
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4 Challenges

While signi�cant progresshasbeenmadein automatic�ngerprint identi�cation, therearestill a

numberof researchissuesthat needto be addressedto improve systemaccuracy. Most of the

shortcomingsin theaccuracy of anautomatic�ngerprint identi�cation systemcanbeattributedto

theacquisitionprocess(seeSection5) [9]:

(i) Inconsistentcontact: Theactof sensingdistortsthe�ngerprint. Determinedby thepressure

andcontactof the�nger ontheglassplaten,thethree-dimensionalshapeof the�nger getsmapped

ontothetwo-dimensionalsurfaceof theglassplaten.As the�nger is not a rigid objectandsince

theprocessof projectingthe�nger surfaceontotheimageacquisitionsurfaceis notpreciselycon-

trolled,differentimpressionsof a �nger arerelatedto eachotherby varioustransformations.The

mostproblematicof theseprojectionsappearsto beelasticdistortionsof thefriction skinof �nger

which displacesdifferentportionsof the �nger (ever so slightly) by differentmagnitudesandin

differentdirections(seeFigure14).

(ii) Non-uniformcontact: The ridge structureof a �nger would be completelycapturedif

ridgesbelongingto the part of the �nger beingimagedarein completephysical/opticalcontact

with the imageacquisitionsurfaceandthe valleys do not makeany contactwith the imageac-

quisitionsurface(seeFig. 6). However, thedrynessof theskin, shallow/worn-outridges(dueto

aging/genetics),skindisease,sweat,dirt, humidity in theair all confoundthesituationresultingin

anon-idealcontactsituation.In thecaseof inked�ngerprints,anadditionalfactormayincludein-

appropriateinking of the�nger: This resultsin “noisy” low contrastimages,which leadsto either

spuriousor missingminutiae.
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(iii) Irreproduciblecontact: Manualwork, accidents,etc. in�ict injuriesto the�nger, thereby,

changingtheridgestructureof the �nger eitherpermanentlyor semi-permanently. Further, each

impressionof a �nger maypossiblydepicta differentportionof its surface.This may introduce

additionalspurious�ngerprint features.

(iv) Feature extractionartifacts: Thefeatureextractionalgorithm(see,for instance,Section7)

is imperfectandintroducesmeasurementerrors.Variousimageprocessingoperationsmight intro-

duceinconsistentbiasesto perturbthelocationandorientationestimatesof thereported�ngerprint

structuresfrom theirgrayscalecounterparts.

(v) Theactof sensingitself addsnoiseto the image.For example,in the livescan�ngerprint

acquisitionmethod,residuesfrom the previous �ngerprint capturemay be left behind. A typi-

cal imagingsystemgeometricallydistortsthe imageof theobjectbeingsenseddueto imperfect

imagingconditions.In theFrustratedTotal InternalRe�ectionsensingscheme(seeSection5), for

example,thereis a geometricdistortionbecausetheimageplaneis notparallelto theglassplaten.

Apart from the �ngerprint acquisitionandfeatureextractionissues,therearethreemajorad-

ditionalchallenges[10]. Althougha numberof automatic�ngerprint classi�cationmethods(Sec-

tion 8) have beenproposedandsomeof themareusedin operationalsystems,�ngerprint classi�-

cationstill remainsoneof themostdif�cult problemsfor bothhumansandmachines.Currently,

the �ngerprint classi�cation framework is mainly intendedfor humanexperts; this may not be

optimalfor anautomaticsystem.

In designingany automaticpatternrecognitionsystem,an importantissueis theperformance
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assessmentof thesystem:how to evaluatetheperformanceof a givensystemor how to verify that

a deployedsystemsatis�escertainperformancespeci�cations? Unfortunately, the performance

evaluationproblemis far from well established.

In theabsenceof a good�ngerprint compressionscheme,storinghundredsof millions of �n-

gerprintsis tooexpensive. Thewavelet-basedmethod,Wavelet/ScalarQuantization(WSQ),which

hasbeenproposedasthe standardfor �ngerprint compressioncancompressa �ngerprint image

by a factorof 10 to 25 [11, 12] (seeFig 3). An algorithmthatcanreachevenhighercompression

ratio is animportantresearchtopic.

(a) (b) (c)

Figure3: FingerprintCompression:(a)anuncompressed�ngerprint image;(b)portionof imagein
(a)compressedusingagenericimagecompressionalgorithm,JPEG[13]; and(c) portionof image
in (a)compressedusingWavelet/ScalarQuantization(WSQ),acompressionalgorithmspeci�cally
developedfor compressingimages.Both, JPEGandWSQusecompressionratio of 12.9; JPEG
typically introducesblocky artifactsand obliteratesdetailedinformation. See[14] for a more
detailedimagery.

5 Fingerprint Sensing

Dependingonwhethertheacquisitionprocessis of�ine or online, a �ngerprint maybeeither(i) an

inked�ngerprint, (ii) a latent�ngerprint or (iii) a live-scan�ngerprint.

Inked�ngerprint is usedto indicatethat the�ngerprint imageis obtainedfrom animpression
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(a) (b) (c)

(d) (e)

Figure4: Comparisonof different�ngerprint impressions:(a) an inkedrolled �ngerprint (from
NIST 4 database);(b) an inked dab�ngerprint (from NIST 4 database);(c) live-scan(dab)�n-
gerprint(capturedwith a scannermanufacturedby Digital Biometrics);(d) a latent�ngerprint; (e)
�ngerprint capturedusinga solidstatesensor[15]. c

�

AcademicPress.
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of the�nger on anintermediatemediumsuchaspaper. An exampleof a rolled inked�ngerprint

is shown in Figure4 (a). Typically, the�rst stepin capturinga rolled impressionof a �ngerprint

is to placea few dabsof ink on a slabandrolling it out smoothlywith a roller until the slabis

coveredwith a thin, even layer of ink. The �nger is thenrolled from onesideof the nail to the

othersideover theinkedslabwhich inks theridgepatternson top of the�nger completely. After

that,the�nger is rolledon a pieceof white papersothattheinkedimpressionof theridgepattern

of the �nger appearson the white paper. Rolled inked �ngerprints impressedon papercanbe

electronicallyscannedinto digital rolled �ngerprintsusingopticalscannersor videocameras.The

rolled acquisitionmethodhasremaineda standardtechniquefor �ngerprint acquisitionfor more

thanahundredyears[2, 16]. Rolledinked�ngerprints tendto havealargeareaof valid ridgesand

furrows,but have largedeformationsdueto the inherentnatureof the rolled acquisitionprocess.

Acquisitionof rolled�ngerprints is cumbersome,slow, andrequirespracticeandskill. In thecon-

text of anautomaticpersonalidenti�cation system,it is bothinfeasibleandsociallyunacceptable

to usetherolled inkedmethodto acquire�ngerprints in theoperationalphasealthoughit maybe

feasibleto usethe rolled inked methodin the enrollmentphase4. Anothermethodof acquiring

an inkedimpressionis calleda dab(seeFigure4 (b)). In this method,the inked�nger is simply

impressedon thepaperwithout rolling it from nail to nail. Obviously, the�ngerprint dabimages

cover asmaller�ngerprint patternarea,but thereis a smallerdistortionin theprint.

In forensics,a specialkind of inked�ngerprints, calledlatent�ngerprints, is of greatinterest.

Constantperspirationexudationof sweatporeson �ngerprint ridgesandintermittentcontactof

�ngers with otherpartsof humanbodyandvariousobjectsleavea�lm of moistureand/orgreaseon

thesurfaceof �ngers. In touchinganobject(e.g.,a glass),the�lm of moistureand/orgreasemay

4For example,MasterCardrelieson inkedimpressionsfor enrollment.
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betransferredto theobjectandleave animpressionof theridgesthereon.This typeof �ngerprint

is calleda latent�ngerprint. Latent�ngerprints arevery importantin forensics.Actually, a major

taskin forensic�ngerprinting applicationis searchingandreliably recordinglatent�ngerprints,

which is dealtwith elsewherein thisbook.An exampleof a latent�ngerprint is shown in Figure4

(d).

The live-scan�ngerprint is a collective term for a �ngerprint imagedirectly obtainedfrom

the �nger without the intermediatestepof gettingan impressionon a paper. A live-scan�nger-

print is usuallyobtainedusingthedabmethod, in which a �nger is impressedon theacquisition

surfaceof a device without rolling5. A numberof sensingmechanismscanbe usedto sensethe

ridge andfurrows of the �nger impressions,including (i) optical frustratedtotal internalre�ec-

tion (FTIR) [18, 19, 20], (ii) ultrasonicre�ection [21, 22, 23], (iii) optical total internal re�ec-

tion of holograms[24, 25, 26], (iv) thermalsensingof the temperaturedifferential (acrossthe

ridgesand valleys) [27, 28], (v) sensingof differentialcapacitance(acrossthe ridgesand val-

leys) [29, 30, 31, 32], and(vi) non-contact2D [33] or non-contact3D scanning[34]. Scanners

basedon thesephysicalprocessescanbeusedto acquirethe�ngerprint impressionsdirectly and

theseacquisitionmethodseliminatethe intermediatedigitization processof inked impressions;

enablethedesignof on-lineveri�cation systems.Dependingon theclarity of ridgestructuresof

scanned�ngers andacquisitionconditions,live-scan�ngerprints vary in quality. Becauseof on-

line natureof this acquisitionmethod,it is possibleto directly observe theprint beingacquired;

suchavisualfeedbackturnsout to bethesinglemostimportantfactorin controllingthequalityof

acquired�ngerprints.

5It is alsopossibleto capturea rolled live-scan�ngerprint. Somevendorsuseelaboratesoftwareand/orscanner
arrangementsto capturerolled �ngerprint live-scanimagesfrom oneor morelive-scandabs.
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Figure5: FTIR �ngerprint scannermanufacturedby Digital Biometrics[35].

The mostpopulartechnologyto obtaina live-scan�ngerprint imageis basedon the optical

frustratedtotal internalre�ection (FTIR) concept[18]. Whena �nger is placedon onesideof a

glassplaten(prism), ridgesof the �nger are in contactwith the platen,while the valleys of the

�nger arenot in contactwith theplaten.Therestof theimagingsystemessentiallyconsistsof an

assemblyof anLED light sourceanda CCD cameraplacedon theothersideof theglassplaten.

The laserlight sourceilluminatesthe glassat a certainangleandthe camerais placedsuchthat

it can capturethe laserlight re�ected from the glass. The light which is incidenton the plate

at the glasssurfacetouchedby the ridgesis randomlyscatteredwhile the light incidentat the

glasssurfacecorrespondingto valleyssufferstotal internalre�ection, resultingin acorresponding

�ngerprint imageontheimagingplaneof theCCD.An exampleof live-scan�ngerprint is shown in

Figure4 (b). Figure5 showsaFTIR �ngerprint scanner. Typically, anopticallive-scan�ngerprint

scannerimagesspananareawhich is approximately
��� � ��� �	� 
	�

. Therearevendorswho supply

opticalscannerswhich arealsocapableof imagingvery largeareasof friction skin andfacilitate

ten-printor palmprint/soleprintscanning(see,for instance,[36, 33]).
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Figure6: Optical �ngerprint sensing:(a) imaginggeometryconsistsof a lasersource(L) illumi-
natinga �nger restingon a glassplaten/prism,P, andanimagingsurface(C); (b) Frustratedtotal
internalre�ection; therayA incidentat theridge/glassinterfacescatterswhile theray B falling at
thevalley/glassinterfacesuffers total internalre�ection andthere�ectedraysarecollectedat the
imagingsurface.
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The other live-scanmodalitiesof �ngerprint acquisitionstrive for (i) reducingthe size/price

of theopticalscanningsystem,(ii) improving thequality/resolutionof theprints,and/or(iii) im-

proving geometric/photometric/elasticdistortioncharacteristicsinvolvedin theimagecapture.For

instance,by scanningthe internal layersof friction skin (asopposedto scanningthe super�cial

surfacelayersof the friction skin) an ultrasoundmethodof �ngerprint imagingis believed to be

capableof acquiringaveryclear�ngerprint imageevenif theimpressed�nger doesnotapparently

haveclearridgestructures.Imagingin a typicalFTIR opticalscannerssuffersfrom geometricdis-

tortionsincethe�ngerprint surface(platen)is notparallelto theimagingsurface.Hologrambased

livescansavoid thisproblemandhencetheresulting�ngerprint imagesarebelievedto havebetter

spatial�delity . Further, theedge-litholograms[24] avoid bulky illuminationopticsand,hence,are

compact.Somehologrambasedscannershavedemonstrated1000dpi resolution[37] in labaratory

settings.ThomsonCSFmanufacturesa “sweep”based�ngerprint scannerbasedon thermalsens-

ing; this schemeclaimsto have signi�cantly betterreliability in harshenvironmentalconditions

anda large imagingarea. The contact-lessscannerspermit imagingwithout contactandhence

eliminatetheproblemsrelatedto elasticdistortionin the �ngerprints causedby contactwith the

presentationsurface.Opticalscannersaretoo largeto bereadily integratedin a numberof appli-

cationssuchaslaptopsecurity, cellularphonesecurity, andnotebooksecurity. Recently, anumber

of differenttypesof compactsolid state�ngerprint chipshave becomeavailable.Thesesolidstate

chipscanbemanufacturedwith very low costif manufacturedin largequantity. Figure7 shows

two solidstate�ngerprint chipswhicharecommerciallyavailable.

Livescan�ngerprinting is an emerging technologyand it is too early to assessits strengths

basedontheexistingcommercialproducts.At thismoment,with respectto imagingarea,grayscale

resolution,andquality of �ngerprints, (rolled) inked�ngerprints appearto besuperiorto theopti-
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(a) (b)

Figure7: Solid state�ngerprint chips: (a) Dif ferentialcapacitance�ngerprint chip manufactured
by Veridicom[32]. (b) A capacitance-based�ngerprint imagingmousemadeby Siemens[38].

cal livescans;opticalFTIR livescansaresuperiorto solid state�ngerprints sensors.Theforensic

communityhasextensively evaluatedthequality of livescan�ngerprints andexpressedconcerns

aboutquality of �ngerprints acquiredusinglivescan�ngerprint sensors.In its questto establish

minimum requirementsfor �ngerprint acquisitionfor criminal applications,variousUS Govern-

mentagencieshave compiledcompliancespeci�cationsfor theoptical live-scan�ngerprints (see

for instance,imagequalityspeci�cations(IQS) [17, 39]).

6 Fingerprint Representation

A �ngerprint is asmoothly�o wing patternof alternatingvalleysandridges,theridgesandvalleys

beingparallelin mostregions.Severalpermanentandsemi-permanentfeaturessuchasscars,cuts,

bruises,cracks,andcalluses,arealsopresentin a �ngerprint.

What informationis available in �ngerprints to enablesoundjudgementaboutwhethertwo

prints have originatedfrom the same�nger or from two distinct �ngers? In order to reliably

18



establishwhethertwo prints camefrom the same�nger or different �ngers, it is necessaryto

capturesomeinvariant representation(features)of the�ngerprints: thefeatureswhich overa life-

timewill continueto remainrelativelyunalteredirrespectiveof thecutsandbruises,theorientation

of the �nger placementwith respectto the mediumof the capture,occlusionof a small part of

the �nger, the imagingtechnologyusedto acquirethe �ngerprint from the �nger, or the elastic

distortionof the�nger duringtheacquisitionof theprint.

Several representationshave beenusedto assess�ngerprint similarity. Fingerprintrepresen-

tationscanbe broadlycategorizedinto two types: global andlocal. Global representationis an

overall attributeof the �nger anda singlerepresentationis valid for theentire�ngerprint andis

typically determinedby an examinationof the entire �nger. A local representationconsistsof

several components,eachcomponenttypically derived from a spatially restrictedregion of the

�ngerprint. Typically, genericrepresentationsareusedfor �ngerprint indexing andlocal represen-

tationsareusedfor �ngerprint matching.

One of the signi�cant global featuresusedfor �ngerprints is its classor type. The overall

�ngerprint patternis typically categorized into a small numberof classes. Several �ngerprint

classi�cationschemaexist andasmentionedearlier, we will avoid delvinginto thedetailsof the

classi�cationsschemaadoptedby differentautomaticidenti�cation schemes.A simple�ngerprint

classi�cationschemecategorizesthe prints into following six major classes:whorl, right loop,

left loop,arch,twin loop,andtentedarch(seeFigure8)6. Sometimes,a syntheticcategory called

scarsis includedto classify�ngerprintsmutilatedwith scarsobscuringthepossibilityof accurately

determiningits trueclass.

6A typical AFIS mayusethe following 8 classes:(i) whorl, (ii) radial loop (iii) ulnar loop, (iv) doubleloop, (v)
arch,(vi) tentedarch,(vii) accidental,and(viii) centralpocketloop.
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(a) (b) (c)

(d) (e) (f)

Figure8: A �ngerprint classi�cationschemainvolving six categories:(a)arch,(b) tentedarch,(c)
right loop,(d) left loop,(e)whorl,and(f) twin loop. Critical pointsin a�ngerprint, calledcoreand
delta,aremarkedassquaresandtriangles,respectively. An archdoesnot have a deltaor a core.
Oneof the two deltasin (e) andboth the deltasin (f) arenot imaged. A sampleminutiaeridge
ending( � ) andridgebifurcation( � ) areillustratedin (e). Eachimageis 512 � 512with 256grey
levelsandis scannedat512

� �

�

resolution[9]. c
�

IEEE.
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Figure9: Schematicrepresentationof a ridgeending(E) anda ridgebifurcation/branching(B). A
minutiaeis typically quanti�ed by its

� ��� ���

coordinatesandtheorientiationof theabutting ridge.
Dif ferentrepresentationconventionsareusedby differentautomatic�ngerprint identi�cation sys-
tems.

Fingerscanalsobedistinguishedbasedon featuressuchasridgethickness,ridgeseparation,

or ridge depths.Someexamplesof global representationincludeinformationaboutlocationsof

critical points (e.g.,coreanddelta) in a �ngerprint. Core-deltaridge count feature,sometimes

simplyreferredto astheridgecount,measuresthenumberof ridgesbetweencoreanddeltapoints

(seeFigure8) on a �nger7. All thesefeaturesmeasureanoverall propertyof a �nger andwe will

referto thesesimilaritiesasglobalor genericfeatures.

Major representationsof thelocal informationin �ngerprints arebasedon �nger ridges,pores

on theridges,or salientfeaturesderived from theridges.Sometimes,theentire�ngerprint itself

(or somecondensedform of it) is usedasthe�ngerprint representation[40, 41]. Themostwidely

7Somecategoriesof �ngerprintsdonotintrinsicallyhaveany coreor delta.In suchcases,anautomaticsystemmay
in someconsistentway de�ne otherlandmarkfeaturesof �ngerprints in lieu of core-deltaridgecount,core,and/or
delta.
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usedlocal featuresarebasedon minutedetails(minutiae) of the ridges(Fig. 9). The patternof

the minutedetailsof a �ngerprint formsa valid representationof the �ngerprint. This represen-

tation is compact,andcapturesa signi�cant componentof individual informationin �ngerprints;

comparedto otherrepresentations,minutiaeextractionis relatively morerobustto varioussources

of �ngerprint degradation.Most typesof minutedetailsin �ngerprint imagesarenot stableand

cannot be reliably identi�ed by automaticimageprocessingmethods.Therefore,in automatic

�ngerprint matching,only the two mostprominenttypesof minutedetailsareusedfor their sta-

bility androbustness:(i) ridge endingand(ii) ridge bifurcation. In addition,sincevariousdata

acquisitionconditionssuchas impressionpressurecaneasilychangeonetype of minutiaeinto

the other, typical minutiaebasedrepresentationsdo not makeany distinctionbetweenthesetwo

typesof featuresandarecollectively referredto asminutiae.Thesimplestof theminutiae-based

representationsconstitutea list of pointsde�nedby theirspatialcoordinateswith respectto a�x ed

image-centriccoordinatesystem.Typically, though,theseminimalminutiae-basedrepresentations

arefurtherenhancedby taggingeachminutiae(or eachcombinationof minutiaesubset,e.g.,pairs,

triplets)with additionalfeatures.For instance,eachminutiaecouldbeassociatedwith theorien-

tationof theridgeat thatminutiae;or eachpairof theminutiaecouldbeassociatedwith theridge

count,which is thenumberof ridgesvisitedduringthelineartraversalbetweenthetwo minutiae.

TheANSI-NIST standardrepresentationof a �ngerprint is predominantlybasedon minutiaeand

includesminutiaelocationandorientation[42]. Theminutiae-basedrepresentationmightalsoin-

cludeoneor moreglobalattributeslike orientationof the �nger, locationsof coreor delta8, and

�ngerprint class.Typically, in alive-scan�ngerprint imageof goodquality, thereareabout50-100

minutiae.

8Coreanddeltaarethetwo distinctiveglobalstructuresin a �ngerprint [2]. SeeFigure8(c).
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Anotherlocal �ngerprint featureis sweatporeinformation. Thelocationanddensitiesof the

minutesweatporeshave beenfound to containinformationhelpful for distinguishingindividu-

als[37].

The guidelinesfor (visual)matchingof �ngerprints arequite elaborate.A �ngerprint expert

oftenrelieson subtleandcomplex reasoningto arguewhethertwo printsoriginatedfrom a single

�nger or two distinct �ngers. For instance,an expert canvisually localizeseveral rich features

of a �ngerprint with remarkableaccuracy. Thesefeaturesinclude the locationsof core, delta,

islands,dots,shortridges,ridgeendings,ridgebifurcations,andnumericalvaluesof orientation

of the ridges,andnumberof ridgesbetweentwo features(ridgecounts).An expert canreliably

usejudgementsaboutscars,complex visual textures,sweatpores,andridgethicknessto rule out

falsematches.It is notanexaggerationto statethatresearchin automatic�ngerprint identi�cation

hasbeenmostly an exercisein imitating the performanceof a human�ngerprint expert without

accessto the many underlyinginformation-richfeaturesan expert is ableto gleanby her visual

examination.Thelackof sucharich setof informativefeaturesin automaticsystemsis mostlydue

to theunavailability of complex modelingtechniquesandimageprocessingtechniqueswhich can

reliablyandconsistentlyextractdetailedfeaturesin thepresenceof noise.

It shouldbe notedthat, at least in the context of law enforcement/forensicapplicationsof

�ngerprint basedidenti�cation, themachinerepresentationsalonearenot considereda suf�cient

basisfor assessingthematchingoutcomeandothervisual featuresof theoriginal �ngerprint can

swaythe�nal decision.AlthoughthereareFBI recommendationsabouttheminimumnumberof

correspondingminutiaefor declaringa “�ngerprint match”,a �ngerprint expertcanoverrulesuch

recommendationsbasedon hervisual judgment.For an illustrationof thedangerof exclusively

relyingonparsimoniousrepresentationssuchasminutiae,see[43].
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Figure10: Relativecon�gurationof ridgeendingsandbranchingsbetweentwo impressionsof the
same�nger. Theminutiaewereextractedusingthealgorithmin [9] andthecorrespondenceswere
manuallydeterminedfor illustration.

Consideringthe relative simplicity of the automaticallyextracted�ngerprint representations,

and the brittlenessof the processingalgorithms,especiallyin the context of poor quality �n-

gerprints,an expert is actively involved in processing/classi�cation/matchingstagesof a typical

�ngerprint identi�cation system,especiallyin forensicapplications.

7 Minutiae FeatureExtraction

In this section,we will presenta summaryof a typical automaticfeatureextractionalgorithmfor

minutiaerepresentation.An outlineof featureextractionrelatedto �ngerprint classi�cationis pre-

sentedin Section8. A detailedexpositionof thesealgorithmsis presentedin [10, 9]. Computation

of �ngerprint qualityestimationand�ngerprint ridgecountis notpresentedheredueto spacelim-

itationandreadersarereferredto typicalalgorithmspresentedelsewherein theliterature[44, 45].
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Theoverall �o wchartof a typicalminutiaeextractionalgorithmis depictedin Figure11. This

particularmethodof minutiaeextractionconsistsmainly of threestages:(i) orientation�eld esti-

mation,(ii) ridgeextraction,and(iii) minutiaeextractionandpostprocessing.First, for an input

image,the local ridgeorientationis estimatedandtheregion of interestis located.Then,ridges

areextractedfrom theinput image,re�ned to getrid of thesmallspecklesandholes,andthinned

to obtain8-connectedsinglepixel wide ridges. Finally, minutiaeareextractedfrom the thinned

ridgesandre�ned usingsomeheuristics.Weassumethattheresolutionof input�ngerprint images

is 500 dpi, which is the recommendedresolutionfor automatic�ngerprint identi�cation by the

FBI.

A minutia featureextractor�nds the ridgeendingsandridgebifurcationsfrom the input �n-

gerprint images. If ridgescanbe perfectly locatedin an input �ngerprint image,thenminutiae

extractionis arelatively simpletaskof extractingsingularpointsin athinnedridgemap.However,

in practice,it is not alwayspossibleto obtaina perfectridgemap. Theperformanceof currently

availableminutiaeextractionalgorithmsdependsheavily onthequalityof theinput�ngerprint im-

ages.Dueto anumberof factors(aberrantformationsof epidermalridgesof �ngerprints,postnatal

marks,occupationalmarks,problemswith acquisitiondevices,etc.), �ngerprint imagesmaynot

alwayshave well-de�nedridgestructures.

1. Orientation Estimation

A gray-level �ngerprint image,
�

, is de�ned asa � ��� matrix, where
�

�

�

� � �

represents

the intensity of the pixel at the
� � �

row and
�

� �

column. Typically, �ngerprints are 8-bit

graylevel imagesanda pixel grey level in a �ngerprint cannominallyrangefrom 0 to 255.
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Input Image Orientation Field

Thinned Ridges

Extracted Ridges

Minutiae Points

Figure11: Flowchartof theminutiaeextractionalgorithm[9].
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Theactualgraylevels in a �ngerprint mayspansigni�cantly smallerrangeeitherdueto (i)

poor�nger contactwith thesensor, (ii) poorimaging,or (iii) shallow ridges/valleys. Many

systems�rst preprocessthe�ngerprint imagesbeforesubjectingthemto theprocessingsteps

describedbelow. The preprocessingmay typically consistof eithergray level smoothing,

contraststretching,and/orspatial/frequency domain�ltering. In extremecases,a very poor

�ngerprint maybeautomaticallyenhanced(seeSection10).

An orientation �eld/image is de�ned as an � � � image,where
�

�

�

� � �

representsthe

local ridge orientationat pixel
�

�

� � �

. The local ridge orientationcannot be meaningfully

determinedfrom thegrayvalueat pixel
�

�

� � �

alone;it is typically computedfrom pixelsof

the surrounding(rectangularblock) region. An imageis dividedinto a setof � ��� non-

overlappingblocksanda singlelocal ridgeorientationis de�ned for eachblock. Typically,

� is determinedby the imageresolutionand its dimensionis comparableto one to two

inter-ridgedistances(e.g.,32 � 32pixelsin a512dpi �ngerprint image).

Oneapproachto ridge orientationestimationrelieson local imagegradient. A grayscale

gradientis a vectorwhoseorientationindicatesthe directionof the steepestchangein the

grayvaluesandwhosemagnitudedependsupontheamountof changeof thegrayvaluesin

the directionof the gradient. The local orientationin a block canbe determinedfrom the

constituentpixel gradientorientationsof theblock in severalways.For instance,onecould

determinetheblockgradientorientationby averagingthepixel gradientorientations[46]. An

alternative methodof determiningblock gradientorientationmayrely on a voting scheme

involving pixel gradientorientations[47]. Anothermethod[48] usesaleastsquareoptimiza-

tion schemeinvolving thepixel gradientorientations.
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Therationalefor determiningasingleorientationfor eachblockof � � � pixels(ratherthan

for eachpixel) is computationalef�ciency. Consequently, in regionsof a �ngerprint with

smoothly�o wing parallelridges,representinga singleridgeorientationfor anentireblock

is notunreasonablebut in theregionswheretheridgesaresharplychangingtheirdirections

(e.g.,regionssurroundingcoreor delta)or the regionswith cuts/scars,the choiceof local

ridgedirectionperblock is ambiguous.Notethatin a �ngerprint image,theridgesoriented

at
�

�

andtheridgesorientedat
� � �

�

in a local neighborhoodcannot bedifferentiatedfrom

eachother.

2. Segmentation

Theobjectiveof thisstageis to locatetheactualregionin the�ngerprint imagedepictingthe

�nger (regionof interest)anddiscardtheregionsof theimagecontainingirrelevantinforma-

tion, e.g.,dirt, smudgesleftover from previousacquisitions,andspurious(pencil)markings

in inkedimpressions.Thisstageis alsosometimesreferredto asforeground/backgroundde-

tection.Notethat this stageis not responsiblefor discriminatingtheridgesagainstvalleys.

A typical approachto segmentationmight involve smearing(spatialgrayscalesmoothing)

the�ngerprint imageandusinga �x ed/adaptive thresholdingto discardbackgroundregion.

Thisapproachmayproducereasonableresultsfor agoodqualityprint but maynoteasilyre-

movetheextraneousartifactsin apoorquality�ngerprint image.Herewedescribeamethod

of segmentationbasedon theconceptof certaintylevelof orientation�eld estimation.

After the orientation�eld of an input �ngerprint imageis estimated,a region of interest

localizationalgorithmwhich is basedon the local certainty level of the orientation�eld

is usedto locatethe region of interestwithin the input image. The certaintylevel of the
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orientation�eld in ablockquanti�estheextentto whichthepixel gradientorientationsagree

with the block gradientorientation.For eachblock, if its certaintylevel of theorientation

�eld is below a threshold,thenall thepixels in this block aremarkedasbackgroundpixels.

As thecomputationof certaintylevel isaby-productof thelocalridgeorientationestimation,

it is a computationallyef�cient approach.We have foundthat this methodof segmentation

performsreasonablywell in detectingtheregionof interest.

3. Ridge DetectionAs alludedearlier, theobjective of theridgedetectionalgorithmis to sep-

arateridgesfrom the valleys in a given �ngerprint image. Previous approachesto ridge

detectionhave usedeitherglobalor adaptive thresholding,i.e.,pixelsdarker/brighterthana

constant/variablethresholdaredeterminedto bepixels depictinga ridge in the �ngerprint.

Thesestraightforwardapproachesgenerallydo not work well for noisy and low contrast

portionsof theimage.

A morereliablepropertyof theridgesin a �ngerprint imageis thatthegraylevel valueson

ridgesattaintheir localminima9 alonga directionnormalto thelocal ridgeorientation[48,

9]. Pixelscanbe identi�ed to beridgepixelsbasedon this property. Given thelocal ridge

orientationat a pixel
�

�

� � �

in the foregroundportion of the image,a simple test can be

devised to determinewhetherthe gray level valuesin the �ngerprint imageattaina local

minimaat
�

�

� � �

alonga directionnormalto the ridgeorientation.Theresultantimageis a

binary image,e.g.,the loci of the minimaaremarked1 andall otherpixels aremarked0.

The ridgesthusdetectedaretypically thick (e.g.,threepixels wide) andstandardthinning

algorithms[49] canbe usedto obtainonepixel thin ridges. Thinnedridgesfacilitate the

9In a �ngerprint imagewhereridgesaredarkerthanvalleys.
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detectionof minutiae.Beforeapplyinga thinningalgorithm,spuriousstructures(e.g.,dirt)

detectedasridgesmustbediscardedbasedon their (small)area.

4. Minutiae DetectionOncethethinnedridgemapisavailable,theridgepixelswith threeridge

pixel neighborsareidenti�ed asridgebifurcationsandthosewith oneridgepixel neighbor

areidenti�ed asridgeendings.However, all theminutia thusdetectedarenot genuinedue

to imageprocessingartifactsandthenoisepresentin the�ngerprint image.

5. PostprocessingIn this stage,typically, genuineminutiaeare gleanedfrom the extracted

minutiaeusinga numberof heuristics.For instance,too many minutiaein a small neigh-

borhoodmay indicatethepresenceof noiseandthey couldbediscarded.Very closeridge

endingsthatareorientedanti-parallelto eachothermayindicatespuriousminutiagenerated

by abreakin theridgedueeitherto poorcontrastor acut in the�nger. Two verycloselylo-

catedbifurcationssharingacommonshortridgeoftensuggestextraneousminutiagenerated

by bridgingof adjacentridgesasa resultof dirt or imageprocessingartifacts.

8 Fingerprint Classi�cation

Fingerprintshave beentraditionallyclassi�ed into categoriesbasedon the informationcontained

in theglobalpatternsof ridges.In largescale�ngerprint identi�cation systems,elaboratemethods

of manual�ngerprint classi�cationsystemsweredevelopedto index individualsinto binsbasedon

classi�cationof their �ngerprints; thesemethodsof binningeliminatetheneedto matchan input

�ngerprint to the entire �ngerprint databasein identi�cation applications,therebysigni�cantly

reducingthecomputingrequirements[50, 51,52].
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Efforts in automatic�ngerprint classi�cationhave beenexclusively directedat replicatingthe

manual�ngerprint classi�cationsystem.Figure8 shows oneprevalentmanual�ngerprint classi-

�cation schemethathasbeenthe focusof many automatic�ngerprint classi�cationefforts. It is

importantto notethat thedistribution of �ngers into thesix classes(shown in Figure8) is highly

skewed (32.5%left loop, 32.5%right loop, 30% whorl, 5% other). A �ngerprint classi�cation

systemshouldbe invariantto rotation,translation,andelasticdistortionof the frictional skin. In

addition,oftenasigni�cant partof the�nger maynotbeimaged(e.g.,dabsfrequentlymissdeltas)

andtheclassi�cationmethodsrequiringinformationfrom theentire�ngerprint maybetoorestric-

tive for many applications.

A numberof approachesto �ngerprint classi�cationhave beendeveloped.Someof the ear-

liest approachesdid not makeuseof the rich informationin the ridgestructuresandexclusively

dependedon theorientation�eld information.Although�ngerprint landmarksprovideveryeffec-

tive �ngerprint classclues,methodsrelying on the �ngerprint landmarksalonemay not be very

successfuldueto lackof availability of suchinformationin many �ngerprint imagesanddueto the

dif�culty in extractingthe landmarkinformationfrom the noisy �ngerprint images.As a result,

a successfulapproachneedsto (i) supplementthe orientation�eld informationwith ridge infor-

mation; (ii) use�ngerprint landmarkinformationwhenavailablebut devisealternative schemes

whensuchinformationcannotbeextractedfrom the input �ngerprint images;and(iii) usestruc-

tural/syntacticpatternrecognitionmethodsin addition to statisticalmethods. We summarizea

methodof classi�cation[10] which takesinto considerationtheabove mentioneddesigncriteria

thathasbeentestedon a largedatabaseof realistic�ngerprints to classify�ngers into � ve major

categories:right loop, left loop,arch,tentedarch,andwhorl10.

10Othertypesof prints,e.g.,twin-loop, arenot consideredherebut, in principle,couldbe lumpedinto “other” or
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Figure12: Flowchartof �ngerprint classi�cationalgorithm. Insetalsoillustratesridgeclassi�ca-
tion [10]. The “re-compute”option involvesstartingtheclassi�cationalgorithmwith a different
preprocessing(e.g.,smoothing)of theimage[10, 15]. c

�

AcademicPress.

The orientation�eld determinedfrom the input imagemay not be very accurateandthe ex-

tractedridgesmay containmany artifactsand,therefore,cannotbe directly usedfor �ngerprint

classi�cation.A ridgeveri�cation stageassessesthereliability of theextractedridgesbasedupon

the lengthof eachconnectedridge segmentandits alignmentwith otheradjacentridges. Paral-

lel adjacentsubsegmentstypically indicatea goodquality �ngerprint region; theridge/orientation

estimatesin theseregionsareusedto re�ne theestimatesin theorientation�eld/ridge map.

“reject” category.
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1. SingularPoints: The Poincareindex [46] computedfrom the orientation�eld is usedto

determinethenumberof delta( �

� ) andcore( ��� ) pointsin the�ngerprint. A digital closed

curve,
�

, about25 pixels long, aroundeachpixel is usedto computethePoincareindex as

de�ned below:

Givena �ngerprint orientation�eld, Poincareindex at a pixel
�

�

� � �

is theintegration(sum-

mation)of all differencesin orientationsof successive pixels alonga squareshapedcurve

centeredaroundpixel
�

�

� � �

. The Poincareindex at mostof the pixels in a �ngerprint im-

ageis equalto zeroandthesepointsarecallednon-singularpoints.Thepixelswith non-zero

Poincareindex alwaystakeavalueof 1/2or -1/2andarecalledsingularpoints.ThePoincare

index of a core-shapedsingularpoint hasa valueof 1/2 andthePoincareindex of a delta-

shapedsingularpointhasa valueof -1/2.

Thesizeof thesquareusedfor computingPoincareindex is crucialfor theperformanceof a

singularpointdetectionalgorithm.If it is toosmall,thenasmallperturbationof orientations

mayresultin spurioussingularpointsbeingdetected.On theotherhand,if it is too large,

thenatruepairof coreanddeltawhicharecloseto oneanothermaybeignoredbecausethe

Poincareindex of adigital curvethatincludesanequalnumberof coresanddeltasis 0. For a

512dpi �ngerprint image,for instance,squarecurve with a lengthof 25 pixelsmaybeused

for computationof Poincareindex. Theresultsof Poincareindex cannotbedirectlyusedto

obtaincore/deltapoint locationsandmayneedsomepostprocessing[10].

2. Symmetry:The featureextractionstagealsoestimatesan axiswhich is locally symmetric

to theridgestructuresat thecoreandcomputes(i) � , anglebetweenthesymmetryaxisand

the line segmentjoining coreanddelta,(i) � , averageangledifferencebetweenthe ridge
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orientationandtheorientationof theline segmentjoining thecoreanddelta,and(iii) � , the

numberof ridgescrossingtheline segmentjoining coreanddelta.Therelative position,R,

of deltawith respectto thesymmetryaxis is determinedasfollows: R = 1 if thedeltais on

theright sideof symmetryaxis,R = 0, otherwise.

3. RidgeStructure:Theclassi�ernotonly usestheorientationinformationbut alsoutilizesthe

structuralinformationin theextractedridges.This featuresummarizestheoverall natureof

theridge�o w in the�ngerprint. In particular, it classi�eseachridgeof the�ngerprint into

threecategories:

� Non-recurvingridges:theridgeswhich donotcurvevery much.

� Type-1recurvingridges:ridgeswhichcurve approximately� .

� Type-2fully recurvingridges:ridgeswhichcurveby morethan � .

The classi�cationalgorithmsummarizedhere(seeFigure12) essentiallydevisesa sequence

of testsfor determiningthe classof a �ngerprint andconductssimplertestsnearthe root of the

decisiontree.For instance,two corepointsaretypicallydetectedfor awhorl (seeFigure12)which

is an easierconditionto verify thandetectingthe numberof Type-2 recurringridges. Another

highlightof thealgorithmis thatif it cannotdetectthesalientcharacteristicsof any category from

the featuresextractedin a �ngerprint, it recomputesthe featureswith a differentpre-processing

method. For instance,in the currentimplementation,the differentialpre-processingconsistsof

a differentmethod/scaleof smoothingthe image. As can be observed from the �o wchart, the

algorithmdetects(i) whorlsbasedupondetectionof eithertwo corepointsor a suf�cient number

of Type-2recurringridges;(ii) archbaseduponthe inability to detecteitherdeltaor corepoints;
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AssignedClassTrueClass
A T L R W

A 885 13 10 11 0
T 179 384 54 14 5
L 31 27 755 3 20
R 30 47 3 717 16
W 6 1 15 15 759

Table2: Five-classclassi�cationresultson theNIST-4 database;A-Arch, T-TentedArch, L-Left
Loop,R-RightLoop,W-Whorl.

(iii) left (right) loopsbasedon the characteristictilt of the symmetricaxis, detectionof a core

point,anddetectionof eithera deltapoint or a suf�cient numberof Type-1recurringcurves;and

(iv) tentedarchbasedon thepresenceof a relatively uprightsymmetricaxis,detectionof a core

point,anddetectionof eitheradeltapointor a suf�cient numberof Type-1recurringcurves.

Table2 shows the resultsof the �ngerprint classi�cationalgorithmon the NIST-4 database

whichcontains4,000images(imagesizeis
� � �

���

� �

) takenfrom 2,000different�ngers, 2 images

per�nger. Five �ngerprint classesarede�ned: (i) Arch, (ii) Tentedarch,(iii) Left Loop,(iv) Right

Loop, and (v) Whorl. Fingerprintsin this databaseareuniformly distributedamongthese� ve

classes(800perclass).The � ve-classerror ratein classifyingthese4,000�ngerprints is 12.5%.

Theconfusionmatrix is givenin Table2; numbersshown in bold font arecorrectclassi�cations.

Sincea numberof �ngerprints in theNIST-4 databasearelabeledasbelongingto possiblymore

thanoneclasses,eachrow of the confusionmatrix in Table2 doesnot sumup to 800. For the

� ve-classproblem,mostof theclassi�cationerrorsaredueto misclassifyinga tentedarchasan

arch. By combiningthesetwo archcategoriesinto a singleclass,the four-classerror ratedrops

from 12.5% to 7.7%. Besidesthe tentedarch-archerrors, the other errorsmainly comefrom

misclassi�cationsbetweenarch/tentedarchandloopsanddueto poorimagequality.
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9 Fingerprint Matching

Giventwo (testandtemplate)representations,thematchingmoduledetermineswhethertheprints

areimpressionsof thesame�nger. Thematchingphasetypically de�nesametricof thesimilarity

betweentwo �ngerprint representations.The matchingstagealsode�nes a thresholdto decide

whetheragivenpairof representationsbelongto thesame�nger (matedpair) or not.

Only in thehighly constrainedsystems(see,for instance,[41]) andsituations,onecouldas-

sumethat the testand template�ngerprints depict the sameportion of the �nger and both are

aligned(in termsof displacementfrom theorigin of the imagingcoordinatesystemandof their

orientations)with eachother. So,in typicalsituations,oneneedsto (either, implicitly or explicitly)

align (or register)the�ngerprints (or their representations)beforedecidingwhethertheprintsare

matedpairs. Further, therearetwo additionalchallengesinvolved in determiningthecorrespon-

dencebetweentwo aligned�ngerprint representations(seeFigure13): (i) dirt/leftover smudges

on the sensingdevice andthe presenceof scratches/cutson the �nger eitherintroducespurious

minutiaeor obliteratethegenuineminutiae;(ii) variationsin theareaof �nger beingimagedand

its pressureon thesensingdevice affect thenumberof genuineminutiaecapturedandintroduce

displacementof theminutiaefrom their “true” locationsdueto elasticdistortionof the�ngerprint

skin. Suchelasticdistortionsandfeatureextractionartifactsaccountfor minutiaematchingerrors

evenaftertheprintsarein thebestpossiblealignment.

A typical strategy for �ngerprint matchingis to �rst align the �ngerprint representationsand

thenexaminetheprintsfor correspondingstructuresin thealignedrepresentations.Sincesolutions

to boththeproblems(alignmentandcorrespondence)areinter-related,they are(implicitly) solved

simultaneously.
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Figure13: Two different impressionsof the same�nger. In order to know the correspondence
betweentheminutiaeof thesetwo �ngerprint images,all theminutiaemustbepreciselylocalized
andthedeformationsmustberecovered.

A numberof strategieshave beenemployedin the literatureto solve thealignmentproblem.

Typically, it is assumedthatthealignmentof thetestandtemplate�ngerprints involve anoverall

displacement(translation)androtation. Thescalevariations,sheartransformations,local elastic

deformationsareoften overlookedin the alignmentstage. In imagebasedrepresentations,the

alignmentof theprintsmaybeobtainedby optimizingtheir imagecorrelation.In ridgerepresen-

tationsof the�ngerprints,portionsof ridgesmaybeusedto align theprints[9]. In minutiaebased

representations,typically, the alignmentprocessusespredominantlyminutia positions;minutia

anglesarenot signi�cantly involvedbecausethey arevulnerableto imagenoise/distortion.Other

supplementaryinformation,e.g.,connectivity, nearestneighboringminutia,ridgecount,mayoften

participatein thealignmentprocess.In minutiabasedalignment,a singleminutia,pairsof minu-

tia, or triplets of minutia have beenusedto hypothesizean alignment. In [48], for instance,all

possibletestandtemplateminutiapair correspondencepossibilitiesareexhaustively considered;
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eachhypothesizedpairingvotesfor all feasibletranslationsandrotations.In [51], a triplet of test

minutiavotesfor acongruenttemplatetriplet. Thetransformationreceiving themaximumnumber

of votesis deemedto bethebesttransformation.

Oncetheprintsarealigned,thecorrespondingstructuresin thealignedrepresentationsprovide

a basisfor computingthe matchingscore. In imagebasedrepresentation,the correlationcoef�-

cientgeneratedduringthealignmentcanserveasamatchingscore.Theelasticdeformation,shear

transformation,andscalevariationsmay imposeseverelimitationson theutility of imagecorre-

lation andimagebasedrepresentations.In anelasticminutiabasedmatching,thetestminutiaare

searchedin a squareregion centered(boundingbox) aroundeachtemplateminutiain thealigned

representation.Theelasticmatchersaccountfor smalllocal elasticdeformations.

Figure14 illustratesa typical situationof alignedridge structuresof matedpairs. Note that

thebestalignmentin onepart (center)of theimagemayresultin a largeamountof displacement

betweenthecorrespondingminutiaein theotherregions(bottomright). In addition,observe that

the distortion is non-linear: given distortionsat two arbitrary locationson the �nger, it is not

possibleto predictthe distortionat all the interveningpointson the line joining the two points.

Accomodatingsuchlarge non-lineardistortionswasthe motivationunderlyingthe designof the

adaptiveelasticstringmatchingalgorithm[9].

Theoperationof adaptiveelasticstringmatchingalgorithm(stringmatcher, for short)is similar

to anelasticmatcher. As in anelasticmatcher, thetestminutiaaresearchedin theboundingbox

neighborhoodof eachtemplateminutia. In thestringmatcher, however, thesizeof thebounding

boxaroundeachtemplateminutia,unlikein elasticminutia,is notconstant.Theboundingboxsize
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Figure14: Aligned ridgestructuresof matedpairs.Notethatthebestalignmentin onepart(mid-
left) of theimageresultsin largedisplacementsbetweenthecorrespondingminutiaein theother
regions(bottomright) [9]. c

�

IEEE.
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is adjustedbasedon theestimateof the local deformation;theestimateof the local deformation

is derived from the boundingboxesof the alreadymatchedminutia in the neighborhoodof the

currenttemplateminutiae.

Thestringmatcher�rst selectsa pair of correspondingminutiain testandtemplaterepresen-

tationsbasedon informationassociatedwith an adjoiningportionof ridge; the minutiaesetsin

this pair of minutiaarecalledreferencetestandreferencetemplateminutiae.Thestringmatcher

usesthreeattributesof thealignedminutiaefor matching:its distancefrom thereferenceminutiae

(radius), anglesubtendedto the referenceminutiae(radial angle), andlocal directionof the as-

sociatedridge(minutiaedirection). Thealgorithminitiatesthematchingby �rst representingthe

alignedinput (template)minutiaeasaninput(template)minutiaestring.Thestringrepresentation

is obtainedby imposinga linearorderingon theminutiaebasedonradialanglesandradii. There-

sultinginputandtemplateminutiaestringsarematchedusinganinexactstringmatchingalgorithm

to establishthecorrespondence.

Theinexactstringmatchingalgorithmessentiallytransforms(edits) theinputstringto template

stringandthenumberof edit operationsis usedto de�ne the(dis)similaritybetweenthestrings.

While permittededitoperatorsmodelthe�ngerprint impressionvariations(deletionof thegenuine

minutiae,insertionof spuriousminutiae,andperturbationof theminutiae),thepenaltyassociated

with eacheditoperatorre�ects thelikelihoodof thateditoperation.Thesumof penaltiesof all the

edits(editdistance) de�nesthesimilarity betweentheinputandtemplateminutiaestrings.Among

several possiblesetsof editsthat permit the transformationof the input minutiaestring into the

referenceminutiaestring,thestringmatchingalgorithmchoosesthetransformassociatedwith the

minimumcostusingdynamicprogramming.
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Thealgorithmtentatively considersacandidate(aligned)inputandacandidatetemplateminu-

tiae to be a mismatchif their attributesarenot within a tolerancewindow (seeFigure15) and

penalizesthemfor deletion/insertionedit operation.If theattributesarewithin thetolerancewin-

dow, theamountof penaltyassociatedwith thetentative matchis proportionalto thedisparityin

thevaluesof theattributesin theminutiae.Thealgorithmaccommodatesfor theelasticdistortion

by adaptively adjustingtheparametersof thetolerancewindow basedon themostrecentsuccess-

ful tentative match.Thetentative matches(andcorrespondences)areacceptedif theedit distance

for thosecorrespondencesis smallerthanany othercorrespondences.

Thereareseveralapproachesto convertingminutiacorrespondenceinformationto a matching

41



(a)

(b)

Figure16: Fingerprintmatching.(a)Matchingtwo impressionsof thesame�nger, matchingscore
= 49; (b) matching�ngerprints from two different�ngers, matchingscore= 4.
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score. Onestraightforwardapproachfor computingthescore
�

is:

���

� � �������	�����

���
���

�

(1)

where
�����

is thenumberof correspondingminutiaeand
���

,
���

arethetotalnumberof minutia

in templateandtest�ngerprints. In somematchers,thetotal numberof minutiae(
���

and
���

in

Eq. (1)) is not used. After the correspondenceis determined,an overall boundingbox only for

correspondingtestandtemplateminutiais computed.Thematchingscore
�
�

is thencomputedas:

�����

� � �������������

����� �����

�

(2)

where
�����

is the numberof correspondingminutiaeand
�����

,
�����

arethe numberof minutia

in the overall boundingboxescomputedfor templateandtest �ngerprints, respectively. Often,

differentnormalizationsareusedfor differentcountsof thetotalnumberof minutia.Thematching

scorewhenmatchingtwo impressionsof thesame�nger asexpectedis higherthanthematching

scorewhenmatchingtwo �ngerprints from different�ngers (Figure16).

Due to limitations of space,we have not describedmany other importantclassesof �nger-

print matcherswhicharebasedontopological(ridgeconnectivity) informationandthereadersare

referredto literature[53, 54] for relatedinformation.

10 Fingerprint Enhancement

Theperformanceof a �ngerprint featureextractionandimagematchingalgorithmreliescritically

on the quality of the input �ngerprint images. The ridge structuresin poor quality �ngerprint
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imagesarenot alwayswell-de�ned andhencethey cannot be correctlydetected.This leadsto

thefollowing problems:(i) a signi�cant numberof spuriousminutiaemaybecreated,(ii) a large

percentageof genuineminutiaemaybeignored,and(iii) largeerrorsin minutiaelocalization(po-

sition andorientation)maybeintroduced.In orderto ensurethattheperformanceof theminutiae

extractionalgorithmwill be robustwith respectto thequality of �ngerprint images,anenhance-

mentalgorithmwhichcanimprovetheclarity of theridgestructuresisnecessary. Traditionally, the

forensicapplicationshavebeenthebiggestend-usersof �ngerprint enhancementalgorithms,since

the importantridgedetailsarefrequentlyobliteratedin the latent�ngerprints lifted from a scene

of crime. Over-inking, under-inking, imperfectfriction skin contact,�ngerprint smudgesleftover

from previous livescanacquisitions,adverseimagingconditions,and improperimaginggeom-

etry/opticsaresomeof the systematicreasonsfor poor quality �ngerprint images. It is widely

acknowledgedthatat least2-5% of targetpopulationhave poor-quality �ngerprints: �ngerprints

thatcannotbereliablyprocessedusingautomaticimageprocessingmethods.Wesuspectthisfrac-

tion is even higherin reality whenthe target populationconsistsof (i) older people;(ii) people

who suffer routine�nger injuriesin their occupation;(iii) peopleliving in dry weatherconditions

or having skinproblems,and(iv) peoplewhohavepoor�ngerprintsdueto theirgeneticandracial

attributes. With the increasingdemandfor cheaperandcompact�ngerprint scanners,the �nger-

print veri�cation softwarecannotafford theluxury of assuminggoodquality �ngerprintsobtained

from the optical scanner. The cheaperandmorecompactsemiconductorsensorsnot only offer

smallerscanareabut alsotypically poorquality �ngerprints.
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Figure17: An even-symmetricGabor�lter: (a)Gabor�lter tunedto 60cycles/widthand
�

�

orien-
tation;(b) correspondingmodulationtransferfunction(MTF) [10].

Fingerprintenhancementapproaches[55, 56, 57, 58] often employfrequency domaintech-

niques[56, 59,55] andarecomputationallydemanding.In asmall local neighborhood,theridges

andfurrows approximatelyform a two-dimensionalsinusoidalwave alongthe directionorthog-

onal to local ridgeorientation.Thus,the ridgesandfurrows in a small local neighborhoodhave

well-de�ned local frequency andorientationproperties.The commonapproachesemployband-

pass�lters whichmodelthefrequency domaincharacteristicsof agoodquality �ngerprint image.

Thepoorquality �ngerprint imageis processedusingthe�lter to block theextraneousnoiseand

passthe�ngerprint signal. Somemethodsmayestimatetheorientationand/orfrequency of ridges

in eachblock in the �ngerprint imageandadaptively tunethe �lter characteristicsto matchthe

ridgecharacteristics.

Onetypical variationof this themesegmentstheimageinto non-overlappingsquareblocksof

width larger thanthe averageinter-ridge distance.Using a bankof directionalbandpass�lters,

each�lter is matchedto a predeterminedmodelof generic�ngerprint ridges�o wing in a certain

direction;the�lter generatinga strongresponseindicatesthedominantdirectionof theridge�o w

in the �nger in the given block. The resultingorientationinformationis moreaccurate,leading
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(a) (b)

(c) (d)

Figure19: Examplesof enhancementresults;(a) and(c) arethe input images;(b) and(d) show
enhancedrecoverableregionssuperimposedon thecorrespondinginput images.
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(a) (b) (c)

Figure20: FingerprintEnhancementResults:(a) a poorquality �ngerprint; (b) minutiaextracted
without imageenhancement;and(c) minutiaeextractedafterimageenhancement[10].

to morereliablefeatures.A singleblock directioncannever truly representthedirectionsof all

the ridgesin theblock andmay consequentlyintroduce�lter artifacts. Onecommondirectional

�lter usedfor �ngerprint enhancementis a Gabor�lter [60]. Gabor�lters (seeFig. 17) have both

frequency-selectiveandorientation-selectiveproperties.For instance,aproperlytunedGabor�lter

will passonly �ngerprint ridgesof certainspatialfrequency �o wing in certainspeci�c direction.

Typically, in a 500dpi, 512 � 512�ngerprint image,a Gabor�lter with ��� = 60 cyclesperimage

width (height),theradialbandwidthof 2.5octaves,andorientation
�

modelsthe�ngerprint ridges

�o wing in thedirection
���

���

�

.

We summarizea novel approachto �ngerprint enhancementproposedby Hongetal. [10] (see

Figure 18). It decomposesthe given �ngerprint imageinto several componentimagesusing a

bankof directionalGaborbandpass�lters andextractsridgesfrom eachof the �ltered bandpass

images[9]. By integrating information from the setsof ridgesextractedfrom �ltered images,

the enhancementalgorithminfers the region of �ngerprint wherethereis suf�cient information

available for enhancement(recoverableregion) and estimatesa coarse-level ridge map for the
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recoverableregion. The informationintegrationis basedon the observation that genuineridges

in a region evoke a strongresponsein the featureimagesextractedfrom the �lters orientedin

the directionparallelto the ridge directionin that region andat mosta weakresponsefrom the

�lters orientedin thedirectionorthogonalto theridgedirectionin thatregion. Theresultingcoarse

ridgemapconsistsof theridgesextractedfrom each�ltered imagewhicharemutuallyconsistent;

portionsof theimagewheretheridgeinformationis consistentacrossthe�ltered imagesconstitute

recoverableregions.Theorientation�eld estimatedfromthecoarseridgemapismorereliablethan

theorientationestimationfrom theinput �ngerprint image.After theorientation�eld is obtained,

the�ngerprint imagecanthenbeadaptively enhancedby usingthelocal orientationinformation.

Typically, giventhelocal orientation
�

at a pixel
� ��� ���

, theenhancedimagepixel is chosento be

thepixel
� ��� ���

of theGabor�lter which hasorientation
�

. WhenGabor�lter with orientation
�

is not available,theenhancedpixel
� ��� ���

canbe linearly interpolatedfrom the two Gabor�lters

with orientationsclosestto
�

. Theinterpolationis computationallyef�cient asthe�ltered images

arealreadyavailableduringthepreviousstagesof enhancementandit producesgoodresults.

Examplesof �ngerprint imageenhancementareshown in Figure19. An exampleillustrating

theresultsof minutiaeextractionalgorithmonanoisyinput imageandits enhancedcounterpartis

shown in Figure20. Theimprovementin matchingperformanceby encorporatingimageenhance-

mentmodulewasevaluatedusingthe�ngerprint matcherdescribedin Section9. Figure21shows

theROC curvesfor thematcherthatwereobtainedwith andwithout imageenhancementmodule

ona databaseconsistingof 700�ngerprint imagesof 70 individuals(10 �ngerprintsper�nger per

individual). It is clearthattheimageenhancementhasimprovedtheperformanceon thisdatabase.
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Figure21: PerformanceImprovementdueto FingerprintEnhancementAlgorithm [10].

11 Lar geScaleSystemsIssues

Typically, in a largescaleidenti�cation problem,given a �ngerprint anda largedatabaseof �n-

gerprints(e.g.,millions), onewould like to �nd out whetherany oneof theprints in thedatabase

matchesthe given �ngerprint. A straightforwardsolutionto this probleminvolvesmatchingthe

given �ngerprint with each�ngerprint in the database.However, in this approach,the expected

numberof matchesrequiredto solvetheidenti�cation problemincreaseslinearlywith thedatabase

size.It is thereforedesirableto �nd moreef�cient solutionsto theidenti�cation problem.

Therehave beentwo primaryapproachesto makethe identi�cation searchesef�cient. In the

�rst approach,thedatabaseis organizedso thatcertainmatchescanberuledout eitherbasedon

the informationextrinsic/intrinsicto the �ngerprints. Whenthe numberof necessarymatchesis

reducedbasedontheinformationextrinsicto the�ngerprints,thesolutionis commonlyreferredto

as�ltering. For instancedatabasemaybepresegmentedbasedon theinformationaboutsex, race,

age,andotherbio-/geo-graphicalinformationrelatedto theindividual. In binning, a �ngerprint' s

intrinsic information,e.g.,�ngerprint class,is usedto reducethenumberof matches[61].

Thepercentageof thetotaldatabaseto bescanned,onanaverage,for eachsearchis calledthe
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“penetrationcoef�cient”, P, which canbede�ned astheratio of theexpectednumberof compar-

isonsrequiredfor asingleinputimageto thetotalnumberof printsin theentiredatabase.Basedon

thepublishedresults,we believe thatbinningcanachievea penetrationcoef�cient of about50%.

The secondapproachfor makingthe searchmoreef�cient is by reducingthe effectivetime

takenfor eachmatch. Given a matchingalgorithm,the effective time permatchcanbereduced

by directly implementingtheentirealgorithmor componentsof it in specialhardware.Theother

methodof reducingtheeffectivetimepermatchis by parallelizingthematches,i.e.,usingmultiple

processorsandassigninga fractionof thematchesto eachprocessor. Somevendorshave resorted

to opticalcomputing[41] to achieve a veryhighmatchingthroughput.

Scalabilityof accuracy performanceof a largescaleidenti�cation systemis amoreformidable

challengethanits speedperformance.If theaccuracy performanceassociatedwith matchingeach

pair of �ngerprints (e.g.,veri�cation accuracy) is characterizedby falseaccept(
�������

) andfalse

reject(
�������

) rates,the identi�cation accuracy performanceof thesystemwith
�

recordsin the

database(oneperidentity),canthenbeexpressedas:

�������
�

��������	
�����

(3)

�������
�

�
�

�

�
�
�������

� � �

�

�

(4)

underthesimplifying assumptionsthat(i) outcomeof eachmatchis anindependentevent;(ii) all

therecordsin thedatabasearecorrectlyclassi�ed;(iii) FCRis theprobabilityof falselyclassifying

(binning)thegiven�ngerprint into a wrongbin; (iv) themisclassi�cationandmismatchingevents

areindependent.

A signi�cant implicationof theabovementionedaccuracy equationis thatthefalseacceptrates
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Figure22: Falseacceptanceerror ratesof veri�cation (matcher)andidenti�cation systems.For
instance,a matcherwhich canmatchwith a falseacceptanceerrorrate(FAR) of

� �

�

�

anda clas-
si�er with a penetrationratio (P)of

��� �

couldtypically resultin anidenti�cation system(database
populationof 14,000distinct�ngers, 1 �nger perindividual)with a falseacceptanceerrorrateof
approximately

��� �

. That is, the likelihood of the systemdetermininga matchfrom an arbitrary
input �ngerprint matchingoneof the14,000(actually, only half of thembecauseof theclassi�er
penetrationratio) �ngerprints is 0.5.

of theidenti�cation deteriorateasafunctionof thesizeof thedatabase(seeFig.22). Consequently,

aneffective identi�cation systemrequiresa veryaccuratematcher.

12 SystemEvaluation

Given a �ngerprint matcher, one would like to assessits accuracy andspeedperformancein a

realisticsetting.In thissection,we will mainlydealwith accuracy performanceevaluationissues.

Giventwo �ngerprints,adecisionmadebya�ngerprint identi�cation systemiseithera“match”

or a “no-match”.For eachtypeof decision,therearetwo possibilities:eitherthedecisionre�ects

thetruestateof thenatureor otherwise.Therefore,therearea totalof four possibleoutcomes:(i)

a genuine(mated)�ngerprint pair is acceptedasa “match”, (ii) a genuine�ngerprint matedpair
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is rejectedas“no-match”, (iii) a non-mated�ngerprint pair (alsocalledimpostor)is rejectedas

“no-match”,and(iv) an impostoris acceptedasa “match” by thesystem.Outcomes(i) and(iii)

arecorrectwhereas(ii) and(iv) areincorrect. Thus,probabilitiesof a matchercommittingfalse

accept(or falsematch)andfalsereject(falsenon-match)errorsaretwo necessarycomponentsto

characterizethe accuracy performanceof a system.Note that falseacceptandfalserejecterror

ratesarerelatedto eachotherthroughthescorethresholdparameterdeterminedby thesystemop-

eratingpoint. Further, it is widely acknowledged[62] thatfalseaccept/rejecterrorratesatasingle

operatingpoint do not provide suf�cient informationfor systemaccuracy performancecharacter-

ization; it is recommendedthata curve, calledROC, describingthefalseaccept/rejecterrorrates

at all possiblescorethresholdsbeplottedfor a comprehensive perspective at thesystemaccuracy

andthis informationprovidesausefulbasisfor systemevaluationandcomparison.

How is an ROC generated?In order to generatean ROC, a set of mated�ngerprint pairs

(e.g.,a sampleof genuinedistribution)anda setof non-matching�ngerprint pairs(e.g.,a sample
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of impostordistribution) is necessary. Thematcherscoresresultingfrom mated�ngerprint pairs

are usedto generatethe genuinescoreprobability distribution and the scoresfrom non-mated

�ngerprint pairsareusedto generatethe impostorscoreprobability distribution. Given a score

threshold,T, impostorscoreslargerthanT contributeto thefalseaccepterrorandthecorresponding

areaundertheimpostordistributionquanti�esthefalseaccepterrorat thatthreshold(seeFig. 23).

Similarly, genuinescoressmallerthanT contributeto thefalserejecterrorandthecorresponding

areaunderthegenuinedistributionquanti�esthefalserejecterrorat thatthreshold.

For any performancemetricto beableto preciselygeneralizeto theentirepopulationof inter-

est,thetestdatashould(i) berepresentativeof thepopulationand(ii) containenoughsamplesfrom

eachcategory of thepopulation.Thesamplesarecollectedsothatthemethodof sensingandthe

methodof presentationof the�nger closelycorrespondto thosein therealsituations.Fingerprint

imagescollectedin averycontrolledandnon-realisticenvironmentprovideover-optimisticresults

which do not generalizewell in practice.Typically, thecollecteddatabasehasa lot of non-mated

pairsbut lacksa suf�cient numberof matedpairedsamples.Further, thecollectionof two �nger-

print impressionscomprisinga samplematedpair shouldbeseparatedby a suf�cient timeperiod.

Dif ferentapplications,dependingonwhetherthesubjectsarecooperative,andhabituated,whether

the targetpopulationis benevolentor subversive, mayrequirea completelydifferentsampleset.

Finally, the systemmay have to be tunedto peculiaritiesof the sampledatawithout overtuning

it to arrive at optimistic error rateestimates.Techniquessuchasdatasequestering[63] may be

necessaryto avoid overtuningthesystem.

In principle,we canusethe false(impostor)acceptancerate(FAR), the false(genuineindi-

vidual) rejectrate(FRR)andtheequalerrorrate(EER)11 to indicatetheidenti�cation accuracy of

11Equalerrorrateis de�nedasthevaluewhereFAR andFRRareequal.
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a biometricsystem[64, 65]. In practice,theseperformancemetricscanonly be estimatedfrom

empiricaldataandtheestimatesof theperformancearedependentonthe�ngerprint databaseused

in theexperiments.Therefore,they aremeaningfulonly for a speci�c databasein a speci�c test

environment.For example,theperformanceof a biometricsystemasclaimedby its manufacturer

hada FRRof 0.3%anda FAR of 0.1%. An independenttestby theSandiaNationalLab. found

that thesamesystemhada FRRof 25%with anunknown FAR [66]! In orderto provide a more

reliableassessmentof abiometricsystem,somemoredescriptiveperformancemeasuresareneces-

sary. Receiver operatingcurve (ROC) is onesuchdescriptive measureof performance(seeFigure

21).

13 Conclusionsand Futur eProspects

Fingerprint-basedpersonalidenti�cation is an importantbiometrictechniquewith many current

andemerging applications.In this chapter, we provide anoverview of the �ngerprint-basedper-

sonalidenti�cation. We outlinesomeof theimportantissuesinvolvedin thedesignof �ngerprint-

basedidenti�cation systemsandpresentalgorithmsfor �ngerprint featureextraction,enhance-

ment,matching,andclassi�cation. A brief summaryof the performanceof thesealgorithmsis

alsoprovided. We have alsoincludeda discussionon issuesrelatedto �ngerprint representation,

�ngerprint identi�cation systemarchitecture,andperformanceevaluation.

Fingerprint-basedidenti�cation hascomea long way sinceits inceptionmorethan100years

back.The�rst primitivescannersdesignedby CornellAeronauticalLab/NorthAmericanAviation

Inc. wereunwieldybeastswith many problemsascomparedto sleek,inexpensive andrelatively,

minisculesemiconductorsensors.Over thepastfew decades,researchandactiveuseof �ngerprint
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matchingandindexing have alsoadvancedour understandingof individuality informationin �n-

gerprintsandef�cient waysof processingthis information. Increasinglyinexpensive computing

power, cheap�ngerprint sensors,demandfor security/ef�ciency/conveniencehave leadto viabil-

ity of �ngerprint matchinginformationfor every daypositive personidenti�cation in thelast few

years.

Thereis apopularmisconceptionthatautomatic�ngerprint matchingis afully solvedproblem

sinceit wasoneof the �rst applicationsof automaticpatternrecognition.Despitenotionsto the

contrary, therearea numberof challengesthatremainto beovercomein designinga completely

automaticandreliable�ngerprint matcher, especiallywhenimagesareof poorquality andin the

caseof latentprints. Although automaticsystemsaresuccessful,the level of sophisticationof

automaticsystemsin matching�ngerprints todaycannotrival thatof adedicated,well-trained,�n-

gerprintexpert.Still, automatic�ngerprint matchingsystemsoffer a reliable,rapid,consistentand

costeffectivesolutionin anumberof traditionalandnewly emergingapplications.Performanceof

variousstagesof anidenti�cation system,includingfeatureextraction,classi�cation,andminutiae

matching,do not degradegracefullywith a deteriorationin the quality of the �ngerprints. Most

of thesede�cienciesin the existing automaticidenti�cation systemsareovercomeby having an

expert interactwith the systemto compensatefor the intermediateerrors. As mentionedearlier,

signi�cant researchappearsto be necessaryto enableus to develop featureextractionsystems

which canreliably andconsistentlyextracta diversesetof featuresthatprovide rich information

comparableto thosecommonlyusedby the�ngerprint experts.

In mostpatternrecognitionapplications(e.g.,OCR),thebest-performingcommercialsystems

usea combinationof matchers,matchingstrategies,andrepresentations.Thereis limited work

in combiningmultiple �ngerprint matchers[67, 68]; moreresearch/evaluationof suchtechniques
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is needed.The proprietarysetof featuresusedby the systemvendorsand lack of a meaning-

ful informationexchangestandardmakesit dif�cult, if not impossible,for the law enforcement

agenciesto leveragethecomplementarystrengthsof differentcommercialsystems.Multi-modal

(e.g.,multiplebiometrics)systemsprovablydeliverbetterperformancethanany singleconstituent

biometrics[69]. Lack of standardizationalsoposeschallengesin integratingdifferentbiometrics

(e.g.,faceand�nger [70], �nger andspeech[71]) in thecontext of forensicidenti�cation systems.

On a more speculative note,perhaps,usinghumanintuition-basedmanual�ngerprint iden-

ti�cation systemmay not be the mostappropriatebasisfor the designof automatic�ngerprint

identi�cation systems;theremaybea needfor exploring radicallydifferentfeatures[40, 52] rich

in discriminatoryinformation,methodsof �ngerprint matching[51], andmoreingeniousmethods

for combining�ngerprint matchingandclassi�cationthatareamenableto automation.

Only a few yearsback,it seemedasthough,theinterestin �ngerprint matchingresearchwas

waning. As mentionedearlier, dueto increasingidentity fraud in our society, thereis a grow-

ing needfor positive personidenti�cation. Cheap�ngerprint sensorprices,easyavailability of

inexpensive computingpower, andour (relatively better)understandingof individuality informa-

tion in �ngerprints (comparedto otherbiometrics)have attracteda lot of commercialinterestin

�ngerprint-basedpersonalidenti�cation. Consequently, dozensof �ngerprint identi�cation ven-

dorshavemushroomedin thelastfew years.Pervasiveembeddedapplicationsof �ngerprint-based

identi�cation (e.g.,in a smartcardor in a cell phone)maynot befar behind.We stronglybelieve

thathighervisibility of (andliability from) performancelimitationsof commercial�ngerprint iden-

ti�cation applicationswould fuel a muchstrongerresearchinterestin someof the mostdif�cult

researchproblemsin �ngerprint basedidenti�cation. Someof thesedif�cult problemswill entail

solvingnotonly thehardcorepatternrecognitionchallengesbut alsoconfrontingverychallenging
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systemengineeringissuesrelatedto securityandprivacy.
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