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Intr oduction

More thana centuryhaspassedsince AlphonseBertillon rst conceved andthenindustriously

practicedheideaof usingbodymeasurement®r solvingcrimes[1]. Justashisideawasgaining

popularity it fadedinto relative obscurityby a far moresigni cant andpracticaldiscovery of the

uniquenes®f the human ngerprintst. Soonafter this discosery, mary major law enforcement

departmentembracedheideaof rst “booking” the ngerprints of criminals,sothattheirrecords

arereadilyavailableandlaterusingleftover ngerprint smudgeglatents)theidentity of criminals

canbedeterminedTheseagenciesponsore@rigorousstudyof ngerprints, developedscienti ¢

1In 1893,the HomeMinistry Of ce, UK, acceptedhatno two individualshave the same ngerprints.
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methoddfor visual matchingof ngerprints andstrongprograms/culturetor training ngerprint
experts,andappliedtheartof ngerprint identi cation for nailing down the perpetrators.

Despitethe ingeniousmethodamprovisedto increasehe ef ciency of the manualmethodof
ngerprint indexing and search the ever growing demandson manual ngerprint identi cation
quickly becameoverwhelming. The manualmethodof ngerprint indexing resultedin a highly
skeveddistributionof ngerprintsinto bins(types):most ngerprintsfell into afew binsandthis
resultedin searchinef ciencies. Fingerprinttraining proceduresvere time-intensve and slow.
Further demandsmposedby painstakingattentionneededo visually matchthe ngerprints of
variedqualities tediumof monotonicatureof thework, andincreasingvorkloadsdueto a higher
demandn ngerprint identi cation servicesall promptedhelaw enforcemenagencieso initiate
researchnto acquiring ngerprints throughelectronicmediumandautomatic ngerprint identi -
cationbasednthedigital representationf the ngerprints. Theseeffortshave led to development
of automatic/semi-automatingerprint identi cation systemsover the pastfew decadesWe at-
temptto presenturrentstate-of-the-ainin ngerprint sensingandidenti cation technology

The objectie of this chapteris to presenta high level overvienv of ngerprint sensingand
matchingtechnologysoasto provide the reademwith someinsightsinto the strengthsandlimita-
tions of the automationn matching ngerprints. Becauseof spacdimitation, we have focussed
only onthecoretechnologyratherthanthedetailsof thecommerciakystemsWewill notdescribe
the existing elaboratananualprotocols(e.g.,Whatis a core? How are ngerprints indexed/ led
in amanualsystem?¥or similarreasonsReadersrereferredto [2] for anexcellentexpositionon
thesesubjectmatters.

Therestof this chapteiis organizedasfollows. Section2 introducesemeging applicationsof
automatic ngerprint matchingandits implications.In Section3, we describeunctionalcompo-
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nentsof atypical ngerprint identi cation system We summarizesomeof thechallengesnvolved
in automatic ngerprint-baseddenti cation in Section4. Section5 dealswith topicsrelatedto
ngerprint sensingiechnology Section6 presentsssuegelatedto representinghe usefulinfor-
mationcontainedn a ngerprint image.Thenext section(Section7) presentautomaticextraction
of themostcommonlyused ngerprint representation,e., minutiae.Sections8 and9 describean
overview of ngerprint classi cationand matchingalgorithms. In Section10, we summarizea
ngerprint imageenhancemerdlgorithm.Someof theissuegeculiarto largescaleidenti cation
systemsaredealtin Sectionll. Fingerprintidenti cation systemperformancesvaluationissues

arepresentedn Sectionl2. Finally, conclusionsarepresentedn Sectionl3.

2 Emerging Applications

As mentionecearlier law enforcemenagenciesverethe earliestadopterof the ngerprint iden-
ti cation technology More recently increasingidentity fraud hascreateda growing needfor
biometrictechnology for positive personidenti cation in a numberof non-forensicapplications.
Is this personauthorizedo enterthis facility? Is this individual entitledto accesghe privileged
information?Is the given servicebeingadministeredxclusively to the enrolledusers?Answers
to questionsuchasthesearevaluableto businessandgovernmentorganizations.Sincebiomet-
ric identi ers cannotbe easilymisplacedforged,or sharedthey areconsiderednorereliablefor
personaldenti cation thantraditionaltokenor knowledgebasedmethods. Table 1 summarizes
typical applicationsof biometricsfor positive personidenti cation. Theobjectvesof theseappli-

cationsareusercorveniencege.g.,moneg/ withdraval without ATM cardandPIN), bettersecurity

2Biometricsrefersto useof distinctive physiologicale.g., ngerprints, face,retina,iris) andbehaioral (e.g.,gait,
signaturexharacteristicfor automaticallyidentifying individuals[3].
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Figurel: Recever operatingcharacteristic§ROC) curve of a systemillustratesfalserejectrate
(FRR) andfalseacceptanceate (FAR) of a matcherat all operatingpoints (threshold,T). Each
point on an ROC de nes FRR andFAR for a given matcheroperatingat a particularthreshold.
High securityaccessapplicationsare concernedboutbreak-insand henceoperatethe matcher
at a point on ROC with a small FAR. Forensicapplicationsdesireto catcha criminal even atthe

expenseof examininga large numberof false acceptsand henceoperatetheir matcherat a high

FAR. Civilian applicationsattemptto operateheir matchersat the operatingoointswith both,low

FRRandlow FAR [3].

(e.g.,dif cult to forgeaccess)andmoreefciency (e.g.,lower overheador computerpassword
maintenance).

A signi cant limitation of the existing biometricsbasedpersonaldenti cation systemss that
their accurag performancas not perfect. Thesesystemssometimedalsely acceptanimpostor
(falseaccepterror) andfalsely rejecta genuineuser(falserejecterror). Typically, thetwo error
ratesdependon the systemoperatingpoint (called decisionthreshold)and their relationshipis
characterizedby a Recever OperatingCurve (ROC). Fig. 1 illustratesa hypotheticaROC and
typical operatingpointsfor differentbiometricapplications.

Tremendousucces®f the ngerprint baseddenti cation technologyin law enforcemenap-

plications,decreasingostof the ngerprint sensinglevices,increasingavailability of inexpensve



computingpower, andgrowing identity fraud/thefthave all usheredn aneraof ngerprint-based
persoridenti cation applicationsn commercialcivilian, and nancial domains.

A typical law enforcementdenti cation systemsenes a differentpurposethanthoseof the
emeging biometricapplications Most of the nancial andcommercialpplicationgequireiden-
tity veri cation (alsoknown asauthenticationyvhichinvolvescon rming/derying a claimediden-
tity basedon ngerprint information, givena claim to a speci c identity (e.g.,JoeSmith). That
is, givena ngerprint known to have originatedfrom, say JoeSmith's left index nger andan-
otherprint from a left index nger, the systemwill determinewhetherthe secondorint, indeed,
belonggto JoeSmith. Thelaw enforcemensystemspn the otherhand,mostlydealwith recogni-
tion (alsopopularlyreferredto asidenti cation, asin automatic ngerprint identi cation system)
which involvesestablishingheidentity of the personbasedon the ngerprint information. Given
a ngerprint(s), possiblywithoutary knowledgeof the nger position(i.e.,left index), thesystem,
by searhing throughthe databasef available ngerprints associatedvith the known identities,
will determinewhethertheprint is associateavith anidentity®. Thetaskof identity veri cation is
mucheasierthanthatof identity recognition:the formerinvolving just onecomparisorwhile the
latterinvolving multiple comparisonsvith ngerprintsin thedatabaseEventhoughsomecivilian
applicationgnvolve identity recognition,the underlyingdesignconsiderationsire different(see
Fig. 2). Despitethesedifferencesn the functionalitiesamongdifferent ngerprint identi cation
applicationdomains,all the underlyingsystemsely on the distinctive individual informationin

ngerprints; the ngerprint expertisewhich hasprimarily residedwithin law enforcemenagencies

3The term identi cation is usedin this chaptereitherto refer to the generalproblemof identifying individuals
(identi cation/recogniton andauthentication/gri cation) or to referto the speci ¢ problemof identifying (recogniz-
ing) anindividual from a databasevhich involvesoneto mary search.We rely on the context to disambiguatehe
reference.



for morethana century Further we believe, eventually the law enforcementgenciewill also
be closelyinvolved in studyingthe civilian/commercial/ nancialngerprint (andmoregenerally
biometric)applicationsaswell.

For ary biometric measuremerntb be incorporatednto a positve personidenti cation sys-
tem, it is necessaryhat suchmeasurementare acceptabldo a society Despitethe criminal
stigmaassociatedvith ngerprints, a recentCNN poll foundthat ngerprints ratehigh in social
acceptabiltyj4]. While acceptabilityis acomplex (andmutable)phenomenoniependingn con-
foundingfactorsincludingindividual/institutionalrust, religiousandpersonabeliefshalues,and
culture,two systemissuesn uence acceptability systensecurity[5] andindividualprivagy [6, 7].
Thesecurityissuesnsurethatthe intruderswill neitherbe ableto accesgheindividual informa-
tion/measurementg.g.,obtain ngerprint information)nor beableto poseasotherindividualsby
electronicallyinterjectingstaleandfradulently obtainedbiometricsmeasurement&.g.,surrepti-
tiously lifted ngerprints from surfacesouchedoy theindividuals)into the system.lt is desirable
thata personaldenti cation systemuseshebiometricmeasuremenexclusively for the purposes
for whichthey wereacquired For instancejt maybe possibleo gleaninformationaboutthemed-
ical conditionsof individualsfrom their biometricmeasurement$Secondlypeopleareconcerned
aboutlinkages unauthorizedisageof biometricmeasuremeniscrosdifferentidenti cation sys-
tems(e.g.,criminal andcivilian ngerprint identi cation systems}o link theidentitiesof person
to gather/trackndividualinformationthatmayotherwiseébeunavailable.lt is necessaryo enforce
systemwidemechanisms$o ensurethe usageof the biometricmeasuremerfor its proscribedn-
tent. As thenovel applicationsof ngerprints (andotherbiometricidenti ers) will becomemore
widespreadye believe, law enforcemenagenciewill beincreasinglyinvolvedin resolvingthe
fraudsinvolving repudiation(e.g.,usergderying having accessethe system)coercion(e.g.,users
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| Forensic | Civilian | Commercial |

Corpsedenti cation NationallD ATM

Criminal Investigation Driver'slicense Accesscontrol

Parenthoodietermination Welfaredisktursement Cellularphone
Bordercrossing Creditcard

Tablel: BiometricApplications[8].

claimingto have beenforcedinto the system),contaminatior(e.g.,erroneouscquisitionof bio-
metricsidenti er notassociatedvith theintendeduser)andcircumvention(e.g.,unauthorizediser
illegitimately gainingaccesgo the system).Consequentlyagenciesnay not only be requiredto
passudgmentsaboutthe identitiesrelatedto biometricidenti ers but alsoaboutthe integrity of

thesystemsandthevalidity of thebiometricmeasurements.

3 SystemAr chitecture

A ngerprint identi cation systemis an automaticpatternrecognitionsystemwhich consistsof
threefundamentattages:(i) dataacquisition:the ngerprint to berecognizeds sensed(ii) fea-
ture extraction: a machinerepresentatiolfpattern)is extractedfrom the sensedmage;and (iii)

decision-makingthe representationderived from the sensedmageare comparedvith a repre-
sentatiorstoredin the system.The comparisortypically yields a matchingscorequantifyingthe
similarity betweerthe two representationdf thescoreis higherthana threshold(determinedy
thesystemoperatingooint(seefFig. 1)), therepresentationsredeterminedo have originatedfrom
thesame nger(s). In anidenti cation systemmultiple comparisonsnay be needed.Often, the
storedrepresentations thedatabasarepartitionednto binseitherbasedn informationextrinsic

to the sensednput measurement&.g.,sex andageof theindividual) or informationintrinsic to



Fingerprint Quality Fingerprint
Acquisition [~ ] Estimation [~ ~] Enhancement
S l
|
Fingerprint | . B
Indexing |
e :
l
) :
Feature |
Extraction [~ ~~ """~
| —
|
Feature
Editing
Fingerprint }
Matching ~--------"'
| S —
Match
Verification

Figure2: Functionablock diagramof an“automatic” ngerprint identi cation system.Thedotted
linesillustratealternatve path. Someof the functionalblocks,e.g.,indexing, may be performed
eitherby anexpertor a computer The featureeditingandmatchveri cation tasksareperformed
by anexpert. Typically, a ngerprint matchempasses rankedist of 10-100 ngerprints for match
veri cation stage;a ngerprint expertbrowsesthe original ngerprint imagesto con rm/rejecta
candidatematch.

thesensedmage(e.g., ngerprint classor type (seeSection8)). As aresult,theinput ngerprint

neednotbesearchedn theentiredatabaséut only in theparticularbin of interest.

Differentsystemamnay usedifferentnumbersof available ngerprints (multiple impressions
of a single nger or singleimpression®f multiple ngers) for personidenti cation. Thefeature
extractionstagemayinvolve manualover-ride andeditingby experts.Imageenhancememnhaybe

usedfor poorquality imagegseeSectionl10).



4 Challenges

While signi cant progresshasbeenmadein automatic ngerprint identi cation, therearestill a
numberof researchissuesthat needto be addressedo improve systemaccurag. Most of the
shortcomings$n theaccurag of anautomaticngerprint identi cation systemcanbe attributedto
theacquisitionprocesgseeSections) [9]:

(i) Inconsistentontact Theactof sensinglistortsthe ngerprint. Determineddy the pressure
andcontaciof the nger ontheglassplaten thethree-dimensionahapeof the nger getsmapped
ontothetwo-dimensionasurfaceof the glassplaten. As the nger is notarigid objectandsince
theprocesof projectingthe nger surfaceontotheimageacquisitionsurfaces notpreciselycon-
trolled, differentimpression®f a nger arerelatedto eachotherby varioustransformationsThe
mostproblematicof theseprojectionsappearso beelasticdistortionsof thefriction skinof nger
which displacedifferentportionsof the nger (ever soslightly) by differentmagnitudesandin

differentdirections(seeFigure14).

(i) Non-uniformcontact The ridge structureof a nger would be completelycapturedif
ridgesbelongingto the part of the nger beingimagedarein completephysical/opticakcontact
with the imageacquisitionsurfaceandthe valleys do not makeary contactwith the imageac-
quisitionsurface(seeFig. 6). However, the drynessof the skin, shallav/worn-outridges(dueto
aging/geneticskkin diseasesweatdirt, humidityin theair all confoundthe situationresultingin
anon-idealkontactsituation.In the caseof inked ngerprints, anadditionalfactormayincludein-
appropriatenking of the nger: Thisresultsin “noisy” low contrasimageswhichleadsto either

Spuriousor missingminutiae.



(iii) Irreproduciblecontact Manualwork, accidentsetc. in ict injuriesto the nger, thereby
changingtheridge structureof the nger eitherpermanentlyor semi-permanentlyFurther each
impressiornof a nger may possiblydepicta differentportion of its surface.This mayintroduce

additionalspuriousngerprint features.

(iv) Featue extractionartifacts Thefeatureextractionalgorithm(see for instance Section7)
is imperfectandintroducesneasuremergrrors.Variousimageprocessingperationsnightintro-
duceinconsistenbiasedo perturbthelocationandorientationestimate®f thereportedngerprint

structuregrom their grayscalecounterparts.

(v) Theactof sensingtself addsnoiseto theimage. For example,in the livescanngerprint
acquisitionmethod,residuesrom the previous ngerprint capturemay be left behind. A typi-
cal imagingsystemgeometricallydistortsthe imageof the objectbeingsensedlueto imperfect
imagingconditions.In the Frustratedlotal InternalRe ection sensingschemgseeSectionb), for
example thereis a geometridistortionbecause¢heimageplaneis not parallelto theglassplaten.

Apart from the ngerprint acquisitionandfeatureextractionissuestherearethreemajorad-
ditional challenge$10]. Althoughanumberof automatic ngerprint classi cationmethodgSec-
tion 8) have beenproposedaindsomeof themareusedin operationabystems,ngerprint classi -
cationstill remainsone of the mostdif cult problemsfor both humansandmachines.Currently
the ngerprint classi cation framework is mainly intendedfor humanexperts; this may not be
optimalfor anautomaticsystem.

In designingary automaticgpatternrecognitionsystemanimportantissueis the performance

10



assessmeiaif the system:how to evaluatetheperformancef a givensystemor how to verify that
a deployedsystemsatis es certainperformancespeci cations? Unfortunately the performance
evaluationproblemis far from well established.

In the absenc®f a good ngerprint compressiorschemestoringhundredsf millions of n-
gerprintss tooexpensve. Thewavelet-basedhethod Wavelet/ScalaQuantizatioWSQ),which
hasbeenproposedasthe standardor ngerprint compressiortancompres& ngerprint image

by afactorof 10to 25[11, 12] (seeFig 3). An algorithmthatcanreacheven highercompression

SN
N

ratiois animportantresearchopic.

L

Figure3: FingerprintCompression{a) anuncompresseagerprint image;(b) portionof imagein

(a) compressedsinga generiamagecompressiomlgorithm, JPEG[13]; and(c) portionof image
in (a) compressedsingWavelet/ScalaQuantizatio\WSQ),acompressiomlgorithmspeci cally

developedfor compressingmages.Both, JPEGandWSQ usecompressionatio of 12.9; JIPEG
typically introducesblocky artifactsand obliteratesdetailedinformation. See[14] for a more
detailedmagery

(b)

5 Fingerprint Sensing

Dependingpnwhethertheacquisitionprocesss of ine or onlineg a ngerprint maybeeither(i) an
inked ngerprint, (ii) alatent ngerprint or (iii) alive-scanngerprint.
Inked ngerprint is usedto indicatethatthe ngerprint imageis obtainedfrom animpression
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(@) (b) (c)

(d) (e)

Figure4: Comparisorof different ngerprint impressions:(a) aninkedrolled ngerprint (from
NIST 4 database)(b) aninked dab ngerprint (from NIST 4 database)(c) live-scan(dab) n-
gerprint(capturedvith a scannemanufacturedby Digital Biometrics);(d) alatent ngerprint; (e)
ngerprint capturediusinga solid statesensoff15]. ¢ AcademicPress.
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of the nger on anintermediatemediumsuchaspaper An exampleof a rolled inked ngerprint
is shavn in Figure4 (a). Typically, the rst stepin capturingarolled impressiorof a ngerprint
is to placea few dabsof ink on a slabandrolling it out smoothlywith aroller until the slabis
coveredwith a thin, evenlayerof ink. The nger is thenrolled from oneside of the nail to the
othersideovertheinkedslabwhich inks the ridge patternson top of the nger completely After
that,the nger is rolled on a pieceof white papersothattheinkedimpressiorof theridge pattern
of the nger appearson the white paper Rolled inked ngerprints impressedn papercanbe
electronicallyscannednto digital rolled ngerprints usingopticalscannersr videocamerasThe
rolled acquisitionmethodhasremaineda standardechniquefor ngerprint acquisitionfor more
thanahundredyearg2, 16]. Rolledinked ngerprintstendto have alargeareaof valid ridgesand
furrows, but have large deformationgdueto theinherentnatureof therolled acquisitionprocess.
Acquisitionof rolled ngerprintsis cumbersomeslow, andrequirespracticeandskill. In thecon-
text of anautomatigpersonaldenti cation system|t is bothinfeasibleandsociallyunacceptable
to usetherolled inked methodto acquire ngerprints in the operationaphasealthoughit may be
feasibleto usethe rolled inked methodin the enrollmentphasé. Anothermethodof acquiring
aninkedimpressionis calleda dab (seeFigure4 (b)). In this method the inked nger is simply
impressedn the paperwithout rolling it from nail to nail. Obviously, the ngerprint dabimages
cover asmaller ngerprint patternareabut thereis a smallerdistortionin the print.

In forensicsa specialkind of inked ngerprints, calledlatent ngerprints, is of greatinterest.
Constantperspirationexudationof sweatporeson ngerprint ridgesand intermittentcontactof
ngers with otherpartsof humarnbodyandvariousobjectdeavea Im of moistureand/orgreasen

thesurfaceof ngers. In touchinganobject(e.g.,aglass)the Im of moistureand/orgreasenay

4For example ,MasterCardrelieson inkedimpressiongor enoliment
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betransferredo the objectandleave animpressiorof theridgesthereon.Thistypeof ngerprint
is calledalatent ngerprint. Latent ngerprints arevery importantin forensics.Actually, a major
taskin forensic ngerprinting applicationis searchingandreliably recordinglatent ngerprints,
whichis dealtwith elsavherein thisbook. An exampleof alatent ngerprint is shavn in Figure4
(d).

The live-scan ngerprint is a collective termfor a ngerprint imagedirectly obtainedfrom
the nger without the intermediatestepof gettinganimpressiornon a paper A live-scannger-
print is usuallyobtainedusingthe dab method in which a nger is impressedn the acquisition
surfaceof a device without rolling®. A numberof sensingmechanismsanbe usedto sensehe
ridge andfurrows of the nger impressionsijncluding (i) optical frustratedtotal internalre ec-
tion (FTIR) [18, 19, 20], (i) ultrasonicre ection [21, 22, 23], (iii) optical total internalre ec-
tion of hologramg[24, 25, 26], (iv) thermalsensingof the temperaturalifferential (acrossthe
ridgesandvalleys) [27, 28], (v) sensingof differential capacitanc&acrossthe ridgesand val-
leys) [29, 30, 31, 32], and(vi) non-contacD [33] or non-contacBD scanning34]. Scanners
basedon thesephysicalprocessesanbe usedto acquirethe ngerprint impressionglirectly and
theseacquisitionmethodseliminatethe intermediatedigitization processof inked impressions;
enablethe designof on-line veri cation systems.Dependingon the clarity of ridge structuresof
scannedngers andacquisitionconditions,live-scanngerprints vary in quality. Becauseof on-
line natureof this acquisitionmethod,it is possibleto directly obsere the print beingacquired;
suchavisualfeedbackurnsoutto bethe singlemostimportantfactorin controllingthe quality of

acquiredngerprints.

S|t is alsopossibleto capturea rolled live-scanngerprint. Somevendorsuseelaboratesoftwareand/orscanner
arrangementt capturerolled ngerprint live-scarimagesfrom oneor morelive-scardabs.
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Figure5: FTIR ngerprint scannemanufacturedby Digital Biometrics[35].

The mostpopulartechnologyto obtaina live-scan ngerprint imageis basedon the optical
frustratedtotal internalre ection (FTIR) concep18]. Whena nger is placedon onesideof a
glassplaten(prism), ridgesof the nger arein contactwith the platen,while the valleys of the
nger arenotin contactwith the platen. Therestof the imagingsystemessentiallyconsistof an
assemblyof anLED light sourceanda CCD camergplacedon the othersideof the glassplaten.
Thelaserlight sourceilluminatesthe glassat a certainangleandthe camerais placedsuchthat
it can capturethe laserlight re ected from the glass. The light which is incidenton the plate
at the glasssurfacetouchedby the ridgesis randomlyscatteredwvhile the light incidentat the
glasssurfacecorrespondingo valleys sufferstotal internalre ection, resultingin a corresponding
ngerprint imageontheimagingplaneof the CCD. An exampleof live-scanngerprintis shavnin
Figure4 (b). Figure5 shavsaFTIR ngerprint scannerTypically, anopticallive-scanngerprint
scanneimagesspanan areawhich is approximately . Therearevendorswho supply
optical scannersvhich arealsocapableof imagingvery large areasof friction skin andfacilitate

ten-printor palmprint/soleprinscanningsee for instance[36, 33]).
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Figure6: Optical ngerprint sensing:(a) imaginggeometryconsistof a lasersource(L) illumi-
natinga nger restingon a glassplaten/prismP, andanimagingsurface(C); (b) Frustratedotal
internalre ection; theray A incidentat theridge/glassnterfacescattersvhile theray B falling at
the valley/glassinterfacesufferstotal internalre ection andthere ectedraysarecollectedat the
imagingsurface.
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The other live-scanmodalitiesof ngerprint acquisitionstrive for (i) reducingthe size/price
of the optical scanningsystem (ii) improving the quality/resolutiorof the prints,and/or(iii) im-
proving geometric/photometric/elastiistortioncharacteristicgwolvedin theimagecapture For
instance by scanningthe internallayersof friction skin (asopposedo scanningthe super cial
surfacelayersof the friction skin) an ultrasoundnethodof ngerprint imagingis believedto be
capableof acquiringavery clear ngerprintimageevenif theimpressednger doesnotapparently
have clearridgestructuresimagingin atypical FTIR opticalscannersuffersfrom geometriadis-
tortionsincethe ngerprint surfacegplaten)is notparallelto theimagingsurface Hologrambased
live scansavoid this problemandhenceheresulting ngerprint imagesarebelievedto have better
spatial delity . Furthertheedge-lithologramg24] avoid bulky illuminationopticsand,henceare
compactSomehologrambasedscannersiave demonstrate@000dpiresolution37] in labaratory
settings.ThomsonCSFmanufactures “sweep”’basedngerprint scannebasedn thermalsens-
ing; this schemeclaimsto have signi cantly betterreliability in harshernvironmentalconditions
anda large imaging area. The contact-lesscannergpermitimagingwithout contactand hence
eliminatethe problemsrelatedto elasticdistortionin the ngerprints causedoy contactwith the
presentatiorsurface.Optical scannersretoo large to be readily integratedin a numberof appli-
cationssuchaslaptopsecurity cellularphonesecurity andnotebooksecurity Recentlya number
of differenttypesof compactsolid state ngerprint chipshave becomeavailable. Thesesolid state
chipscanbe manufacturedvith very low costif manufacturedn large quantity Figure7 shavs
two solid state ngerprint chipswhich arecommerciallyavailable.

Livescan ngerprinting is an emepging technologyandit is too early to assessts strengths
basedntheexistingcommerciaproducts At thismomentwith respectoimagingareagrayscale
resolution,andquality of ngerprints, (rolled)inked ngerprints appeaio be superiorto the opti-
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Figure7: Solid state ngerprint chips: (a) Differentialcapacitancengerprint chip manufactured
by Veridicom[32]. (b) A capacitance-basedgerprint imagingmousemadeby Siemeng38].

cal livescanspptical FTIR livescansaresuperiorto solid state ngerprints sensors.The forensic
communityhasextensvely evaluatedthe quality of livescanngerprints andexpressedconcerns
aboutquality of ngerprints acquiredusinglivescanngerprint sensors.In its questto establish
minimum requirement$or ngerprint acquisitionfor criminal applicationsyariousUS Govern-

mentagenciefhiave compiledcompliancespeci cationsfor the opticallive-scanngerprints (see

for instancejmagequality speci cations(IQS) [17, 39)).

6 Fingerprint Representation

A ngerprint is asmoothly o wing patternof alternatingvalleys andridges theridgesandvalleys
beingparallelin mostregions. Severalpermanenandsemi-permanerfeaturesuchasscarsgcuts,
bruisescracksandcallusesarealsopresenin a ngerprint.

What informationis availablein ngerprints to enablesoundjudgementaboutwhethertwo

prints have originatedfrom the same nger or from two distinct ngers? In orderto reliably
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establishwhethertwo prints camefrom the same nger or different ngers, it is necessaryo
capturesomeinvariantrepresentatio(featuresf the ngerprints: thefeaturesvhich over alife-
timewill continueto remainrelatively unalteredrrespectve of thecutsandbruisestheorientation
of the nger placementvith respecto the mediumof the capture,occlusionof a small part of
the nger, theimagingtechnologyusedto acquirethe ngerprint from the nger, or the elastic
distortionof the nger duringtheacquisitionof the print.

Several representationsave beenusedto assessngerprint similarity. Fingerprintrepresen-
tationscan be broadly categorizedinto two types: global andlocal. Globalrepresentatioms an
overall attribute of the nger anda singlerepresentatiois valid for the entire ngerprint andis
typically determinedby an examinationof the entire nger. A local representatioconsistsof
several componentseachcomponentypically derived from a spatially restrictedregion of the

ngerprint. Typically, genericrepresentationsreusedfor ngerprint indexing andlocalrepresen-
tationsareusedfor ngerprint matching.

One of the signi cant global featuresusedfor ngerprints is its classor type. The overall

ngerprint patternis typically categorizedinto a small numberof classes. Several ngerprint
classi cationschemaexist andasmentionedearlier we will avoid delvinginto the detailsof the
classi cationsschemadoptedyy differentautomatiadenti cation schemesA simple ngerprint
classi cation schemecateyorizesthe prints into following six major classes:whorl, right loop,
left loop, arch,twin loop, andtentedarch(seeFigure8)®. Sometimesa syntheticcateory called
scarsis includedto classify ngerprints mutilatedwith scarsobscuringhepossibilityof accurately

determiningts trueclass.

5A typical AFIS may usethe following 8 classes{i) whorl, (i) radialloop (i) ulnarloop, (iv) doubleloop, (v)
arch,(vi) tentedarch, (vii) accidentaland(viii) centralpocketloop.
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(d) (€) (f)

Figure8: A ngerprint classi cationschemanvolving six categyories:(a) arch,(b) tentedarch,(c)
rightloop, (d) left loop, (e) whorl, and(f) twin loop. Critical pointsin a ngerprint, calledcoreand
delta,aremarkedassquaresndtriangles respectrely. An archdoesnot have a deltaor a core.
Oneof thetwo deltasin (e) andboththe deltasin (f) arenotimaged. A sampleminutiaeridge

ending( ) andridgebifurcation( ) areillustratedin (e). Eachimageis 512 512with 256grey
levelsandis scannect512  resolution[9]. cIEEE.
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Figure9: Schematicepresentationf aridge ending(E) andaridge bifurcation/branchingB). A
minutiaeis typically quanti ed by its coordinatesindthe orientiationof the atutting ridge.
Differentrepresentationorventionsareusedby differentautomatic ngerprint identi cation sys-
tems.

Fingerscanalsobe distinguisheasedon featuressuchasridge thicknessyidge separation,
or ridge depths. Someexamplesof global representatioincludeinformationaboutlocationsof
critical points (e.g.,coreanddelta)in a ngerprint. Core-deltaridge countfeature,sometimes
simplyreferredto astheridge count,measurethe numberof ridgesbetweercoreanddeltapoints
(seeFigure8) ona nger’. All thesefeaturesmeasureanoverall propertyof a nger andwe will
referto thesesimilaritiesasglobalor genericfeatures.

Major representationgf thelocal informationin ngerprints arebasedn nger ridges,pores
on theridges,or salientfeaturesderived from the ridges. Sometimesthe entire ngerprint itself

(or somecondensedorm of it) is usedasthe ngerprint representatiofd0, 41]. Themostwidely

"Somecateoriesof ngerprintsdo notintrinsically have ary coreor delta.In suchcasesanautomaticsystemmay
in someconsistentvay de ne otherlandmarkfeaturesof ngerprintsin lieu of core-deltaridge count,core,and/or
delta.
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usedlocal featuresare basedon minute details(minutiag of the ridges(Fig. 9). The patternof
the minutedetailsof a ngerprint forms a valid representationf the ngerprint. This represen-
tationis compactandcapturesa signi cant componenbdf individual informationin ngerprints;
comparedo otherrepresentationsninutiaeextractionis relatvely morerobustto varioussources
of ngerprint degradation. Most typesof minutedetailsin ngerprint imagesare not stableand
cannot be reliably identi ed by automaticimageprocessingnethods. Therefore,in automatic
ngerprint matching,only the two mostprominenttypesof minute detailsare usedfor their sta-
bility androbustness{(i) ridge endingand (ii) ridge bifurcation In addition,sincevariousdata
acquisitionconditionssuchas impressionpressurecan easily changeonetype of minutiaeinto
the other typical minutiaebasedrepresentationdo not makeary distinctionbetweenthesetwo
typesof featuresandarecollectively referredto asminutiae. The simplestof the minutiae-based
representationsonstitutealist of pointsde ned by theirspatialcoordinatesvith respecto a x ed
image-centricoordinatesystem.Typically, though theseminimal minutiae-basetepresentations
arefurtherenhancedby taggingeachminutiae(or eachcombinatiorof minutiaesubsete.g.,pairs,
triplets)with additionalfeatures.For instance gachminutiaecould be associateavith the orien-
tationof theridge atthatminutiae;or eachpair of the minutiaecould be associateavith theridge
count,whichis the numberof ridgesvisitedduringthelineartraversalbetweerthe two minutiae.
The ANSI-NIST standardepresentationf a ngerprint is predominantlypasedon minutiaeand
includesminutiaelocationandorientation[42]. The minutiae-basedepresentatiomightalsoin-
cludeoneor moreglobal attributeslike orientationof the nger, locationsof coreor deltéf, and
ngerprint class.Typically, in alive-scanngerprint imageof goodquality, thereareabout50-100

minutiae.

8Coreanddeltaarethetwo distinctiveglobalstructuresn a ngerprint [2]. SeeFigure8(c).
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Anotherlocal ngerprint featureis sweatporeinformation. Thelocationanddensitiesof the
minute sweatporeshave beenfoundto containinformationhelpful for distinguishingindividu-
als[37].

The guidelinesfor (visual) matchingof ngerprints are quite elaborate.A ngerprint expert
oftenrelieson subtleandcomple reasoningo arguewhethertwo printsoriginatedfrom a single

nger or two distinct ngers. For instancean expert canvisually localize several rich features
of a ngerprint with remarkableaccurag. Thesefeaturesinclude the locationsof core, delta,
islands,dots, shortridges,ridge endings ridge bifurcations,andnumericalvaluesof orientation
of the ridges,andnumberof ridgesbetweentwo featureg(ridge counts). An expertcanreliably

usejudgementsboutscars,comple visualtextures,sweatpores,andridge thicknesgo rule out

falsematchesit is notanexaggerationo statethatresearchn automaticngerprint identi cation

hasbeenmostly an exercisein imitating the performanceof a human ngerprint expert without
accesdo the mary underlyinginformation-richfeaturesan expertis ableto gleanby her visual
examination.Thelack of sucharich setof informativefeaturesn automaticsystemss mostlydue
to theunavailability of complex modelingtechniquesndimageprocessingechniquesvhich can
reliably andconsistentlyextractdetailedfeaturesn the presencef noise.

It shouldbe notedthat, at leastin the contect of law enforcement/forensiapplicationsof

ngerprint baseddenti cation, the machinerepresentationalonearenot considered sufcient

basisfor assessinghe matchingoutcomeandothervisual featuresof the original ngerprint can
swaythe nal decision.AlthoughthereareFBI recommendationgboutthe minimumnumberof
correspondingninutiaefor declaringa “ ngerprint match”,a ngerprint expertcanoverrulesuch
recommendationsasedon her visual judgment. For anillustration of the dangerof exclusively
relying on parsimoniousepresentationsuchasminutiae,see[43].
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Figurel0: Relatve con gurationof ridgeendingsandbranchingdetweertwo impression®f the
samenger. Theminutiaewereextractedusingthealgorithmin [9] andthecorrespondencesere
manuallydeterminedor illustration.

Consideringthe relative simplicity of the automaticallyextracted ngerprint representations,
and the brittlenessof the processingalgorithms,especiallyin the contet of poor quality n-
gerprints,an expertis actively involvedin processing/classi cation/matchirgjagesof a typical

ngerprint identi cation systemgspeciallyin forensicapplications.

7 Minutiae Feature Extraction

In this section,we will presena summaryof a typical automaticfeatureextractionalgorithmfor
minutiaerepresentationAn outlineof featureextractionrelatedto ngerprint classi cationis pre-
sentedn Section8. A detailedexpositionof thesealgorithmsis presentedh [10, 9]. Computation
of ngerprint quality estimatiorand ngerprint ridge countis not presentedheredueto spacdim-

itation andreadersrereferredto typical algorithmspresente@lsavherein theliterature[44, 45].
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Theoverall o wchartof a typical minutiaeextractionalgorithmis depictedn Figurell. This
particularmethodof minutiaeextractionconsistamainly of threestages{i) orientation eld esti-
mation, (ii) ridge extraction,and(iii) minutiaeextractionandpostprocessingFirst, for aninput
image,the local ridge orientationis estimatedandthe region of interestis located. Then,ridges
areextractedfrom theinputimage,re ned to getrid of the smallspecklesandholes,andthinned
to obtain8-connectedingle pixel wide ridges. Finally, minutiaeare extractedfrom the thinned
ridgesandre ned usingsomeheuristics We assumehattheresolutionof input ngerprint images
is 500 dpi, which is the recommendedesolutionfor automatic ngerprint identi cation by the
FBI.

A minutiafeatureextractor nds the ridge endingsandridge bifurcationsfrom the input n-
gerprintimages. If ridgescan be perfectlylocatedin aninput ngerprint image,thenminutiae
extractionis arelatively simpletaskof extractingsingularpointsin athinnedridgemap.However,
in practice,it is not alwayspossibleto obtaina perfectridge map. The performancef currently
availableminutiaeextractionalgorithmsdepend$ieaily onthequality of theinput ngerprint im-
ages.Dueto anumberof factors(aberrantormationsof epidermaridgesof ngerprints, postnatal
marks,occupationamarks, problemswith acquisitiondevices,etc.), ngerprint imagesmay not

alwayshave well-de nedridgestructures.

1. Orientation Estimation

A gray-level ngerprint image , is de ned asa matrix, where represents
the intensity of the pixel atthe row and  column. Typically, ngerprints are 8-bit
graylevel imagesanda pixel grey level in a ngerprint cannominallyrangefrom O to 255.
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Input Image Orientation Field

Minutiae Points Thinned Ridges

Extracted Ridges

Figurell: Flowchartof theminutiaeextractionalgorithm[9].
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Theactualgraylevelsin a ngerprint may spansigni cantly smallerrangeeitherdueto (i)
poor nger contactwith the sensar(ii) poorimaging,or (iii) shallov ridgeshalleys. Marny
systemsrst preprocesthe ngerprint imageseforesubjectinghemto theprocessingteps
describedbelowv. The preprocessingnay typically consistof eithergray level smoothing,
contraststretchingand/orspatial/frequencdomain Itering. In extremecasesa very poor

ngerprint maybeautomaticallyenhancedseeSection10).

An orientation eld/image is de ned asan image, where representshe
local ridge orientationat pixel . Thelocal ridge orientationcannot be meaningfully
determinedrom the grayvalueat pixel alone;it is typically computedrom pixels of
the surrounding(rectangulaiblock) region. An imageis dividedinto a setof non-
overlappingblocksanda singlelocal ridge orientationis de ned for eachblock. Typically,

is determinedby the imageresolutionand its dimensionis comparableo oneto two

inter-ridgedistancege.g.,32 32pixelsin a512dpi ngerprintimage).

Oneapproachto ridge orientationestimationrelieson local imagegradient. A gray scale
gradientis a vectorwhoseorientationindicatesthe directionof the steepesthangein the
grayvaluesandwhosemagnitudedependsipontheamountof changeof the grayvaluesin
the directionof the gradient. The local orientationin a block canbe determinedrom the
constituenpixel gradientorientationof the blockin severalways. For instancepnecould
determingheblockgradienbrientatiorby averaginghepixel gradienprientationg46]. An
alternatve methodof determiningblock gradientorientationmay rely on a voting scheme
involving pixel gradienorientationg47]. Anothermethod48] usesaleastsquareoptimiza-

tion schemanvolving the pixel gradientorientations.
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Therationalefor determiningasingleorientationfor eachblock of pixels(ratherthan
for eachpixel) is computationakf ciency. Consequentlyin regionsof a ngerprint with
smoothly o wing parallelridges,representing singleridge orientationfor an entireblock
is notunreasonablbut in theregionswheretheridgesaresharplychangingheir directions
(e.g.,regionssurroundingcore or delta) or the regionswith cuts/scarsthe choiceof local
ridgedirectionperblockis ambiguousNotethatin a ngerprint image,theridgesoriented
at andtheridgesorientedat in alocal neighborhoodatannot be differentiatedrom

eachother

. Segmentation

Theobjectve of thisstageas to locatetheactualregionin the ngerprint imagedepictingthe
nger (regionof interestlanddiscardtheregionsof theimagecontainingrrelevantinforma-
tion, e.g.,dirt, smudgedeftover from previousacquisitionsandspurioug(pencil) markings
in inkedimpressionsThis stagas alsosometimeseferredio asforeground/backgrounde-
tection. Note thatthis stageis not responsibldor discriminatingthe ridgesagainstvalleys.
A typical approacho sggmentatiomrmightinvolve smearing(spatialgray scalesmoothing)
the ngerprint imageandusinga x ed/adaptie thresholdingo discardbackgroundegion.
Thisapproachmayproducereasonableesultsfor agoodquality print but maynoteasilyre-
move theextraneousrtifactsin apoorquality ngerprintimage.Herewe describeamethod

of sggmentatiorbasecnthe concepof certaintylevel of orientation eld estimation.

After the orientation eld of aninput ngerprint imageis estimateda region of interest
localizationalgorithmwhich is basedon the local certainty level of the orientation eld

is usedto locatethe region of interestwithin the input image. The certaintylevel of the
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orientationeld in ablockquanti estheextentto whichthepixel gradientorientationsagree
with the block gradientorientation. For eachblock, if its certaintylevel of the orientation
eld is below athresholdthenall the pixelsin this block aremarkedasbadgroundpixels
Asthecomputatiorof certaintylevelis aby-producbof thelocalridgeorientationestimation,
it is a computationallyef cient approach We have foundthatthis methodof segmentation

performsreasonablyvell in detectingheregion of interest.

3. Ridge DetectionAs alludedearliet the objectie of theridge detectionalgorithmis to sep-
arateridgesfrom the valleys in a given ngerprint image. Previous approacheso ridge
detectionhave usedeitherglobalor adaptve thresholdingi.e., pixelsdarker/brightethana
constant/ariablethresholdare determinedo be pixels depictinga ridgein the ngerprint.
Thesestraightforwardapproachegenerallydo not work well for noisy andlow contrast

portionsof theimage.

A morereliablepropertyof theridgesin a ngerprint imageis thatthe graylevel valueson
ridgesattaintheir local minima® alonga directionnormalto the local ridge orientation[48,
9]. Pixelscanbeidenti ed to beridge pixels basedon this property Giventhelocal ridge
orientationat a pixel in the foregroundportion of the image,a simple testcan be
devisedto determinewhetherthe gray level valuesin the ngerprint imageattaina local
minimaat alonga directionnormalto the ridge orientation. The resultantimageis a
binaryimage,e.g.,theloci of the minimaaremarkedl andall otherpixels aremarkedO.
Theridgesthusdetectedaretypically thick (e.g.,threepixels wide) andstandardhinning

algorithms[49] canbe usedto obtainone pixel thin ridges. Thinnedridgesfacilitate the

%In a ngerprint imagewhereridgesaredarkerthanvalleys.
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detectionof minutiae. Beforeapplyinga thinning algorithm,spuriousstructureqe.g.,dirt)

detectedasridgesmustbediscardedasedntheir (small)area.

4. Minutiae DetectionOncethethinnedridgemapis available,theridgepixelswith threeridge
pixel neighborsareidenti ed asridge bifurcationsandthosewith oneridge pixel neighbor
areidenti ed asridge endings.However, all the minutiathusdetectedarenot genuinedue

to imageprocessingrtifactsandthe noisepresentn the ngerprint image.

5. Postprocessingin this stage,typically, genuineminutiae are gleanedfrom the extracted
minutiaeusing a numberof heuristics. For instance too mary minutiaein a small neigh-
borhoodmay indicatethe presencef noiseandthey could be discarded.Very closeridge
endingghatareorientedanti-parallelto eachothermayindicatespuriousninutiagenerated
by abreakin theridgedueeitherto poorcontrasor acutin the nger. Two very closelylo-
catedbifurcationssharinga commonshortridge oftensuggesextraneousninutiagenerated

by bridgingof adjacentidgesasa resultof dirt orimageprocessingrtifacts.

8 Fingerprint Classi cation

Fingerprintshave beentraditionally classi edinto cateyoriesbasedon the informationcontained
in theglobalpatternof ridges.In largescale ngerprint identi cation systemselaboratenethods
of manual ngerprint classi cationsystemsveredevelopedto index individualsinto binsbasedn
classi cationof their ngerprints; thesemethodsof binning eliminatethe needto matchan input
ngerprint to the entire ngerprint databasen identi cation applications therebysigni cantly

reducingthe computingrequirement$s0, 51, 52].
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Effortsin automatic ngerprint classi cationhave beenexclusively directedat replicatingthe
manual ngerprint classi cationsystem.Figure8 shavs oneprevalentmanual ngerprint classi-
cation schemehathasbeenthe focusof mary automatic ngerprint classi cationefforts. It is
importantto notethatthe distribution of ngers into the six classegshown in Figure8) is highly
skeved (32.5%left loop, 32.5%r right loop, 30% whorl, 5% other). A ngerprint classi cation
systemshouldbe invariantto rotation,translation.andelasticdistortionof the frictional skin. In
addition,oftenasigni cant partof the nger maynotbeimaged(e.g.,dabsfrequentlymissdeltas)
andtheclassi cationmethodsequiringinformationfrom theentire ngerprint maybetoorestric-
tive for mary applications.

A numberof approacheso ngerprint classi cationhave beendeveloped. Someof the ear
liest approacheslid not makeuseof therich informationin the ridge structuresand exclusiely
dependedntheorientationeld information.Although ngerprint landmarksrovide very effec-
tive ngerprint classclues,methodselying on the ngerprint landmarksalonemay not be very
successfutlueto lack of availability of suchinformationin mary ngerprintimagesanddueto the
dif culty in extractingthe landmarkinformationfrom the noisy ngerprint images.As aresult,
a successfubpproacheedsto (i) supplementhe orientation eld informationwith ridge infor-
mation; (if) use ngerprint landmarkinformationwhenavailable but devise alternatve schemes
whensuchinformationcannotbe extractedfrom the input ngerprint images;and(iii) usestruc-
tural/syntacticpatternrecognitionmethodsin additionto statisticalmethods. We summarizea
methodof classi cation[10] which takesinto consideratiorthe abose mentioneddesigncriteria
thathasbeentestedon alarge databasef realistic ngerprints to classify ngers into ve major

catgories:right loop, left loop, arch,tentedarch,andwhorl°.

100thertypesof prints, e.g.,twin-loop, arenot considerecherebut, in principle, could be lumpedinto “other” or
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Ridge Classification

re-compute

Figure12: Flowchartof ngerprint classi cationalgorithm. Insetalsoillustratesridge classi ca-
tion [10]. The “re-compute”optioninvolvesstartingthe classi cationalgorithmwith a different
preprocessin¢e.g.,smoothing)f theimage[10, 15]. ¢ AcademicPress.

The orientation eld determinedrom the inputimagemay not be very accurateandthe ex-
tractedridgesmay containmary artifactsand, therefore,cannotbe directly usedfor ngerprint
classi cation. A ridgeveri cation stageassessethereliability of the extractedridgesbasedipon
the lengthof eachconnectedidge sgmentandits alignmentwith otheradjacentidges. Paral-
lel adjacensubsgmentstypically indicatea goodquality ngerprint region;theridge/orientation

estimatesn theseregionsareusedto re ne theestimatesn theorientation eld/ridge map.

“reject” catgory.
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1. SingularPoints: The Poincareindex [46] computedfrom the orientation eld is usedto
determinghenumberof delta( ) andcore( ) pointsin the ngerprint. A digital closed
curve, , about25 pixelslong, aroundeachpixel is usedto computethe Poincarendex as

de nedbelow:

Givena ngerprint orientation eld, Poincarendex at a pixel is the integration(sum-
mation)of all differencesn orientationsof successke pixels alonga squareshapeccurve
centeredaroundpixel . The Poincareindex at mostof the pixelsin a ngerprint im-
ageis equalto zeroandthesepointsarecallednon-singulapoints. The pixelswith non-zero
Poincarandex alwaystakeavalueof 1/2 or -1/2andarecalledsingularpoints. ThePoincare
index of a core-shapedingularpoint hasa valueof 1/2 andthe Poincareindex of a delta-

shapedsingularpointhasavalueof -1/2.

Thesizeof thesquareusedfor computingPoincareandex is crucialfor the performancef a
singularpointdetectiomalgorithm.If it is too small,thena smallperturbatiorof orientations
may resultin spurioussingularpointsbeingdetected.On the otherhand,if it is too large,
thenatrue pair of coreanddeltawhich arecloseto oneanothemaybeignoredbecaus¢he
Poincarandex of adigital curve thatincludesanequalnumberof coresanddeltass 0. Fora
512dpi ngerprint image for instancesquarecurve with alengthof 25 pixelsmaybeused
for computatiorof Poincarandex. Theresultsof Poincarandex cannotbe directly usedto

obtaincore/deltgpointlocationsandmay needsomepostprocessinfL0].

2. Symmetry: The featureextractionstagealsoestimatesan axis which is locally symmetric
to theridgestructuresatthe coreandcomputegi) , anglebetweerthe symmetryaxisand

the line sgmentjoining coreanddelta, (i) , averageangledifferencebetweenthe ridge
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orientationandthe orientationof theline segmentjoining thecoreanddelta,and(iii) , the
numberof ridgescrossingthe line sggmentjoining coreanddelta. Therelative position,R,
of deltawith respecto thesymmetryaxisis determinedasfollows: R = 1 if the deltais on

theright sideof symmetryaxis,R = 0, otherwise.

3. RidgeStructure:Theclassi er notonly useshe orientationinformationbut alsoutilizesthe
structuralinformationin the extractedridges. This featuresummarizeshe overall natureof
theridge o w in the ngerprint. In particular it classi eseachridge of the ngerprint into

threecatgories:

Non-recurvingidges:theridgeswhich do notcurve very much.
Type-1recurvingridges:ridgeswhich curve approximately .

Type-2fully recurvingridges:ridgeswhich curve by morethan .

The classi cationalgorithmsummarizechere(seeFigure 12) essentiallydevisesa sequence
of testsfor determiningthe classof a ngerprint andconductssimplertestsnearthe root of the
decisiontree.For instancetwo corepointsaretypically detectedor awhorl (seeFigure12)which
is an easierconditionto verify than detectingthe numberof Type-2recurringridges. Another
highlight of thealgorithmis thatif it cannotdetecthesalientcharacteristicsf ary category from
the featuresextractedin a ngerprint, it recomputeghe featureswith a differentpre-processing
method. For instance,in the currentimplementationthe differential pre-processingonsistsof
a differentmethod/scalef smoothingthe image. As canbe obsered from the o wchart,the
algorithmdetectqi) whorlsbasedupondetectionof eithertwo corepointsor a sufcient number

of Type-2recurringridges;(ii) archbaseduponthe inability to detecteitherdeltaor corepoints;
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AssignedClass
TrueClass x ‘ = ‘ 3 ‘ R ‘ W
A 885| 13| 10| 11| O
T 179|384| 54 | 14 | 5
L 31| 27 | 755| 3 | 20
R 30 | 47 3 | 717\ 16
wW 6 1 | 15 | 15| 759

Table2: Five-classclassi cationresultson the NIST-4 databaseA-Arch, T-TentedArch, L-Left
Loop, R-RightLoop, W-Whorl.

(iii) left (right) loops basedon the characteristidilt of the symmetricaxis, detectionof a core
point, anddetectionof eithera deltapoint or a sufcient numberof Type-1recurringcurves;and
(iv) tentedarchbasedon the presencef arelatively uprightsymmetricaxis, detectionof a core
point,anddetectiornof eitheradeltapointor a sufcient numberof Type-1recurringcurves.
Table 2 shaws the resultsof the ngerprint classi cationalgorithmon the NIST-4 database
whichcontains4,000imagegimagesizeis ) takenfrom 2,000different ngers, 2 images
per nger. Five ngerprint classesrede ned: (i) Arch, (i) Tentedarch,(iii) Left Loop, (iv) Right
Loop, and (v) Whorl. Fingerprintsin this databasere uniformly distributed amongthese ve
classeg800perclass). The ve-classerrorratein classifyingthese4,000 ngerprintsis 12.5%.
The confusionmatrix is givenin Table2; numbersshavn in bold font arecorrectclassi cations.
Sinceanumberof ngerprintsin the NIST-4 databasearelabeledasbelongingto possiblymore
thanoneclassesgachrow of the confusionmatrix in Table2 doesnot sumup to 800. For the
ve-classproblem,mostof the classi cationerrorsaredueto misclassifyinga tentedarchasan
arch. By combiningthesetwo archcateoriesinto a singleclass,the four-classerror ratedrops
from 12.5%to 7.7%. Besidesthe tentedarch-archerrors,the other errorsmainly comefrom

misclassi cationdetweerarch/tentedrchandloopsanddueto poorimagequality.
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9 Fingerprint Matching

Giventwo (testandtemplateyepresentationshe matchingmoduledeterminesvhetherthe prints
areimpression®f thesame nger. Thematchingphaseypically de nesametricof thesimilarity
betweentwo ngerprint representationsThe matchingstagealso de nes a thresholdto decide
whethera given pair of representationiselongto thesame nger (matedpair) or not.

Only in the highly constrainegsystemgsee,for instance[41]) andsituations,onecould as-
sumethat the testand template ngerprints depictthe sameportion of the nger andboth are
aligned(in termsof displacementrom the origin of the imagingcoordinatesystemandof their
orientationsith eachother So,in typical situationspneneeddo (either implicitly or explicitly)
align (or register)the ngerprints (or their representationgjeforedecidingwhetherthe printsare
matedpairs. Further therearetwo additionalchallengesnvolvedin determiningthe correspon-
dencebetweentwo aligned ngerprint representationtseeFigure13): (i) dirt/leftover smudges
on the sensingdevice andthe presenceof scratches/cuten the nger eitherintroducespurious
minutiaeor obliteratethe genuineminutiae;(ii) variationsin the areaof nger beingimagedand
its pressureon the sensingdevice affect the numberof genuineminutiaecapturedandintroduce
displacemenof the minutiaefrom their “true” locationsdueto elasticdistortionof the ngerprint
skin. Suchelasticdistortionsandfeatureextractionartifactsaccountor minutiaematchingerrors
evenaftertheprintsarein thebestpossiblealignment.

A typical stratgy for ngerprint matchingis to rst alignthe ngerprint representationand
thenexaminetheprintsfor correspondingstructuresn thealignedrepresentationsSincesolutions
to boththeproblemgalignmentandcorrespondenceayeinter-relatedthey are(implicitly) solved

simultaneously
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Figure 13: Two differentimpressionf the same nger. In orderto know the correspondence
betweerthe minutiaeof thesetwo ngerprint imagesall theminutiaemustbe preciselylocalized
andthe deformationsnustberecorered.

A numberof stratgieshave beenemployedin the literatureto solve the alignmentproblem.
Typically, it is assumedhatthe alignmentof the testandtemplate ngerprints involve anoverall
displacemen(translation)androtation. The scalevariations,sheartransformationslocal elastic
deformationsare often overlookedin the alignmentstage. In imagebasedrepresentationghe
alignmentof the prints may be obtainedoy optimizingtheirimagecorrelation.In ridgerepresen-
tationsof the ngerprints, portionsof ridgesmaybeusedto aligntheprints[9]. In minutiaebased
representationgypically, the alignmentprocessusespredominantlyminutia positions; minutia
anglesarenotsigni cantly involved becausehey arevulnerableto imagenoise/distortion Other
supplementarinformation,e.g.,connecwity, nearesheighboringninutia,ridge count,mayoften
participatein the alignmentprocessIn minutiabasedalignment.a singleminutia, pairsof minu-
tia, or triplets of minutia have beenusedto hypothesizean alignment. In [48], for instanceall

possibletestand templateminutia pair correspondencpossibilitiesare exhaustvely considered;
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eachhypothesizegbairing votesfor all feasibletranslationsaandrotations.In [51], atriplet of test
minutiavotesfor acongruentemplateriplet. Thetransformatiomeceving themaximumnumber
of votesis deemedo bethe besttransformation.

Oncetheprintsarealignedthecorrespondingtructuresn thealignedrepresentationgrovide
a basisfor computingthe matchingscoe. In imagebasedepresentatiorthe correlationcoef-
cientgenerateduringthealignmentcansene asamatchingscore.Theelasticdeformationshear
transformationandscalevariationsmay imposesevere limitations on the utility of imagecorre-
lation andimagebasedepresentationsn anelasticminutiabasednatchingthetestminutiaare
searchedn a squareregion centeredboundingbox) aroundeachtemplateminutiain thealigned
representationiThe elasticmatchersaccountor smalllocal elasticdeformations.

Figure 14 illustratesa typical situationof alignedridge structuresof matedpairs. Note that
the bestalignmentin onepart(center)of theimagemayresultin alarge amountof displacement
betweerthe correspondingninutiaein the otherregions(bottomright). In addition,obsenre that
the distortionis non-linear: given distortionsat two arbitrary locationson the nger, it is not
possibleto predictthe distortionat all the interveningpointson the line joining the two points.
Accomodatingsuchlarge non-lineardistortionswasthe motivation underlyingthe designof the

adaptve elasticstringmatchingalgorithm[9].

Theoperatiorof adaptve elasticstringmatchingalgorithm(stringmatcheyfor short)is similar
to anelasticmatcher As in anelasticmatcheythe testminutiaaresearcheadn the boundingbox
neighborhooaf eachtemplateminutia. In the string matchey however, the sizeof the bounding

boxaroundeachtemplateminutia,unlikein elasticminutia,is notconstantTheboundingooxsize
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Figurel4: Aligned ridgestructureof matedpairs. Note thatthe bestalignmentin onepart(mid-
left) of theimageresultsin large displacementbetweerthe correspondingninutiaein the other
regions(bottomright) [9]. C IEEE.
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is adjustedbasedon the estimateof the local deformation;the estimateof the local deformation
is derived from the boundingboxes of the alreadymatchedminutiain the neighborhoodf the
currenttemplateminutiae.

The string matcherrst selectsa pair of correspondingninutiain testandtemplaterepresen-
tationsbasedon informationassociatedvith an adjoining portion of ridge; the minutiaesetsin
this pair of minutiaarecalledreferenceaestandreferencegemplateminutiae. The string matcher
useshreeattributesof thealignedminutiaefor matching:its distancerom thereferenceminutiae
(radiug, anglesubtendedo the referenceminutiae(radial anglg, andlocal directionof the as-
sociatedidge (minutiaedirectior). Thealgorithminitiatesthe matchingby rst representinghe
alignedinput (template)minutiaeasaninput (template)minutiaestring. The stringrepresentation
is obtainedoy imposingalinearorderingon theminutiaebasedn radialanglesandradii. There-
sultinginputandtemplataminutiaestringsarematchedisinganinexactstringmatchingalgorithm
to establistthecorrespondence.

Theinexactstringmatchingalgorithmessentiallytransformgedity theinputstringto template
string andthe numberof edit operationss usedto de ne the (dis)similarity betweenthe strings.
While permittededitoperatorsnodelthe ngerprint impressiorvariationg(deletionof thegenuine
minutiae,insertionof spuriousminutiae,andperturbatiorof the minutiae) the penaltyassociated
with eacheditoperatore ectsthelikelihoodof thateditoperation.Thesumof penaltiesof all the
edits(editdistance de nesthesimilarity betweertheinputandtemplateminutiaestrings.Among
several possiblesetsof editsthat permit the transformatiorof the input minutiaestring into the
referenceminutiaestring,the stringmatchingalgorithmchooseshetransformassociateavith the

minimumcostusingdynamicprogramming.
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Figure15: Boundingbox andits adjustmenf9]. c IEEE.

Thealgorithmtentatvely considersa candidatdaligned)inputandacandidateéemplateminu-
tiae to be a mismatchif their attributesare not within a tolerancewindow (seeFigure 15) and
penalizegshemfor deletion/insertioredit operation.If the attributesarewithin the tolerancewin-
dow, the amountof penaltyassociatedvith the tentatve matchis proportionalto the disparityin
thevaluesof the attributesin the minutiae. Thealgorithmaccommodatefor the elasticdistortion
by adaptvely adjustingthe parametersf the tolerancevindow basedn the mostrecentsuccess-
ful tentatve match. Thetentatve matchegandcorrespondencegyeacceptedf the editdistance
for thosecorrespondencas smallerthanary othercorrespondences.

Thereareseveralapproacheso convertingminutiacorrespondendaformationto a matching
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Figurel6: Fingerprintmatching.(a) Matchingtwo impression®f thesamenger, matchingscore
= 49; (b) matching ngerprints from two different ngers, matchingscore= 4.
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scoe. Onestraightforwardapproachor computingthescore is:

(1)

where isthenumberof correspondingninutiaeand arethetotal numberof minutia
in templateandtest ngerprints. In somematchersthetotal numberof minutiae(  and in
Eq. (1)) is not used. After the correspondencis determinedan overall boundingbox only for

correspondingestandtemplateminutiais computedThematchingscore  isthencomputeds:

(2)

where is the numberof correspondingninutiaeand : arethe numberof minutia
in the overall boundingboxes computedfor templateandtest ngerprints, respectrely. Often,
differentnormalizationgreusedfor differentcountsof thetotalnumberof minutia. Thematching
scorewhenmatchingtwo impression®f the same nger asexpecteds higherthanthe matching
scorewhenmatchingtwo ngerprints from different ngers (Figure16).

Due to limitations of space,we have not describedmary otherimportantclassesf nger-

print matchersvhich arebasedntopological(ridgeconnectvity) informationandthereadersare

referredto literature[53, 54] for relatedinformation.

10 Fingerprint Enhancement

Theperformancef a ngerprint featureextractionandimagematchingalgorithmreliescritically

on the quality of the input ngerprint images. The ridge structuresin poor quality ngerprint
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imagesare not alwayswell-de ned andhencethey cannot be correctlydetected.This leadsto
thefollowing problems:(i) a signi cant numberof spuriousminutiaemay be created(ii) alarge
percentagef genuineminutiaemaybeignored,and(iii) largeerrorsin minutiaelocalization(po-
sition andorientation)maybeintroduced.In orderto ensurehatthe performancef the minutiae
extractionalgorithmwill berobustwith respecto the quality of ngerprint images,anenhance-
mentalgorithmwhich canimprove theclarity of theridgestructuress necessaryTraditionally the
forensicapplicationhave beenthebiggestend-usersf ngerprint enhancemerdlgorithmssince
theimportantridge detailsare frequentlyobliteratedin the latent ngerprints lifted from a scene
of crime. Over-inking, underinking, imperfectfriction skin contact, ngerprint smudgedeftover
from previous livescanacquisitions,adwerseimaging conditions,and improperimaging geom-
etry/opticsare someof the systematiaeasondor poor quality ngerprint images. It is widely
acknavledgedthat at least2-5% of target populationhave poorquality ngerprints: ngerprints
thatcannotbereliably processedsingautomatiamageprocessingnethods We suspecthisfrac-
tion is even higherin reality whenthe target populationconsistsof (i) older people;(ii) people
who suffer routine nger injuriesin their occupationf{iii) peopleliving in dry weatherconditions
or having skin problemsand(iv) peoplewho have poor ngerprints dueto their geneticandracial
attributes. With the increasingdemandor cheapelandcompact ngerprint scannersthe nger-
print veri cation softwarecannotafford theluxury of assuminggoodquality ngerprintsobtained
from the optical scanner The cheaperand more compactsemiconductosensorsiot only offer

smallerscanareabut alsotypically poorquality ngerprints.
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(b)

Figurel7: An even-symmetricGabor lter: (a) Gabor lter tunedto 60 cycles/widthand orien-
tation; (b) correspondingnodulationtransferfunction(MTF) [10].

Fingerprintenhancemerdipproache$s5, 56, 57, 58] often employfrequeny domaintech-
niques[56, 59, 55] andarecomputationallydemandingln asmalllocal neighborhoodtheridges
and furrows approximatelyform a two-dimensionakinusoidalwave alongthe directionorthog-
onalto local ridge orientation. Thus,the ridgesandfurrows in a smalllocal neighborhoodhave
well-de ned local frequeng andorientationproperties. The commonapproachesmployband-
passlters whichmodelthefrequeny domaincharacteristicef agoodquality ngerprint image.
The poorquality ngerprint imageis processedisingthe lter to block the extraneousoiseand
passhe ngerprint signal Somemethodsnayestimatehe orientationand/orfrequeng of ridges
in eachblock in the ngerprint imageandadaptvely tunethe Iter characteristicto matchthe
ridge characteristics.

Onetypical variationof this themesggmentstheimageinto non-overlappingsquareblocksof
width larger thanthe averageinter-ridge distance. Using a bank of directionalbandpassiters,
each lter is matchedo a predetermineanodelof generic ngerprint ridges o wing in a certain
direction;the Iter generating strongresponséndicateshedominantdirectionof theridge o w

in the nger in the givenblock. The resultingorientationinformationis more accurate|eading
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Figure18: FingerprintEnhancemerlgorithm [10, 15]. ¢ AcademicPress.
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Figure19: Examplesof enhancementesults;(a) and(c) arethe inputimages;(b) and(d) shav
enhancedecoverableregionssuperimposedn the correspondingnputimages.
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(@) (b) ()

Figure20: FingerprintEnhancemerResults:(a) a poorquality ngerprint; (b) minutiaextracted
withoutimageenhancemengnd(c) minutiaeextractedafterimageenhancemerji.O].

to morereliablefeatures.A singleblock directioncannever truly representhe directionsof all
theridgesin the block andmay consequentlyntroduce lter artifacts. Onecommondirectional
Iter usedfor ngerprint enhancemerns a Gabor lter [60]. Gabor lters (seeFig. 17) have both
frequeng-selectve andorientation-selecte properties For instancea properlytunedGabor Iter
will passonly ngerprint ridgesof certainspatialfrequeng o wing in certainspeci c direction.
Typically, in a500dpi, 512 512 ngerprint image,a Gabor Iter with =60 cyclesperimage
width (height),theradialbandwidthof 2.5 octaves,andorientation modelsthe ngerprint ridges
o wing in thedirection

We summarizea novel approachio ngerprint enhancemergroposedy Hongetal. [10] (see
Figure 18). It decomposeshe given ngerprint imageinto several componenimagesusing a
bankof directionalGaborbandpasdters andextractsridgesfrom eachof the Itered bandpass
images[9]. By integratinginformationfrom the setsof ridgesextractedfrom ltered images,
the enhancemendlgorithminfers the region of ngerprint wherethereis sufcient information

available for enhancemenfrecoverableregion) and estimatesa coarse-leel ridge map for the
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recoverableregion. Theinformationintegrationis basedon the obsenation that genuineridges
in aregion evoke a strongresponsen the featureimagesextractedfrom the Iters orientedin
the direction parallelto the ridge directionin thatregion andat mosta weakresponsdrom the
Iters orientedin thedirectionorthogonato theridgedirectionin thatregion. Theresultingcoarse
ridgemapconsistf theridgesextractedfrom each Itered imagewhich aremutually consistent;
portionsof theimagewheretheridgeinformationis consistenacrosshe ltered imagesconstitute
recoveableregions.Theorientationeld estimatedromthecoarseidgemapis morereliablethan
the orientationestimationfrom theinput ngerprint image.After the orientationeld is obtained,
the ngerprint imagecanthenbe adaptvely enhancedy usingthe local orientationinformation.
Typically, giventhelocal orientation ata pixel , theenhancedmagepixel is choserto be
the pixel of the Gabor Iter which hasorientation . WhenGabor Iter with orientation
is not available,the enhancegbixel canbelinearly interpolatedrom the two Gabor lters
with orientationsclosesto . Theinterpolationis computationallyef cient asthe ltered images
arealreadyavailableduringthepreviousstagesf enhancemerandit producegoodresults.
Examplesof ngerprint imageenhancemerdreshavn in Figure19. An exampleillustrating
theresultsof minutiaeextractionalgorithmon anoisyinputimageandits enhanced@ounterparts
shavn in Figure20. Theimprovementin matchingperformancdoy encorporatingmageenhance-
mentmodulewasevaluatedusingthe ngerprint matchemescribedn Section9. Figure21 shavs
the ROC curwesfor the matcherthatwereobtainedwith andwithoutimageenhancementnodule
onadatabaseonsistingof 700 ngerprint imagesof 70individuals(10 ngerprints per nger per

individual). It is clearthattheimageenhancemertasimprovedthe performancenthisdatabase.
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Figure21: Performancémprovementdueto FingerprintEnhancemenalgorithm [10].

11 LargeScaleSystemdssues

Typically, in alarge scaleidenti cation problem,givena ngerprint anda large databasef n-
gerprints(e.g.,millions), onewould like to nd outwhetherary oneof the printsin thedatabase
matcheghe given ngerprint. A straightforwardsolutionto this probleminvolves matchingthe
given ngerprint with each ngerprint in the database However, in this approachthe expected
numberof matchesequiredo solve theidenti cation problemincrease$inearly with thedatabase
size.lt is thereforedesirabléo nd moreef cient solutionsto theidenti cation problem.
Therehave beentwo primary approaches makethe identi cation searchef cient. In the
rst approachthe databaseés organizedso that certainmatchescanbe ruled out eitherbasedon
the informationextrinsic/intrinsicto the ngerprints. Whenthe numberof necessarynatchess
reducedasedntheinformationextrinsicto the ngerprints, thesolutionis commonlyreferredio
as ltering. Forinstancedatabasenaybe presgmentedasedntheinformationaboutsex, race,
age,andotherbio-/geo-graphicaihformationrelatedto theindividual. In binning a ngerprint's
intrinsicinformation,e.g., ngerprint class,is usedto reducethenumberof matcheg61].

Thepercentagef thetotal databas#o be scannedpn anaveragefor eachsearchs calledthe
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“penetrationcoefcient”, P, which canbede ned astheratio of the expectednumberof compar
isonsrequiredfor asingleinputimageto thetotal numberof printsin theentiredatabaseBasedn
thepublishedresultswe believe thatbinningcanachieve a penetratiorcoefcient of about50%.

The secondapproachfor makingthe searchmore ef cient is by reducingthe effectivetime
takenfor eachmatch. Given a matchingalgorithm,the effective time per matchcanbereduced
by directlyimplementingthe entirealgorithmor component®f it in specialhardware.The other
methodof reducingtheeffective time permatchis by parallelizingthe matchesi.e.,usingmultiple
processorandassigninga fractionof the matchego eachprocessorSomevendorshave resorted
to opticalcomputing[41] to achiere a very high matchingthroughput.

Scalabilityof accurag performancef alargescaleidenti cation systems amoreformidable
challengehanits speedperformancelf theaccurag performancessociateavith matchingeach
pairof ngerprints (e.g.,veri cation accurag) is characterizedby falseaccepf ) andfalse
reject( ) rates,the identi cation accurag performanceof the systemwith  recordsin the

databas¢oneperidentity), canthenbeexpresseds:

3)
(4)

underthe simplifying assumptionshat (i) outcomeof eachmatchis anindependenévent; (ii) all
therecordan thedatabasarecorrectlyclassi ed; (iii) FCRis theprobabilityof falselyclassifying
(binning)thegiven ngerprint into awrongbin; (iv) themisclassi cationandmismatchingevents
areindependent.

A signi cantimplicationof theabore mentionedaccurag equatioris thatthefalseacceprates
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Figure22: Falseacceptancerror ratesof veri cation (matcher)andidenti cation systems.For
instancea matchemwhich canmatchwith afalseacceptancerrorrate (FAR) of andaclas-
si er with apenetratiomatio (P)of  couldtypicallyresultin anidenti cation system(database
populationof 14,000distinct ngers, 1 nger perindividual) with a falseacceptancerrorrateof
approximately . Thatis, the likelihood of the systemdetermininga matchfrom an arbitrary
input ngerprint matchingoneof the 14,000(actually only half of thembecausef the classi er
penetratiorratio) ngerprintsis 0.5.

of theidenti cation deteriorat@safunctionof thesizeof thedatabaséseeFig. 22). Consequently

aneffective identi cation systenrequiresa very accuratenatcher

12 SystemEvaluation

Given a ngerprint matchey one would like to assessts accurag and speedperformancen a
realisticsetting.In this sectionwe will mainly dealwith accurag performancevaluationissues.
Giventwo ngerprints,adecisiormadeby a ngerprintidenti cation systems eithera“match”
or a“no-match”. For eachtype of decisiontherearetwo possibilities:eitherthe decisionre ects
thetrue stateof thenatureor otherwise.Thereforethereareatotal of four possibleoutcomesi)

a genuine(mated) ngerprint pairis acceptedasa “match”, (i) a genuine ngerprint matedpair
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Figure23: Probabilitydistributionsof matcheiscoregrom genuinanatedandimpostor ngerprint
pairs.FRRandFAR denotethefalserejectandfalseaccepterrorrates.

is rejectedas “no-match”, (iii) a non-matedngerprint pair (also calledimpostor)is rejectedas
“no-match”,and(iv) animpostoris acceptedasa “match” by the system.Outcomeqi) and(iii)
arecorrectwhereaqii) and(iv) areincorrect. Thus, probabilitiesof a matchercommittingfalse
accept(or falsematch)andfalsereject(falsenon-match)errorsaretwo necessargomponents$o
characterizehe accurag performanceof a system. Note that false acceptandfalserejecterror
ratesarerelatedto eachotherthroughthe scorethresholdparametedeterminedy the systemop-
eratingpoint. Further it is widely acknavledged[62] thatfalseaccept/rejecerrorratesatasingle
operatingpointdo not provide sufcient informationfor systemaccurag performanceharacter
ization;it is recommendethata curve, calledROC, describingthe falseaccept/rejecerrorrates
atall possiblescorethresholdse plottedfor a comprehense perspectie at the systemaccurag
andthis informationprovidesa usefulbasisfor systemevaluationandcomparison.

How is an ROC generated?In orderto generatean ROC, a setof mated ngerprint pairs

(e.g.,asampleof genuinedistribution) anda setof non-matchingngerprint pairs(e.g.,a sample
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of impostordistribution) is necessaryThe matcherscoresesultingfrom mated ngerprint pairs
are usedto generatethe genuinescoreprobability distribution and the scoresfrom non-mated
ngerprint pairsare usedto generatehe impostorscoreprobability distribution. Given a score
threshold]T, impostorscoredargerthanT contrituteto thefalseacceperrorandthecorresponding
areaundertheimpostordistributionquanti esthefalseacceperroratthatthresholdseeFig. 23).
Similarly, genuinescoressmallerthanT contributeto thefalserejecterrorandthe corresponding
areaunderthe genuinedistribution quanti esthefalserejecterroratthatthreshold.

For ary performancenetricto beableto preciselygeneralizeo the entirepopulationof inter-
est,thetestdatashould(i) berepresentate of thepopulationand(ii) containenoughsamplegrom
eachcateyory of the population.The samplesarecollectedsothatthe methodof sensingandthe
methodof presentatiomf the nger closelycorrespondo thosein therealsituations.Fingerprint
imagescollectedin avery controlledandnon-realisticernvironmentprovide over-optimisticresults
which do notgeneralizevell in practice.Typically, the collecteddatabasdasa lot of non-mated
pairsbut lacksa sufcient numberof matedpairedsamples Further the collectionof two nger-
printimpressiongomprisinga samplematedpair shouldbe separatetyy a sufcient time period.
Differentapplicationsdependingnwhetherthesubjectsarecooperatre, andhabituatedwhether
thetarget populationis ben&olentor sulbversive, may requirea completelydifferentsampleset.
Finally, the systemmay have to be tunedto peculiaritiesof the sampledatawithout overtuning
it to arrive at optimistic error rate estimates.Techniquesuchas datasequesterings3] may be
necessaryo avoid overtuningthe system.

In principle, we canusethe false (impostor)acceptanceate (FAR), the false (genuineindi-

vidual) rejectrate(FRR)andtheequalerrorrate(EER)! to indicatetheidenti cation accuray of

HEqualerrorrateis de ned asthevaluewhereFAR andFRRareequal.
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a biometricsystem[64, 65]. In practice,theseperformancanetricscanonly be estimatedrom
empiricaldataandtheestimate®f theperformancaredependenvnthe ngerprint databasesed
in the experiments.Therefore they aremeaningfulonly for a speci ¢ databasén a speci c test
ernvironment.For example the performancef a biometricsystemasclaimedby its manufacturer
hada FRR of 0.3%anda FAR of 0.1%. An independentestby the SandiaNationalLab. found
thatthe samesystemhada FRR of 25% with anunknovn FAR [66]! In orderto provide a more
reliableassessmeutf abiometricsystemsomemoredescriptve performanceneasureareneces-
sary Recever operatingcurve (ROC) is onesuchdescriptve measuref performancéseeFigure

21).

13 Conclusionsand Futur e Prospects

Fingerprint-baseg@ersonaidenti cation is animportantbiometrictechniquewith mary current
andemenqging applications.In this chapterwe provide anoverview of the ngerprint-basedper
sonalidenti cation. We outline someof theimportantissuesnvolvedin thedesignof ngerprint-
basedidenti cation systemsand presentalgorithmsfor ngerprint featureextraction, enhance-
ment, matching,andclassi cation. A brief summaryof the performanceof thesealgorithmsis
alsoprovided. We have alsoincludeda discussioron issuesrelatedto ngerprint representation,
ngerprint identi cation systemarchitectureandperformancevaluation.
Fingerprint-basedenti cation hascomea long way sinceits inceptionmorethan100years
back.The rst primitive scannerslesignedy CornellAeronauticalLab/NorthAmericanAviation
Inc. wereunwieldy beastsvith mary problemsascomparedo sleek,inexpensve andrelatively,

minisculesemiconductosensorsOver the pastfew decadesesearctandactive useof ngerprint
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matchingandindexing have alsoadvancedour understandingf individuality informationin n-
gerprintsandef cient waysof processinghis information. Increasinglyinexpensve computing
power, cheap ngerprint sensorsdemandor security/efciency/corveniencehave leadto viabil-
ity of ngerprint matchinginformationfor every day positive personidenti cation in the lastfew
years.

Thereis apopularmisconceptiothatautomaticngerprint matchings afully solvedproblem
sinceit wasoneof the rst applicationsof automaticgpatternrecognition. Despitenotionsto the
contrary therearea numberof challengeshatremainto be overcomein designinga completely
automaticandreliable ngerprint matcheyespeciallywhenimagesareof poorquality andin the
caseof latentprints. Although automaticsystemsare successfulthe level of sophisticationof
automaticsystemsn matching ngerprints todaycannotival thatof adedicatedyell-trained, n-
gerprintexpert. Still, automaticngerprint matchingsystemsffer areliable,rapid,consistenand
costeffective solutionin anumberof traditionalandnenly emeping applications Performancef
variousstage®f anidenti cation systemjncludingfeatureextraction,classi cation,andminutiae
matching,do not degradegracefullywith a deteriorationin the quality of the ngerprints. Most
of thesede cienciesin the existing automaticidenti cation systemsare overcomeby having an
expertinteractwith the systemto compensatéor the intermediatesrrors. As mentionedearlier,
signi cant researchappeardo be necessaryo enableus to develop featureextraction systems
which canreliably and consistentlyextract a diversesetof featureshat provide rich information
comparabléo thosecommonlyusedby the ngerprint experts.

In mostpatternrecognitionapplicationge.g.,OCR),thebest-performingommerciakystems
usea combinationof matchersmatchingstratgies, andrepresentationsThereis limited work
in combiningmultiple ngerprint matcherg467, 68]; moreresearchAaluationof suchtechniques
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is needed. The proprietarysetof featuresusedby the systemvendorsand lack of a meaning-
ful informationexchangestandardmakesit dif cult, if notimpossible,for the law enforcement
agenciego leveragethe complementargtrengthsof differentcommercialystems.Multi-modal

(e.g.,multiple biometrics)systemgrovably deliver betterperformancehanary singleconstituent
biometrics[69]. Lack of standardizatiomlsoposeschallengesn integratingdifferentbiometrics
(e.g.,faceand nger [70], nger andspeechi71]) in thecontext of forensicidenti cation systems.

On a more speculatre note, perhapsusing humanintuition-basedmanual ngerprint iden-
ti cation systemmay not be the mostappropriatebasisfor the designof automatic ngerprint
identi cation systemstheremay be a needfor exploring radically differentfeatureq440, 52] rich
in discriminatoryinformation,methodsf ngerprint matching[51], andmoreingeniousmethods
for combining ngerprint matchingandclassi cationthatareamenabléo automation.

Only a few yearsback,it seemedasthough,theinterestin ngerprint matchingresearctwas
waning. As mentionedearlie; dueto increasingidentity fraud in our society thereis a grow-
ing needfor positive personidenti cation. Cheap ngerprint sensoiprices,easyavailability of
inexpensve computingpower, andour (relatively better)understandingf individuality informa-
tion in ngerprints (comparedo otherbiometrics)have attracteda lot of commercialinterestin

ngerprint-basedpersonaldenti cation. Consequentlydozensof ngerprint identi cation ven-
dorshave mushroomedh thelastfew years.Penasve embedde@pplicationof ngerprint-based
identi cation (e.g.,in asmartcardor in a cell phone)maynot befar behind.We stronglybelieve
thathighervisibility of (andliability from) performancémitationsof commercialngerprint iden-
ti cation applicationswould fuel a muchstrongermresearchnterestin someof the mostdif cult

researchproblemsn ngerprint baseddenti cation. Someof thesedif cult problemswill entail
solvingnotonly thehardcorepatternrecognitionchallengesut alsoconfrontingvery challenging
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systemengineeringssuegelatedto securityandprivagy.
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