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Abstract

We consider the application of several compute-intensive classi�ca-

tion techniques to two signi�cant real-world applications: disk drive

manufacturing quality control and the detection of chronic problems

in large scale communication networks. These applications are char-

acterized by very high dimensions, with hundreds of features or tens

of thousands of cases. The results of several learning techniques are

compared, including linear discriminants, nearest neighbor methods,

decision rules, decision trees, and neural nets. Both the applications

described in this paper are good candidates for rule-based solutions be-

cause humans currently resolve these problems, and explanations are

critical to determining the causes of faults. While several learning tech-

niques achieved competitive results, decision rules were most e�ective

for these applications. It is demonstrated that decision (production)

rule induction is practical in high dimensions, providing strong results

and insightful explanations.

1 Introduction

We consider the application of several compute-intensive classi�cation tech-

niques [14] to two important real-world applications: (a) disk drive man-

ufacturing quality control and (b) chronic problem detection in large scale

communication networks. Unlike many applications often reported in the

research literature, these applications are characterized by very high di-

mensions, with hundreds of features, and tens of thousands of cases. We

examine the e�cacy of modern search-based classi�cation techniques to se-

lect dynamically the right features for classi�cation when most features are

1This research was performed while the author was a visiting researcher at IBM T.J.

Watson Research Center and AT&T Bell Labs.
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poorly predictive, and the prevalence of one class overwhelmingly dominates

the others.

Our �rst e�ort in this area supplements an existing expert system, RAES,

that is currently deployed on a disk drive manufacturing line. Many sta�-

years have been expended to select the right tests and to improve that

system to its current expert performance level. In addition to the RAES

knowledge base, a wealth of empirical information is available in the form

of stored records of manufactured disk drives. In our second application,

we examine the complete AT&T network to see whether patterns can be

found in circuit faults that go undetected for relatively long periods of time.

With the increasing computational power of generally available computers,

we have seen a resurgence of interest in automated methods that learn from

data, such as neural nets and decision trees [16].

2 Case Study 1: Disk Drive Assembly Quality

Control

Given the current high performance of the RAES system and the engineers'

strong knowledge of the area, our e�orts were not directed towards replace-

ment of the expert system. Rather, our e�orts were a search for knowl-

edge that would assist the engineers in providing another increment of per-

formance to the already highly performing knowledge-based system. Such

knowledge could only be obtained by intensively exploring high-dimensional

data: the huge volumes of records of disk drive testing and performance that

are recorded during the manufacturing process.

We �rst outline the manufacturing of disk drives. At various points

in the manufacturing process, three phases of tests are performed on each

drive. These tests produce numerous recorded measurements, most of which

are recorded as continuous values. A smaller group of measurements can be

characterized as categorical values, and they are recorded as true or false.

The �rst phase of testing is performed before the frame electronics card

is added to the drive. Tests in this phase measure the performance and

placement of the components in the drive thus far, especially in regards to

the reading and writing of information on the disk surfaces.

The next phase of testing is performed with the frame electronics in-

stalled. The tests in this phase measure, among other things, the ability of

the frame electronics to interface with and control the read/write mecha-

nisms. Each of the tests in these �rst two phases requires relatively little
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time to complete.

Once a drive has passed all tests in these �rst two phases, the third

phase begins with a very lengthy test called RunIn. The purpose of this

test is to run the drive vigorously for a long period of time in hopes of

catching the majority of early-life failures before shipment to a customer.

Though RunIn itself does not have great direct expense per drive, it causes

inventory build-up, can be a bottleneck in the test process, requires a large

number of testers to handle the volume of drives, and greatly increases the

cycle time per drive. Because of these things, RunIn is very expensive and

most desirable to eliminate. Figure 1 approximately illustrates the testing

scenario at the disk drive manufacturing site.
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Figure 1: Approximate Current Test Scenario

The RunIn test indicates a pass or fail for a disk drive and also produces

several hundred numerical measurements. The results of RunIn are used in

determining whether the disk-drive is ready to be shipped. If the RunIn

results indicate failure, an expert system, RAES, is used in the majority of

cases to diagnose the rework that will be required to �x the malfunctioning
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drive. RAES selects some rework action, usually the replacement of one of

a number of components, which it determines will �x the problem. RAES

arrives at its conclusion mainly by analysis of the measurements taken at

RunIn and relevant previous tests. In some cases, RAES does not have

the knowledge required for diagnosis, so a human rework analyzer makes

the determination. A bad drive is sent back to be �xed. A reworked drive

goes back through part or all of the assembly and test process, including

one or more short tests and the long-running RunIn test. A relatively small

percentage of the drives fail RunIn. RAES and the rework analyzers together

predict the correct rework somewhat less than 100% of the time.

The total number of measurements conducted for each drive (excluding

RunIn measurements, but including the outcome of RunIn and the rework

recommendations) number well over 600. In terms of data size, thousands of

bytes of data are captured for each disk drive that comes o� the line. Given

the high volume manufacturing capacity of the site, and the fact that these

data were being gathered meticulously, there is a huge volume of available

data. This paper describes our experiences with applying high-dimensional

classi�cation techniques to this data set in an attempt to induce knowledge

that could be used for improving the manufacturing process.

The objective of this project is to improve the manufacturing process by

predicting the failure of a disk drive prior to the expensive RunIn test. All

predictions will be based solely on the results of three of the most relevant

tests that occur prior to RunIn. Two types of improvements have been

identi�ed:

1. The elimination of the RunIn test for all or some disk drives.

2. The division of the disk drives into two groups, one of which consists

of disk drives that are likely to be faulty.

These objectives can be restated in terms of speci�c classi�cation and

prediction problems:

1. Can both the results of the RunIn test and the diagnosis by RAES or

a human be predicted for all cases? This task mandates the prediction

of the failure of Runin and the determination of one of six classes of

failure.

2. Can the results of RunIn be predicted without making a direct de-

termination of the cause of failure and the component that should be

replaced?
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2.1 Methods and Procedures

The initial sample consisted of 36,294 records, most of which represent good

drives, and the rest drives that needed rework. The result of RunIn is

recorded as true (pass) or false (fail). Also recorded in each sample is the

rework action recommended for repairing the disk drive. The recommen-

dation is a selection of one of six classes, corresponding to �ve possible

component replacements and one miscellaneous reworks category. While it

is desirable to have an objective measure of truth, the only available mea-

sure of truth is the classi�cation by RAES and the rework analyzers, which

is less than 100% accurate.

The complete elimination of RunIn requires the prediction of the rework

diagnosis, a 7 class classi�cation problem: a good disk drive or one of six

bad disk drive types. The prediction of RunIn alone, i.e. the prediction

of bad disk drives without identifying the type of problem, is a two class

problem. A solution to the RunIn prediction problem may yield e�ciencies

in performing the RunIn tests. However, the elimination of RunIn requires

stronger prediction capabilities than the division into good and bad disk

drives.

Two populations were considered. N2 is the true population of 36,294

cases. N1 consists of a smaller number of records divided almost equally

between good and bad drives. The N1 population has a proportion of nor-

mals that is signi�cantly less than the true proportion. Results on the N1

population are much more easily obtainable, but will be overly optimistic

because each error on the normals may actually represent many more er-

rors in a real scenario. However, results on the smaller N1 population will

measure the potential for complete success on the true population. Poor

performance on the smaller sample set can readily be extrapolated to the

true population. For each sample, 564 measurements were obtained and 7

classes were considered. These features were selected from the original 600+

features by simply eliminating all constant value �elds.

2.2 Comparative Results for Alternative Learning Models

Rather than concentrate on any single method, we favored a balanced ap-

proach that applies several well-known learning methods in their standard

classical form [12]. If any method demonstrates a clear superiority over the

others, further experiments can be performed to elicit the best performance

of that method. For our quality control application, if no method is clearly
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k Error Rate

1 .52

5 .49

11 .48

25 .48

Table 1: Results for k-Nearest Neighbor

superior, the rule-based solutions are particularly advantageous. They have

an inherent explanatory capability that is most suitable for further discus-

sions with the manufacturing engineers. Because the problem is one of very

high dimensions, even with high performance workstations, timing consid-

erations make it necessary to emphasize only the most promising directions.

Five classi�cation methods were tried: Linear Discriminant [7], k-Nearest

Neighbor [4], Neural Network [8], Tree Classi�cation [2], and Rule Induction

[3, 9, 10, 11, 15]. These methods were applied to the smaller N1 population.

All error rates were measured by test cases obtained by randomly holding

out 1=3 of the sample cases. No method achieved an error rate better than

38%. The following are the results for the (reduced size) N1 population.

k-Nearest Neighbor

The feature values were normalized by means and standard deviations, Eu-

clidean distance. After the method demonstrated poor results on the original

set of 564 features, the set was reduced to a smaller set of 223 features that

showed showed some signi�cance as measured by standard statistical tests.

In Table 1, we list the results for k-nearest neighbor, where k is varied from

1 to 25.

Linear discriminant (parametric) with feature selection

We could not obtain a discriminant for the full 7 class problem. For class 5,

the largest class, versus all other classes the error rate is .40 with 75 features

selected.

Decision trees (CART)

The �nal tree has only 3 terminal nodes. The estimated error rate is 41%. (A

ten-fold crossvalidation estimates the error rate at 39%.) If the proportion
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for each class is adjusted to its correct value, no tree is induced and all

samples get classi�ed into the �rst category (good disk drive, perform RunIn

and ship).

Neural Nets (Standard Backpropagation)

Feed-forward, fully-connected, neural networks were trained. These are the

standard back-propagation networks. A single hidden layer was used with

hidden units varying from 0 to 20 hidden units. The best generalization was

achieved at 0 hidden units with a 38.5% error rate on the test cases.

Rule Induction

The Swap-1 [15] procedure for rule induction was applied to the data. The

result was a simple rule of the form X > a or Y > b or ..., having an

estimated error rate of 39%.

The results of all classi�cation methods were very far from our objective

of perfect classi�cation. However, the results did hint at a limited predictive

capability for some of the tests. We therefore reconsidered a variation of

the rule induction approach to �nd partitioned subpopulations where good

predictive performance was possible.

A set of production rules were induced that were trained on the (smaller)

N1 population. These decision rules make no errors on either the N1 or the

full (36,294) N2 populations. They select a fairly small portion of the bad

disk drives, but do not make a decision on the other disk drives. Thus on a

very small group there were hints that it may be possible to avoid RunIn.

Further testing on new data was necessary to validate this hypothesis. We

obtained an independent set of new data. This new sample was from a more

recent snapshot of the assembly line and consisted of 51,047 cases. The

original set of rules were based on a very small sample. When tested on the

new sample, the rules did not perform perfectly, eliminating their feasibility

as a good predictor.

2.3 Results for Faulty Disk Drive Detection

Based upon the results of the rule induction techniques, we hypothesized

that bad disk drives could be identi�ed by concentrating on only a few key

�elds, from amongst the 600+ features that are present, that have a strong

presence in the rule set. Fields 595 through 608 have been identi�ed as

the key �elds. We also hypothesized an arti�cial test that is a derivative of
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Predictive Value

X Original Sample New Sample

0.50 0.859 0.831

0.75 0.913 0.860

1.00 0.950 0.862

1.25 0.945 0.856

1.50 0.956 0.877

1.75 0.944 0.893

Table 2: Predictive Value Analysis

other tests: the number of these key �elds that have a value of 0.05 or more.

Analogous to rule induction techniques for medical diagnostic testing [5],

we considered thresholding these tests to determine the predictive value at

each numerical cuto�, a process known as referent value analysis. In purely

symbolic terms a single best rule has been induced in the following form:

If

5 or more �elds in 595-608 are � 0:05

OR

There exists a �eld in 595-608 that is � X

Then

The drive is bad with probability PV.

X was varied over a range and the corresponding PV computed for this rule

over all 36,294 samples.

Because predictions are made with an extremely small feature subset on

a large population of 36,294 cases, it was conjectured to be highly likely that

this result would hold for future predictions. To continue the veri�cation of

this hypothesis, it was tested against the second sample that was obtained

from the disk drive manufacturing facility. This data set contained 51,047

samples, of which again a small portion were failures. The ratio of failed

disk drives as a proportion of the total output is approximately the same as

that of the original sample that we worked with. We then applied referent

value analysis using our most promising rule on this new data.

Comparing the results of our predictive value analysis on the original

sample set and the new sample set (Table 2), we can observe that the

strength of the predictive values seem to remain consistent, with some very

minor deviation. We combined both the new and old sample sets and ap-

plied the rule to the combined set for a range of X values, to compare the
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Figure 2: Odds of Detecting Bad Disk Drive in Combined Sample Set

odds that a detected disk drive is bad and the corresponding fraction of

total number of bad disk drives that are detected. These results are plotted

in Figures 2 and 3. These plots illustrate, for example, that if X is chosen

to be 0.6, then the odds of detecting a bad disk drive are approximately 6:1,

and that about 10% of the total bad disk drives will be detected.

2.4 Results for Improving Disk Drive Assembly Throughput

In this section, we review one possible approach to improve manufacturing

e�ciency using the rule for faulty disk drive detection. The RunIn test is a

particular bottleneck in the assembly process. When a disk drive is ready

for RunIn, it is packed with others in a testing bin, six to a bin. The 6-pack

bin performs RunIn on all six disk drives and is unloaded when all drives in

the bin have completed their tests. A bad disk drive will �nish sooner than

a normal disk drive. Although the six disk drives are tested in parallel, the

bin can not be unloaded until disk drive testing has been completed for all
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Figure 3: Bad Drives Detected as a Fraction of Actual Total Bad Disk Drives

six disk drives. If the 6-pack testers can be loaded with bad disk drives, the

test process may terminate more quickly, reducing the test queue bottleneck.

Predicting the pass or failure of RunIn corresponds to the determination

of a bad disk drive without identifying the failing component. Time may

be saved by packing only bad disk drives in the 6-pack bin. Because a bad

drive �nishes RunIn much earlier than a good drive, a 6-pack loaded with

only bad drives will terminate earlier than one which has a combination of

good and bad drives. Currently, the probability of loading a six-pack with

all bad drives is essentially 0.

Assuming that the desired predictive value is to be at least 90% (in the

original sample), the proper value for X can be determined and the number

of bad disk drives that may be detected can be calculated. It is likely that

by using a rule of this type, the throughput of the 6-pack RunIn process

can be improved. Currently, the probability of having a 6-pack bin loaded

with all bad drives is essentially 0. If a 6-pack is loaded with disk drives

satisfying this rule, the probability is > 0:5 that all the disk drives are bad.
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Figure 4: Proposed Test Scenario

About 8% of the bad disk drives satisfy this rule. The actual economies of

disk drive screening would depend on numerous factors including the time

savings, scheduling, and the number of available 6-packs. The proposed

modi�cation to the testing scenario is illustrated in Figure 4.

2.5 Signi�cance of Results for Disk Drive Assembly Quality

Control

A massive amount of data was available for performing our experiments.

The two samples that we examined were about 200MB in size. They repre-

sent a small fraction of the total data. The high dimensionality of the data

(over 600 features per sample) adds a degree of complexity to the analy-

sis. The bulk of these features represent electrical, mechanical, and digital

measurements. As is the case with any recordings of this nature, they are

potentially prone to noise as well as calibration problems. Our current at-

tempt has focused on combining some preliminary feature analysis with the
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more widely-used classi�cation methods.

Five classi�cation methods were tried; Linear Discriminant, k-Nearest

Neighbor, Neural Network, Tree Classi�cation, and Rule Induction. Using

these methods and the sample data and feature set, we performed numerous

simulation experiments that suggest the following conclusions:

1. The elimination of the RunIn test for all or some disk drives is not

feasible.

2. About 8% to 9% of the bad disk drives can be detected with greater

than 80% certainty.

The �rst result was fully consistent with our expectations. We did not

expect to �nd that the manufacturing engineers had needlessly been using

expensive tests when in fact the inexpensive tests could provide the same

information. On the other hand, the amount of human e�ort e�ort expended

in the data analysis is minimal, and the cost of computer processing pales

in comparison with typical knowledge acquisition e�orts. Thus, exploring

the possibility of eliminating RunIn was a reasonable investigation.

The complete elimination of the RunIn test requires perfect classi�ca-

tion. Bad disk drives cannot be shipped so all expected normal disk drives

must be tested by RunIn. Good disk drives cannot be sent back for re-

work because rework is even more expensive than RunIn. The experiments

strongly suggest that perfect accuracy in classi�cation cannot be achieved

using solely the measurements from the three inexpensive groups of tests. If

however, one wishes to pursue further experiments, future directions might

include the application of disk drive manufacturing knowledge in conjunc-

tion with statistical and information theoretic methods to come up with a

more meaningful feature subset. Variations on the distance metric in the k-

nearest neighbor technique, or in neural network topologies are also possible

alternate experiments to undertake. However, the consistent results that

we obtained across an entire family of well known and powerful methods

suggest that not much more may be gained without stronger features, i.e.

more relevant test measurements of the disk drives during the manufacturing

process.
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3 Case Study 2: Finding Chronic Problems in

Large-Scale Communications Networks

With the increasing size and complexity of modern communications net-

works, there is a commensurate need for intelligent systems to help manage

and maintain them. It is desired that these systems analyze and resolve

problems in the network automatically. In addition, they should identify

potentially serious problems before they degrade, thus greatly improving

the reliability and quality of the network. The magnitude of this task is

extremely large. A network such as AT&T's world-wide network is a mas-

sively interconnected structure of a large number of complex devices with

over a million di�erent paths or circuits. During any day, billions of trans-

missions are made over the network. Many sophisticated computer systems

and devices interact to achieve the extreme reliability that AT&T maintains

over its network.

There are various aspects of managing and maintaining such a network,

ranging from managing the resources and tra�c to troubleshooting di�erent

kinds of problems in the network. Many computer systems have been built

to automate the management and maintenance of networks. Speci�cally,

systems have been built to automate the diagnosis and repair of transmis-

sion problems in the network. These earlier methods have concentrated on

incorporating knowledge obtained from domain experts in rule-based sys-

tems to troubleshoot problems. These systems focussed on resolving hard

failures that had occurred in the past. Increasingly, there is a demand for

maintaining the network proactively. This includes the ability to predict

problems that are likely to persist, and to predict those problems that are

likely to degrade. This is a very important aspect in maintaining a high

level of quality and reliability in the network.

Proactive maintenance of the network can be accomplished by monitor-

ing the performance of the network continuously over time and identifying

patterns that are indicative of future problems. Monitoring network perfor-

mance involves analyzing extremely large amounts of diagnostic data that

varies with time. In this part of the paper, we will describe our analysis of

data from transmission problems in AT&T's world-wide network.

The Application Domain

We will �rst provide a brief background of the domain, starting with a com-

munications network. A communications network can be considered to have
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many terminal nodes, each of which can communicate with others through

devices such as switches, multiplexers, cross-connects, etc. Network opera-

tion systems (NOS) exist in the network to support provisioning, mainte-

nance, operation, administration and management functions for the network

and for individual network components. A circuit can be considered as a

path between two terminal nodes, which contains network components and

links. Transmission problems on a circuit are seen by several of the network

components through which the circuit connects. In a large network, such

as AT&T's communications network, the ratio, of diagnostic data generated

by various network components to the root problem that is responsible for

them, is large.

The di�erent types of problems in the network can be broadly catego-

rized into two classes, transient and non-transient. Transient transmission

problems are very common in the network, yet their behavior and causes are

not completely understood. Part of the di�culty in understanding them is

related to separating the wheat from the cha�, that is, in learning to ignore

glitches that will not be repeated and focusing instead on those transient

problems that will recur (chronics). Chronics not only a�ect the quality of

communications when they recur but also indicate degradation and poten-

tial future failures in the network. Thus it is an important and challenging

problem to identify these chronics and isolate their causes.

Diagnostic procedures that attempt to resolve transient problems must

rely on large volumes of historical information and a more complex analysis

of patterns of behavior. One novel approach to diagnosing transient faults

is found in an AT&T system known as SCOUT[13]. Using historical and

topological information, SCOUT �nds speci�c related circuits that share

common patterns of faulty behavior. Typically, these are di�cult transient

problems, multiple circuit problems, or even forms of chronic faulty behavior.

In this study, we considered a related form of analysis of chronic behavior:

the performance of the complete AT&T network over time. The objective

is to determine whether there are patterns of behavior over the network

such that it can be predicted that the faulty behavior will continue in the

immediate future.

The sample size in this analysis numbers in the tens of thousands of cases.

Looking for patterns of behavior in such large volumes of data can only

be accomplished by computer analysis using machine learning techniques,

possibly resulting in new information that cannot be obtained by typical

human experience.
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3.1 Methods and Procedures

Describing the Goals and Measurements

The circuit-related questions that were outlined in the previous sections need

to be posed in a standard classi�cation format, so that a number of inter-

esting analytical techniques that are available can be applied. Prediction

models that can be applied to a standard classi�cation problem include de-

cision trees, decision rules, statistical linear discriminants, neural nets and

nearest neighbor methods. In the standard classi�cation format, samples of

cases are obtained. For each case, identical measurements are taken, and at

least one of these measures is the class label. Methods are applied which

attempt to �nd patterns for one class that di�er from other classes.

For our problem, the class label is chronic failure on a circuit, a concept

that has been de�ned in previous sections. The goal is to predict that

current failures will continue to occur. We must also take into account

that these failures are often transient, and that failures will likely not occur

continuously in the future. Instead, a failure may occur in the future, but

the occurrence may also be transient. Periods of time that are reasonably

close to the current period are of interest.

The measurements that are used for prediction must summarize histori-

cal information. These measurements are recorded each time a fault occurs.

Not all measurements are recorded for every fault, only those that directly

measure the fault process. Faults are often transient, so the trends for a

period of time must be measured. It is quite possible that many faults will

occur for a short time, but these faults are not necessarily chronic. They

can be �xed and do not reappear in the immediate future. Measurements

must be speci�ed that are useful in predicting the target concept, that is,

future failures on the circuit.

This time-dependent problem was mapped into a standard classi�cation

format by the use of �xed time windows. Historical information for circuits

was examined over a consecutive period of time, and this time period was

divided into two windows, Wa and Wb. The objective was to use the

measurements made in Wa to predict that problems will occur in Wb. We

considered both our knowledge of the application and experimental data to

arrive at reasonable sizes for each of the two windows. The windows were

also divided into sub-units based on time, which we will refer to as a time

unit. We will refer to the size of Wa as Ta time units, and the size of Wb
as Tb time units.
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There are many reasonable measurements that can be taken over time.

Assuming a fault occurs, an alarm or exception is noted. Included in the

possibilities of measurements are the number of times such an event occurs,

the average number of times an event occurs during a time unit, or the

number of time units during which the event occurs. Also included in the

measurements are the subsection of the network in which the events are

observed. We de�ned 30 performance features for this problem, based on

the variation of diagnostic or telemetry data over time and over space.

For this application, a large number of samples were obtained from the

operating communications network. It was not feasible to try every varia-

tion of these methods on the entire set of samples. Instead, we performed

some smaller experiments to see whether one approach o�ered an advan-

tage over the others. The results of these experiments are discussed below.

Overall, for this application, nearest neighbor methods and statistical linear

discriminants performed poorly. Neural nets and decision rules or trees were

competitive, with a small edge for decision rules.

In experiments on the complete data sets, representing all circuit prob-

lems in the network over a �xed period, we relied mostly on rule induction.

In our study, we emphasized rule induction[15].

It is quite possible that tuning many of the alternative methods could

result in somewhat improved results for each method. However, based on

our knowledge of the application, there are a number of reasons why the

rule induction method appears most appropriate:

1. The objective is to extract new information from the data. The hope is

that we can gain insight into the performance of the network. Decision

rules have the strongest explanatory capabilities of the cited models.

2. We know in advance that this is a noisy environment. Perfect classi-

�cation can be achieved on all samples only when chronic behavior is

entirely consistent. This is not likely with all the e�orts toward high

reliability and the transient nature of many problems. Thus the expec-

tation is to �nd a subset of conditions that are highly reliable predictors

of chronic failure.

3. Most of the measurements are ordered discrete variables. They are

not continuous. Patterns of these types of measurements are usually

e�ectively described in terms of the greater than or less than operators

which are used by the rule induction model.

4. The minimum error solution is not necessarily the best solution. Be-

cause we are trying to extract new information, the preferred solution
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consists of the highest predictive rules even if they cover fewer cases.

The preference is also for simple rules that enhance our understanding

of network performance.

Given that the expectation is for predictions that cover only a partial

number of chronic problems, decision rules most naturally model the parti-

tioning of data. The e�cacy of the individual rules can then be tested on

independent test data.

Testing the Decision Model

The central method for building a predictive model is to learn from samples

and test on independent data. In many applications, there is a relative

shortage of data. In these situations, a compromise is made by randomly

partitioning the data into training and test sets. In our application, we had

a large number of samples. Training was performed on a random subset

of data for a time period, and some preliminary testing was done on the

remaining data. Once a solution was found, further rigorous testing was

performed by testing the solution on additional data from subsequent time

periods.

3.2 Comparative Results for Alternative Learning Models

In this section, we describe the results that were obtained in identifying

chronic problems. We have also provided the results of our comparison of

various learning methods as applied in this case.

We examined the historical records for several months during late 1992

and the �rst half of 1993. These samples were taken from the complete

AT&T network, and covered all of the transmission problems encountered.

When compared to the billions of transmissions during a month and the

size of the network, the number of problems is quite small. However, from a

sampling perspective, we had a large sample, consisting of tens of thousands.

Of these circuits, between 5 and 10% ful�lled our de�nition of chronic, that

is, they had faults during at least half the time units during Wb.

Although we concluded that rule induction was the preferred learning

method for this application, we performed several experiments to evaluate

its competitiveness with alternative learning models. Table 3 summarizes

the results. One third of the cases were randomly selected for testing, and

the error rates in the table are based on test case performance.
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Method Error Rate(%)

Prior 6.4

Linear discriminant 6.4

Nearest neighbor 5.6

Neural net 4.7

Decision tree 4.5

Decision rules 4.4

Table 3: Comparative Results for Alternative Learning Methods

Simply choosing the largest class gives an error rate of 6.4%. The linear

discriminant (Fisher's) that we used was the standard parametric discrim-

inant found in statistical packages. We used it with feature selection. It

is not unusual that this method does not perform well in a low prevalence

situation.

Nearest neighbor methods are greatly a�ected by noisy variables. This

result is for k=1 and Euclidean distance.

The three remaining techniques were relatively close for this experiment.

The decision tree was induced by CART, and the decision rules by Swap-

1. The neural net was a standard backpropagation network, with a single

hidden layer. Con�gurations were considered with from 0 to 6 hidden units,

with the best test error rate for 0 hidden units.

3.3 Results for Predicting Chronic Circuit Problems

We now return to the central task, namely, whether we can predict chronic

problems, that is, problems that will continue in the immediate future. We

were able to �nd rule sets that were predictive. The rule sets were able to

predict over 40% of the chronic problems with over 90% accuracy. The rule

set consists of combinations of conditions. If any of the conditions hold,

the problem is very likely to be chronic. The conditions were of the form

Featurei > ni, where Featurei is a performance feature based on the number

of time units during which an event of a type i occurs, and ni is an integer.

Figure 5 plots the performance of a highly predictive rule set over the course

of several time periods.
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Figure 5: Predictive Performance of Rule Set Predicting Chronic Problems

3.4 Signi�cance of Results for Predicting Chronic Network

Faults

If all problems in communication networks were either transient or quickly

repaired, it would not be necessary to detect chronic problems. However,

chronic problems do occur. Identifying patterns of these problems is critical

in characterizing problems that are not detected and repaired quickly. In

our analysis, we found that the number of time units over which events oc-

curred was signi�cant in determining the likelihood that the problem would

continue in the future. These rules suggest a form of momentum or inertia

for chronic fault problems. There are a number of rationales for the validity

of this form of analysis:

� Not all faults have this momentum to the same degree. We have iden-

ti�ed those measurements that are predictive along with the corre-

sponding thresholds, that is, the number of time units of faults during

a window for which they are predictive.
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� Of particular importance, any circuit that exhibits this behavior will

likely continue this behavior. Thus, if the goal is to maximize reliabil-

ity, circuits exhibiting these characteristics should be given priority in

diagnosis and repair.

By tracking the problems that were identi�ed as chronic into the future,

that is, after they have been recognized as chronic by our method, we are

able to show that these problems generated a signi�cant percentage of error

messages that are reported in the future. Thus the predictions using our

method will be able to improve the performance of the network, reduce

overhead in maintaining the network, reduce customer a�ecting incidents,

and prevent potential loss of business.

4 Concluding Remarks

Increasingly, high volume domain speci�c data is being made available for

knowledge engineering activities across a broad range of applications [1, 6].

There is great potential for using this corpus of data for analysis and induc-

tion of hidden knowledge. The high dimensionality of these large data sets

will make the application of many classi�cation techniques more complex

than usual. For these applications, often with many weak or even useless

features, machine learning techniques may provide a useful means for iso-

lating the predictive measurements.

In this paper, we have considered two real world applications. Both are

characterized by high-dimensional data. In each case, we were able to infer

new knowledge that augments knowledge based on current human expertise.

In the �rst case study, the results of the rule induction experiments

provided a good starting point for developing a metric for detecting a subset

of the bad disk drives. This was made possible by the fact that the outputs of

a rule induction system are parsimonious and interpretable. This permitted

us to perform further analyses on the induced rule set to extract a promising

sub-component. The fact that such analyses are possible make rule induction

methods an excellent choice when explanations of decisions are critical.

The results of the disk drive analysis allow for a subset of the bad disk

drives to be detected with high likelihood, prior to the expensive RunIn

test. The nature of the RunIn test and the fact that this is a high volume

operation, suggest that even the application of this simple test may result

in a sizable reduction of the total manufacturing costs, in absolute terms.
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In the second case study, we considered a highly complex communica-

tions network, and analyzed its behavior over time. To evaluate network

performance, we have developed measurements that are sampled for the

complete network during regular time periods. The analysis did produce

strong predictors. Our method can be very useful in the diagnosis of prob-

lems in networks and in improving the performance of networks.

Both case studies involved intensive computer processing of very large

volumes of data. In both objectivity and pattern matching capability, such

e�orts are clearly beyond the capabilities of human processing and expe-

rience. With increasing volumes of data and computing capabilities, the

application of compute-intensive learning models may have an increasingly

strong impact on real world applications.
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