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ABSTRACT

Recently mining datastreamswith conceptdrifts for actionable
insightshasbecomean importantandchallengingtaskfor a wide
rangeof applicationsncluding credit cardfraud protection target
marketing, network intrusiondetection,etc. Conventionalknowl-
edgediscovery tools arefacingtwo challengesthe overwhelming
volumeof the streamingdata,andthe conceptrifts. In this paper
we proposea generalframevork for mining concept-driftingdata
streamsusingweightedensemblelassi ers. Wetrainanensemble
of classi cation models,suchas C4.5, RIPPER,nave Bayesian,
etc., from sequentiathunksof the datastream. The classi ersin
theensemblarejudiciouslyweightedbasedntheirexpectecclas-
si cation accurag onthetestdataunderthetime-evolving erviron-
ment. Thus,theensembl@pproachimprovesboththeefciency in
learningthe modelandthe accurayg in performingclassi cation.
Our empirical study shavs that the proposedmethodshave sub-
stantial advantageover single-classi erapproachesn prediction
accurag, andthe ensembldramenvork is effective for a variety of
classi cationmodels.

1. INTRODUCTION

Thescalabilityof datamining methodss constantlybeingchal-
lengedby real-time productionsystemshat generatédremendous
amountof dataat unprecedentedates. Examplesof suchdata
streamdnclude network eventlogs, telephonecall records,credit
cardtransactionalo ws, sensoringandsuneillancevideo streams,
etc. Otherthanthehugedatavolume,streaminglataarealsochar
acterizecdby theirdrifting conceptsin otherwords,theunderlying
datageneratingnechanismor theconcepthatwetry to learnfrom
thedata,is constantlyevolving. Knowledgediscorery onstreaming
datais aresearchopic of growing interesf{1, 4, 7, 19]. Thefunda-
mentalproblemwe needto solwe is thefollowing: givenanin nite
amountof continuousneasurementsow dowe modelthemin or-
derto capturetime-evolving trendsandpatternsn the streamand
malke time-critical predictions?

Hugedatavolumeanddrifting conceptarenotunfamiliar to the
datamining community Oneof thegoalsof traditionaldatamining
algorithmsis to mine modelsfrom large databasewith bounded-
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memory This goalhasbeenachiezed by anumberof classi cation
methodsjncluding Sprint[21], BOAT [14], etc. Neverthelessthe
factthatthesealgorithmsrequiremultiple scanf thetrainingdata
malestheminappropriaten thestreamingdataenvironmentwhere
theexamplesarecomingin ata higherratethanthey canberepeat-
edlyanalyzed.

Incrementabr online datamining methodg25, 14] areanother
optionfor mining datastreamsThesemethodscontinuouslyrevise
andre ne amodelby incorporatingnew dataasthey arrive. How-
ever, in orderto guaranteghatthe modeltrainedincrementallyis
identicalto themodeltrainedin the batchmode,mostonline algo-
rithmsrely onacostlymodelupdatingorocedurewhichsometimes
malkesthelearningevenslower thanit is in batchmode.Recently
anefcient incrementatecisiontreealgorithmcalledVFDT is in-
troducedby Domingoset al [7]. For streamamadeup of discrete
type of data,Hoefding boundsguarante¢hatthe outputmodelof
VFDT is asymptoticallynearlyidenticalto thatof a batchlearner

Theabore mentionedalgorithms,includingincrementabndon-
line methodssuchasVFDT, all producea singlemodelthatrepre-
sentsthe entiredatastream.It suffersin predictionaccurag in the
presencef conceptdrifts. Thisis becausehe streamingdataare
notgeneratedy a stationarystochastigrocessindeed the future
exampleswe needto classifymayhave avery differentdistribution
from thehistoricaldata.

In orderto malke time-critical predictions,the model learned
from the streamingdatamustbe ableto captureup-to-datetrends
andtransientpatternsin the stream. To do this, aswe revise the
modelby incorporatingnenv exampleswe mustalsoeliminatethe
effectsof examplesrepresentingutdatedconceptsThisis a non-
trivial task. The challengeof maintainingan accurateand up-to-
dateclassi erfor in nite datastreamswith concepdriftsincluding
thefollowing:

ACCURACY. It is dif cult to decidewhat are the exam-
plesthatrepresenbutdatecconceptsandhencetheir effects
shouldbe excludedfrom the currentmodel. A commonly
usedapproacthis to “forget' old examplesat a constantate.
However, a higherratewould lower the accurayg of the "up-
to-date'modelasit is supportedy alessamountof training
dataand a lower rate would make the model lesssensitve
to thecurrenttrendandpreventit from discoseringtransient
patterns.

EFFiCIENCY. Decisiontreesareconstructedh agreedydivide-
and-conquemannerandthey arenon-stable.Evena slight
drift of theunderlyingconceptsnaytriggersubstantiathanges
(e.g.,replacingold brancheswvith new branchesre-graving

or building alternatve subbranchesgj thetree,andseverely
compromisdearningef ciency.



EASE OF USE. Substantiaimplementationefforts arere-
quiredto adaptclassi cationmethodssuchasdecisiontrees
to handledatastreamswith drifting conceptsn anincremen-
tal mannef19]. Theusability of this approachs limited as
state-of-the-artearningmethodscannotbe applieddirectly.

In light of thesechallengeswe proposeusing weightedclassi-
er ensembleso mine streamingdatawith conceptdrifts. Instead
of continuouslyrevising a single model, we train an ensembleof
classi ersfrom sequentiatiatachunksin the stream.Maintaining
amostup-to-dateclassi er is not necessarilythe ideal choice,be-
causepotentiallyvaluableinformationmay be wastedby discard-
ing resultsof previously-trainedess-accuratelassi ers. We shov
that, in orderto avoid over tting andthe problemsof con icting
conceptstheexpirationof old datamustrely on datas distribution
insteadof only their arrival time. The ensembleapproachoffers
this capability by giving eachclassi er a weightbasedon its ex-
pectedpredictionaccurag on the currenttestexamples. Another

bene t of the ensembleapproachs its ef ciency andease-of-use.

In this paperwe alsoconsidelissuesn cost-sensitie learning,and
presentaninstance-basednsemblgruningmethodthatshawvs in
acost-sensitie scenarica prunedensemblaleliversthe samelevel
of bene tsastheentiresetof classi ers.

PaperOrganization. Therestof the paperis organizedasfol-
lows. In Section2 we discussthe dataexpiration problemin min-
ing concept-driftingdatastreamsIn Section3, we prove the error
reductionpropertyof theclassi erensemblén thepresencef con-
ceptdrifts. Section4 outlinesanalgorithmframework for solving
the problem. In Section5, we presenta methodthat allows usto
greatlyreducethe numberof classi ersin anensemblewith little
loss. Experimentsand relatedwork are shavn in Section6 and
Section?.

2. THE DATA EXPIRATION PROBLEM

Thefundamentaproblemin learningdrifting conceptss how to
identify in a timely mannerthosedatain the training setthat are
no longerconsistentith the currentconcepts Thesedatamustbe
discarded A straightforvard solution,which is usedin mary cur
rentapproachegiiscardsdataindiscriminatelyafter they become
old, thatis, aftera x ed periodof time T haspassedsincetheir
arrival. Although this solutionis conceptuallysimple, it tendsto
complicatethelogic of thelearningalgorithm.Moreimportantly it
createghefollowing dilemmawhich makesit vulnerableto unpre-
dictableconceptuathangesn thedata:if T is large, thetraining
setis likely to containoutdatecconceptsyhich reduce<lassi ca-
tion accurag; if T is small, thetraining setmay not have enough
data,and as a result, the learnedmodel will likely carry a large
variancedueto over tting.

We usea simple exampleto illustrate the problem. Assumea
streamof 2-dimensionabatais partitionedinto sequentiathunks
basedntheirarrival time. Let S; bethedatathatcamein between
timet; andt;.1 . Figurel shavsthedistribution of thedataandthe
optimumdecisionboundaryduringeachtime intenal.

The problemis: afterthe arrival of S, attime t3, what part of
thetrainingdatashouldstill remainin uential in the currentmodel
sothatthe dataarriving right aftert; canbe mostaccuratelyclas-
sied?

On one hand,in orderto reducethe in uence of old datathat
mayrepresenadifferentconceptwe shallusenothingbut themost
recentdatain the streamasthe training set. For instance usethe
trainingsetconsistingof S; only (i.e., T = t3  tp,dataS;, S are
discarded).However, asshawn in Figure 1(c), the learnedmodel
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Figure 1: data distrib utions and optimum boundaries

may carry a signi cant variancesinceS,'s insufcient amountof
dataarevery likely to be over tted.
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Figure2: Which training datasetto use?

The inclusion of more historical datain training, on the other
handmayalsoreduceclassi cationaccurag. In Figure2(a),where
S [ S (e, T =t ti1)isusedasthetraining set,we cansee
thatthediscrepang betweertheunderlyingconceptof S; andS;
becomesghe causeof the problem. Using a training setconsisting
of ;[ Si[ So(i.e., T =tz to) will notsolvetheproblemeither
Thus,theremaynotexistsanoptimumT to avoid problemsarising
from over tting andcon icting concepts.

We shouldnot discarddatathat may still provide usefulinfor-
mationto classifythe currenttestexamples.Figure2(c) shavs that
the combinationof S, and S, createsa classi er with lessover
tting or con icting-conceptconcerns.The reasonis that S, and
So have similar classdistribution. Thus,insteadof discardingdata
usingthe criteriabasedsolely on their arrival time, we shall make
decisionsbhasedon their classdistribution. Historical datawhose
classdistributionsaresimilar to thatof currentdatacanreducethe
varianceof the currentmodelandincreaseclassi cationaccurag.

However, it is anon-trivial taskto selecttrainingexampleshased
on their classdistribution. In this paper we shaw thata weighted
classi er ensembleenableasto achieve this goal. We rst prove,
in the next section,a carefully weightedclassi er ensembléouilt
on a setof datapartitionsS;; S,; ;' Sy is moreaccurateghana
singleclassi erbuilt onS; [ S, [ [ Sn. Then,wediscusshow
theclassi ersareweighted.

3. ERROR REDUCTION ANALYSIS

Givenatestexampley, aclassi er outputsf ¢ (y), the probability
of y beinganinstanceof classc. A classi er ensemblgoolsthe
outputsof several classi ersbeforea decisionis made. The most
popularway of combiningmultiple classi ersis via averaging24],



in which casethe probability outputof the ensemblés givenby:

X
(Em=g fo)

i=1

wheref ! (y) is the probability output of the i-th classi er in the
ensemble.

The outputsof a well trainedclassi er are expectedto approx-
imate the a posteriorclassdistribution. In additionto the Bayes
error, theremainingerror of the classi er canbe decomposeéhto
two parts,biasandvariance[15, 6]. More speci cally, givenatest
exampley, the probability outputof classi er G canbeexpressed
as:

fe) = plAy+ o+ o) @
addederrorfor y

wherep(cjy) is the a posterior probability distribution of classc
giveninputy, . isthebiasof G, and ¢(y) is thevarianceof G
giveninputy. In the following discussionwe assumehe error
consistsof varianceonly, asour major goalis to reducethe error
causedy thediscrepancieamongtheclassi erstrainedondiffer-
entdatachunks.

Assumean incoming datastreamis partitionedinto sequential
chunksof x edsize,S1;S,; Sy, with S, beingthemostrecent
chunk.Let G, Gy, andEy denotethefollowing models.

G : classierlearnedrom trainingsetS;;

Gk : classi erlearnedrom thetraining setconsistingof
thelastk chunksS, «+1 [ [ Sn;

Ex : classi erensembleonsistingof thelastk classi ers
G ks 1 Gh

classification
erroron'y

o)
- - - - - - - >
5 6 E G stream
test
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Figure 3: Models' classi cation error on testexampley.

In the concept-driftingenvironment,modelslearnedup-stream
may carry signi cant varianceswhenthey are appliedto the cur-
renttestcaseqFigure 3). Thus,insteadof averagingthe outputs
of classi ersin the ensemblewe usethe weightedapproach.We
assigneachclassi er G aweightw;, suchthatw; is reverselypro-
portionalto G's expectederror (when appliedto the currenttest
cases). In Section4, we introducea methodof generatingsuch
weightsbasedon estimatedclassi cation errors. Here, assuming
eachclassi eris soweighted we prove thefollowing property

E« producesa smallerclassi cationerror thanGy, if classi ers
in Ex areweightedbytheir expectectlassi cationaccuiacyonthe
testdata.

Figure 4: Error regionsassociatedwith approximating the a
posterioriprobabilities [24].

We provethispropertythroughbias-\ariancedecompositiomased
on Tumerswork [24]. The Bayesoptimumdecisionassigns to
classi if p(cijx) > p(ckjx); 8k 6 i. Thereforeasshavn in Fig-
ure4, theBayesoptimumboundanyis theloci of all pointsx such
thatp(cijx ) = p(gjx ), wherej = argmax, p(ckjx ) [24].
Thedecisionboundaryof ourclassi ermayvary from theoptimum
boundary In Figure4,b= x, x denotegzheamountby which
the boundaryof the classi er differs from the optimumboundary
In otherwords, patternscorrespondingo the darkly shadedegion
areerroneouslylassi edby theclassi er. Theclassi erthusintro-
ducesanexpectederror Err in additionto the error of the Bayes
optimumdecision:

z 1
Err = A(b)f,(b)db
whereA (b) is the areaof the darkly shadedegion, andfy, is the
densityfunction for b. Tumeret al [24] provesthat the expected
addederrorcanbeexpressedy:

2
Err = S 2)

wheres = p%gjx ) p%cijx ) is independenof the trained
modef, and 2 denoteghevarianceof c(x).

Thus,givenatestexampley, the probability outputof thesingle
classi er Gx canbeexpresseds:

fE(y) = p(ay) + 2(y)
Assumingeachpartition S; is of the samesize, we study Zg,
thevarianceof 2(y). If eachS; hasidentical classdistribution,
thatis, thereis no conceptuadrift, thenthe single classi er Gy,

whichis learnedrom k partitions,canreducethe averagevariance
by afactorof k. With the presencef conceptuadrifts, we have:

1 X
E i ®
i=n k+1
For the ensembleapproachywe useweightedaveragingto com-

bine outputsof theclassi ersin theensembleThe probability out-
putof theensemblés givenby:

: X
wife(y)= Wi (4)
i=n k+1
"Here,p%c; j ) denoteghederivative of p(g;j ).

f&(y) =

i=n k+1




wherew; is theweightof thei-th classi er, whichis assumedo be
reverselyproportionalto Err; (cis aconstant):

c
Wi = —- ®)
The probabilityoutputE (4) canalsobeexpresseds:
fe (y) = pdy) + ()
where

Wi ¢(y)= Wi
i=n k+l1

cy) =

i=n k+l1
Assumingthevarianceof differentclassi ersareindependentyve
derive thevarianceof £ (y):

X xo
E = R w;)? (6)
i=n k+l1 i=n k+1

2

We usethe reverseproportionalassumptiorof (5) to simplify (6)
to thefollowing:

X
25 = 1= — (7)
i=n k+1 L
It is easyto prove:
X X 1
2 2
: = kK
i=n k+1 i=n k+1 S
or equivalently:
. X 1 1 X >
B 2 k2 ¢
i=n k+1 A i=n k+1

which basedn (3) and(7) means:

2 2
E
c

oaQ

andthus,we have proved:
Err®  Err®

This means,comparedwith the single classi er Gk, which is
learnedfrom the examplesin the entirewindow of k chunks,the
classi er ensembleapproachs capableof reducingclassi cation
errorthrougha weightingschemawvherea classi er's weightis re-
verselyproportionalto its expectederror.

Note that the abore property doesnot guaranteghat Ex has
higheraccurag thanclassi erG; if j < k. Forinstanceif thecon-
ceptdrifts betweerthe partitionsaresodramaticthatS, 1 andS,
representotally con icting conceptsthenaddingG, 1 in decision
making will only raiseclassi cation error A weighting scheme
shouldassignclassi ers representingotally con icting concepts
nearzero weights. We discusshow to tune weightsin detail in
Sectiord.

4. CLASSIFIER ENSEMBLE FOR DRIFT-
ING CONCEPTS

The proof of the error reductionpropertyin Section3 shaved
thata classi er ensemblecanoutperforma singleclassi er in the
presencef conceptdrifts. To applyit to real-world problemswe
needto assignan actualweight to eachclassi er that re ects its
predictive accurag onthecurrenttestingdata.

4.1 Accuracy-WeightedEnsembles

The incomingdatastreamis partitionedinto sequentiathunks,
S S, ; Sh, with Sy beingthemostup-to-datechunk,andeach
chunkis of thesamesize,or ChunkSize . Welearnaclassi erG
foreachS,i 1.

Accordingto theerrorreductionproperty giventestexamplesT ,
we shouldgive eachclassi er G aweightreverselyproportionalto
the expectederror of G in classifyingT. To do this, we needto
know theactualfunctionbeinglearnedwhichis unavailable.

We derive the weight of classi er G by estimatingits expected
predictionerror on the testexamples. We assumehe classdistri-
bution of S, , the mostrecenttraining data,is closestto the class
distribution of the currenttestdata. Thus,the weightsof the clas-
si ers canbe approximatedy computingtheir classi cationerror
onsSy.

More speci cally, assumehatS, consistof recordsn theform
of (x; €), wherec is thetrue labelof therecord.G's classi cation
errorof example(x; ¢) is1 f((x), wheref (x) is theprobability
givenby G thatx is aninstanceof classc. Thus,the meansquare
errorof classi er G canbeexpressedy:

1

X .

MSE = — 1 fix)?
]Snj (x;c)2Sh

Theweightof classi erG shouldbereverselyproportionato MSE .
Ontheotherhand,aclassi er predictsrandomly(thatis, theproba-
bility of x beingclassi edasclassc equalgo c's classdistributions
p(c)) will have meansquareerror:
p(a1

MSE; = p(c)?

Cc

Forinstanceijf c 2 f0; 1g andtheclassdistributionis uniform,we
have MSE;, = :25. Sincearandommodeldoesnot containuseful
knowledgeaboutthe data,we useMSE , the errorrateof theran-
domclassi erasathresholdn weightingtheclassi ers. Thatis, we
discardclassi erswhoseerroris equalto or largerthanMSE; . Fur-
thermore to make computationeasy we usethe following weight
w; for classierG:

wi = MSE  MSE ®

For cost-sensitie applicationssuchascredit cardfraud detection,
we usethebene ts (e.g.,total fraud amountdetectedpchieved by
classi er C; onthemostrecentrainingdataS, asits weight.

predictf raud | predict: f raud
actualf raud t(x) cost 0
actual: f raud cost 0

Table 1: Bene t matrix b..co

Assumethe bene t of classifyingtransactiorx of actualclassc
asacaseof classc® is b, o(x). Basedon the bene t matrix shavn
in Table1 (wheret(x) is the transactioramount,and cost is the
fraudinvestigationcost),thetotal bene tsachievedby G is:

X X :
b = bc;co(x) fco(X)
(x;c)2Sy «¢9
andwe assignthefollowing weightto G :
wi = b b (9)

whereb: is the bene ts achieved by a classi er that predictsran-
domly. Also, we discardclassi erswith 0 or negative weights.



Sincewe arehandlingin nite incomingdata o ws,wewill learn
anin nite numberof classi ersover thetime. It is impossibleand
unnecessaryo keepanduseall the classi ersfor prediction. In-
stead,we only keepthetop K classi erswith the highestpredic-
tion accurag on the currenttraining data. In Section5, we dis-
cussensemblepruningin moredetail and presenta techniquefor
instance-basegruning.

Algorithm 1 givesanoutlineof the classi er ensemblepproach
for mining concept-driftingdatastreams.Wheneer a nev chunk
of datahasarrived, we build a classi er from the data, and use
the datato tune the weightsof the previous classi ers. Usually,
ChunkSize is small(our experimentsusechunksof sizeranging
from 1,000to 25,000records) andthe entirechunkcanbe heldin
memorywith ease.

Thealgorithmfor classi cationis straightforvard,andit is omit-
tedhere.Basically givenatestcasey, eachof theK classi ersis
appliedony, andtheir outputsarecombinedthroughweightedav-
eraging.

Input: S: adatasebf ChunkSize fromtheincomingstream
K : thetotal numberof classi ers
C: asetof K previously trainedclassi ers

Output: C: asetof K classi erswith updatedveights

train classi er C° from S;
computeerrorrate/ bene tsof C° via crossvalidationon S;
derive weightw® for C° using(8) or (9);
for eath classierG 2 Cdo
applyG onS toderve MSE; orh;
L computew; basedn (8) and(9);

C K ofthetopweightedclassi ersin C [ fCY%;
returnC;

Algorithm 1: A classi er ensembleapproachfor mining
concept-driftingdatastreams

4.2 Complexity

Assumethe compleity for building a classi er on a datasetof
sizes is f (s). The compleity to classifya testdatasetin order
to tuneits weightis linearin the size of the testdataset. Suppose
the entiredatastreamis dividedinto a setof n partitions,thenthe
compleity of Algorithm 1is O(n f (s=n) + K s), wheren
K. On the otherhand, building a single classi er on s requires
O(f (s)) . Formostclassi eralgorithmsf (') is supetlinear, which
meangheensembl@pproachs moreef cient.

5. ENSEMBLE PRUNING

A classi erensembleombinegheprobabilityor thebene tout-
putof asetof classi ers.Givenatestexampley, weneedo consult
every classi er in the ensemblewhich is oftentime consumingn
anonlinestreamingervironment.

5.1 Overview

In mary applicationsthe combinedresultof the classi ersusu-
ally cornvergesto the nal valuewell beforeall classi ersarecon-
sulted. Thegoalof pruningis to identify a subsebf classi ersthat
achievesthe sameevel of total bene tsastheentireensemble.

Traditionalpruningis basedn classi ers' overall performances
(e.g.,averageerrorrate,averagebene ts, etc.). Severalcriteriacan
be usedin pruning. The rst criterionis meansquareerror The

goalis to nd asetof n classi ers that hasthe minimum mean
squareerror. The secondapproachfavors classi er diversity, as
diversity is the major factorin error reduction. KL-distance,or
relative entropy, is a widely usedmeasurdor differencebetween
two distributions. TheKL-distancebetweertwo distributionsp and
gisdenedasD(pjjg) = , p(x)logp(x)=q(x). In ourcasep

andq arethe classdistributionsgiven by two classi ers. Thegoal
is thento nd the setof classi ers S that maximizesmutual KL-

distances.

It is, however, impracticalto searchfor the optimal setof clas-
si ers basedon the MSE criterion or the KL-distancecriterion.
Evengreedymethodsaretime consumingthe compleities of the
greedymethodsof the two approacheare O(jTj N K) and
O(jTj N K ?2) respectiely, whereN is thetotal numberof avail-
ableclassi ers.

Besidesthe compleity issue,the abore two approacheslo not
applyto cost-sensitie applications.Moreover, the applicability of
theKL-distancecriterionis limited to streamswith no or mild con-
ceptdrifting only, sinceconcepdrifts alsoenlagetheKL-distance.

In thispaperwe applytheinstance-basegruningtechnique11]
to datastreamswith conceptuadrifts.

5.2 InstanceBasedPruning

Cost-sensitie applicationsusually provide higher error toler-
ance. For instance,in credit card fraud detection,the decision
thresholdof whetherto launchaninvestigationor notis:

p(fraudy) t(y) > cost

wheret(y) is theamountof transactiory. In otherwords,aslong
asp(fraudy) > cost=t(y), transactiory will beclassi edasfraud
no matterwhatthe exactvalue of p(fraudy) is. For example,as-
sumingt(y) = $900 cost = $90, both p(fraudy) = 0:2 and
p(fraudy) = 0:4 resultin thesameprediction.This propertyhelps
reducethe“expected’numberof classi ersneededn prediction.

We usethefollowing approachor instancébasecensemblgrun-
ing [11]. For a givenensembleS consistingof K classi ers, we
rst ordertheK classi ershytheirdecreasingveightinto a“pipeline”.
(Theweightsaretunedfor themost-recentrainingset.) To classify
atestexampley, theclassi er with the highestweightis consulted
rst, followed by other classi ersin the pipeline. This pipeline
procedurestopsassoonasa “con dent prediction”canbe madeor
thereareno moreclassi ersin thepipeline.

More speci cally, assumehat G ; 1 G aretheclassi ersin
the pipeline,with G, having the highestweight. After consulting
the rst k classiersG; ; G, we derive the currentweighted
probabilityas:

¥, wi pi(fraudx)

P
K
iz Wi

Fx (X) =

The nal weightedprobability derived after all K classi ersare
consultedjs Fk (x). Let k(x) = Fk(x) Fk (x) betheerror
at stagek. The questionis, if we ignore (x) anduseF(x) to
decidewhetherto launcha fraud investigationor not, hov much
con dencedo we have thatusingFk (x) would have reachedhe
samedecision?

Algorithm 2 estimateshecon dence.We compute¢hemeanand
the varianceof (x), assuminghat (x) follows normaldistri-
bution. The meanandvariancestatisticscanbe obtainedby eval-
uatingF (:) onthe currenttraining setfor every classi er G.. To
reducethe possibleerror range,we studythe distribution undera
ner grain. We divide [0; 1], the rangeof Fy (), into  bins. An
examplex is putinto bini if Fx(x) 2 [L; ®L). We thencom-



pute «; and ¢, themeanandthe varianceof the errorof those
trainingexamplesin bini at stagek.

Algorithm 3 outlinesthe procedureof classifyingan unknavn
instancey. We usethefollowing decisionrulesafterwe have ap-
plieéjthe rst k classi ersin the pipelineoninstancey:

< Fk(y) ki t ki > cost=t(y); fraud
Fe(y)+ «i+t i cost=t(y); non-fraud (10)
otherwise uncertain

wherei isthebiny belonggo, andt isacon denceinternal param-
eter Underthe assumptiorof normaldistribution,t = 3 delivers
acon denceof 99.7%,andt = 2 of con dence95%. Whenthe
predictionis uncertainthatis, theinstancefalls out of thet sigma
region, the next classi er in the pipeline, G+1 , is emplgred, and
the rules are appliedagain. If thereareno classi ersleft in the
pipeline, the currentpredictionis returned. As a result,an exam-
ple doesnot needto useall classi ersin the pipelineto computea
con dent prediction. The “expected”’numberof classi erscanbe
reduced.

Input: S: adatasebf ChunkSize fromtheincomingstream
K : thetotal numberof classi ers
: numberof bins
C: asetof K previously trainedclassi ers
Output: C: asetof K classi erswith updatedveights
; : meanandvariancefor eachstageandeachbin

train classi er C° from S;
computeerrorrate/ bene tsof C°via crossvalidationon S;
derive weightw® for C° using(8) or (9);
for eath classi er G 2 Cdo
applyGc onS to derive MSE or b;
| computewy basedon (8) and(9);

C K ofthetopweightedclassi ersin C[ fCY%;
foreathy 2 Sdo

computeFy (y) fork = 1, ;K;

y belongsto bin (i; k) if Fi(y) 2 [L; ZL);
| incrementallyupdates ix and i for bin (i; k);

Input: y: atestexample
t: con dencelevel
C: asetof K previously trainedclassi ers

Output: predictionof y'sclass

LetC= fCy1; ;Ggwithw; wj fori < j;
Fo(y) O
w 0;
fork = f1; ;Kgdo
Fk(y) Fr 1 w+wy pg(fraudjx),

W+ Wy !
w W+ Wy,

leti bethebiny belongso;
applyrulesin (10)to checkif y isint- region;
return fraud/non-fraudf t- con denceis reached;
if Fk (y) > cost=t(y) then
| return fraud;

else
| return non-fraud;

Algorithm 2: Obtaining «; and . during ensemblecon-
struction

5.3 Complexity

Algorithm 3 outlinestheproceduref instancebasedpruning. To
classifyadatasebf sizes, theworstcasecompleity is O(K s). In
the experimentswe shav thatthe actualnumberof classi erscan
bereduceddramaticallywithout affectingthe classi cationperfor
mance.

The costof instancebasedpruningmainly comesfrom updating

ki and ﬁ;i for eachk andi. Thesestatisticsareobtainedduring
trainingtime. The procedureshavn in Algorithm 2 is animproved
versionof Algorithm 1. The complity of Algorithm 2 remains
O(n f (s=n)+ K s) (updatingof thestatisticostsO(K s)), where
s is thesizeof thedatastreamandn is the numberof partitionsof
the datastream.

6. EXPERIMENTS

We conductedxtensie experimentson both syntheticandreal
life datastreams.Our goalsareto demonstrate¢he errorreduction
effectsof weightedclassi er ensemblesto evaluatethe impactof

Algorithm 3: Classi cationwith InstanceBasedPruning

the frequeng and magnitudeof the conceptdrifts on prediction
accurag, andto analyzethe advantageof our approactover alter
native methodssuchasincrementalearning.

The basemodelsusedin our testsare C4.5[20], the RIPPER
rule learner5], andthe Naive Bayesiarmethod.Thetestsarecon-
ductedon a Linux machinewith a 770 MHz CPU and 256 MB
mainmemory

6.1 Algorithms usedin Comparison

We denotea classi er ensemblevith a capacityof K classi ers
asEk . Eachclassi eris trainedby adatasetof sizeChunkSize .
We comparewith algorithmsthatrely onasingleclassi er for min-
ing streamingdata. We assumethe classi er is continuouslybeing
revisedby the datathathave just arrived andthe databeingfaded
out. We call it awindow classi er, sinceonly the datain the most
recentwindow havein uence onthemodel. We denotesuchaclas-
si er by Gk , whereK isthenumberof datachunksin thewindow,
andthetotalnumberof therecordsn thewindow isK ChunkSize.
Thus,ensembléEx andGk aretrainedfrom the sameamountof
data. Particularly we have E; = G;. We alsouseGy to denote
theclassi er built ontheentirehistoricaldatastartingfrom the be-
ginning of thedatastreamup to now. ForinstanceBOAT [14] and
VFDT [7] areGy classi ers,while CVFDT [19]isaGk classi er.

6.2 StreamingData

We usebothsyntheticandreallife datastreams.

Synthetidata. We createsyntheticdatawith drifting concepts
basedon a moving hyperplane. A hyperplanein d-dimensional
spaceds denotecdby equation:

xd
aiXi = ao (11)
i=1

WeIabelexamplegsatisfyingFJ ?:1 aiXi ap aspositive,andex-
amplessatisfying ?:1 aiX; < ap asnegative. Hyperplanesave
beenusedto simulatetime-changingonceptdbecause¢he orienta-
tion andthe positionof the hyperplanecanbe changedn a smooth
mannetby changinghe magnitudeof theweights[19].



We generaterandomexamplesuniformly distributed in multi-
dimensionalspace[0; 1]°. Weightsa; (1 i d) in (11) are
initialized by randomvaluesin the rangeof [0; 1]. We choosethe
valueof ap sothatthehyperplanesutsthe multi-diggensionakpace
in two partsof the samevolume,thatis, ag = % ?:1 aj. Thus,
roughly half of the examplesare positive, and the other half are
negative. Noiseis introducedby randomlyswitchingthe labelsof
p% of the examples.In our experimentsthe noiselevel p% is set
to 5%.

We simulateconceptdrifts througha seriesof parametersPa-
rameterk speci esthetotal numberof dimensionsvhoseweights
areinvolved in changing. Parametett 2 R speci esthe magni-
tude of the change(every N examples)for weightsa; s ak,
ands; 2 f 1;1g speci esthedirectionof changeor eachweight
ai,1 i k. Weightschangecontinuouslyi.e., a; is adjusted
by si t=N after eachexampleis generated.Furthermorethere
is a possibility of 10%thatthe changewould reversedirectionaf-
terevery N examplesaregeneratedthatis, s; is replacedby s;
with probability 10%. Also, eachtime the weightsare updated,
we recomputeso = 1 9 a sothattheclassdistribution s not
disturbed.

CreditCard FraudData. We usereallife creditcardtransac-
tion o ws for cost-sensitie mining. The datasetis sampledfrom
credit cardtransactiorrecordswithin a one yearperiod and con-
tainsatotal of 5 million transactionsFeature®f the datainclude
the time of the transactionthe merchantype, the merchantoca-
tion, pastpaymentsthe summaryof transactionhistory, etc. A
detaileddescriptionof this datasetcanbe foundin [22]. We use
the bene t matrix shavn in Table1 with the costof disputingand
investigatingafraudtransactionx edatcost = $90.

Thetotal bene t is the sum of recoveredamountof fraudulent
transactiongesstheinvestigationcost. To studytheimpactof con-
ceptdrifts onthe bene ts, we derive two streamdrom the dataset.
Recordsin the 1st streamare orderedby transactiontime, and
recordsin the 2ndstreamby transactioramount.

6.3 Experimental Results

Time Analysis. We studythe time compleity of the ensemble
approachWe generatesyntheticdatastreamsandtrain singledeci-
siontreeclassi ersandensemblesvith variedChunkSize . Con-
siderawindow of K = 100 chunksin the datastream.Figure5
shavs thattheensemblepproactEx is muchmoreef cient than
thecorrespondingingle-classi erGk in training.

SmallerChunkSize offersbettertraining performance How-
ever, ChunkSize alsoaffectsclassi cationerror Figure5 shavs
therelationshipbetweererrorrate(of E 1o, e.g.)andChunkSize .
Thedataseis generatedvith certainconcepdrifts (weightsof 20%
of the dimensionshanget = 0:1 perN = 1000 records)large
chunksproducehighererrorrateshecaus¢heensembleannotde-
tect the conceptdrifts occurringinside the chunk. Small chunks
canalsodrive up errorratesif the numberof classi ersin anen-
sembleis notlarge enough.This is becausevhenChunkSize is
small,eachindividual classi er in theensemblés notsupportedy
enoughamountof trainingdata.

PruningEffects. Pruningimprovesclassi cationef ciency. We
examinethe effectsof instancebasedpruningusingthecreditcard
fraud data. In Figure6(a), we shaw thetotal bene ts achiezed by
ensemblelassi erswith andwithoutinstance-basepruning. The
X-axis representthe numberof theclassi ersin theensembleK ,
which rangedrom 1 to 32. Wheninstance-basegruningis in ef-
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Figure5: Training Time, ChunkSize , and Err or Rate

fect, the actualnumberof classi ersto be consulteds reduced.n
the gure, we overloadthe meaningof the X-axis to representhe
averagenumberof classi ers usedunderinstance-basegruning.
For E 32, pruningreducegheaveragenumberof classi ersto 6:79,
areductionof 79%. Still, it achievesa bene t of $811,838which
is justa 0.1%drop from $812,732— the bene t achieved by E 3>
whichusesall 32 classi ers.

Figure 6(b) studiesthe samephenomenaising 256 classi ers
(K = 256). Insteadof dynamicpruning,we usethetopK classi-
ers, andthe Y-axisshavs thebene tsimprovementratio. Thetop
ranked classi ersin thepipelineoutperformE 2s¢ in almostall the
casesxxceptif only the 1stclassi erin the pipelineis used.

Error Analysis. We useC4.5asour basemodel,andcompare
the error ratesof the single classi er approachandthe ensemble
approachTheresultsareshawvn in Figure7 andTable2. Thesyn-
thetic datasetsusedin this study have 10 dimensions(d = 10).
Figure7 shavs the averageutcomeof testson datastreamsgyen-
eratedwith varied conceptdrifts (the numberof dimensionswith
changingweightsrangesfrom 2 to 8, and the magnitudeof the
change rangesrom 0.10to 1.00for every 1000records).

First,we studytheimpactof ensembleize(totalnumberof clas-
si ers in the ensemblepn classi cationaccurag. Eachclassi er
is trainedfrom a datasebf sizerangingfrom 250recordsto 1000
records,and their averagederror ratesare shavn in Figure 7(a).
Apparently whenthenumberof classi ersincreasesjueto thein-
creaseof diversity of the ensemblethe errorrateof E« dropssig-
ni cantly. Thesingleclassi er, Gk, trainedfrom the sameamount
of the data,hasa muchhighererrorratedueto the changingcon-
ceptsin thedatastream.n Figure7(b), we vary thechunksizeand
averagetheerrorratesondifferentK rangingfrom 2 to 8. It shaws
thattheerrorrateof theensemblepproacthis about20%lowerthan
the single-classi erapproachn all the cases.A detailedcompar
ison betweensingle-andensemble-classi erss givenin Table 2,
whereG, representshe globalclassi er trainedby the entire his-
tory data,andwe usebold font to indicatethe betterresultof G
andEy forK = 2;4;6;8.

We alsotestedhe Naive Bayesiarandthe RIPPERclassi erun-
derthe samesetting. Theresultsareshavn in Table3 andTable4.
Although C4.5,Naive BayesianandRIPPERdeliver differentac-
curag ratesthey con rmed that,with areasonablamountof clas-
si ers (K ) in theensembletheensembl@pproactoutperformghe
singleclassi er approach.
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ChunkSize Go G1=E1 G» E» Gy Eg4 Ge Es Gs Es

250 18.09 18.76 18.00 | 18.37 || 16.70 | 14.02 || 16.72 | 12.82 || 16.76 | 12.19
500 17.65 17.59 16.39 | 17.16 || 16.19 | 1291 || 15.32| 11.74 || 14.97 | 11.25
750 17.18 16.47 16.29 | 15.77 || 15.07 | 12.09 || 14.97 | 11.19| 14.86 | 10.84
1000 16.49 16.00 15.89 | 15.62 || 14.40 | 11.82 || 14.41| 10.92 || 14.68 | 10.54

Table 2: Err or Rate (%) of Singleand EnsembleDecisionTreeClassi ers

ChunkSize Go G1=E; G» Eo Gy E4 Gs Es Gsg Esg

250 11.94 8.09 791 7481 8.04| 735 8.42| 749 8.70 | 7.55
500 12.11 7.51 761 7.14| 794 | 7.17 || 8.34| 7.33 || 8.69 | 7.50
750 12.07 7.22 752 6.99| 7.87| 7.09 | 8.41| 7.28 | 8.69 | 7.45
1000 15.26 7.02 7.79 | 6.84 || 8.62| 6.98 || 9.57 | 7.16 || 10.53 | 7.35

Table 3: Err or Rate (%) of Singleand EnsembleNaive BayesianClassi ers

ChunkSize Go G1=E1 G» Eo Gy E4 Gg Es Gg Esg

50 27.05 24.05 22.85| 2251 | 21.55| 19.34 || 24.05| 2251 || 19.34 | 17.84
100 25.09 21.97 19.85| 20.66 || 17.48 | 17.50 || 21.97 | 20.66 || 17.50 | 15.91
150 24.19 20.39 18.28 | 19.11 || 17.22 | 16.39 || 20.39 | 19.11 || 16.39 | 15.03

Table 4: Err or Rate (%) of Singleand EnsembleRIPPER Classi ers
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Figure9: AveragedBene ts using SingleClassi ers and Classi er Ensembles

ConceptDrifts. Figure8 studiesthe impactof the magnitude
of the conceptrifts on classi cationerror Conceptrifts arecon-
trolled by two parametersn the syntheticdata: i) the numberof
dimensionsavhoseweightsare changing.andii) the magnitudeof
weight changeper dimension. Figure 8 shawvs thatthe ensemble
approachoutperformthe single-classi erapproachunderall cir-
cumstancesFigure 8(a) shaws the classi cation error of G and
Ex (averagedover differentK ) when 4, 8, 16, and 32 dimen-
sions' weightsare changing(the changeper dimensionis x ed at
t = 0:10). Figure8(b) shavs the increaseof classi cation error
whenthe dimensionalityof datasetncreasesin the datasets40%
dimensionsweightsarechangingat 0:10 per1000records.An
interestingphenomenomriseswvhentheweightschangemonoton-
ically (weightsof somedimensionsare constantlyincreasingand
othersconstantlydecreasing).In Figure 8(c), classi cation error
dropswhenthechangeateincreasesThisis becausef thefollow-
ing. Initially, all the weightsarein the rangeof [0; 1]. Monotonic
changesausesomeattributesto becomemore and more'impor-
tant', which makesthe modeleasietto learn.

Cost-sensitivd_earning For cost-sensitie applicationse
aim at maximizingbene ts. In Figure 9(a), we comparethe sin-
gle classi er approactwith theensemblepproachusingthe credit
cardtransactionstream. The bene ts are averagedfrom multiple
runswith differentchunksize (rangingfrom 3000to 12000trans-
actionsper chunk). Startingfrom K = 2, the adwantageof the
ensemblapproachhecome®bvious.

In Figure 9(b), we averagethe bene ts of Ex and Gy (K =
2; ; 8) for each x ed chunksize. The bene ts increaseasthe
chunksizedoes,asmorefraudulenttransactiongrediscoreredin
the chunk. Again, the ensembleapproachoutperformsthe single
classi er approach.

To studytheimpactof conceptrifts of differentmagnitudewe

derivedatastreamdrom thecreditcardtransactionsThesimulated
streamis obtainedby sortingthe original 5 million transactiondy
their transactioramount. We performthe sameteston the simu-
latedstream andtheresultsareshavn in Figure9(c) and9(d).
Detailedresultsof theabove testsaregivenin Table6 and5.

7. DISCUSSIONAND RELATED WORK

Datastreanprocessindnasrecentlybecomeaveryimportantre-
searchdomain.Much work hasheendoneon modeling[1], query-
ing [2, 13, 16], andmining datastreamsfor instance several pa-
pershave beenpublishedon classi cation[7, 19, 23], regression
analysig4], andclustering[17].

Traditionaldatamining algorithmsare challengeddy two char
acteristicfeaturesof datastreams:the in nite data ow andthe
drifting concepts. As methodsthat requiremultiple scansof the
dataset$21] cannothandlein nite data o ws, severalincremental
algorithmg[14, 7] thatre ne modelsby continuouslyincorporating
new datafrom the streamhave beenproposed.In orderto handle
drifting conceptsthesemethodsare revised againto achieve the
goalthateffectsof old examplesareeliminatedat a certainrate.In
termsof anincrementatlecisiontreeclassi er, thismeansve have
to discard,re-grav subtrees,or build alternatve subtreesindera
node[19]. The resultingalgorithmis often complicated,which
indicatessubstantialefforts are requiredto adaptstate-of-the-art
learningmethodsto the in nite, concept-driftingstreamingervi-
ronment.Aside from this undesirablespectjncrementamethods
arealsohinderedby their predictionaccurag. Sinceold examples
arediscardechta x edrate(nomatterif they representhechanged
concepfr not), thelearnedmodelis supportednly by the current
shapshot- a relatively smallamountof data. This usually results
in largerpredictionvariances.

Classi er ensemblegreincreasinglygainingacceptancén the
datamining community The popularapproacheso creatingen-



ChunkSize Go Gi=E1 G» E»> Gy Eg4 Ge Es Gsg Esg

12000 296144 207392 || 233098 | 268838 || 248783 | 313936 || 263400 | 327331 || 275707 | 360486
6000 146848 || 102099 (| 102330 | 129917 || 113810| 148818 | 118915 | 155814 | 123170 | 162381
4000 96879 62181 66581 | 82663 72402 | 95792 74589 | 101930( 76079 | 103501
3000 65470 51943 55788 | 61793 59344 | 70403 62344 | 74661 66184 | 77735

Table 5: Bene ts (US $) using SingleClassi ers and Classi er Ensembles(simulated stream)

ChunkSize Go G1=E1 G» Eo Gy E4 Gs Es Gg Es
12000 201717 203211 || 197946 | 253473 | 211768 | 269290 || 211644 | 282070 || 215692 | 289129
6000 103763 || 98777 || 101176 | 121057 || 102447 | 138565 | 103011 | 143644 || 106576 | 143620
4000 69447 65024 68081 | 80996 69346 | 90815 69984 | 94400 70325 | 96153
3000 43312 41212 42917 | 59293 44977 | 67222 45130 | 70802 46139 | 71660

Table 6: Bene ts (US $) using Single Classi ers and Classi er Ensembleg(original stream)

semblesnclude changingthe instanceausedfor training through
techniguesuchasBagging[3] andBoosting[12]. The classi er
ensemblediave several advantagesover single model classi ers.
First, classi er ensemble®ffer a signi cant improvementin pre-
dictionaccurayg [12, 24]. Secondhpuilding aclassi er ensembléas
moreef cient thanbuilding asinglemodel,sincemostmodelcon-
structionalgorithmshave superlinear compleity. Third, the na-
tureof classi er ensemblefendthemselesto scalableparalleliza-
tion [18] andon-line classi cation of large databasesPreviously,
we usedaveragingensembldor scalablelearningover very-lage
dataset§10]. We shav that a models performancecan be esti-
matedbeforeit is completelylearned[8, 9]. In this work, we use
weightedensembleclassi erson concept-driftingdatastreams.|t
combinesmultiple classi ers weightedby their expectedpredic-
tion accurag onthecurrenttestdata. Comparedvith incremental
modelstrainedby datain the mostrecentwindow, our approach
combinestalentsof setof expertsbasedon their credibility and
adjustsmuchnicely to the underlyingconceptdrifts. Also, we in-
troducedthe dynamicclassi cationtechniqug11] to the concept-
drifting streamingernvironment,andourresultsshov thatit enables
usto dynamicallyselecta subsebf classi ersin the ensembldor
predictionwithoutlossin accurag.
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