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Abstract tial to be the “killer device” for the next generation of
computers. However, there is widespread agreement

Molecular computing (building computer compo- among device researchers that nanodevices will have
nents out of molecules) is a rapidly growing topic in much higher manufacturing defect rates, very low cur-
the field of Nanotechnology. Trends indicate that theserent drive capabilities, and much more sensitivity to
emerging process technologies will experience an in-noise-induced errors [2, 4, 10]. The key advantage of
crease in the number of noise induced errors and de-nanotechnology devices is their small size and the re-
vice defects. While past work in fault tolerance has sulting unprecedented level of integration expected in
focused on static testing, modular redundancy in com-designs constructed with these devices.

binational logic, and error correcting codes in mem-  ag contemporary CMOS devices scale down and
ories, the increased prevalence of errors may makemulti-gigahertz designs emerge, circuit topologies
these techniques less effective. In this paper, we introy, st change to account for shorter wires and higher
duce the NanoBox, a logic lookup table with fault tol- gensities of noise-induced errors [15]. Manufacturing

erance coding applied to the lookup table bit string. In fawless chips will become prohibitively expensive, if

this way, we contain and self-correct errors within the ¢ impossible. Instead of assuming that defects and
lookup table, thereby presenting a robust logic block yransjent errors are uncommon, future circuits must
to higher levels of logic design. We explore five differ- 5qapt to, and coexist with, the substantial numbers of

ent NanoBox coding techniques. We also examine thenanufacturing defects and high transient error rates.
cost of implementing two different circuit blocks us- In this work. we introduce the NanoBox. a self-

ing a homogenous fabric of NanoBox logic elements:correcting logic block for addressing the increasing

1)_a floating point control umt_from the IBM Power_4 error densities in emerging process technologies. The
_milgroproces_sor.and 2) a four-instruction ALU. In this NanoBox consists of a logic lookup table with appro-
|n|t|_al_ |_nvest|gat|on, our results are not_ meant to drayv priate error detection and correction. Due to the scal-
definitive gonclusmns about any sp§C|f|c NanoBox IM-ig of emerging process technologies, and the result-
plementation, but rather to spur discussion and ex'ing increase in transistor budgets, the area overhead of

plore the feasibility of fine-grained error COMection ,ing pit-level fault-tolerance to circuits may now be
techniques in molecular computing systems. feasible

With self-correcting logic blocks, the error cover-
1 Introduction age of circuit designs can be increased, invisibly to
the logic designer. Existing hardware description lan-
Recent work in physics, chemistry, and materials sci-guage code can be synthesized to these self-correcting
ence has produced nanometer-scale structures out dbgic blocks using existing place and route techniques.
exotic materials using sophisticated fabrication tech-By correcting errors at the fine-grained bit-level, de-
niques [7, 13, 18]. These new devices have the potensigns may not need complicated module or system



level redundancy. Reducing, and perhaps eliminat- 2 & ¢ »
ing, module and system level redundancy will de-
crease the complexity of designs, making them eas- &
ier to verify. Ultimately, shifting to fine-grained, self-

correcting logic blocks aims to leverage existing in-
tellectual property in logic design, enabling the transi- | || | | |||
tion of these existing designs to emerging fabrication H
technologies with minimal effort.
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Prior work in fault-tolerance has focused on making Part (a) Part (b)

relatively large logic blocks or entire systems fault

tolerant using such techniques as module-level redungigyre 1:(a) An example combinational logic circuit con-

dancy in combinational logic [16] and error correc- structed with conventional devices. (b) The same logic

tion codes in memory [12]. However, for emerging circuit constructed with an error-correcting lookup table.

technologies, simple replication of microarchitecture Each bit of the logic function truth table, along with the

blocks may no longer be sufficient, as all replicated truth table check bits, is stored in a memory cell.

blocks will have errors. Additionally, the frequency

of memory faults may require error correcting codes

that go substantially beyond conventional single cor-block and one or more connections out of the block.

rect, double detect codes. This super-linear increase in connection points with
External fault-tolerance and device reconfiguration additional blocks leads to an exponential increase in

has been proposed as a possible way to cope with unsystem checking time as more blocks are added to the

stable molecular devices. In the Teramac [9] project,system.

a digital system was built out of unreliable field- Our proposed NanoBox approach addresses the

programmable gate arrays (FPGAS). An external testsystem check bottleneck by distributing the checking

ing computer was connected to the Teramac to pe-<ircuitry into the logic blocks themselves. In this way,

riodically survey the blocks of FPGAs and identify system checks can be performed simultaneously with

which blocks had incurred errors since the last fault the actual computation inside a logic function. Errors

survey. Faulty blocks were disabled and the connec-are identified and corrected on the fly as part of the

tions to and from those faulty blocks were rerouted logic’s normal computation, rather than during a peri-

to neighboring blocks. Although Teramac was built odic system-wide validation survey.

out of contemporary FPGASs, not emerging technolo-

gies, the unreliable FPGAs had characteristics similar3

to the trends in emerging technologies.

~The Phoenix [8] project proposed using external |, this work, we introduce the NanoBox, a self-
circuitry (fabricated from reliable devices) to periodi- correcting logic block consisting of a logic lookup ta-
cally survey the computer system (fabricated with un- ¢ 16] with appropriate error detection and correction
reliable emerging devices) for faulty logic blocks. As circuitry. The following sections walk through the

in the Teramac project, once a faulty block is iden- j o a1 NanoBox concept, a NanoBox implementa-

tified, the connections to qnd'from that block are re- ;o using triple modular redundancy, and a NanoBox
moved or rerouted to functioning blocks. implementation using information coding.
Periodic system testing becomes a critical bottle-

neck as computer systems scale in size. If blocks
are laid out in a two-dimensional grid, every addi-

tional block adds several more connection points toTo demonstrate how the NanoBox approach could be
the system with one or more connections into theused in combinational logic design, we present an

NanoBox Circuit Topology

3.1 The NanoBox Concept
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example using a 4-bit sum operation. Figure 1(a)
shows a sum function of four variables as it would be
constructed using conventional logic elements. Fig-
ure 1(b) shows the same function constructed with an
encoded lookup table. The function inputs are fed to
a decoder which addresses an array of memory cells.
The value of the addressed memory cell is fed to a
sense amplifier which is used as the function output.

In each lookup table, extra memory cells are added
for the check bits that encode an error correction code
of the function truth table bits.

We envision that these NanoBox circuit elements
would be created from hardware description language
code by the synthesis step of computer aided design
(CAD) tools. The synthesis step would determine the
contents, 1 or 0, of each truth table memory cell, as
well as the contents of each check bit cell.

During normal circuit operation, the contents of the
memory cells do not change. Under transient fault
conditions, or in the presence of manufacturing de-
fects, the contents of the memory cells may be incor- | Il
rect. Additionally, there may be noise on the wires K:j%ggss Triplicated Majority Vote
within the NanoBox which result in a memory cell generation  -COKuPTablestorage and Output selecton
which appears to have an incorrect value.

Whenever the inputs to the lookup table change, theFigure 2: Schematic of a Triple Modular Redundancy
truth table bits are fed into the check bit generator, NanoBox lookup table, with triplicated memory cells and a
which recalculates the check bits. These newly cal-Majority vote error detector/corrector.
culated check bits are then compared with the stored
check bits in the error detector. The results of the error
detector are fed into the error corrector, which makesTriple modular redundancy and information coding
changes to any flipped bits at the function output. TheNanoBoxes are explained in the following sections.
corrected function output is then used as the actual
output of the lookup table.

A point to note is that we do not change the stored
value of the memory cells. We assume that the er-The triple modular redundancy NanoBox implemen-
rors are either transient and will return to their correct tation, shown in Figure 2, has three copies of the
value, or the errors are static and cannot be correctednemory cell array. Each of the three copies stores
Our NanoBox concept aims to identify and correct er- an identical copy of the function truth table. The error
rors at the function output, not to correct the stored detection and correction circuitry consists of a sim-
values within the function truth table. ple three input majority gate. Whenever the NanoBox

Depending on the characteristics of the devicesinputs change, the three copies of the memory cell
used to implement the NanoBox, the combinational addressed by the NanoBox inputs are fed to the ma-
logic needed for the check bit generator, error de-jority gate. The output of the majority gate is used
tector, and error corrector may also be implementedas the NanoBox output. As long as two out of the
with NanoBoxes. For example, a very large NanoBox three copies of the memory cell being addressed have
could use information coding on the function truth ta- the correct value, the NanoBox will produce the cor-
ble, and then the error correction circuitry within the rect function output. All of the memory cells not
information coding NanoBox could be implemented addressed by the NanoBox inputs may be in error
using smaller, triple modular redundancy NanoBoxes.without affecting the NanoBox output since the non-
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3.2 Triple Modular Redundancy NanoBox
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number of data bits fed into it's regeneration logic,
causing all of the regenerated check bits to arrive at the
same time. Reed Solomon codes are typically used in
memory systems with long memory words. The long
words are broken into symbols and the code allows
for all of the bits in a symbol to be reconstructed in
the presence of an error. In this way, a multi-bit burst
error can be corrected.
— Whenever the NanoBox inputs change, all of the
%NJD? L Error function truth table bits are fed to the check bit gener-

&
-

f 7] corrector

] ator, which recalculates the check bits based on the
current, and perhaps faulty, stored truth table bits.

: B These recalculated bits are then fed to the error detec-
L1 1 Error i i
e A R S | dotcor tor which compares the recalc_ulated bits to th_e stored,
i and perhaps faulty, check bits. The resulting syn-
% : drome identifies which stored bit, if any, is in error.
# | _ If the error is on the memory cell being addressed by
. L 51 ;(1 ;5‘1 Check bit the NanoBox inputs, the memory cell value is inverted
[IVELS ;f\,_] 1] generator before being used as the NanoBox output. If the error
AR ol ARee el 481 | :
- s Check bit is on a memory cell not addressed by the NanoBox
Sl e sie ol j storage inputs, the error is ignored.
L . The information coding NanoBox has relatively
{‘;‘,2%3‘%‘3{,‘;21%3;6;:“”“ small overhead in terms of extra memory cells. How-
ever, the error detector and error corrector are moder-
Figure 3: Schematic of an Information Coding NanoBox ately complex and require significant area. As men-
lookup table, using a single error correct Hamming code. tioned in Section 3.1, in a large information cod-
For this initial investigation, the check bit generator, error |ng NanoBOX’ the error detector and error corrector

detector, and error corrector are |_mplemented with full cus- 511d pe implemented with other, smaller and simpler,
tom CMOS, rather than with additional, smaller, NanoBox NanoBoxes

circuit elements.

4 Evaluation Methodology

addressed memory cells are not observed by the ma-

jority gate. Our evaluation set out to explore the feasibility of

mapping existing microprocessor designs to NanoBox
encoded lookup tables. We also wanted to gather pre-
liminary information about what coding techniques
In the information coding NanoBox implementation, are best suited for our NanoBox encoded lookup ta-
shown in Figure 3, a small number of memory cells bles.

are added to store check bits which encode a func- We began our NanoBox evaluation by constructing
tion of the truth table bits. The number of check bits SPICE models of the encoded lookup tables. Since
varies based on the size of the truth table and the codmolecular nanotechnology devices are not yet mature
ing used. In this evaluation, we use 16-bit truth tables.enough to have specific area, power, and timing mod-
We explore three different types of information cod- els, we constructed our lookup tables from contempo-
ing: Hamming code, Hsiao code, and Reed Solomonrary CMOS devices. Also, for this initial investiga-
code [12]. Hamming codes are typically used in mi- tion, the check bit generator, error detector, and error
croprocessor buses or on short memory words. Hsiaaorrector are implemented with full custom CMOS,
codes are a derivative of Hamming codes, with a mod-rather than with additional, smaller, NanoBox cir-
ified parity check matrix. Each check bit has the samecuit elements. The VLSI schematics of our encoded

3.3 Information Coding NanoBox
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lookup tables will undoubtedly change based on theinputs, then determines the connections between the
specifics of a particular emerging technology device.lookup tables.

By using CMOS devices, though, we are able to ex- The control circuit block contains millions of nodes
plore proof-of-concept simulations and begin evaluat-and therefore it is infeasible to simulate it in its en-
ing the relative area, power, and timing trade-offs of tirety with a SPICE model. Therefore, we choose
the different coding techniques. one of the pipeline control stages and develop SPICE

Our simulations used the Cadence software toolsnetlists of this one pipeline stage. Even this simpli-
suite to develop our schematics and extract SPICHied netlist contains hundreds of thousands of nodes,
netlists [1]. We used BSIM compact models for a so we simulate using only nominal device sizes, tem-
90nm silicon on insulator process for our SPICE sim- perature, and voltages.
ulations. In all simulations except the synthesized We simulate six different versions of the single
CMOS floating point control unit, NMOS transistors floating point pipeline control circuit: £mos synth
were sized a#tA and PMOS transistors were sized at The netlist developed from a fully automated phys-
6A. ical design synthesis, with varying device widths;

We implement two circuit blocks with NanoBoxes. 2)cmos-The synthesized netlist, converted to only
The first block is the floating point unit control cir- minimum size devices; 8pcode-The netlist mapped
cuit for the IBM Power4 microprocessor [17]. Since to NanoBoxes with no error correction codingtri—
this floating point control circuit block contains mil- The netlist mapped to NanoBoxes with triple module
lions of nodes, we also implement a much smallerredundancy coding; BammingThe netlist mapped
block, a four-instruction arithmetic logic unit (ALU). to NanoBoxes with Hamming code information cod-
In the floating point control unit analysis, we focus ing; and 6hsiac-The netlist mapped to NanoBoxes
on how well existing microprocessor designs map with Hsiao code information coding. We chose to
to NanoBox logic elements. Our analysis of the convert the synthesized netlist to minimum size de-
ALU focuses more on the tradeoffs between differentvices due to the trend toward homogeneously sized
NanoBox logic element implementations. nanodevices [3, 11, 14, 19].

We use an automated test pattern generator (ATPG)
tool to create stimulus vectors for the floating point
control logic module. We simulate 35 different com-
binations of primary inputs. These primary input
We examine the floating point unit control circuit for combinations are random and do not necessarily re-
the IBM Power4 microprocessor. This circuit block flect realistic module input. Instead, they force activ-
was chosen due to the irregular physical design tendty in the circuit and allow us to test for functional cor-
dencies of control logic. Also, memory circuits are rectness, average power consumption, and worst case
well covered by traditional error correcting code tech- delay.
nigues and datapath circuits are well covered by tradi-
tignal modular ortime_ red_undancy faul_t tqlerant tech- 4 5 Arithmetic Logic Unit (ALU) Evaluation
niques. Error correction in control logic, in contrast, Methodology
has not been well explored.

We investigate how well the floating point control Our second logic module is a four-instruction arith-
circuit VHDL code maps to a fabric of NanoBoxes, in metic logic unit (ALU). Although datapath logic may
terms of memory cell usage and wasted area. In thide better suited to course-grained modular or time
initial investigation, we assume a homogenous fabricredundancy techniques, our ALU presents us with a
of four-input, 16-bit NanoBoxes. This size lookup ta- well-defined, small circuit block for detailed analysis.
ble was chosen due to its common use in contempo- Our ALU is a smaller circuit than our floating point
rary field programmable gate array (FPGA) systemscontrol circuit, so we simulate the ALU using Monte
[6]. We use the Xilinx Foundations Series ISE [5] Carlo analysis. In this way, we model device insta-
software to map our floating point control unit VHDL bility and manufacturing process variations, and are
code to lookup tables. This software reads in VHDL able to evaluate the error coverage of the different
code, breaks the code into functions of four (or fewer) NanoBox coding techniques. We run ten cases in our

4.1 Floating Point Control Unit Evaluation
Methodology
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Figure 4: Bit slice of the four instruction ALU, con-
structed with full custom CMOS devices.
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Figure 5:Bit slice of a four instruction ALU from Figure
4, constructed with encoded lookup table NanoBoxes.

Monte Carlo analysis. In each case, every device has

a randomly chosen length, width, and threshold volt-

age. The device lengths vary +/- 0 to 17 percent from®-1  Floating Point Control Circuit Results

the nominal value, the device widths vary +/- 0 to 31
percent from the nominal value, and the device thresh
old voltages vary +/- 0 to 46 percent from the nominal

value. The results we discuss in Section 5.2 are the

statistical summary from the ten Monte Carlo runs.

We simulate six different versions of the ALU:
1)cmos-The netlist developed from a full custom
CMOS ALU made of minimum size devices, as
shown in Figure 4; Z)ocode-The ALU mapped to
NanoBoxes with no error correction codingtr@j—
The ALU mapped to NanoBoxes with triple module
redundancy coding; #ammingThe ALU mapped
to NanoBoxes with Hamming code information cod-
ing; 5hsiac-The ALU mapped to NanoBoxes with
Hsiao code information coding; andrégdsolomon
The ALU mapped to NanoBoxes with Reed Solomon
code information coding. Each bit slice of the ALU
uses four NanoBoxes, as shown in Figure 5.

Given a three bit opcode, the ALU calculates the
AND, OR, XOR, and ADD of two bits. As the stim-
ulus for our ALU, we perform sixteen computations.
We calculate each of the four ALU instructions, AND,
OR, XOR, and ADD, with each of the four 2-bit input

Table 1 shows the mapping of the nine modules within
the floating point control unit to lookup tables. From
this data, we see that a significant portion of the float-
ing point control circuit VHDL code could not map
into four-input lookup tables. Since we are using only
four-input lookup tables in our homogenous fabric of
NanoBoxes, logic which mapped into a two-input or a
three-input lookup table was implemented with a four-
input lookup table with one or two of the inputs tied to
ground. Tying these inputs to ground results in lookup
table memory cells which are not used. The last col-
umn of Table 1 shows the fraction of the lookup table
memory cells used. We see that the average usage is
66 percent, with a maximum usage of 78 percent and
a minimum usage of 46 percent.

Our NanoBox overhead decreases as we increase
the size of the lookup tables. However, the mapping in
Table 1 shows that even four-input lookup tables are,
in many cases, too large. Detailed analysis of the map-
ping output showed that control logic is typically 10
bound. This means the control logic consists mainly
of many functions of few variables, rather than few
functions of many variables.

combinations. For each instruction, we cycle through Module 6 from Table 1, with 19 lookup tables, is

the input combinations 00, 01, 10, 11. In this way,

we exercise all of the computations possible with our

ALU.

5 Results

The following sections analyze the NanoBox imple-
mentations of a floating point unit control circuit and
a four-instruction arithmetic logic unit (ALU), de-
scribed in Section 4.

used in the SPICE models which give us area, power,
and delay results, shown in Figures 6, 7, and 8, re-
spectively.

Figure 6 shows the area of our floating point
pipeline control circuit implementations. These re-
sults indicate an exponential increase in the amount
of area as we move from a lookup table implemen-
tation with no error correction codes, to lookup table
implementations with complex error correction codes.
This result is somewhat intuitive, since more complex
error correction codes require a more complex error



detector and error corrector. FPU Pipeline Control Logic Area

Although the area overheads are startling for 180000 1510
CMOS devices, our NanoBox technique may be feasi-|  1so00 1
ble for non-silicon device technologies, given the ex- 140000
pected unprecedented increases in device density prg , £ 1201
jected with these technologies [3, 11, 14, 19].

Figure 7 shows the average power consumption of
our floating point pipeline control circuit implemen-
tations. The average power increases sharply (122x
when moving from a CMOS implementation to a

99218
(108x)

100000

80000 -

Lambda Units
(normalized to cmos)

60000 -

40000 -

20000 -

0

lookup table implementation. The choice of a spe- crosemin - cmos | tewede | tammng o hsio
e . . . . anoBox Logic Unit Coding
cific lookup table coding technique is comparatively
insignificant in terms of average power. Figure 6: Area of different implementations of the float-

Figure 8 shows the worst case delay of our float-ing point control logic. Area is reported in lambda units
ing point pipeline control circuit implementations. and normalized to the area of the CMOS implementation.
Similar to the average power results, delay increases
sharply (6x) when moving from a CMOS implemen-

tation to a lookup table implementation. The choice FPU Pipeline Control Logic Average Power

of lookup table coding technique is comparatively in- 1400 | a2
significant in terms of delay. Surprisingly, the imple- 1.200 0939
mentation with triplicated memory bits (tmr) showed Looo dsog

0.688
(122x)

the worst delay. We attribute this delay to the in-
creased gate capacitance between the decoder and t|
three copies of the memory cell array, and to the|
fact that we did not model manufacturing variations

and device faults in the floating point pipeline con- | ozl @0 ‘o
trol SPICE simulations. (Manufacturing variations 0000 | e ‘ ‘ ‘ ‘
and device faults are modeled with our Monte Carlo cmossynth - cmos Nanzchfiogmun:godmg hamming

SPICE simulations for the ALU circuit block in Sec-

tion 5.2.) If we had modeled wire capacitance or de- Figure 7 Average power consumption of different im-

vice switching in the error corrector or error detector, plementations of the floating point control logic. Power is
we suspect the information coding implementations reported in milliwatts and normalized to the power of the
would show more delay. CMOS implementation.

Milliwatts
(normalized to cmos)
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o
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hsiao

5.2 Arithmetic Logic Unit (ALU) Results _ _ _ _
described in Section 4.2. Figure 10 also plots the co-

Figure 9 shows the area of our ALU implementa- efficient of variation, which is the ratio of the stan-
tions. Similar to the area results for the floating point dard deviation to the mean average power. The re-
pipeline control unit, the area increases exponentiallysults in Figure 10 show a significant (83x) increase in
as we move from a lookup table implementation with power when moving from a CMOS implementation to
no error correction, to a lookup table implementation a lookup table implementation. The power consump-
with a complex error correction technique. The over- tion increases linearly as we use more complex error
head of the Reed Solomon code implementation hasorrection codes in the lookup tables. The coefficient
especially high overhead, with a 391x increase overof variation drops as we move from a CMOS imple-
the area of the CMOS implementation. mentation to a lookup table implementation, but then
Figure 10 shows the mean average power consumprises again as we move to more complex error cor-
tion over ten Monte Carlo runs of each of the ALU rection codes. Not surprisingly, the nocode, tmr, and
implementations. In each run, each device has a ranhsiao implementations, all of which have fairly regu-
domly chosen length, width, and threshold voltage, aslar physical design, have a low coefficient of variation.
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Table 1: Lookup table (LUT) mapping of floating point control unit circuit modules. TWemory Cells with LUT4s

Only column shows how many total lookup table memory cells are available when using only four-input lookup tables. The

Memory Cells with LUT4, LUT3, LUT@lumn shows how many of these lookup table memory cells are used by the VHDL
mapping. TheCell Useagecolumn calculates the percent usage of lookup table memory cells with the VHDL to lookup

table mapping. Module 6 from this table, with 19 lookup tables, is used in the SPICE models to determine area, power, and

delay results.

FPU Pipeline Control Logic Lookup Table Memory Cell Usage
LUT4 | LUT3 | LUT2 Memory Cells Memory Cells Used with Cell Usage
with LUT4s Only | LUT4s, LUT3s, and LUT2g
module 1 82 39 22 2288 1712 75%
module 2 29 14 9 832 612 74%
module 3 23 15 10 768 528 69%
module 4 65 30 28 1968 1392 71%
module 5 76 22 21 1904 1476 78%
module 6 9 4 6 304 200 66%
module 7 36 7 97 2240 1020 46%
module 8 54 46 33 2128 1364 64%
module 9 17 13 22 832 464 56%
FPU Pipeline Control Logic Worst Case Delay ALU Area
1.200 - ro62 1.020 1.018 101592
®9 ) ) ~ 120000 (391x)
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20888 (135x)
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Figure 8:Worst case delay of different implementations of Figure 9: Area of different implementations of the four-
floating point control logic. Delay is reported in nanosec- instruction ALU. Area is reported in lambda units and nor-
onds and normalized to the delay of the CMOS implemen- malized to the area of the CMOS implementation.

tation.

plementation to a maximum of 0.0860 for the Ham-

Figure 11 shows the mean worst case delay andning implementation.
coefficient of variation over ten Monte Carlo runs of
each of the ALU implementations. The results in Fig-
ure 11 show a significant (4x) increase in delay when6  Future Work
moving from a CMOS implementation to a lookup ta-
ble implementation. The delay overhead is constant afThe work described in this paper is an initial investi-
5x for all coding techniques. The coefficient of varia- gation into developing self-correcting combinational
tion is also fairly constant across all implementations, logic circuits using encoded logic lookup tables. Our
ranging from a minimum of 0.0396 for the Hsiao im- foremost future work is to investigate ways to imple-
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ALU Average Power ALU Worst Case Delay

0.2202
0.2026
0.0667 0.0525 0.0675 0.0860

0.1447 0.1318 0.1410 0.0396 0.0495
0.0594 '\'/k/’.\-—/'
0.4522

(259x)

0.2807
0.2219 (160x)
(127x)

0.4062
(5x)

Nanoseconds
(normalized to cmos)

0.3991
0.2038 (5%)

(117x)

Milliwatts
(normalized to cmos)

0.0017
(1)

cmos nocode tmr hamming hsiao reedsolomon

cmos nocode tmr hamming hsiao reedsolomon . B "
. . . NanoBox Logic Unit Coding
NanoBox Logic Unit Coding

\ —+—Mean —#- Coefficient of Variation \ \-0— Mean —#- Coefficient of Variation \

Figure 10:Mean average power of different implementa- Figure 11:Mean worst case delay of different implemen-
tions of the four-instruction ALU, over ten cases of a Monte tations of the four-instruction ALU, over ten cases of a
Carlo analysis. Power is reported in milliwatts and normal- Monte Carlo analysis. Delay is reported in nanoseconds
ized to the power of the CMOS implementation. The coef- and normalized to the delay of the CMOS implementation.
ficient of variation shows the ratio of the standard deviation The coefficient of variation shows the ratio of the standard
to the mean average power. deviation to the mean worst case delay.

ment the error detection and correction logic using ad-between current and future devices will require fun-
ditional lookup tables, rather than with conventional damentally new design techniques in which micro-
CMOS circuitry. We also plan to investigate ways processors are designed from the start to coexist with
to simplify the correction and detection logic, such many defects and high densities of transient errors.
as subsetting the lookup table or developing different We introduce The NanoBox, a logic lookup table
correction codes. which uses error correction on the function truth table,
To extend the NanoBox approach, we are devel-thereby achieving fine-grained fault tolerance. These
oping the Recursive NanoBox Processor Grid usingencoded lookup tables are able to dynamically correct
the NanoBox circuit elements. This highly paral- faults within the lookup table, thereby presenting a ro-
lel, application-specific processor architecture is be-bust logic block to higher levels of circuit integration
ing used to evaluate whether the self-correcting logicand microarchitecture. Standard hardware descrip-
blocks provide adequate error coverage over an ention language code can be mapped to these NanoBox
tire microarchitecture, or whether modular and systemcircuit elements using existing synthesis techniques.
level fault tolerance techniques still need to be used inLogic designers are therefore able to increase the er-
conjunction with the fine-grained fault tolerance of the ror coverage of their designs without adding complex
NanoBoxes. modular or system level fault tolerance techniques.
Our results show preliminary indications that the
best fine-grained resilience to device faults and vari-
7 Conclusion ations is achieved by balanced error correction codes,
such as a triplicated memory array or a Hsiao infor-
The yield, reliability, and error characteristics of new mation code derivative. These designs have a fairly
device technologies are expected to be substantiallyegular physical design and consistent length critical
different from the corresponding characteristics of path. However, it should be noted that implementing
conventional CMOS devices. Existing fault tolerance circuits with homogeneous fabrics of logic elements
techniques used in microprocessors assume relativeljncurs a significant area, power and delay overhead.
low manufacturing defect densities and infrequent dy- Some of this overhead may be reduced if circuit struc-
namic faults. Projecting forward, it is expected that tures can be reorganized into few functions of many
future circuit topologies will have substantially higher variables, rather than many functions of few variables.
defect densities and dynamic faults. These differencedf circuit designs can tolerate overheads in the range
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presented in this work, our NanoBox approach of us-
ing error correction codes on lookup table memory
strings shows promise for the realm of molecular com-
puting.
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