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Lifetime reliability due to wear-out related hard errors
of processor components is emerging as a critical challenge
in modern microprocessors. The steady processor perfor-
mance increases seen over the last twenty years have been
driven by aggressive scaling of CMOS devices. At the same
time, scaling leads to reduced device feature sizes which
results in lower processor lifetime reliability [4]. Device,
manufacturing, and fabrication researchers have been aware
of the lifetime reliability problem for many years and there
exists a large body of research at the device level. On the
other hand, there is a dearth of architectural lifetime reliabil-
ity research as microarchitects have traditionally not viewed
the subject as a problem. This poster highlights our work on
microarchitectural lifetime reliability awareness.

As a first step towards understanding lifetime reliability
from an architectural perspective, we proposed RAMP, a
microarchitecture-level model that can be incorporated into
a processor to dynamically track an estimate of lifetime re-
liability, accounting for the behavior of the executing appli-
cation [3]. RAMP is based on state-of-the-art device level
failure models obtained from researchers at IBM T.J. Wat-
son Research Center. A brief overview of RAMP is pre-
sented in our poster.

We also integrated device scaling models in RAMP and
quantified the impact of technology scaling on processor
temperature and reliability in [4], showing that scaling has
a significant and increasing effect on processor hard failure
rates. For a POWER4-like processor running Spec2000 ap-
plications, they project an average increase of 316% in pro-
cessor failure rates when scaling from 180nm to 65nm [4]
(this implies that a processor that would take 10 years to fail
at 180nm would fail in less than 3 years at 65nm). More im-
portantly, they show that the rate of increase of failure rates
also increases with scaling, clearly highlighting the chal-
lenges that will be imposed on lifetime reliability in the near
future. These results are also presented in the poster.

Next, we explored microarchitectural techniques to en-
hance lifetime reliability and/or decrease design cost and
time. Our work allows the system to view reliability as a
resource and optimally distribute it across system compo-
nents in an application aware fashion. Dynamic reliabil-
ity management (DRM) is a technique where the proces-
sor adaptively responds to changing application behavior
to maintain its lifetime reliability target, but possibly at a
different performance [3]. DRM has several potential ben-
efits – instead of assuming worst-case behavior for relia-
bility qualification, DRM allows processors to be qualified
for reliability at lower (but more likely) operating points,
which are commensurately cheaper. Dynamic management
serves as a backup to ensure that the target failure rate will

not be exceeded, although some performance may be lost.
Conversely, if the processor is over-designed for reliability,
DRM can be used to extract excess performance. Hence,
DRM provides a hitherto unexplored design strategy for
the system to consciously tradeoff performance and cost, to
achieve the target reliability goals. We present an overview
of DRM and our results in the poster.

We have also examined design time enhancements for
processor reliability. In particular, we examine the relia-
bility benefits of introducing structural redundancy during
microarchitectural specification. enhance Although redun-
dancy has been commonly used for reliability, most previ-
ous work focused on redundancy at the processor granular-
ity. Due to the large area overheads involved in duplicat-
ing entire processors, such redundancy does not provide a
cost-effective reliability solution. In addition, most proces-
sor redundant systems require the replacement processor to
be manually installed [1]. Structural redundancy addresses
some of these shortcomings of processor redundancy by in-
curring less area overheads and allowing run-time processor
reconfiguration for reliability.

Specifically, we examine two methods by which struc-
tural redundancy can be used for run-time reliability en-
hancement [2]. In the first case, structural duplication
(SD), certain redundant microarchitectural structures are
added to the processor and designated as ”spares”. Spare
structures can be turned on during the processor’s life-
time when the original structure fails. We also propose
a new run-time technique, graceful processor degrada-
tion (GPD), which allows the processor to exploit exist-
ing microarchitectural redundancy for reliability. Modern
processors have replicated structures that are used for in-
creasing performance for some high parallelism applica-
tions. If a replicated structure fails in the course of a proces-
sor’s lifetime, the processor can shut down the structure and
still maintain functionality, thereby increasing lifetime. We
compare structural duplication, graceful processor degrada-
tion, and a combination of the two techniques in our poster.
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