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1 Synopsis

The C0PE (Consistent 0-administration Personal Envi-
ronment) project at the University of Texas at Austin
seeks to address the problems that arise when individ-
ual users have dozens of machines sharing their data
and services. This paper addresses one key problem in
such environment: each machine’s IP addresses may of-
ten change due to mobility, due to switching between
different network connections (e.g., Ethernet, 802.11,
and infrared), and due to dynamic IP assignment (e.g.,
DHCP). Because higher level protocols and applications
often implicitly assume that IP addresses correspond to
specific, unchanging hosts, changes in the physical IP
address used to reach a host can cause failures in these
protocols and applications.

To address this problem, we introduce VIP, a virtual
IP layer, that applies the principle of virtual addressing
to Internet naming. VIP presents an abstraction in which
machines refer to one another by name and in which
physical IP addresses are hidden from higher-level pro-
tocols.

Two key goals of VIP’s design are incremental de-
ployability and minimal configuration.

VIP achieves these goals by following two design
principles (1) transparent mobility : the system vir-
tualizes the IP level of the protocol stack—the “neck
of the protocol hourglass”—to avoid modifying higher-
level network protocols and applications, and (2)mini-
mal infrastructure : the system takes advantage of and
minimizes changes to existing network infrastructure.

MobileIP [10, 12] also attempts to support transpar-
ent mobility, but despite its early development and stan-
dardization, MobileIP is not widely used. We believe
this is due to its infrastructure requirements: to use Mo-
bileIP a user must acquirestatic, globally unique IP ad-
dressesfor each device and a user must deploy ahome

agentmachine that forwards packets routed to these ad-
dresses to the user’s mobile devices.

Although these design trade-offs made sense in the
early 1990’s, recent trends in network deployment in-
crease the significance of these requirements as barri-
ers to deployments. First, the 32-bit IPv4 address space
makes static IP addresses expensive. For example, an
ISP account that includes multiple static IP addresses
may be much more expensive than a dynamic-IP ac-
count, making it costly for an individual user to deploy
MobileIP for personal use. In addition, the widespread
use of firewalls to protect intranets and even home net-
works makes it hard to deploy a globally-reachable Mo-
bileIP home agent; often a dedicated machine must be
deployed to the public side of the firewall, where ma-
chine deployment may be tightly controlled.

VIP is a simple system that addresses these problems.
VIP uniquely identifies machines by their fully-qualified
domain names (FQDNs) (e.g., example.acm.org) rather
than their IP addresses (e.g., 199.222.69.43), and uses
Secure Dynamic DNS (DDNS) [5] to update and dis-
tribute name-to-address mappings as machines move.
To maintain backward compatibility, each pair of com-
municating nodes negotiates virtual IP addresses, which
are opaque 32-bit tokens that correspond to their
FQDNs. Applications and other layers above VIP use
these 32-bit virtual IP addresses rather than physical IP
addresses. When machines communicate, the VIP layer
translates between virtual and physical IP addresses.

This approach supports transparent mobility without
requiring deployment of new infrastructure. First, ap-
plications and other network layers above the VIP layer
never see physical IP addresses, so the VIP layer is free
to change the mapping from the the virtual IP address
token used to identify a machine to the physical ad-
dress used to route packets. Second, routers and other
infrastructure below the VIP layer never see virtual IP
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addresses, so each pair of communicating nodes is free
to negotiate lightweight VIP-to-FQDN mappings rather
than relying on globally unique and unchanging static IP
addresses. Third, by using DDNS for mapping FQDNs
to IP addresses, the system takes advantage of existing
translation infrastructure rather than requiring deploy-
ment of new translation infrastructure. Furthermore,
free third-party DNS servers such as no-ip.com and dyn-
dns.org allow individual users to use the system without
even having to manage their own name servers.

We have implemented the VIP system in Linux. Our
experiments show that the system provides efficient
remapping both when one node moves and when both
parties in a connection simultaneously change their ad-
dresses. A key optimization in the system is peer-to-
peer hints, which can greatly improve the latency of this
remapping. We use IPSec [8] to provide end-to-end se-
curity as VIP↔ IP address mappings change; to keep
infrastructure requirements low, VIP implements the op-
tion of a simple peer-to-peer anonymous key exchange
protocol for IPSec that is similar to the one used by
SSH [9]. Overall, we find that new infrastructure and
practices that have become widespread since the stan-
dardization of MobileIP (e.g., DHCP for dynamic IP as-
signment [4], Dynamic Secure DNS for updating name-
to-IP mappings [5], and IPSec for secure communica-
tion [8]) make it relatively simple to support transparent
mobility without requiring other infrastructure changes.

The main limitation of this approach is our decision
to modify end-stations rather than relying on external
infrastructure. There are two issues. First, although
our system is backwards compatible in that it allows
communications with unmodified machines, our system
does not support migration of connections unless both
participating machines implement our extension. Sec-
ond, although this approach simplifies many aspects of
deployment, modifying end-stations does involve barri-
ers of its own. However, as others have argued [14],
although the MobileIP design assumed that it was eas-
ier to modify routers than end stations, in practice the
reverse seems to be true. Furthermore, modifying end
stations solves the “chicken and egg” problem faced
by infrastructure-based approaches: in an end-station
based approach, an individual can take advantage of
the optimization by upgrading her machines; whereas
in an infrastructure-based approach, there is little incen-
tive to deploy new infrastructure until a large user base
emerges and little incentive to become part of that user

base until infrastructure is deployed.

2 Related Work

The problem of supporting host mobility on the Inter-
net has been extensively studied. MobileIP, like VIP,
is designed to achieve transparent mobility by virtualiz-
ing the IP layer of the protocol stack. Other approaches
have been proposed at the IP, transport, and application
layers of the protocol stack or have used names rather
than physical addresses for routing.

2.1 MobileIP

MobileIP [10, 12] has many similarities with VIP. Both
systems share the goal of providing transparent mobil-
ity. In both systems, this is achieved by decoupling the
routing and naming roles that coexist in conventional IP
addresses; in both systems a host receives two distinct
identifiers - a permanent name, that does not change
when a host moves, and a variable address, that changes
to reflect the host’s current point of attachment to the
Internet.

There are two fundamental differences between Mo-
bileIP and VIP.

The first is the nature of a mobile host’s permanent
name: in Mobile IP the home address is a valid IP
address to which packets can be routed, but in VIP
the virtual address is a node’s fully-qualified domain
name (FQDN). For backwards compatibility with layers
above VIP, VIP introduces 32-bit tokens that act as syn-
onyms with FQDNs, but these VIP addresses have no
semantic meaning within IP. This clean distinction be-
tween virtual and physical IP addresses makes deploy-
ment easier and cheaper for a user. Whereas VIP nodes
automatically generate lightweight VIP address tokens,
a user wishing to deploy a device using MobileIP must
acquire a static IP address from an ISP.

The second fundamental difference is the mechanism
used to map between home (or virtual) addresses and
correspondent (or physical) addresses. MobileIP uses
a home agent machine that receives packets addressed
to a mobile node’s home address and that tunnels pack-
ets to the mobile node’s correspondent address. Instead,
VIP uses DNS to map machine names to physical IP
addresses. By using DNS for translation, VIP takes ad-
vantage of existing infrastructure rather than requiring
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deployment of new translation infrastructure. Further-
more, free third-party DNS servers such as no-ip.com
and dyndns.org allow individual users to use VIP with-
out even having to manage their own name servers.

Note that although route optimizations to some im-
plementations of MobileIP modify both communicat-
ing end-stations to eliminate need for separate foreign
agents [10] and to reduce triangle routing [11], these
implementations still require home agents to establish
and update the mappings cached at end stations. But
also note that MobileIP’s approach of using routable ad-
dresses and home agents provides one advantage over
VIP: if a mobile node that has been modified to support
MobileIP communicates with a fixed node that does not
support MobileIP, MobileIP’s home agent can forward
packets from the fixed node as the mobile node moves.
Conversely, although VIP retains backwards compati-
bility in that VIP and non-VIP nodes can communicate,
VIP does not support mobility in such a scenario. Unfor-
tunately, it appears that this advantage of MobileIP fun-
damentally requires that virtual addresses be routable,
which we believe raises too high a barrier to deploy-
ment.

IPv6 [3] supports mobility using MobileIP tech-
niques. However, it requires deployment of large
amounts of new infrastructure.

2.2 Other approaches

Below, we discuss other approaches to mobility, orga-
nized by the layer of the protocol stack at which vir-
tualization is introduced: the IP layer, transport layer,
or application layer. Finally, we discuss several other
“name-centric” routing architectures.

Gupta and Reddy [7] propose a IP-level redirection
mechanism that is similar to MobileIP with route opti-
mization. The focus of this work is on anycast, but the
technique can be applied to mobility as well.

Snoeren and Balakrishnan [14] propose an architec-
ture for supporting mobility in TCP that, like VIP, is de-
signed to minimize dependence on new infrastructure.
This architecture relies on a peer-to-peer protocol to up-
date address information when a node moves. Our ap-
proach differs in two ways. First, we implement mobil-
ity at the IP level rather than the transport level. Con-
ceptually, we believe abstracting IP addresses directly
above the IP layer is a simpler approach, and this ap-
proach has the practical advantage of allowing one im-

plementation of virtualization to support a wide range
of higher-level protocols, including TCP, RTP, ICMP,
and UDP, and it supports straightforward integration
with IPSec. Second, because we focus on supporting
users with dozens of devices, we regard simultaneous
movement of both ends of a connection as an important
case—encountered, for instance, when a user carrying
several devices exits a building—and we engineer our
protocol to support it.

The idea of exposing names to applications and in-
visibly translating from name to physical address or
route is a core idea in the Intentional Naming system
[1] and TRIAD [2]. These systems, however, are more
ambitious efforts to re-engineer the protocol stack. In-
tentional naming forgoes backwards compatibility, and
both introduce translation to the routing infrastructure.

3 VIP architecture

The basic idea of VIP is simple; the VIP framework
identifies a machine by its unique fully-qualified do-
main name (FQDN, e.g., example.acm.org), and the VIP
layer on each machine maintains a mapping from FQDN
to the physical IP addresses of peer machines so that
it can direct messages addressed to an FQDN to that
machine’s current location – its current physical IP ad-
dress. As IP addresses change due to migration, VIP
updates this FQDN↔IP mapping using secure dynamic
DNS. But, because FQDNs do not change, communica-
tion transparently continues across physical IP address
changes.

Unfortunately, current applications use IP address as
the basis for communication and the FQDN merely as a
means of obtaining it. We maintain backwards compat-
ibility by virtualizing IP through a layer of indirection.
Thus each FQDN is mapped to a 32-bit token, which we
call a virtual IP address, that in turn maps to the physi-
cal IP address. We refer to the former as the VIP address
or virtual IP address and the latter as the IP address or
physical IP address.

The VIP address is integrated into the system by
a VIP layer that resides immediately above the IP
layer. Layers above VIP see and work with virtual
IP addresses, which are merely backwards-compatible
synonyms for FQDNs, and layers below VIP see
the physical IP addresses required to route pack-
ets to their intended destination. A separate user-
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level daemon maintains these FQDN↔VIP address and
VIP address↔IP address mappings and updates the lat-
ter using dynamic DNS.

To simplify reasoning about security, the system uses
IPSec to encrypt and authenticate all VIP communi-
cation. Following our goal of minimal infrastructure,
this security scheme uses a simple peer-to-peer “anony-
mous” key exchange protocol similar to the one used in
SSH [9].

The key design issues for the VIP architecture lie
in the creation and maintenance of the two mappings,
namely FQDN↔VIP address and VIP address↔IP ad-
dress. The former deals with how we choose and asso-
ciate virtual tokens with unique names and avoid colli-
sions in these mappings. The latter resolves connection
migration. In what follows we describe the design of
these two mappings.

3.1 FQDN↔VIP address negotiation

The assignment of VIP tokens to FQDNs should satisfy
the following four properties.

• Unchanging and unique. A VIP is a synonym for
an FQDN that has these properties. Furthermore,
the mapping should be collision-free with respect
to real IP addresses because legacy machines will
not include a protocol for resolving collisions.

• Symmetric.Communicating machines must agree
on what they call one another. Several higher layer
protocols, including TCP, assume this property.

• Scalable.A mobile device will communicate with
dozens or hundreds of servers and other mobile de-
vices.

• Lightweight.This makes it easy for a user to deploy
the system.

Unfortunately, it is difficult to satisfy these proper-
ties simultaneously with 32-bit tokens. We resolve this
dilemma by relaxing the first requirement. In particular,
VIP includes a negotiation phase that provides limited-
duration VIP addresses that are pair-wise unique rather
than permanent VIP addresses that are globally unique.
Details of the negotiation protocol may be found in the
technical report [15].

This negotiation typically adds one round trip time
to connection set-up with VIP-enabled destinations. It
also adds one additional DNS query to each host lookup.

The purpose of this query is to allow systems to effi-
ciently detect legacy, non-VIP clients; it thus eliminates
the need for the VIP daemon to send a probe to the re-
mote host to verify its VIP capability. Note that, the ad-
ditional DNS query is pipelined with the standard DNS
query to minimize latency.

Because the FQDN↔VIP address mappings are no
longer unchanging and unique, VIP nodes must care-
fully control garbage collection of these mappings to
maintain the abstraction that VIP addresses are syn-
onyms for FQDNs. We discuss garbage collection poli-
cies in the technical report [15].

3.2 VIP↔IP mapping

The set of VIP address↔IP address mappings a ma-
chine stores can be thought of as a cache of mappings
for the targets with which the machine communicates.
This cache must be kept consistent with the true IP ad-
dresses of those targets. We use an invalidation protocol
with leases [6] to accomplish this.

When a machineX ’s IP address changes, it sends
invalidation hints (V IPX , newIPX ) to the VIP dae-
mons on itsActive Partner List, the set of machines with
whichX has communicated during the previousT sec-
onds. Conceptually, the invalidation hints signal the re-
ceiver to query DNS for the new mapping the next time
it sends a message toX, but sinceX sends the hints via
IPSec and includes the updated values, the receiver can
trust them and update its mappings immediately.

There are two cases when a machineY will not re-
ceive an invalidation when a machine it had been talk-
ing to, X, moves: (a) the lease has expired or (b)Y ’s
IP address also changed. Therefore, any time a nodeY
sends a message to a nodeX from which Y has not
received a packet from during the lastT seconds,Y
queries DNS to renew the mapping. In addition, if a ma-
chine does not receive an acknowledgment to an inval-
idation, it queries DNS to re-validate the mapping and
then resends the invalidation hint. These procedures en-
sure that the mappings get updated quickly. When a con-
nection is in active use, the corresponding mapping is
updated through an invalidation hint otherwise the map-
ping is updated only when needed (before sending the
first packet) through DNS lookup. Thus this scheme ef-
ficiently maintains the consistency of mappings.
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Figure 2 : One-sided switch for (a) UDP and (b) TCP connection.
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Figure 1 : The evaluation testbed.

4 Prototype and Evaluation

Our prototype uses the Linux 2.2.17 kernel and modi-
fies the IPIP Encapsulation layer to implement VIP. We
use FreeS/WAN 1.8 for IPSec. The modified name dae-
mon, VIPD daemon, is currently implemented in Perl
and runs at user level.

Our test bed is shown in Figure 1. Hosts A and B are
933 MHz Pentium III machines with 256MB of RAM.
Each one of these machines has two 100Mbps Ethernet
cards, which are connected to different LANs. The RTT
measured by PING requests has an average 250µs be-
tween the hosts when they are communicating on same
LAN and 450µs when communicating through inter-
faces on different LANs. The mobility of the hosts is
emulated by deactivating of the interfaces and activat-
ing the other interface through theifconfigcommand.

A third machine of similar hardware configuration is
used for runningnamed, the domain name server, a part
of bind 9.1.1 fromwww.isc.org . This version sup-
ports signed dynamic updates [5]. We create a domain

vipip.net and assign each host a name from this do-
main. Each host also shares a secret key with the DNS
server for dynamic update requests. This node also acts
as a router between the two testbed LANs.

We have succesfully tested our system for numerous
applications running on both hosts that communicate us-
ing various protocols. These include a telnet session
over TCP, RealPlayer video streaming over RTP and
UDP, and ping over ICMP. Communication between ap-
plication on two hosts continues successfully for both
the cases of switching interfaces on one host (one-sided
switch) and simultaneously switching interfaces on both
hosts (two-sided switch). We have also successfully
tested our system usingno-ip.comas the name server by
assigning our hosts names from theno-ip.comdomain
and configuring the hosts to send the dynamic DNS up-
date requests tono-ip.com’s DNS server.

For measuring switching times, we implement a sim-
ple application with A continuously sending dummy
messages to B using either UDP or TCP. We collect the
communication traces usingtcpdump. For TCP, we plot
the sequence number of each packet against the time it
was received. For UDP, we plot the number of UDP
packets received versus time.

In Figure 2, we plot the traces for the one-sided
switch case for TCP and UDP. For UDP, the observed
switching time is about 23ms, including the time to
send an update to the peer (∼20ms) and acknowledg-
ment time (∼3ms). For TCP, switching time is about
400ms. This is longer than UDP because of a TCP re-
transmission timeout (200ms) and adelayed acktimeout
(200ms) [13]. Figure 3 plots the behavior of UDP trans-
mission for the two-sided mobility case. The switching
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Figure 3 : Two-sided switch on UDP connection.
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Figure 4 : Effect of DNS lookup times on TCP and
UDP two-sided switch case

time is about 644ms which includes a 500ms timeout by
the VIP daemon waiting for the ack of the hint it sends
to the peer’s VIP daemon. After the timeout, the VIP
daemon does a DNS lookup and then sends the update
hint to the other host at the correct physical address.

In Figure 4, we look at the dependence of switching
time on DNS lookup latency for two-sided switching in
both TCP and UDP modes of communication. The de-
lays were simulated by inserting an artificialusleepinto
the local VIP daemon. As expected, UDP switching
time increases almost linearly with latency. However,
TCP exhibits a stepwise exponential curve correspond-
ing to an exponential back off in retransmission.

Overall, we find that performance is good. For the
two-sided switch case, fail-over time is dominated by
the hint timeout, the round trip time to the DNS server,
and the round trip time to the peer. Peer-to-peer updates
appear to be a useful optimization. For the one-sided
case, time is dominated by the round trip time between
the peers and, for nearby peers, the overhead of our Perl-
based name daemon.

5 Conclusion

VIP applies the principle of virtualization to IP ad-
dresses because exposing physical IP addresses to ap-
plications thwarts mobility and dynamic IP assignment,
factors which will continue to grow in importance as
mobility becomes more common, as users own increas-
ing numbers of devices, and as the limited IPv4 address
space is consumed. From the point of view of appli-
cations on VIP-enabled hosts, DNS names are used to
address network traffic, and physical IP addresses are
hidden.

A key benefit of VIP’s implementation of virtualiza-
tion is that its design emphasizes incremental deploya-
bility. Powerful building blocks for virtualization now
exist so that virtualization can be done almost entirely
by relying on existing infrastructure. As a result, VIP is
simple enough to deploy that, for example, a Linux hob-
byist could easily deploy and benefit from the system.
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