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Abstract—We present the design and implementation
of Split-Stack, a novel and efficient mechanism for hand-
ing off TCP connections that enables fine-grain load bal-
ancing among the servers of a cluster. The key insight
behind our approach is to decouple the two unidirec-
tional half-pipes that make up a TCP connection. Our
approach anchors the unidirectional half–pipe from the
client to the cluster at a designated server while allowing
the half–pipe from the cluster to the client to migrate on
a per–request basis to the server best suited to service
the request. This approach has two benefits. First, it
permits the half–pipe from the cluster to be utilized to
the full extent of its bandwidth. Second, it permits all
client requests to be intercepted at a single designated
server, facilitating the construction of heterogenous sys-
tems out of modularized components. We demonstrate
these benefits by applying the Split–Stack approach to
the problem of designing scalable web servers capable of
supporting persistent HTTP. Our approach yields upto
65% higher throughput than alternative schemes for
fine-grained load balancing.

Keywords— Web server performance, Network sys-
tem software, Network protocols

I. INTRODUCTION

Server clusters are behind most web services em-
ployed on the Internet today. Clusters are attractive
because they combine the price-performance charac-
teristics of commodity hardware with the ability to in-
crease server throughput by adding more server nodes
to the cluster. A fundamental problem that these sys-
tems need to address is scalability: ideally, the number
of client requests that a cluster can service should grow
linearly with number of servers.

Several load-balancing techniques—round-robin,
content-based, server-load-based, etc.—have been
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proposed to address this problem [1]. These tech-
niques work well if each request is received over a sep-
arate TCP connection, as in HTTP1.0 [2]. However,
the overhead involved in setting up and tearing down
a connection for each request hurts scalability [3], [4],
and increases the latency of a server’s response. To
reduce this overhead, HTTP/1.1 allows clients to send
multiple HTTP requests to a server through a single
TCP connection [5]. By making connections persis-
tent, HTTP/1.1 amortizes TCP establishment and tear
down costs and increases network utilization by avoid-
ing multiple TCP slow starts. Unfortunately, persistent
connections can limit the effectiveness of load balanc-
ing schemes. When a persistent TCP connection is
established, the load balancing mechanism selects a
server to handle all requests arriving on the connection
(we call this server the connection’s designated server,
or DS) 1. Suppose now that the entity initiating a per-
sistent connection with the cluster is a proxy server.
Since a proxy server multiplexes requests from multi-
ple clients onto the same connection, it is quite likely
that different servers within the cluster will be best
suited to service different requests. For instance, if
the proxy is connected to a cluster that uses a content-
based load balancing scheme, the server whose cache
is best equipped to service requests coming from proxy
client ��� may not have cached the data required to re-
spond to unrelated requests coming from proxy client
��� . In other words, persistent connections can prevent
load-balancing schemes from directing a given request
to its optimal server (OS), i.e. the server that is best
�

In this paper we explicitly abstract away the details of the im-
plementation of the load balancer and of the mechanism used by
the load balancer to select the designated server. This mecha-
nism may consist of a simple distributor that implementing a round
robin policy [6], or of a more sophisticated protocol, that may itself
involve TCP connection handoffs [1], [7]. We factor these details
out of our study to isolate the effects of the policy that is chosen,
once a DS has been selected, to restore fine grain load balancing
over persistent connections.
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suited to service it: this coarse-grain load balancing
limits the scalability of the cluster.

There are two basic approaches to restoring finer-
grain load balancing. In the first approach DS for-
wards each request to the appropriate OS, which ser-
vices the request and then forwards the results back to
DS; DS then returns the results back to to the client.
In the second approach, when DS receives on a con-
nection a request for which it is not the optimal server,
it not only forwards the request to the appropriate OS
, but with the request transfers to the OS also the re-
sponsibility of handling any successive requests com-
ing on that connection. The OS forwards the results
directly to the client, bypassing the DS. All successive
TCP packets from the client are sent through DS to
OS: in effect, OS becomes the connection’s new DS,
while the original DS becomes a router on the path that
connects the client to the new DS. The first approach
is generally known as back-end forwarding, while the
second is known as connection handoff [1]. Connec-
tion handoff is generally acknowledged in the litera-
ture as providing somewhat better performance than
back-end forwarding, but at the cost of a much higher
implementation complexity [1], [6], especially if, dur-
ing its lifetime, a connection is handed off multiple
times to different servers. Prior studies have typically
concluded that the performance improvements yielded
by connection handoff do not justify the increased im-
plementation complexity.

In this paper, we argue that the news of connection
handoff’s demise may have been greatly exaggerated.
First, we show that in several system configurations
connection handoff can outperform significantly back-
end forwarding. Second, we present the first design
and implementation of a connection handoff protocol
for web server clusters. Our approach departs radi-
cally from the conventional architectures proposed for
performing connection handoff in other setting, such
as mobile computing [8]. In our architecture, what is
handed off to an OS is not the entire connection, but
only the responsibility of servicing and responding to
the requests for which OS is the optimal server. Our
approach builds on the observation that a client’s TCP
connection to the cluster consists of two half pipes,
one from the client to the cluster and the other from
the cluster to the client; this leads us to propose an ar-
chitecture in which the first half pipe is anchored to the

DS for the duration of the connection, while the sec-
ond half pipe is transferred on a per-request basis to
the appropriate OS. Third, we show that our approach
is efficient; in particular, we show that our architecture
yields an upto 60% improvement in server throughput
over conventional techniques for implementing multi-
ple connection handoffs. Finally, we observe that our
architecture introduces asymmetry in the capabilities
required of DSs and OSs; DSs can be optimized for
HTTP and TCP processing while OSs can be tuned for
efficient data delivery. This facilitates the construction
of scalable servers from heterogeneous components
(e.g., by combining TCP accelerators with network at-
tached storage (NAS) appliances).

The rest of the paper is organized as follows. Sec-
tion II describes connection handoff and the imple-
mentation challenges involved. Section III describes
the core idea of this paper: anchoring a connection
half–pipe. Section IV presents Split–Stack, our im-
plementation of the connection handoff protocol de-
scribed in Section III. We evaluate our Split–Stack im-
plementation in Section V, present related work in Sec-
tion VI, and offer our concluding remarks in Section
VII.

II. UNDERSTANDING CONNECTION HANDOFF

Although this paper is the first to present an actual
implementation of a complete connection handoff pro-
tocol for web servers, it is not the first paper to con-
sider the possibility of such an implementation [1].
Previous studies have argued against using connection
handoff on two grounds. First, in simulations connec-
tion handoff appears to yield small performance gains
over back-end forwarding. Second, any actual imple-
mentation of connection handoff that attempts to reap
these gains faces significant technical challenges. In
this section, we revisit these issues.

A. Performance

Aron et al [1] compare the effectiveness of back-end
forwarding and connection handoff as mechanisms to
achieve fine grained load balancing over persistent
HTTP connections; in particular, they consider cluster-
based web servers that use their locality-aware request
distribution protocol. The conclusion of their simu-
lations is that, although connection handoff provides
slightly higher throughput than back-end forwarding,
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the percentage-wise performance difference between
the two approaches is less than 6%. We believe that
these conclusions, although accurate for the simula-
tion setup considered in [1] convey only part of the
story.

The performance of a connection handoff imple-
mentation depends on multiple parameters, includ-
ing the hardware configuration of the cluster’s servers
(e.g., the amount of their cache memory, their disk
bandwidths, the number of processors in the cluster,
etc.), the size of the data set, the ratio between re-
quests for static and dynamic content, and the per-
centage of requests received on a connection that can-
not be optimally serviced at the current designated
server. The experimental evaluation in [1] explores a
specific point in the multi-dimensional space defined
by these parameters: it considers a workload gener-
ated by combining logs from multiple departmental
web servers at Rice University, a data set of about 1
GBytes, and a cluster consisting of 1 to 10 servers,
each with 85MBytes of cache.

As Figure 1 illustrates, exploring different points in
the parameter space may lead to very different conclu-
sions. The figure shows the result of simulating con-
nection handoff and back-end forwarding in cluster-
based web servers that implement the locality-aware
request distribution protocol [1]. We use a trace-driven
workload obtained from IBM’s Olympics 98 web site,
with a data set size of about 1.1 GBytes. The figure
shows three curves; each curve represents, for a spe-
cific server configuration (in terms of the amount of
available cache at each server), the effect of changing
the number of servers in the cluster on the improve-
ment in perfomance yielded by the connection hand-
off over the back-end forwarding. Note that, for clus-
ters of up to 15 servers, the 85 MBytes curve shows
connection handoff delivering between 20% and 30%
more thorughput than back-end forwarding, as op-
posed to the 6% or less reported for the same cache
size and a similar data-set size in [1]. The reason for
the discrepancy is in the nature of the worloads used in
the two simulation studies. The Olyimpics workload
exhibits a much higher number of request per connec-
tion than the Rice University trace, and, within a con-
nection, a significantly higher percentage of unrelated
requests (i.e. request that cannot be served optimally
at the designated server). Indeed, we have performed
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Fig. 1. An analysis of performance of connection handoff
and backend forwarding

other simulations that show that when we substitute
the Olympics trace with a trace obtained by combin-
ing logs of departmental web servers at UT Austin, we
obtain results in line with those reported by [1].

Figure 1 also illustrates that the relative perfor-
mance of connection handoff depends heavily on the
relationship between the amount of cache memory
available at a server and the size of the data set. For a
given data-set size, the larger the cache at each server,
the smaller the benefits of connection handoff over
back-end forwarding. In fact, if the amount of cache
available at a server were to exceed the size of the
data set, there would be only negligible gain in using
connection handoff, since the designated server would
eventually be capable of becoming the optimal server
for any request.

Interestingly however, a new set of upcoming server
designs that target not just raw perforamnce but also
spatial density and energy consumption advocate ar-
chitectures that would have clusters operate in the area
of the above-mentioned parameter space in which con-
nection handoff yields significantly more throughput.
The OmniCluster SlotServer 1000 is an example of
these kind of architectures[9]. The SlotServer has
an x86 compatible processor and can hold between
32MB and 256MB of memory. The SlotServer is in-
tended for use as proxy and content servers. The RLX
ServerBlade design from RLX Technologies Inc. [10]
is another example of a web server design that looks
beyond pure performance. The ServerBlade is pow-
ered by a Transmeta Crusoe TM5600 processor and
can support between 128MB and 512MB of memory.
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In summary, we believe that our experiments,
though not exhaustive, illustrate that connection hand-
off can result in performance gains significant enough
to justify investigating the technical challenges that
complicate its implementation.

B. Implementation Challenges

As we pointed out above, the literature on server
clusters does not contain any actual implementation
or detailed design description of a connection handoff
protocol capable of supporting multiple handoffs. This
problem however has been addressed in the context of
mobile computing with the objective of keeping alive
the TCP connections of a mobile host while it moves
between cells. Two implementations of interest in this
respect are I-TCP [8], and ALICE [11].

In these schemes, a connection is handed off from
one server to another only after the first server has
received all of the acknowledgements for its packets.
This approach simplifies the implementation of con-
nection handoff, since at any time, the TCP acknowl-
edgements and requests need to be processed at ex-
actly one server); however, it has the unfortunate side
effect of draining the TCP data pipe completely be-
fore a connection is handed off to another server. A
second problem that these implementations exhibit is
the inefficiency that results when, as a side-effect of
multiple connection handoffs, the path from a client to
the current designated server has to traverse all the for-
mer designated servers for that connection (connection
chaining) [11].

These problems, especially the draining of the TCP
pipe, have been mentioned [1] has potential show-
stoppers towards an efficient implementation of con-
nection handoff. In the next section, we present an
architecture that addresses these problems.

III. ANCHORING A CONNECTION HALF-PIPE

A. Key Idea

The connection handoff paradigm is predicated on
the premise that multiple requests from a client sent
over the same connection are best serviced by different
nodes of the server cluster. For instance, in the con-
text of a web server cluster, client requests for static
data may be best serviced by nodes different than those
that service requests for dynamically generated data.
Thus, in the connection handoff paradigm, each client

request on a connection may have a distinct optimal
server (OS) where it is best serviced.

The bidirectional TCP connection over which client
requests and server responses travel is actually made
up of two unidirectional half-pipes. The half-pipe
from the client is used to send requests to the server.
The half-pipe from the cluster is used to send re-
sponses from the server. At a connection endpoint,
TCP performs flow control and reliability actions on
one half-pipe based on protocol messages (acknowl-
edgements) it receives from the other half-pipe. Tra-
ditionally, the two half-pipes of a TCP connection are
tightly bound together and reside on the same node; in
fact, no other alternative makes sense on a TCP con-
nection between a single client and a single server.

In the abstract, the requirement that the two half-
pipes of a TCP connection be tightly bound together
can be relaxed as long as the flow control and reliabil-
ity actions across the half-pipes are maintained. Our
key insight is that in order to support connection hand-
off, while the half-pipe from the cluster needs to move
from one optimal server to another depending on client
requests, the half-pipe from the client can remain sta-
tionary. Specifically, the half-pipe from the client can
be anchored at a single designated server (DS) for the
duration of the connection.

Anchoring the half-pipe from the client at a single
designated server has two important benefits. First, an-
choring permits the half-pipe from the cluster to be
utilized to the full extent of its bandwidth. Second, an-
choring permits all client requests to be intercepted at
a single designated server, facilitating the construction
of heterogenous systems out of modularized compo-
nents. We elaborate on these benefits in greater detail
in Section III-C.

Figure 2 illustrates the notion of separating the two
connection half-pipes. In the figure, a client has
opened a connection to a server. The half-pipe from
the client is achored at a designated server. An ap-
plication executing on the designated server first pre-
processes incoming client requests and determines the
optimal server where the request is best serviced. If
the optimal server is the designated server itself, the
request is serviced locally. Otherwise, the DS instanti-
ates a half-pipe to the client at the optimal server, from
where the response is directly sent to the client bypass-
ing the DS. The role of the designated server is to con-
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Fig. 2. Separating the two half–pipes of a connection

trol and co-ordinate the movement of the half-pipe to
the client among the different optimal servers for the
requests on that connection. Flow control and reliabil-
ity are maintained using a lightweight communication
protocol between the designated and optimal servers.

In a homogeneous cluster, the roles of designated
server and optimal server could change on a per-
connection basis. In fact, what is a designated server
for one connection may very well be the optimal server
for a request on a different connection.

B. The Split–Stack Protocol

We have designed a connection handoff protocol
based on the principle of anchoring the connection
half-pipe originating from the client. An application
writer uses a system call we provide to handoff the
half-pipe to the client between different server nodes.
However, while the half-pipe from the cluster moves
about from node to node, we maintain connection state
centrally at the designated server for the connection.

B.1 The Application Perspective

Our connection handoff protocol is exposed to an
application solely in the form of a new system call:
handoff(socket, request, OS, OS-port)

An application executing on the designated server
(termed the DS application) accepts an incoming con-
nection as it would in any server system. The DS ap-
plication has a choice after pre-processing client data
received from the socket. It can either service the re-
quest itself, or it can use the handoff system call to
request another application executing on a different

server node to service the request. A successful re-
turn from the handoff call tells the DS application that
the request has been serviced by the remote applica-
tion. It then proceeds to receive and pre-process the
next request from the client.

An application executing on the optimal server
(termed the OS application) also accepts incoming
connections as it would in any server system. The OS
application simply receives a request on this connec-
tion, services it by generating a response, and sends the
response back on the connection. The optimal server
transmits the response data directly to the client by-
passing the designated server.

Figure 3 shows the pseudo-code for a DS and an
OS application that together implement a higher–level
function such as a clustered web server.

B.2 Protocol Overview

Separating the two-half pipes making up the con-
nection requires us to translate feedback (protocol in-
formation) from one half-pipe into actions on the other
half-pipe. We provide a high level description of how
exactly our connection handoff protocol achieves this
goal.

Consider a client that opens a connection to an ap-
plication on the designated server (DS) using the TCP
three-way handshake. After the connection is opened,
the client sends a request to the DS application that
pre-processes the request and determines the optimal
server (OS) which must service the request. Nor-
mal TCP processing on the designated server acknowl-
edges data sent by the client.

After determining the optimal server for a request,
the DS application next initiates a connection hand-
off to the OS application. The handoff is achieved
through the blocking handoff(socket, re-
quest, OS, OS-port) system call. The handoff
call returns either after the OS application successfully
sends out response packets to the client, or after a fail-
ure because of timeout or other error conditions.

Until this point, the designated server has control
of the half-pipe from the cluster. As a result of the
handoff system call, the designated server creates an
instance of the half-pipe from the cluster on the opti-
mal server. The half-pipe is instatiated on the optimal
server by sending a setup message that communicates
the TCP connection state, data for the OS application,
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while(1) {

bytes = receive (nc, request, ...)
pre−process request
if(service request locally) {
    generate response
    send (nc,response)
}
else {
    OS = optimal server to service request
    OS−port = port where application on OS
                    is listening
    handoff (nc, request, OS, OS−port)
}
}

nc = accept (incoming conn.)

bytes = receive (hc, request)
service request
generate response
send (hc, response)
close(hc)

hc = accept (incoming conn.)

Fig. 3. Pseudo–code for DS and OS applications that together implement a web server functionality

and the OS-side port where the OS application is lis-
tening.

On the optimal server, receipt of the setup mes-
sage results in the creation of a socket with an estab-
lished connection to the client. The connection is es-
tablished instantaneously, without going through the
normal three-way TCP handshake. The data sent by
the DS application is provided to the OS application
through the newly created socket. The OS application
receives the data on the socket, services the request,
generates a response to be communicated to the client.
The TCP protocol stack on the optimal server sends
this data to the client.

Meanwhile, acknowledgements sent by the client
are received by the designated server. Since the client
may be acknowledging data sent by a different server
node than the designated server, the first step is to de-
termine whom the acknowledgement is meant for. We
describe acknowledgement processing in section III-
B.3. Any incoming data from the client is passed on
straight to the DS application.

When the OS application finishes sending its re-
sponse to the client, it closes its socket to the client.
This socket close is intercepted on the optimal server
and the three-way TCP connection close handshake is
suppressed. Instead, the optimal server simply informs

the designated server that the OS application has fin-
ished sending data. At this point, the designated server
unblocks the DS application from its handoff call and
is ready to move the half-pipe from the cluster to a
different optimal server.

Note that the DS application can return from the
handoff system call it makes only after the optimal
server it specifies has sent all the response data to the
client. This ensures that barring packet retransmis-
sions, data packets bound for the client leave the clus-
ter in–order.

The half–pipe from the cluster is moved about until
the DS application decides to close it. The designated
server then closes the half–pipe to the client, ending
the connection.

B.3 Acknowledgement Processing

A TCP acknowledgement serves two purposes that
are piggybacked onto one packet. First, it serves as
a credit to send another packet on the connection.
Second, it informs the sender that a previously sent
packet can be garbage collected since it has reached
the client. The need to garbage collect arises because
TCP preserves unacknowledged packets in case they
need to be retransmitted. While credits to send more
packets are meaningful only when there is more data
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to send, garbage collection is an action that always
needs to be performed. Distinguishing between these
two purposes is important since we allow the half–pipe
from the cluster to move from node to node.

We process all client acknowledgements at the des-
ignated server. Two facts enable us to determine what
to do with an acknowledgement. First, at any given
time, only one server node in the cluster can be trans-
mitting new data packets to the client. Second, when
an optimal server has finished sending data to a client,
it informs the designated server of the amount of data
sent. Using this information, the designated server can
use the acknowledgement sequence number to find out
which server node should garbage collect a previously
sent packet, and which server node should send a new
data packet.

C. The Benefits of Anchoring

C.1 Preventing the Data Pipe from Draining

TCP has a sophisticated mechanism to maximize
bandwidth utilization between a server and a client
even in the presence of large latencies. The TCP slid-
ing window protocol permits a sender to transmit mul-
tiple packets before it stops and waits for an acknowl-
edgement [12]. Sending new packets before a prior
packet is acknowledged keeps the TCP data pipeline
filled with packets. However, in practice, transient re-
source constraints can cause both data packets and ac-
knowledgements to be dropped. TCP copes with such
congestion by shrinking the maximum number of out-
standing unacknowledged packets. Even under nor-
mal operation, packet losses can partially or even fully
drain the TCP data pipeline.

Data pipeline draining can occur in the connection
handoff paradigm for an entirely different reason. A
naive handoff solution might hand off the connection
from one node to another only after all oustanding
packets sent by the first node have been acknowledged.
Such a handoff solution would deliberately drain the
data pipeline before handing the connection. In fact,
Aron et. al. have acknowledged pipeline draining as
a potential problem that a connection handoff protocol
must address [7].

Our connnection handoff protocol prevents data
pipeline drains during connection handoff. As soon as
the optimal server finishes sending the last data packet,
it informs the designated server that it is done. At this

point, while the data packets from the first OS are still
in flight, the designated server can direct a second op-
timal server to service a new request. The data pipe is
thus prevented from draining. Anchoring the half-pipe
from the client enables the designated server to for-
ward client acknowledgements to the appropriate op-
timal server.

C.2 Support for Heterogeneity

Anchoring the half-pipe from the client at one server
node for the connection duration facilitates building
heterogeneous server clusters where different nodes
are optimized to perform different functions. For in-
stance, anchoring enables building a server cluster
where the nodes are divided into different sets that
perform combinations of (a) TCP connection state
processing, (b) HTTP request header processing, (c)
HTTP response header generation for static data, (d)
static data serving, and (e) dynamic content genera-
tion.

Consider a static-data web serving cluster, where
the parsing of client requests and generation of HTTP
response headers occurs on one node, while response
data is delivered from another server node. The DS
and OS applications would be built along the lines
shown in Figure 3. Instead of ever processing requests
locally, the DS application always sends the HTTP re-
sponse header to the client and has the OS application
deliver the data.

Several researchers have advocated building server
clusters using such a modular approach. The CSP
architecture [13] consists of multiple functional ele-
ments such as network nodes, proxy nodes, and appli-
cation nodes interconnected with a high-performance
System Area Network fabric. The Web Accelarator
project [14] looks at improving the performance of
web server clusters by employing specialized nodes
for HTTP processing and data delivery.2

The advantage of our half–pipe anchoring approach
lies in the flexibility it affords for building heteroge-
nous systems. Since the state of the connection is
maintained at the designated server, an optimal server
need not even be running a TCP stack. The optimal
server only has to be able to send packets, retransmit

�

However, both approaches use backend forwarding to bring re-
sponses from where they are generated to the connection end point
within the cluster.
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previously sent packets, and garbage collect packets as
directed by the connection handoff protocol. In partic-
ular, it need not be able to autonomously perform flow
control and reliability operations.

IV. IMPLEMENTATION

A bidirectional TCP connection is actually made up
of two unidirectional half-pipes. Our connection hand-
off protocol is based on the principle of anchoring the
half-pipe from the client at one server node, while per-
mitting the half-pipe to the client to move from one
server node to another. We have implemented the con-
nection handoff idea in the network stack, at the TCP
level, of the Linux 2.4 kernel.

Placing the two half-pipes that make up a connec-
tion on different nodes forces us to introduce a facil-
ity that can tie them together to the extent required
by TCP. In order to perform flow-control and reliabil-
ity, TCP depends on the feedback it receives from one
half-pipe when performing actions on the other half-
pipe. Processing protocol information on the incom-
ing half-pipe and affecting the state of the outgoing
half-pipe are intimately tied together in TCP. When the
two half-pipes need to be separated as dictated by our
approach, we need to introduce a mechanism for com-
municating protocol information from one half-pipe to
the other, and for affecting state changes.

We tie the two half-pipes together by introducing an
active and a passive layer in the networking stack. The
active layer executes on the designated server while
the passive layer executes on the optimal server. The
active layer is responsible for intercepting TCP actions
that need to be performed on the outgoing half-pipe. It
then relays these actions to the passive layer, which
performs them on the outgoing half-pipe that exists at
the optimal server. The active and passive layers com-
municate using the messages described below.
SETUP: The active layer sends this message to the
passive layer in response to the execution of a handoff
system call by the DS application:

handoff(socket, request, OS, OS-
port)

The current connection state of the socket is sent on the
message to the passive layer, along with the data pro-
vided by the application to the handoff call. The active
layer also marks the � OS, client, client-port, DS, DS-
port � 5-tuple as a GC-pending half-pipe. On the opti-

mal server, the passive layer receives the SETUP mes-
sage and creates a new socket using the provided con-
nection state. The socket is created in the established
state without the three-way TCP handshake with the
client. The passive layer then provides the data sent
on the message to the OS application waiting on OS-
port. From this point onwards, any data sent by the
application on the socket is handled through normal
TCP actions.
SEND PACKET and GC PACKET: An incoming ac-
knowledgement from the client is examined by the ac-
tive layer. If it corresponds to data sent on an GC-
pending half-pipe, the acknowledgement is split into
the credit and garbage collection (GC) functionalities
described in III-B.3. The location where the GC direc-
tive must be sent is determined by consulting the range
of sequence numbers for each GC-pending half-pipe.
If no corresponding half-pipe is found, the acknowl-
edgement must be meant for the local node. The ac-
tive layer also examines if the half-pipe for which the
GC action is performed can be removed from the GC-
pending list. This can be done if all packets sent by
a half-pipe in the GC-pending list have been acknowl-
edged, and the half-pipe has sent back DATA DONE
messages for all SETUP messages sent to it.
The location which can be given the credit to send
a new packet will be the GC-pending half-pipe for
which a DATA DONE message has not yet been
received. If no such half-pipe is found, the credit
must belong to the local node. We then send the
SEND PACKET and GC PACKET to the locations
determined using the above rules. If both messages
need to be sent to the same location, we piggyback
one atop the other. If a credit and/or a GC directive is
meant for the local node, we simply pass the incoming
acknowledgement up the local protocol stack.
The passive layer converts both GC PACKET and
SEND PACKET messages into vanilla acknowledge-
ments and injects them up the protocol stack. The TCP
stack on the optimal server views the acknowledge-
ment as if it were sent from the client. It then performs
the appropriate garbage collection actions and if nec-
essary, sends a new packet to the client.
Note that a GC PACKET converted by the pas-
sive layer back into an acknowledgement will not be
wrongly interpreted by the passive-side protocol stack
as an credit to send a new packet. This is because of
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the rules governing the creation of the GC PACKET
on the designated server.
DATA DONE: When the OS application closes the
socket on which it is sending data to the client, the
passive layer sends a DATA DONE message to the
active layer. This message contains the next sequence
number that can be used for the connection. Upon re-
ceiving the DATA DONE message, the active layer
updates the connection state. It is only at this point that
the active layer knows how many packets have been
sent to the client on the half-pipe originating from the
OS.
RESET: The passive layer needs to be informed
when it can garbage collect the socket it created on
the receipt of a SETUP message. Socket garbage col-
lection can be done when all data has been sent and
no unacknowledged packets remain. The active layer
sends the RESET message when it removes a half-
pipe from the GC-pending list.
The RESET message is also used to perform cleanup
actions when the client–cluster half-pipe socket is
garbage collected by the normal TCP protocol oper-
ations.
Since a RESET message garbage collects both the
socket and any packets queued on it, a GC PACKET
message is subsumed by the RESET message. We
use this property to coalesce acknowledgements for
the last window of packets sent from an optimal server.
By not sending GC PACKET messages for the last
window of packets, we can send a single garbage col-
lection message for both the socket and the packets
queued on it. This reduces the overhead of our proto-
col at the expense of increasing in-memory occupancy
of the as-yet unacknowledged packets on the passive
side.
KEEPALIVE: The active layer could send a KEEPALIVE
message to all the passive layers that control GC-
pending half-pipes at regular intervals. This enables a
passive layer to know that the active layer on the des-
ignated server is functioning. In the absence of this
message, the passive layer will time out and garbage
collect the socket it is controlling. We have not yet
implemented the KEEPALIVE message.

Our implementation currently requires that both
nodes on which the two half-pipes reside have the TCP
protocol stack. This requirement can be relaxed in a
different implementation; in fact, an intriguing aspect

of our protocol is that the half-pipe to the client can
originate from a node that does not have a TCP stack
at all. Furthermore, while we have implemented the
split–stack protocol over IP, it could just as well be
implemented over a System Area Network such as the
Virtual Interface Architecture [6].

V. EXPERIMENTAL EVALUATION

In this section, we report on our experience with
our implementation and performance results obtained
with our implementation. We have designed two ex-
periments to illustrate the performance benefits of our
connection handoff approach.

A. Experimental Environment

Our experimental environment consists of a set
of 400 MHz Pentium II PCs interconnected using
a switched 100 Mbps ethernet. Each node has
256 MBytes of memory and one Intel EtherExpress
Pro/100 network interface. All nodes run the Linux
2.4.0-test4 kernel with our modifications to the TCP
stack.

The web server we use in our experiments is Apache
1.3.19. Since our experiments compare two ap-
proaches, we are interested only in the relative per-
formance of different connection handoff approaches
on identical systems. Specifically, we do not consider
the absolute performance of Apache. In experiments
involving our half–pipe anchoring approach, we use a
modified Apache server on the designated server. Our
modification causes Apache to invoke the handoff sys-
tem call when it determines that a request must be ser-
viced at a different server node.

We used a modified version of the httperf workload
generator [15]: httperf to drive our experiments. Our
modifications enable httperf to maintain a sustained
number of outstanding connections against a server.
All of the results we report were obtained by main-
taining a maximum of 150 outstanding connections on
the server. We used a set of synthetic request streams
as well as a partial trace of the web logs collected dur-
ing the 1998 Winter Olympics in Nagano [16]. The
average response size in the trace was 6KB with an
average of 12 requests/connection.
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Fig. 4. Experimental setup for evaluating the effects of data
pipe draining

B. Effect of Preventing Data Pipe Draining

In order to illustrate the benefits provided by con-
nection anchoring, we compare the split–stack ap-
proach against one in which both half–pipes of the
connection move from node to node. Anchoring the
half–pipe from the client enables us to prevent the
cluster–client data pipe from draining. In contrast, a
traditional approach to connection handoff that moves
the entire connection state forces the data pipe to drain
between moves. We evaluate the split–stack approach
against the traditional implementation using two met-
rics: the improvements in server throughput and the
improvements in average connection lifetimes. The
throughput measures the capacity of the cluster un-
der constant load. The connection lifetime is the re-
sponse time perceived by the client for one entire con-
nection [17].

In a LAN setting, we expect the effect of pipe drain-
ing to be small. This is because both acknowledge-
ments and data packets take very little time (a few mil-
liseconds at most) to travel between the client and a
cluster. In contrast, when a client connects to the clus-
ter over a wide area network (WAN) packet delays in
the hundreds of milliseconds can cause significant pipe
draining effects.

Figure 4 illustrates the setup we used to measure
the impact of pipe draining under real–world situa-
tions. We use a client running httperf to drive requests
against a cluster composed of one designated server
and two optimal servers. The designated server’s role
is to transfer incoming requests on a client connection

to the OS best suited to service it. Response data is
sent directly back to the client by the optimal server
servicing the request. We consider two cases: the
WAN case, and the LAN case. In the WAN case, we
use the NIST Net delay router [18] to simulate WAN
packet delays and drops. We use a delay of 175 ms,
and a packet drop rate of 4% – these correspond to the
global response time and packet drop rate reported by
the Internet Traffic Report at the time this paper was
written [19]. In the LAN case, we remove the delay
router from the picture so that the client talks directly
to the designated server.

In all the synthetic experiments, the designated
server alternates the client requests on a connection be-
tween the optimal servers. The synthetic experiments
depict a worst case scenario where every request in
a connection “jumps” to (i.e. is serviced at) a differ-
ent optimal server. The information from these experi-
ments can be used to ascertain the benefits of the split–
stack approach given a stream of connections that have
a specific number of optimal server jumps per connec-
tion. This is because pipe draining effects are mani-
fested only when a connection jumps from one optimal
server to another.

In the case of the Olympics workload, the des-
ignated server uses the LARD locality based algo-
rithm [1] to determine which optimal server should
service a request.

Figures 5(a) and 5(b) illustrate the benefits of the
split–stack approach as the number of jumps (requests)
per connection is varied. Each request in this experi-
ment retrieves a 6KB file along with a 230–byte HTTP
header. Each figure considers two cases: a LAN case,
and the WAN case. The client–side receive window is
maintained at 16KB for this experiment. With an RTT
of 175ms, this corresponds to a client–cluster band-
width of 728Kb/s. As the figures show, the improve-
ments in throughput of the split–stack approach in-
crease almost linearly with the number of jumps. The
improvements in average connection lifetimes (i.e., re-
duction in connection lifetimes) also scale linearly.
These results are to be expected because in the tra-
ditional approach, each jump causes the data pipe to
drain. Even at two jumps per connection, the split–
stack approach gives a 40% performance improvement
in throughput and a 27% improvement in connection
lifetime. The absolute value in connection lifetime im-
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Fig. 5. Effects of pipe draining with varying jumps per connection

provements are fairly significant, with the lifetime im-
proving from 1440 ms to 1055 ms at two jumps per
connection, and improving from 3489 ms to 1972 ms
at 6 req/conn.

Figures 5(c) and 5(d) illustrate the benefits of the
split–stack approach as the file size is varied. The
client sends four requests per connection throughout
this experiment with each request being served on al-
ternate optimal servers. Each graph contains three
lines, corresponding to the LAN case, the global WAN
case with a 16KB client receive window, and a global
WAN case with a 100KB client receive window. The
latter two cases correspond client–cluster bandwidths
of 728Kb/s and 4.5Mb/s, as might be experienced by
different classes of Internet users today and in the near
future. As the figures show, with a 16KB client receive
window, the improvement of the split–stack dwindles
rapidly after a 10KB response size. However, with a
larger client receive window, the improvements per-
sist. With the 100KB client receive window, the im-

TABLE I
DATA PIPE DRAINING EFFECTS ON THE OLYMPICS98

TRACE

Expt. Setup req/sec Conn. lifetimes (ms)

LAN SS 1014 1140
LAN Trad. CH 903 1358

WAN SS 295 3356
WAN Trad. CH 244 4969

provements in connection lifetimes dip up to the 6KB
point because of the way the TCP congestion window
opens up. The improvements increase at 10KB and
beyond because the split–stack prevents the data pipe
from draining.

Table I shows similar results for the Olympics98
workload with a 100KB client receive window. The
connection lifetimes show an improvement of 16% in
the LAN case and 33% in the WAN case. The through-
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put improvement was 12% in the LAN case and 21%
in the WAN case.

C. Effect of Support for Heterogeneity

Figure 6 exposes the overhead of the split stack pro-
tocol by measuring the response time for one request
on a connection. There are two cases in the graph.
The solid line corresponds to the case where the client
obtains a response directly from a server. The dashed
line corresponds to a case where the client sends the
request on a connection to one node (the DS), which
then directs another node (the OS) to service the re-
quest and send the response. The difference between
the two lines shows the pure overhead of the split–
stack protocol as the file size is varied. As the file
size increases, the overhead remains constant. This is
expected because the split stack overhead is caused by
the initial setup cost. Communication between the two
half–pipes does not contribute any overhead because it
is pipelined with the data transfer.

We have built a heterogenous system in which
HTTP processing is done at the designated server,
while data serving is relegated to the optimal server.
An explanation of our system is in Section III-C.2.
This architecture has been proposed by other re-
searchers [14], [13]. However, we believe we are the
first to implement such an approach where the gener-
ated response is sent directly back to the client from
where it is generated without going through the client
connection endpoint in the cluster.

VI. RELATED WORK

Limited mechanisms for connection handoff have
been discussed in the context of web server clusters.
Pai et al [1] discuss how to implement a single con-
nection handoff between the front-end and the back-
end designated server in a two-tier server cluster ar-
chitecture. Their discussion does not cover connection
handoff for persistent connections nor multiple con-
nection handoff. Some of the same authors take on
persistent connections in a later paper [7]. They pro-
vide an interesting analysis of the relative perforamnce
of connection handoff and back-end forwarding. Our
paper has a different emphasis than theirs. Their anal-
ysis is carried on through simulations and their em-
phasis is on showing that content based request dis-
tribution policies can be very effective for persistent
HTTP. Our emphasis is on understanding the benefits
of a novel implementation of connection handoff that
allows fine-grained load balancing of request coming
over persistent HTTP connections independent of the
load balancing policy being used.

Snoeren et al.[20] proposed end-to-end TCP con-
nection migration protocol which provides server load
balancing in the presence of long running connections.
Since the protocol requires an end-to-end migration,
its overhead is too large when compared to the service
time of an individual request, making this strategy not
desirable for short web transfers.

Shah et al.[13] propose a division of connection pro-
cessing and application processing on different nodes
in the cluster. Our implementation can support the het-
erogenous architecture that they advocate.

Bakre and Badrinath present Indirect-TCP to im-
prove the throughput of TCP connections between
highly mobile hosts and fixed hosts [8]. Connections
between mobile hosts and fixed hosts are maintained
using the help of the Mobile Support Router (MSR) of
a cell, with the MSR indirectly opening connections
to fixed hosts on behalf of the mobile host in its cell.
When a mobile host switches cells, its TCP connec-
tions are handed off from the old to the new MSR.
Handoff involves moving TCP connection state from
one MSR to the other. Mobile IP [21] is then used to
route all IP packets bound for the mobile host from the
old MSR to the new MSR. I-TCP effectively hands off
both half pipes that make up the connection. Conse-
quently, two problems arise when it is applied in the
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context of (immobile) server clusters. First, the data
pipe from the MSRs (i.e., servers) will drain. Second,
the cluster nodes to which connections can be handed
off must all be (equally) capable of interpreting client
requests. Our implementation of connection handoff
addresses both problems

Haahr et. al. use a tunneling approach in “AL-
ICE” to enable the use of CORBA in a mobile envi-
ronment [11]. In ALICE, a mobile server informs its
mobility gateway when it is willing to accept connec-
tions from clients. When the mobile server connects
to a new mobility gateway (e.g. by switching cells),
new logical connections corresponding to each exist-
ing connection are established from the new to the old
gateway. ALICE thus tunnels connections at the ses-
sion level from the old to the new gateway. While in
ALICE connections handed off through multiple mo-
bility gateways can result in a chain of mobility gate-
ways involved in tunneling the connection, chaining
is impossible in our approach. Also, ALICE’s hand-
off scheme is still in the design stage and has not been
implemented.

VII. CONCLUSIONS

This paper presents Split–Stack, the first implemen-
tation of a connection handoff mechanism that can
be efficiently applied to fine grained load balancing
among the servers of a cluster. The key insight be-
hind Split–Stack is to decouple the two unidirectional
half-pipes that make up a TCP connection. Split–Stack
anchors the unidirectional halfpipe from the client to
the cluster at a designated server while allowing the
half pipe from the cluster to the client to migrate on
a per-request basis to the server best suited to service
the request. We have shown that split stack is very
successful at addressing technical challenges, such as
preventing the data pipe from draining during a hand-
off. We believe that one of the most interesting feature
of Split–Stack is that it enable to explore the possi-
bility to build a new breed of scalable server cluster,
that exploit Split–Stack’s ability to support heteroge-
neous components to deliver high performance com-
bined with high spatial density and low power con-
sumption. We leave this exploration as future work.
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