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Monitoring systemsareableto capturethousand®f events(i.e., abnormakituations)rom a computemetwork. Some
of thoseeventsmay be particularlyinformative to ensurethe correctoperationof anapplication.We assumeheuseris
interestedn a specificclassof events,calledtarget events We proposea systenthatgenerates setof rulescorrelating
eachtargeteventwith eventsoccurringpreviousto thetargeteventwithin a specifiedime window intenal. Suchrules
canbeextremelyhelpfulin elucidatingtheorigin of targetevents.We conductexperimentdo assestheaccuray of the
inducedrulesfor differenttypesof tamgeteventsin areal-world network ervironment. Our resultsshav the accurayg
of theinducedrulesgenerallyabore 80%whenthetime window intenval is atleast20 minuteswide. Suchresultsgive
strongempiricalsupportto thevalidity of our approach.
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1 Introduction

Monitoring systemsare able to capturean assortmenbf different eventsfrom a network ervironment.
A single event signalsan abnormalsituationon eitherone host, e.g., “cpu utilization is above a critical
threshold”,orthenetwork, e.g.,“communicatioriink isdown”. A monitoringsystemcancapturehousands
of eventsin a shorttime period (several days);applyingdataanalysistechniquege.g.,machine-learning,
data-mining)on thoseeventsmay reveal useful patternscharacterizinga network problem. Dataanalysis
techniquedave provedusefulin the areaof network fault management.

In this paperwe considerthe following scenario.A computemetwork is undercontinuousmonitoring;
auseris interestedn identifying whattriggersa specifickind of events,which we referto astarget events
The userwould like to know what eventscorrelateto eachtarget eventwithin a fixed time window. We
describea data-miningtechniquethat takes as input all eventsgatheredby the monitoring system,and
outputsa list of rules,whereeachrule shawvs a form of correlationto a target event, for example,within
5 minutespreviousto the occurrencef targetevent X, eventA often occurs3 timesandeventB occurs2
times. Suchrulescanbeextremelyhelpful in elucidatingthe origin of targetevents.In apracticalscenario,
therulescanbe usedoff-line for problemdeterminationpr on-linefor automatigproblemdetection.

Our study reportson datageneratedy monitoring systemsactive during one consecutie month on
a computermetwork having 750 hosts. Our analysisconcentrate®n target eventslabeledas critical by
domainexperts. One month of continuousmonitoring generatedver 26,000events,with 165 different
typesof events. Suchhigh volume of recordsdefiesany form of manualanalysis,renderingthe use of
algorithmsfor patternanalysisndispensable.

Our approachto inducingrulescombineghe strengthof association-rulenining [AMS+96] with a sys-
tematicsearctfor rulesunderstrongpruningtechniquegRym93 Web93 Web95,Web0(. Ouranalysiss
similarto the generaframawork for rule inductionproposecdy [Web0(, but with importantmodifications
(Section4). We shav how specificsettingsfor the modified framework provide a principledapproacho
theconstructiorof accurateulescorrelatingcomputerevents.

Our experimentsshaw the effectsof varying several parameter®n the quality of theinducedrules. We
studytheimpactof varyingthewindow sizeandthe numberof rules.In additionwe analyzethefeasibility
of addinga safe-windav to allow for corrective actionsto take place before eachtarget event actually
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Tab. 1: A descriptionof eventdatafor a particulardomainof application.

Features Examplesof Possiblevalues No. of Valuesor Rangeof Values
Time 2.27.2001.9003.7.2001.856 February2520019:00PM -
March26 200112:00PM
EventType | Interface-Davn, high-cpu-usage, 165
high-disk-usagedisk-error

HostName ibm1.xxx.com,jbm2.xxx.com 750

Severity harmlessminor, warning, 5

critical, andfatal

occurs.Our resultsshov accuray levelsabore 80% whenthetime window interval is atleast20 minutes
wide. Suchresultsgive strongempiricalsupportto the validity of ourapproach.

This paperis organizedasfollows. Section2 providesbackgroundnformationon the natureof the event
data.Section3 describesiow the eventdatais transformednto a classificatiorproblem. Section4 details
onthemethodologyfor rule induction. Section5 showns our experimentaresults.Finally, Section6 givesa
summaryandconclusions.

2 Background Information

We assume network ernvironmentundercontinuousmonitoringfrom which multiple eventsaregenerated.
We definean event, X = (F1,F2,---,Fn), asa featurevector whereeachF, describesa conditionunder
which the eventtook place. Possiblefeaturesarethe time at which the event occurred(Fime), the host
generatingheevent(Fnos), thetypeof eventFype), theseverity level (Fsqrerity), €tc. Considetthefollowing
example:

(1.1.2000900, cpuhusy, ibm.xxx.com, critical) (1)

The eventabove canbe interpretedasoccurringon Januaryl, 2000at 9:00 AM on hostibm.xxx.com
whenthelevel of cpuutilization exceededa maximumthreshold;a domainexpertqualifiedsucheventas
critical. Table1 shaws the setof featuresconsideredor our domainof application,examplesof possible
values,andthe numberof differentvaluesfor eachfeature.

The setof all m eventsgeneratedy the network on a period of time definesan event datasefleents
{)?i}{‘;l. In our studywe examinecloselya subsetof eventsin Teents that sharethe sameevent type of
interestto the user We referto thatsubsef eventsas Tiaget C Tevents If the userspecifiesa tamgetevent
typeV, thenwe characteriz@iaget as:

Traget = {)’ZI S Teventsi l:type()?i) = V}

whereV couldbeary possiblesventtype (e.g.,Interface-Davn).

)

3 Transforming The Event Dataset

Our goalis to inducea setof rulesthatshov someform of correlationwith the setof tamgeteventsTiapget.
We wantto assesshe degreeof correlationbetweersetsof eventsfor the purposeof prediction. Theidea
is to detecthow mary timeseachdifferenttype of eventoccurredbeforea targetevent,andto inducefrom
thosecountscorrelationrulesthatcanprovide insightinto the causeof targetevents.Our generalapproach
dividesin two steps(which we explainin thefollowing sections):

1. Feature Extraction . This procesgransformdatasetTqentsinto aclassificatiorproblemby creating
a positive examplefor every eventin Taget, anda negative examplefor someof the eventsin the
complementetTiaget.
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Fig. 1: (a) A plot of eventtypevstime. (b) For eachtargeteventX;, we captureall eventspreviousto X; within window
sizey. Theresultis a countvectorindicatingthe numberof instancesor eacheventtype.

2. Classification This processisesthetransformedataseto generate setof rulesfor classification.
Eachinducedrule can potentially be usedto classify an eventin one of two cateyories: target or
non-taget.

EacheventX; € Taentsis characterizedby a setof featurestwo of which arethe temporalfeatureR;me,
andthe type of eventFype. A plot of Fype VS. Fime Shavs how differentevent typesdistribute through
time, asexemplifiedin Figurel(a). The problemwe addresss how to identify the conditionsthatsene to
differentiatebetweendifferenttypesof events(e.g.,targetandnon-taget)throughtime.

3.1 Feature Extraction: Characterizing Target and NonTarget Events

Ourfirst stepis to characterizéargetandnon-tagetevents.Our systenrecevesasinputatargeteventtype
V (e.g.,Interface-Davn) andawindow sizey (e.g.,5 minutes).As explainedbefore(Section2), specifying
atameteventtype generates subsetf eventsTiaget € Tevents Our mechanisnfor characterizingvents
worksasfollows. For eacheventX; € Target (i.€.,for eachtargetevent)we captureall eventsin TasentsWithin

time window y previousto X;. We thencounthow mary timeseacheventtype occurredwithin thetime
window and storethatinformationin a countvectorZ; = (2,2, ,z'p) wherep is the numberof event
typesandz‘j is the countfor eventtypeV;. As anexample,assumehreetypesof events{Vi,V-,Vs}, where
V; is selectedy theuserasthetargeteventtype. Figurel(b) shavs atime window of sizey previousto the
occurrenceof atargete/ent)?i. The countvectorZ; = (3,0,2) indicatesthe numberof instancef each
eventtypewithin thetime window. It is admissiblefor consecutie targeteventsto generatéime windows
thatoverlap. In thatcasethe numberof instancesn the countvectorcorrespondingo thetargeteventtype
would begreaterthanzero. Thelogic behindthemechanisndescribedabove is depictedn Figure2.

The procesglescribedabove producesa setof countvectorsZiaget = {Zi} of sizeequalto the number
of targetevents(i.e., equalto | Ttamget). The setZiayet captureshe conditionsunderwhich a targetevent
occurs.A similar procesds conductedo characterizehe conditionsunderwhich a targeteventdoesnot
occur, resultingin a setof countvectorsZnontaget: The processis very similar to Figure 2 and canbe
describedasfollows. For every two consecuire targeteventsin Tiaget, Xi andXJ , we look for an eventin
the complemenlset'l’ta,get that standsclosestto the middle point betweenX; andXJ Thatis, we look for

Fime(Xi) +Ftime(X
anevent X, with atime of occurrencecloseto M OnceX is locatedwe proceedsimilarly

asbeforeby generatinga window of sizey previousto the occurrenceof Xy, and by generatinga count
vectorof eventtypes. The rationalebehindthe mechanisndescribedabove is that non-tageteventsare
characterizedyy a setof conditionslying asfar aspossiblefrom target eventsto facilitate the searchfor
rulesdiscriminatingbetweerbothkinds of events.

The two setsZiaget and Znontaget areforms of characterizingargetand nontagetevents. This studyis
basedon the hypothesighat both setscontainenoughinformationto differentiatethe situationsin which
thetwo typesof eventstake place.We assumehe numberof eventtypespreviousto aneventcanbeusedto
form correlationrulesableto discriminateamongeventtypes. Our experimentalresultsprovide evidence
supportingthis hypothesigSection5).
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Algorithm 1: CharacterizingargetEvents

Input: EventSetTeents Window Sizey, EventTypeV
Output: Setof countvectorsZiaget = {Zi}
CHARACTERIZE(TaentsY,V)

Q) Generatesetof targeteventsTaget accordingo V.
2 foreach ()~(i € Ttaget)

3) Let Twindow bethe setof eventswithin window y
4) previousto the ocurrenceof X;

(5) Initialize Z; < 0

(6) foreach (Xj € Twindow) )

@) Let Vk betheeventtypeof X;

(8) Updatecountvector: z ++

9) endfor

(10) endfor
(11) return {Z;}

Fig. 2: A characterizatioof targetevents.

3.2 Formulating a Classification Problem

We castour problemasa classificationproblemin a straightforvard manner We generatea new dataset
Tirain by labelingeachcountvectorof atargeteventaspositive andcorverselyby labelingeachcountvector

of anon-tageteventasnegative. Tyajn is madeof pairs{(Zi,ci)}, whereZ; is a countvectorandg; is the

classto whichthe countvectorbelongsg € {+,—}.

Tirain CANSENE asinput to a classificationproblem[WK90]. In this problem, T in is saidto be made
of examples,whereeachexampleis assigned class. The problemis to learnhow to assignthe correct
classto an examplenot previously seenbefore. In our case we wish to learnhow to classifya new event
aseitheratargetor non-tagetevent. Oneapproacho classifications to generatea setof rulesthatshov
strongcorrelationto the class.Anotherapproachs to generatefull classificatiormodelsuchasadecision
tree, a neuralnetwork, or a supportvector machine. We chooseto generatea setof rulesratherthana
full classificationmodel becauseour interestlies primarily in helping the userelucidatethe conditions
precedingargeteventsthrougha mechanismhatis fast(in casecorrective actionsneedto take place)and
ableto produceoutputamenabldo interpretation. We describeour own approacho the rule-generation
processiext.

4 Generating Rules For Target Events

We explain how to inducerulesof theform A — {+, -}, wheretheantecedené is a conjunctionof feature
valuesthatimplies eithera targetevent (+) or a non-tagetevent(—). As anexample,let’'s assumehree
eventtypes{V1,V2,Vs}; An inducedrule couldberepresentedsfollows:

z €[1,5]andz € [2,4] — + (3

wherez; standgor thenumberof occurrencesf eventtypeV;. Therulesstateghatwithin window time
yof aneventX;, if eventtypeV; occursbetweeroneand5 times,andeventtypeVs, occursbetweer? and4
times,thenX; is atargetevent. Eachrule antecederis thena logical expressiorformedby the conjunction
of event-typeintervals. We expectthe userto specifythe numberK of rulesoutputby the system.We will
shav how K hasa directbearingon the amountof pruningavailableover thethe searchspacethe smaller
K the strongetthe amountof pruningavailable.

Previousto therule-generatioprocessthe rangeof countsz; for eacheventtypeV; in Tyain Needgo be
divided into a setof meaningfulintervals. We follow a discretizatiormethodthat minimizesthe entropy
betweenthe interval andthe class[Cat9]]. Eachresultinginterval canthenbe consideredasa Boolean
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Fig. 3: (a) Information Gain as a function of the possiblecoverage(numberof positive and negative events)of a
monomial.(b) A contourplot of (a) shaving isometriclines over the coverageplane.

variable(eitheran eventfalls into the interval or not). As anexample,consideragainthreepossibleevent
types{Vi,V>,V3}. If we createtwo intervalsfor eacheventtypeV;, 1j1,1;2, thenwe transformeachcount
vectorZ; in Tyain into a BooleanvectorB; = (b}, bl 5, bl;, b, b3;, b,).

Thenew datasef;, ;, = {(Bi,ci)} indicatestheinterval into which eachevent-typecountfalls for the set

of eventsoccurringbeforeatargetevent(c; = +) or anon-tagetevent(c; = —).

4.1 Evaluating Monomials

We first describethe criterion usedto comparemonomials(i.e., the metric usedover the searchspace). A
monomialM is saidto cover aneventif the conjunctionis truefor thatevent. As anexample themonomial
in theantecedendf therule in equation3 coversaneventif it is truethateventtypeV; occursbetweerone
andfive times,andeventtypeV, occurshetweertwo andfour times. Eventsthatarenot coveredby M are
coveredby thecomplemeniv.

A monomialM shaws perfectcorrelationwith the classif it coversall targetevents,andthe complement
M coversall nontagetevents.Suchmonomialgetsa maximumscore.But in the generakcase amonomial
coversboth positive and negative events,anda metric is necessaryo assigna score. We usea common
metric calledinformation-gainG [Qui94] explainednext.

Let theinformationentropy of probability q be definedasfollows:

H(q) = —[glog,q+ (1 —q)log,(1 - q)] (4)

Let p betheproportionof positive eventsin T, Let pm betheproportionof positive eventscoveredby
monomialM, andlet Pr; be the proportionof positive eventscoveredby the complemeniM. Information

gainis definedasthereductionof entropy inducedby M:

IG(M) = H(p) — (WiH (pm) +WaH (Pm)) (6)

whereW; andW, arethe proportionof eventscoveredby M andthe complemeniM respectiely.

Informationgain measureshe benefitthat comesfrom partitioningthe examplespaceusingmonomial
M; it quantifieshe degreeof classuniformity of thesetscoveredby M andM andcomparest to thedegree
of classuniformity over thewholetrainingsetT, ;.. Theresultis ameasuref theimprovementproduced
by M andM in groupingtogetherexamplesof the sameclass.

Figure 3(a) plots informationgain over a planethat countsthe numberof positive and negative events
coveredby monomialM [VOO0(Q, alsoknown asthe coverage plane The maximumscoresare attainedat
the extremepointswhereM coversall positive eventsand no negative eventsandvice versa. Figure 3(b)
shaws contourlines obtainedby projectinginformationgain over the coverageplane. The functiongrows

monotonicallyfrom axis-lineL to the extremepoints. OthermetricsdifferentthanInformationGain have
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Fig. 4: A systematicsearchn the spaceof monomials.

beenusedin the machine-learningjterature[WL94], suchasGini, G statistic,Laplace,x?. All of them
shav a similar monotonicshapeover the coverageplane[VO0(. We choosenformationGainbecausét
hasprovedeffective in previous studiegQui94], but asary form of inductiononemustbe awarethatary
fixedform of biasis proneto performwell in somedomainsandpoorin others[\Wol96].

4.2 Searching the Space of Monomials

Our problemformulationleadsusto asearcHor thebestK rulesoverthespaceof all possibleconjunctions
of Booleanfeaturesor monomials In our caseeachBooleanfeatureis aninterval over therangeof event-
type counts.An exampleof the spaceof all possiblemonomialson threeBooleanfeatureds illustratedin
Figure4.

Our approactconsistof carryingout a searchover the spaceof monomialswhile keepingtrack of the
bestK states.We thenoutputthoseK statesasour setof inducedrules. Specifically we conducta beam
searchover the spaceof all monomials. The generalideais to add oneliteral (i.e., Booleanfeatureor
its complementhat a time to the a bestpreviously retainedmonomialsin the beam(the beamstartswith
thebesta singleliterals). Adding literals extendsthe depthof the searchyetainingthe besta monomials
limits the width of the search.The processcontinueswhile keepingtrack of the bestK globalmonomials.
Figure5 describeghelogic behindour searchmechanismA distinctionmustbe madebetweertherole of
parameterst andK. Theformerkeepstrack of the bestlocal monomialsat eachlevel of searchwhile the
latterkeepstrack of thebestmonomialsacrossall levelsof search.

To avoid exploring all possiblestates the size of the searchspacecanbe constrainedwvith two major
operationsa systematicsearchanda pruningmechanismWe explain eachoperatiomext.



RulelnductionOf ComputerEvents

Algorithm 2: Searchviechanisrfor New Monomials
Input: TrainingsetT, ;.. beamwidth a
Output: BestK monomials

SEARCH(T/;,) o

Q) Let Ljierais bethelist of literals

(2) (i.e.,boolearfeaturesandtheir complements)

3) Lpeam<— besta literalsin Lijterals

(4) while (true)

(5) Lhev + Systematicallyform the conjunction
(6) of everyM; € LpeamWith every Mj € Liiterais
@) Apply pruninginto Lney

(8) if Lnay =0

9) return K bestglobalmonomials

(20) Lbeam<— besta combinationsn Lpgy

(11) endwhile

Fig. 5: ThesearchmechanisnoutputstheK bestlogical monomials.

A Systematic Search

A systematisearchs necessaryo avoid redundanmonomial§Rym93. Eachmonomialconjoinsseveral
booleanfeatureqor their complements)Becauseonjunctionis commutatve, the searchspaces defined
by avoiding ary statethat is identicalto an existing stateexceptfor the orderin which featuresappear
(Figure4).

The numberof all possiblenew monomialsgrows exponentiallywith the depthof the search,but is
limited by the numberof combinationsthat remainstill feasibleas deepersubspacesre explored. In
generalthe numberof possiblemonomialsat depthd is 29 x (3), wheren is thenumberof features.

The Pruning Mechanism
We arenow in positionto explain our two pruningtechniquesinformation-gainrandminimumsupport.

Information-gain pruning. Let (cp,cn) bethe numberof positive andnegative eventscoveredby mono-
mial M, expressedsa pair of coordinatesn thecoverageplane.Let (M1, My, - - -, M) bethelist of thebest
K global monomialsfound up to this point in the searchspace.We testto seeif M canimprove over the
worstof the bestK monomialsMg. Now, thebestM candois to conjoinwith otherliteralsuntil it covers
positive eventsonly (cp,0), or negative eventsonly (0,c,). Let’s call Mgptim1 andMgptim2 the two optimal
casegespectrely. If theinformationgainscoredby M is betterthanMgptim1 andMggiim1 thenM canbe
safelyprunedaway becausét cannever be partof thelist of K bestmonomials.This canbe derivedfrom
themonotonicnatureof information-gainover the coverageplane(Figure 3(b)).

In information-gainpruningthe valueof K affectsdirectly the numberof monomialsamenabléo elim-
ination. In the casewhereK is too large, the searchhecomesxhaustie. A smallvalueof K increaseshe
efficiency of the searctprocessut atthe expenseof having lessrulesoutputby the system.

Minimum-support pruning. Our secondtechniquesimply eliminatesa monomialM whenthe number
of eventscoveredby M falls belowv a minimum thresholdi as specifiedby the user Let (cp,cn) be the
numberof positive andnegative eventscoveredby monomialM. We eliminateM if ¢y + ¢, < I wherell
is a constant.This techniqueborrovs from the areaof association-rulenining in datamining [AMS*96].
It enableausto focusthe searchon thoserulesthathave a minimumdegreeof support.

5 Experiments

Ourexperimentgestthe quality of therulesinducedfrom a particulardomainof application.Thecomputer
network underanalysiscomprise§50hosts(Tablel). Monitoring systemsactive duringl monthgenerated



Ricardo Vilalta and ShengMa and JosephHellerstein

over 26,000events,with 165 differenttypesof events.We focusour analysison 4 targeteventslabeledas
critical by domainexperts.Thetargetevensarelistedasfollows:

o Node-Downndicateshata seneror routercannotbe reached.
¢ CRURL Time-Outindicatesa URL pageunaccessibléy a probingmechanism.
e Email serverindicatesheseneris beenstarted.

e EPP Eventindicatesthat end-to-endresponsdime generatedy a probing mechanisnis above a
critical threshold.

For eachtargeteventandtime window, thefirst stepcreatesa training setfor classificatiorasdescribed
in Section3. Theresultingtrainingis thenusedfor rule-generatiorfSection4).

5.1 Methodology

We reporton the predictive accurag of the bestrule andthe predictive accuray averagedoverall K rules.

Assessinghequality of aruleis nottrivial andrequiresmorethanoneindicator For example theapproach
adoptedoy mostassociation-rulenining algorithms[AMS*96] is to evaluatea rule basedon its support
(proportionof examplescoveredby therule), andconfidencgaccurag of therule ontheexamplescovered
by therule exclusively). Thisapproachgnorestheaccurag of theruleoverall examplegexamplescovered
andnot coveredby the rule) and may carry little informationon the correlationbetweenthe rule andthe

class[BMS99]. For acorrectassessmente usethreedifferenttypesof predictve accuray:

e Theoverallpredictive accurag of therule (Acc) definedasthefractionof examplescorrectlyclassi-
fied by therule.

e Theaccurag of arule overtheexamplescoveredby therule (Acc+) .

e Theaccurag of arule overtheexamplesnot coveredby therule (Acc-).

In the following we will take the accurag over all examples(Acc) asthe main performanceandicator
andusetherestto complemenbur analysis.

By default we setthe numberof rulesk = 5. The sizeof thetime window capturingall eventsprevious
to atargeteventtakesoneof thefollowing values:y € {1min.,5min.,10min,20min}. Predictve accuray
is estimatedusingstratified10-fold cross-alidation[Koh95. For eachrun, 10% of the examplesareused
for testing,60% for training,and20% for validationto avoid statisticalerrorsfrom multiple comparisons
[JC99. Runswereperformedon a RISC/6000BM model7043-140.

5.2 Results on Predictive Accuracy

Our experimentalresultsfor the predictive accurag of the bestrule aredepictedin Table2. In additionto
reportingon the 3 typesof accurag describedabose we alsoincludetherule support.

Table2 shavs anincreasen accurag asthetime window increasedrom 1 minuteto 20 minutes. For
Node-Davn accurag reacheshe99%level with a supportof around50%. CRT URL Time-Outstartswith
low accurag, but it increaseaip to the 87.5% level asthe time window grows; notice, however, thatthe
accurag in theexamplescoveredby therule (Acc+) is low (60.4%). Email-Senermayseematfirst glance
displayinghigh accurag but the low accurag for the rule complementset(Acc-) pointsto the existence
of falsenegatives. EPP startswith 61.6% accurag, endingwith 80% accurag at a time window of 20
minutes.

In generalthe accurag for the bestrule in atime window of 20 minutesis above 80%; we take this as
encouragingvidencethat countingeventtypesbeforethe occurrenceof a target eventresultsin relevant
featuredor classification.

The factthatlongertime windows resultin betteraccurag may seemcounterintuitve. Normally, any
form of time-seriesanalysisgiveslessweightto eventshappeningartheraway in the past.But noticethat
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Tab. 2: Accuray of bestrule (x 100%)usingdifferenttime windows.

EventType 1 min. 5min.
Acc | Acc(+) | Acc(-) | Support| Acc [ Acc(+) | Acc(-) [ Support
Node-Davn 824 524 89.1 36.4 97.2 95.3 87.6 493
CRT URL Time-Out 59.7 60.2 526 924 65.2 62.7 716 917
Email Sever 96.0 920 10.0 920 97.2 88.1 10.0 90.9
EPPEvent 616 63.3 312 858 732 522 67.2 583
10min. 20min.
Acc [ Acc(+) | Acc(-) | Support| Acc | Acc(+) [ Acc(-) | Support
Node-Davn 96.5 86.6 929 342 99.0 945 925 49.7
CRT URL Time-Out 60.9 554 68.9 74.1 87.5 60.4 449 583
Email Sener 97.2 881 100 909 945 981 0.0 96.3
EPPEvent 76.6 533 65.6 477 80.5 62.2 852 54.4

Tab. 3: Averageaccurayg (x100%)usingdifferentvaluesfor K (y=20min.)

EventType AverageAccuray
K=5]K=10] K=15 [ K=20
Node-Davn 986 984 97.7 97.5
CRT URL Time-Out 788 786 786 788
Email Sever 94.5 94.5 883 87.6
EPPEvent 76.3 783 791 795

the sizeof thetime window playsarole in the transformatiorof the eventsetandnotin the classification
phasgSection3). Ourresultssimplyindicatethatthoseeventsshaving someform of correlationto atarget
eventareexpectedto occur20 minutesor more beforethe occurrenceof thetargetevent; eventstoo close
to thetargeteventrepresenbnly a subsebf thoseeventsrelevantfor prediction.

5.3 Results Varying the Number of Rules

Ournext experimentsneasurgéheaverageaccurag of all K rulesoutputby thesystem Resultsaredepicted
in Table3. We reporton thefirst type of accurag only (Acc)’. We keepthe sizeof thetime window fixed
aty = 20 min. andvary the numberof rulesasfollows: K € {5,10,15,20}.

Table 3 shaws little variationin the averageaccurayg of the bestrulesas K increases.Node-Davn
loosesaboutonepercenpoint. CRT URL Time-Outremainsataboutthe samdevel (78.6%-788%), while
Email-Serer loosesabout7%. EPPshaws, surprisingly an increasein averageaccurag of about3%.
This indicatesthatthe beam-searchtratey describedn Section4 may missrelevantmonomials.But the
adwantageobtainedwith a beam-searcls a meango overcomethe exponentialgrowth of the searctspace
asthedepthof the searchincreasegFigure4).

We concludethatthe quality of the setof rulesproducedoy our systemshaws little variationwhenK is
keptin therange[1,20]. For mostpracticalapplicationsthis rangeof valuesseemsappropriateio provide
evidenceaboutthe conditionsprecedingatargetevent.

5.4 Results After Creating a Safe-Window

Our last experimentstestthe following idea. If the bestrule outputby our systemwereto be usedfor

predictionof targetevents,could we createa safe-windav betweerthe predictionandthe occurrenceof a
targeteventto allow corrective actionsto take place? To answerthis questionwe modified our algorithm
for transformingthe eventsetinto a classificatiorproblem(Section3) by addinga new parametef3. This
parameteindicatesthe size of atime window placedright beforea targeteventin which no eventcounts
aremade(to allow for correctizeactions).Lett; bethetime atwhich targeteventX; occurs(t = Fﬁme(>~<i)).

Themodifiedalgorithmcountsall eventtypesoccurringbeforeX;, startingattimet; — y andendingattime
ti — B. Theresultis asafe-windov of size beforeX;. Thegoalof our experimentss to measure¢hedegree
of accurag lossstemmingfrom theintroductionof this safe-windav.

T Theothertwo typesof accurag, Acc(+) andAcc(-), aremeaningfulwhenevaluatinga singlerule.
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Tab. 4: Accuray of bestrule (x100%)usingdifferentsafewindows (y= 20 min.)

EventType B=1min. B=5min. B =210min.
Acc [ Acc(+) [ Acc(-) | Acc [ Acc(+) | Acc(-) | Acc | Acc(+) [ Acc(y)
Node-Davn 851 188 892 750 423 613 67.2 50.7 497
CRT URL Time-Out 80.0 67.9 395 795 755 222 904 855 195
Email Sever 94.5 981 00.0 981 881 100 981 981 00.0
EPPEvent 830 66.3 65.6 788 415 99.2 736 44.8 720

Ourresultsareshovn in Table4. We keepthe sizeof thetime window fixedaty = 20 minutesandvary
the safewindow 3 € {1min.,5min.,10min}. For Node-Dawn, a safe-windev of 3 = 1 minutelowersthe
accurag from 99.0% to 85.1%; a further decreasés obsenedwhen 3 = 10 minutes. The sameeffectis
obsenedon EPR althoughthe accurag when3 = 1 minuteis higherthatthe casewhenno safe-windav
exists (Table1). CRT URL Time-Outshows a similar decreasén accurag but a sudderincreaseéhappens
whenf3 = 10 minutes.This maysimply indicatethatthe relevantfeaturescorrelatingto thetargeteventare
locatedbetweenl0-20 minutesbeforethe targetevent; the safe-windaev helpsto isolatethosefeatures.A
similar decreas@ndincreasen accuray is obsenedon Email-Sener.

Excepffor thecasan whichasafe-windev becomesisefulatisolatingrelevantfeaturedor theprediction
of atargetevent, oneshouldexpecta decreasén accuray asthe sizeof 3 grows higher In somecases,
however, it is clearthata safe-windev canbeimplementedvithout lossof accurag (andevenwith gains
in accurag). Thus,theimplementatiorof a safe-windev mustbe doneaccordingto thetargeteventunder
analysis.

6 Summary and Conclusions

We proposea systemthatgenerates setof rulescorrelatinga (userdefined)targeteventwith thoseevents
occurringbeforethe target event within a specifiedtime window interval. Our approachdividesin two

steps:1) transformthe eventdatasetnto a classificationproblemby labelingvectorscharacterizingarget
eventsaspositve andnon-tageteventsasnegative (Section3); 2) generate setof rulesby conductinga
beam-searchverthe spaceof rule antecedenter monomialsusingstrongpruningtechniquegSection4).

We reporton a seriesof experimentsdesignedo assesshe quality of the rulesinducedby our system
(Sectionb). In termsof predictive accurag, the bestrule is generallyabose 80% whenthe time window

is 20 minuteswide. Our resultsshaw little variationin termsof predictive accurag whenthe numberof

rulesvariesin therange[5— 20]. In addition,we show the feasibility of addinga safe-windev beforethe
occurrenceof atargetevent;this allows for corrective actionsto take place. A safe-windav is expectedto

generatea lossin predictive accurag unlessit is ableto isolatethosefeatureghatarerelevantto the target
event.

Our approactaimsat generatinga setof rulesto facilitatethe understandingf the conditionspreceding
the occurrenceof a targetevent. Theinducedsetof rulesdo not constitutea modelfor prediction. Even
thoughour experimentalresultsshov caseswherepredictive accuray for the bestsinglerule canbe as
high as99% (Section5), a singlerule canhardly qualify asa full classificatiormodel. Oneline of future
researchs to take the rulesproducedby our currentsystemandusethemto generatea full classification
model.A possibilityis to selectthe bestinducedrule andplaceit ateachnodeof adecisiontree[VBR97].
Anotherpossibilityis to constructa rule-basedystemfrom our setof inducedrules[BHM98].

Our characterizatiorof the conditionsprecedinga target event (Section3) looks at the time andtype
of the eventsoccurringbeforethe target event. We ignore otherfeaturessuchasthe hostgeneratinghe
event, that may help to further increasethe quality of the rules dueto the improved granularity of the
data. Assumethe characterizatiorof an event using event-typeand host. For large computernetworks,
theresultingnumberof possible(event-type,host) pairsmay be unmanageablef-uturework will explore
possiblemechanisméor characterizingventsusingmultiple features.
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