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Monitoringsystemsareableto capturethousandsof events(i.e.,abnormalsituations)from a computernetwork. Some
of thoseeventsmaybeparticularlyinformative to ensurethecorrectoperationof anapplication.Weassumetheuseris
interestedin aspecificclassof events,calledtargetevents. Weproposeasystemthatgeneratesasetof rulescorrelating
eachtargeteventwith eventsoccurringpreviousto thetargeteventwithin a specifiedtimewindow interval. Suchrules
canbeextremelyhelpful in elucidatingtheorigin of targetevents.Weconductexperimentsto assesstheaccuracy of the
inducedrulesfor differenttypesof targeteventsin a real-world network environment.Our resultsshow theaccuracy
of theinducedrulesgenerallyabove 80%whenthetime window interval is at least20 minuteswide. Suchresultsgive
strongempiricalsupportto thevalidity of ourapproach.
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1 Introduction
Monitoring systemsare able to capturean assortmentof different eventsfrom a network environment.
A singleevent signalsan abnormalsituationon eitheronehost,e.g., “cpu utilization is above a critical
threshold”,or thenetwork,e.g.,“communicationlink is down”. A monitoringsystemcancapturethousands
of eventsin a shorttime period(severaldays);applyingdataanalysistechniques(e.g.,machine-learning,
data-mining)on thoseeventsmay revealusefulpatternscharacterizinga network problem. Dataanalysis
techniqueshaveprovedusefulin theareaof network faultmanagement.

In this paperwe considerthefollowing scenario.A computernetwork is undercontinuousmonitoring;
a useris interestedin identifying whattriggersaspecifickind of events,which we referto astargetevents.
The userwould like to know what eventscorrelateto eachtarget event within a fixed time window. We
describea data-miningtechniquethat takes as input all eventsgatheredby the monitoring system,and
outputsa list of rules,whereeachrule shows a form of correlationto a target event, for example,within
5 minutespreviousto theoccurrenceof targeteventX, eventA oftenoccurs3 timesandeventB occurs2
times.Suchrulescanbeextremelyhelpful in elucidatingtheorigin of targetevents.In apracticalscenario,
therulescanbeusedoff-line for problemdetermination,or on-linefor automaticproblemdetection.

Our study reportson datageneratedby monitoring systemsactive during one consecutive month on
a computernetwork having 750 hosts. Our analysisconcentrateson target eventslabeledascritical by
domainexperts. Onemonthof continuousmonitoringgeneratedover 26,000events,with 165 different
typesof events. Suchhigh volumeof recordsdefiesany form of manualanalysis,renderingthe useof
algorithmsfor patternanalysisindispensable.

Our approachto inducingrulescombinesthestrengthof association-rulemining [AMS
�

96] with a sys-
tematicsearchfor rulesunderstrongpruningtechniques[Rym93, Web93, Web95,Web00]. Ouranalysisis
similar to thegeneralframework for rule inductionproposedby [Web00], but with importantmodifications
(Section4). We show how specificsettingsfor the modifiedframework provide a principledapproachto
theconstructionof accuraterulescorrelatingcomputerevents.

Our experimentsshow theeffectsof varyingseveralparameterson thequality of theinducedrules.We
studytheimpactof varyingthewindow sizeandthenumberof rules.In additionweanalyzethefeasibility
of addinga safe-window to allow for corrective actionsto take placebeforeeachtarget event actually
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Tab. 1: A descriptionof eventdatafor a particulardomainof application.

Features Examplesof PossibleValues No. of Valuesor Rangeof Values

Time 2.27.2001.900,3.7.2001.856 February2520019:00PM -
March26200112:00PM

EventType Interface-Down, high-cpu-usage, 165
high-disk-usage,disk-error

HostName ibm1.xxx.com,ibm2.xxx.com 750
Severity harmless,minor, warning, 5

critical, andfatal

occurs.Our resultsshow accuracy levelsabove80%whenthetime window interval is at least20 minutes
wide. Suchresultsgivestrongempiricalsupportto thevalidity of ourapproach.

Thispaperis organizedasfollows. Section2 providesbackgroundinformationonthenatureof theevent
data.Section3 describeshow theeventdatais transformedinto a classificationproblem.Section4 details
on themethodologyfor rule induction.Section5 showsourexperimentalresults.Finally, Section6 givesa
summaryandconclusions.

2 Background Information
Weassumeanetwork environmentundercontinuousmonitoringfrom whichmultipleeventsaregenerated.
We definean event, X̃ � �

F1 � F2 ��������� Fn � , asa featurevector, whereeachFi describesa conditionunder
which the event took place. Possiblefeaturesare the time at which the event occurred(Ftime), the host
generatingtheevent(Fhost), thetypeof event(Ftype), theseverity level (Fseverity), etc.Considerthefollowing
example:

�
1 	 1 	 2000	 900� cpubusy� ibm 	 xxx 	 com� critical� (1)

The event above canbe interpretedasoccurringon January1, 2000at 9:00 AM on host ibm.xxx.com
whenthe level of cpuutilization exceededa maximumthreshold;a domainexpertqualifiedsucheventas
critical. Table1 shows thesetof featuresconsideredfor our domainof application,examplesof possible
values,andthenumberof differentvaluesfor eachfeature.

The setof all m eventsgeneratedby the network on a periodof time definesan event datasetTevents :

X̃ i � m

i � 1. In our studywe examinecloselya subsetof eventsin Tevents that sharethe sameevent type of
interestto theuser. We refer to thatsubsetof eventsasTtarget 
 Tevents. If theuserspecifiesa targetevent
typeV, thenwecharacterizeTtarget as:

Ttarget � 

X̃ i � Tevents�Ftype

�
X̃ i � � V � (2)

whereV couldbeany possibleeventtype(e.g.,Interface-Down).

3 Transforming The Event Dataset
Our goal is to inducea setof rulesthatshow someform of correlationwith thesetof targeteventsTtarget.
We want to assessthedegreeof correlationbetweensetsof eventsfor thepurposeof prediction.Theidea
is to detecthow many timeseachdifferenttypeof eventoccurredbeforea targetevent,andto inducefrom
thosecountscorrelationrulesthatcanprovideinsightinto thecauseof targetevents.Our generalapproach
dividesin two steps(whichwe explain in thefollowing sections):

1. FeatureExtraction . ThisprocesstransformsdatasetTevents into aclassificationproblemby creating
a positive examplefor every event in Ttarget, anda negative examplefor someof the eventsin the
complementsetTtarget.
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Fig. 1: (a)A plot of eventtypevs time. (b) For eachtargeteventXi , wecaptureall eventspreviousto Xi within window
sizeγ. Theresultis a countvectorindicatingthenumberof instancesfor eacheventtype.

2. Classification. This processusesthetransformeddatasetto generatea setof rulesfor classification.
Eachinducedrule canpotentiallybe usedto classifyan event in oneof two categories: target or
non-target.

EacheventX̃ i � Tevents is characterizedby a setof features,two of which arethetemporalfeatureFtime,
andthe type of event Ftype. A plot of Ftype vs. Ftime shows how differentevent typesdistribute through
time,asexemplifiedin Figure1(a). Theproblemwe addressis how to identify theconditionsthatserve to
differentiatebetweendifferenttypesof events(e.g.,targetandnon-target)throughtime.

3.1 Feature Extraction: Characterizing Target and NonTarget Events

Ourfirst stepis to characterizetargetandnon-targetevents.Oursystemreceivesasinputa targeteventtype
V (e.g.,Interface-Down) andawindow sizeγ (e.g.,5 minutes).As explainedbefore(Section2), specifying
a targetevent type generatesa subsetof eventsTtarget � Tevents. Our mechanismfor characterizingevents
worksasfollows.For eacheventX̃ i � Ttarget (i.e.,for eachtargetevent)wecaptureall eventsin Teventswithin
time window γ previous to X̃ i . We thencounthow many timeseachevent type occurredwithin the time
window andstorethat informationin a countvectorZ̃ i � �

zi
1 � zi

2 ��������� zi
p � , wherep is the numberof event

typesandzi
j is thecountfor eventtypeVj . As anexample,assumethreetypesof events



V1 � V2 � V3 � , where

V2 is selectedby theuserasthetargeteventtype.Figure1(b)showsatimewindow of sizeγ previousto the
occurrenceof a targetevent X̃ i . ThecountvectorZ̃ i � �

3 � 0 � 2� indicatesthenumberof instancesof each
eventtypewithin thetime window. It is admissiblefor consecutive targeteventsto generatetime windows
thatoverlap.In thatcasethenumberof instancesin thecountvectorcorrespondingto thetargeteventtype
wouldbegreaterthanzero.Thelogic behindthemechanismdescribedabove is depictedin Figure2.

Theprocessdescribedabove producesa setof countvectorsZtarget � 

Z̃ i � of sizeequalto thenumber

of targetevents(i.e., equalto �Ttarget� ). ThesetZtarget capturestheconditionsunderwhich a targetevent
occurs.A similar processis conductedto characterizetheconditionsunderwhich a targeteventdoesnot
occur, resultingin a set of count vectorsZnontarget. The processis very similar to Figure 2 and can be
describedasfollows. For every two consecutive targeteventsin Ttarget, X̃ i andX̃ j , we look for aneventin
thecomplementsetTtarget thatstandsclosestto themiddlepoint betweenX̃ i andX̃ j . That is, we look for

aneventXk with a time of occurrencecloseto
Ftime � X̃i � � Ftime � X̃j �

2 . OnceXk is locatedwe proceedsimilarly
asbeforeby generatinga window of sizeγ previous to the occurrenceof Xk, andby generatinga count
vectorof event types. The rationalebehindthe mechanismdescribedabove is that non-targeteventsare
characterizedby a setof conditionslying asfar aspossiblefrom target eventsto facilitatethe searchfor
rulesdiscriminatingbetweenbothkindsof events.

The two setsZtarget andZnontarget areformsof characterizingtargetandnontargetevents. This studyis
basedon the hypothesisthatbothsetscontainenoughinformationto differentiatethe situationsin which
thetwo typesof eventstakeplace.Weassumethenumberof eventtypespreviousto aneventcanbeusedto
form correlationrulesableto discriminateamongeventtypes.Our experimentalresultsprovide evidence
supportingthishypothesis(Section5).
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Algorithm 1: CharacterizingTargetEvents

Input: EventSetTevents, Window Sizeγ, EventTypeV
Output: Setof countvectorsZtarget � 


Z̃ i �
CHARACTERIZE(Tevents,γ,V)
(1) Generatesetof targeteventsTtarget accordingto V.
(2) foreach (X̃ i � Ttarget)
(3) Let Twindow bethesetof eventswithin window γ
(4) previousto theocurrenceof X̃ i
(5) Initialize Z̃ i � 0
(6) foreach (X̃ j � Twindow)
(7) Let Vk betheeventtypeof X̃ j
(8) Updatecountvector:zi

k++
(9) end for
(10) end for
(11) return



Z̃ i �

Fig. 2: A characterizationof targetevents.

3.2 Formulating a Classification Problem

We castour problemasa classificationproblemin a straightforwardmanner. We generatea new dataset
Ttrain by labelingeachcountvectorof atargeteventaspositiveandconverselyby labelingeachcountvector
of a non-targeteventasnegative. Ttrain is madeof pairs


��
Z̃ i � ci � � , whereZ̃ i is a countvectorandci is the

classto which thecountvectorbelongs,ci � 
�� ��� � .
Ttrain canserve as input to a classificationproblem[WK90]. In this problem,Ttrain is saidto be made

of examples,whereeachexampleis assigneda class. The problemis to learnhow to assignthe correct
classto anexamplenot previously seenbefore. In our case,we wish to learnhow to classifya new event
aseithera targetor non-targetevent. Oneapproachto classificationis to generatea setof rulesthatshow
strongcorrelationto theclass.Anotherapproachis to generateafull classificationmodelsuchasadecision
tree,a neuralnetwork, or a supportvectormachine. We chooseto generatea setof rules ratherthana
full classificationmodel becauseour interestlies primarily in helping the userelucidatethe conditions
precedingtargeteventsthrougha mechanismthatis fast(in casecorrectiveactionsneedto take place)and
ableto produceoutputamenableto interpretation.We describeour own approachto the rule-generation
processnext.

4 Generating Rules For Target Events
Weexplainhow to inducerulesof theform A � 
�� ��� � , wheretheantecedentA is aconjunctionof feature
valuesthat implies eithera targetevent (

�
) or a non-targetevent ( � ). As anexample,let’s assumethree

eventtypes


V1 � V2 � V3 � ; An inducedrule couldberepresentedasfollows:

z1 ��� 1 � 5 andz2 �!� 2 � 4 "� �
(3)

wherezj standsfor thenumberof occurrencesof eventtypeVj . Therulesstatesthatwithin window time
γ of aneventX̃ i , if eventtypeV1 occursbetweenoneand5 times,andeventtypeV2 occursbetween2 and4
times,thenX̃ i is a targetevent.Eachruleantecedentis thena logicalexpressionformedby theconjunction
of event-typeintervals.We expecttheuserto specifythenumberK of rulesoutputby thesystem.We will
show how K hasa directbearingon theamountof pruningavailableover thethesearchspace:thesmaller
K thestrongertheamountof pruningavailable.

Previousto therule-generationprocess,therangeof countszj for eacheventtypeVj in Ttrain needsto be
divided into a setof meaningfulintervals. We follow a discretizationmethodthat minimizesthe entropy
betweenthe interval andthe class[Cat91]. Eachresultinginterval can thenbe consideredasa Boolean
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Fig. 3: (a) Information Gain as a function of the possiblecoverage(numberof positive and negative events)of a
monomial.(b) A contourplot of (a) showing isometriclinesover thecoverageplane.

variable(eitheraneventfalls into the interval or not). As anexample,consideragainthreepossibleevent
types



V1 � V2 � V3 � . If we createtwo intervals for eacheventtypeVj , I j1 � I j2, thenwe transformeachcount

vectorZ̃ i in Ttrain into aBooleanvectorBi � �
bi

11 � bi
12 � bi

21 � bi
22 � bi

31 � bi
32� .

Thenew datasetT #train � 
��
Bi � ci � � indicatestheinterval into whicheachevent-typecountfalls for theset

of eventsoccurringbeforea targetevent(ci � �
) or a non-targetevent(ci � � ).

4.1 Evaluating Monomials
We first describethecriterionusedto comparemonomials(i.e., themetricusedover thesearchspace).A
monomialM is saidto coveraneventif theconjunctionis truefor thatevent.As anexample,themonomial
in theantecedentof therule in equation3 coversaneventif it is truethateventtypeV1 occursbetweenone
andfive times,andeventtypeV2 occursbetweentwo andfour times.Eventsthatarenot coveredby M are
coveredby thecomplementM.

A monomialM showsperfectcorrelationwith theclassif it coversall targetevents,andthecomplement
M coversall nontargetevents.Suchmonomialgetsamaximumscore.But in thegeneralcase,amonomial
coversboth positive andnegative events,anda metric is necessaryto assigna score. We usea common
metriccalledinformation-gainIG [Qui94] explainednext.

Let theinformationentropy of probabilityq bedefinedasfollows:

H
�
q� � � � qlog2q

�$�
1 � q� log2

�
1 � q�  (4)

Let p betheproportionof positiveeventsin T #train. Let pm betheproportionof positiveeventscoveredby
monomialM, andlet pm be theproportionof positive eventscoveredby thecomplementM. Information
gainis definedasthereductionof entropy inducedby M:

IG
�
M � � H

�
p�%� � W1H

�
pm � � W2H

�
pm ��� (5)

whereW1 andW2 aretheproportionof eventscoveredby M andthecomplementM respectively.
Informationgainmeasuresthebenefitthatcomesfrom partitioningtheexamplespaceusingmonomial

M; it quantifiesthedegreeof classuniformity of thesetscoveredby M andM andcomparesit to thedegree
of classuniformity over thewholetrainingsetT #train. Theresultis a measureof theimprovementproduced
by M andM in groupingtogetherexamplesof thesameclass.

Figure3(a) plots informationgain over a planethat countsthe numberof positive andnegative events
coveredby monomialM [VO00], alsoknown asthecoverage plane. Themaximumscoresareattainedat
theextremepointswhereM coversall positive eventsandno negative eventsandvice versa.Figure3(b)
shows contourlinesobtainedby projectinginformationgainover thecoverageplane.Thefunctiongrows
monotonicallyfrom axis-lineL to theextremepoints. OthermetricsdifferentthanInformationGainhave
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Fig. 4: A systematicsearchin thespaceof monomials.

beenusedin the machine-learningliterature[WL94], suchasGini, G statistic,Laplace,χ2. All of them
show a similar monotonicshapeover thecoverageplane[VO00]. We chooseInformationGainbecauseit
hasprovedeffective in previousstudies[Qui94], but asany form of inductiononemustbeawarethatany
fixedform of biasis proneto performwell in somedomainsandpoorin others[Wol96].

4.2 Searching the Space of Monomials

Ourproblemformulationleadsusto asearchfor thebestK rulesoverthespaceof all possibleconjunctions
of Booleanfeaturesor monomials. In our caseeachBooleanfeatureis aninterval over therangeof event-
typecounts.An exampleof thespaceof all possiblemonomialson threeBooleanfeaturesis illustratedin
Figure4.

Our approachconsistof carryingout a searchover the spaceof monomialswhile keepingtrack of the
bestK states.We thenoutputthoseK statesasour setof inducedrules. Specifically, we conducta beam
searchover the spaceof all monomials. The generalidea is to addone literal (i.e., Booleanfeatureor
its complement)at a time to the α bestpreviously retainedmonomialsin the beam(the beamstartswith
thebestα singleliterals). Adding literalsextendsthedepthof thesearch;retainingthebestα monomials
limits thewidth of thesearch.Theprocesscontinueswhile keepingtrackof thebestK globalmonomials.
Figure5 describesthelogic behindoursearchmechanism.A distinctionmustbemadebetweentherole of
parametersα andK. Theformerkeepstrackof thebestlocal monomialsat eachlevel of search,while the
latterkeepstrackof thebestmonomialsacrossall levelsof search.

To avoid exploring all possiblestates,the sizeof the searchspacecanbe constrainedwith two major
operations:a systematicsearch,andapruningmechanism.We explaineachoperationnext.
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Algorithm 2: SearchMechanismfor New Monomials

Input: TrainingsetT #train, beamwidth α
Output: BestK monomials
SEARCH(T #train)
(1) Let Lliterals bethelist of literals
(2) (i.e.,booleanfeaturesandtheir complements)
(3) Lbeam � bestα literalsin Lliterals

(4) while (true )
(5) Lnew � Systematicallyform theconjunction
(6) of everyMi � Lbeamwith everyM j � Lliterals

(7) Apply pruninginto Lnew

(8) if Lnew � /0
(9) return K bestglobalmonomials
(10) Lbeam � bestα combinationsin Lnew

(11) endwhile

Fig. 5: ThesearchmechanismoutputstheK bestlogicalmonomials.

A Systematic Search
A systematicsearchis necessaryto avoid redundantmonomials[Rym93]. Eachmonomialconjoinsseveral
booleanfeatures(or their complements).Becauseconjunctionis commutative, thesearchspaceis defined
by avoiding any statethat is identical to an existing stateexcept for the order in which featuresappear
(Figure4).

The numberof all possiblenew monomialsgrows exponentiallywith the depthof the search,but is
limited by the numberof combinationsthat remainstill feasibleas deepersubspacesare explored. In
general,thenumberof possiblemonomialsatdepthd is 2d -/. n

d 0 , wheren is thenumberof features.

The Pruning Mechanism
We arenow in positionto explainour two pruningtechniques:information-gainandminimumsupport.

Inf ormation-gain pruning . Let
�
cp � cn � bethenumberof positive andnegative eventscoveredby mono-

mial M, expressedasapairof coordinatesin thecoverageplane.Let
�
M1 � M2 ��������� Mk � bethelist of thebest

K globalmonomialsfoundup to this point in thesearchspace.We testto seeif M canimprove over the
worstof thebestK monomials,Mk. Now, thebestM cando is to conjoinwith otherliteralsuntil it covers
positive eventsonly

�
cp � o� , or negativeeventsonly

�
0 � cn � . Let’s call Moptim1 andMoptim2 thetwo optimal

casesrespectively. If the informationgainscoredby Mk is betterthanMoptim1 andMoptim1 thenM canbe
safelyprunedaway becauseit cannever bepartof thelist of K bestmonomials.This canbederivedfrom
themonotonicnatureof information-gainover thecoverageplane(Figure3(b)).

In information-gainpruningthevalueof K affectsdirectly thenumberof monomialsamenableto elim-
ination. In thecasewhereK is too large,thesearchbecomesexhaustive. A smallvalueof K increasesthe
efficiency of thesearchprocessbut at theexpenseof having lessrulesoutputby thesystem.

Minimum-support pruning . Our secondtechniquesimply eliminatesa monomialM whenthe number
of eventscoveredby M falls below a minimum thresholdΠ asspecifiedby the user. Let

�
cp � cn � be the

numberof positive andnegativeeventscoveredby monomialM. We eliminateM if cp
�

cn 1 Π whereΠ
is a constant.This techniqueborrows from theareaof association-rulemining in datamining [AMS

�
96].

It enablesusto focusthesearchon thoserulesthathavea minimumdegreeof support.

5 Experiments
Ourexperimentstestthequalityof therulesinducedfrom aparticulardomainof application.Thecomputer
network underanalysiscomprises750hosts(Table1). Monitoringsystemsactiveduring1 monthgenerated
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over26,000events,with 165differenttypesof events.We focusour analysison 4 targeteventslabeledas
critical by domainexperts.Thetargetevensarelistedasfollows:

2 Node-Downindicatesthataserveror routercannotbereached.2 CRURL Time-Outindicatesa URL pageunaccessibleby a probingmechanism.2 Email serverindicatestheserver is beenstarted.2 EPP Event indicatesthat end-to-endresponsetime generatedby a probingmechanismis above a
critical threshold.

For eachtargeteventandtime window, thefirst stepcreatesa trainingsetfor classificationasdescribed
in Section3. Theresultingtrainingis thenusedfor rule-generation(Section4).

5.1 Methodology
We reporton thepredictiveaccuracy of thebestrule andthepredictiveaccuracy averagedoverall K rules.
Assessingthequalityof arule is not trivial andrequiresmorethanoneindicator. For example,theapproach
adoptedby mostassociation-rulemining algorithms[AMS

�
96] is to evaluatea rule basedon its support

(proportionof examplescoveredby therule),andconfidence(accuracy of theruleontheexamplescovered
by theruleexclusively). Thisapproachignorestheaccuracy of theruleoverall examples(examplescovered
andnot coveredby the rule) andmay carry little informationon the correlationbetweenthe rule andthe
class[BMS99]. For a correctassessmentwe usethreedifferenttypesof predictiveaccuracy:

2 Theoverallpredictiveaccuracy of therule (Acc) definedasthefractionof examplescorrectlyclassi-
fied by therule.2 Theaccuracy of a rule over theexamplescoveredby therule (Acc+) .2 Theaccuracy of a rule over theexamplesnot coveredby therule (Acc-).

In the following we will take the accuracy over all examples(Acc) asthe main performanceindicator
andusetherestto complementour analysis.

By defaultwe setthenumberof rulesK � 5. Thesizeof thetime window capturingall eventsprevious
to a targeteventtakesoneof thefollowing values:γ � 
 1min	 � 5min	 � 10min	 � 20min	 � . Predictiveaccuracy
is estimatedusingstratified10-fold cross-validation[Koh95]. For eachrun,10%of theexamplesareused
for testing,60%for training,and20%for validationto avoid statisticalerrorsfrom multiple comparisons
[JC99]. Runswereperformedon a RISC/6000IBM model7043-140.

5.2 Results on Predictive Accuracy
Our experimentalresultsfor thepredictiveaccuracy of thebestrule aredepictedin Table2. In additionto
reportingon the3 typesof accuracy describedabovewe alsoincludetherule support.

Table2 shows an increasein accuracy asthe time window increasesfrom 1 minuteto 20 minutes.For
Node-Down accuracy reachesthe99%level with asupportof around50%.CRT URL Time-Outstartswith
low accuracy, but it increasesup to the 87	 5% level asthe time window grows; notice,however, that the
accuracy in theexamplescoveredby therule(Acc+) is low (60	 4%). Email-Servermayseematfirst glance
displayinghigh accuracy but the low accuracy for the rule complementset(Acc-) pointsto the existence
of falsenegatives. EPPstartswith 61	 6% accuracy, endingwith 80% accuracy at a time window of 20
minutes.

In general,theaccuracy for thebestrule in a time window of 20 minutesis above 80%;we take this as
encouragingevidencethat countingevent typesbeforethe occurrenceof a targetevent resultsin relevant
featuresfor classification.

The fact that longertime windows result in betteraccuracy may seemcounterintuitive. Normally, any
form of time-seriesanalysisgiveslessweightto eventshappeningfartheraway in thepast.But noticethat
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Tab. 2: Accuracy of bestrule ( 3 100%)usingdifferenttime windows.

EventType 1 min. 5 min.
Acc Acc(+) Acc(-) Support Acc Acc(+) Acc(-) Support

Node-Down 824 4 524 4 894 1 364 4 974 2 954 3 874 6 494 3
CRT URL Time-Out 594 7 604 2 524 6 924 4 654 2 624 7 714 6 914 7
Email Sever 964 0 924 0 104 0 924 0 974 2 884 1 104 0 904 9
EPPEvent 614 6 634 3 314 2 854 8 734 2 524 2 674 2 584 3

10min. 20min.
Acc Acc(+) Acc(-) Support Acc Acc(+) Acc(-) Support

Node-Down 964 5 864 6 924 9 344 2 994 0 944 5 924 5 494 7
CRT URL Time-Out 604 9 554 4 684 9 744 1 874 5 604 4 444 9 584 3
Email Server 974 2 884 1 104 0 904 9 944 5 984 1 04 0 964 3
EPPEvent 764 6 534 3 654 6 474 7 804 5 624 2 854 2 544 4

Tab. 3: Averageaccuracy ( 3 100%)usingdifferentvaluesfor K (γ 5 20min.)

EventType AverageAccuracy
K 6 5 K 6 10 K 6 15 K 6 20

Node-Down 984 6 984 4 974 7 974 5
CRT URL Time-Out 784 8 784 6 784 6 784 8
EmailSever 944 5 944 5 884 3 874 6
EPPEvent 764 3 784 3 794 1 794 5

thesizeof thetime window playsa role in thetransformationof theeventsetandnot in theclassification
phase(Section3). Ourresultssimplyindicatethatthoseeventsshowing someform of correlationto atarget
eventareexpectedto occur20 minutesor morebeforetheoccurrenceof thetargetevent;eventstoo close
to thetargeteventrepresentonly a subsetof thoseeventsrelevantfor prediction.

5.3 Results Varying the Number of Rules

Ournext experimentsmeasuretheaverageaccuracy of all K rulesoutputby thesystem.Resultsaredepicted
in Table3. We reporton thefirst typeof accuracy only (Acc)†. We keepthesizeof thetime window fixed
at γ � 20 min. andvary thenumberof rulesasfollows: K � 
 5 � 10� 15� 20� .

Table 3 shows little variation in the averageaccuracy of the bestrules as K increases.Node-Down
loosesaboutonepercentpoint. CRT URL Time-Outremainsataboutthesamelevel (78	 6%-78	 8%),while
Email-Server loosesabout7%. EPPshows, surprisingly, an increasein averageaccuracy of about3%.
This indicatesthat thebeam-searchstrategy describedin Section4 maymissrelevantmonomials.But the
advantageobtainedwith a beam-searchis a meansto overcometheexponentialgrowth of thesearchspace
asthedepthof thesearchincreases(Figure4).

We concludethatthequality of thesetof rulesproducedby our systemshows little variationwhenK is
keptin therange � 1 � 20 . For mostpracticalapplications,this rangeof valuesseemsappropriateto provide
evidenceabouttheconditionsprecedinga targetevent.

5.4 Results After Creating a Safe-Window

Our last experimentstest the following idea. If the bestrule outputby our systemwere to be usedfor
predictionof targetevents,couldwe createa safe-window betweenthepredictionandtheoccurrenceof a
targetevent to allow corrective actionsto take place?To answerthis questionwe modifiedour algorithm
for transformingtheeventsetinto a classificationproblem(Section3) by addinga new parameterβ. This
parameterindicatesthesizeof a time window placedright beforea targetevent in which no eventcounts
aremade(to allow for correctiveactions).Let ti bethetimeatwhich targeteventX̃ i occurs(ti � Ftime

�
X̃ i � ).

Themodifiedalgorithmcountsall eventtypesoccurringbeforeX̃ i , startingat time ti � γ andendingat time
ti � β. Theresultis asafe-window of sizeβ beforeX̃ i . Thegoalof ourexperimentsis to measurethedegree
of accuracy lossstemmingfrom theintroductionof this safe-window.

† Theothertwo typesof accuracy, Acc(+) andAcc(-), aremeaningfulwhenevaluatingasinglerule.
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Tab. 4: Accuracy of bestrule ( 3 100%)usingdifferentsafewindows (γ 5 20min.)

EventType β 6 1 min. β 6 5 min. β 6 10min.
Acc Acc(+) Acc(-) Acc Acc(+) Acc(-) Acc Acc(+) Acc(-)

Node-Down 854 1 184 8 894 2 754 0 424 3 614 3 674 2 504 7 494 7
CRT URL Time-Out 804 0 674 9 394 5 794 5 754 5 224 2 904 4 854 5 194 5
Email Sever 944 5 984 1 004 0 984 1 884 1 104 0 984 1 984 1 004 0
EPPEvent 834 0 664 3 654 6 784 8 414 5 994 2 734 6 444 8 724 0

Our resultsareshown in Table4. We keepthesizeof thetime window fixedat γ � 20 minutesandvary
thesafewindow β � 
 1min	 � 5min	 � 10min	 � . For Node-Down, a safe-window of β � 1 minutelowersthe
accuracy from 99	 0% to 85	 1%; a furtherdecreaseis observedwhenβ � 10 minutes.Thesameeffect is
observedon EPP, althoughtheaccuracy whenβ � 1 minuteis higherthat thecasewhenno safe-window
exists(Table1). CRT URL Time-Outshows a similar decreasein accuracy but a suddenincreasehappens
whenβ � 10minutes.Thismaysimply indicatethattherelevantfeaturescorrelatingto thetargeteventare
locatedbetween10-20minutesbeforethetargetevent; thesafe-window helpsto isolatethosefeatures.A
similardecreaseandincreasein accuracy is observedon Email-Server.

Exceptfor thecasein whichasafe-window becomesusefulatisolatingrelevantfeaturesfor theprediction
of a target event,oneshouldexpecta decreasein accuracy asthe sizeof β grows higher. In somecases,
however, it is clearthata safe-window canbeimplementedwithout lossof accuracy (andevenwith gains
in accuracy). Thus,theimplementationof a safe-window mustbedoneaccordingto thetargeteventunder
analysis.

6 Summary and Conclusions

We proposea systemthatgeneratesa setof rulescorrelatinga (user-defined)targeteventwith thoseevents
occurringbeforethe target event within a specifiedtime window interval. Our approachdivides in two
steps:1) transformtheeventdatasetinto a classificationproblemby labelingvectorscharacterizingtarget
eventsaspositive andnon-targeteventsasnegative (Section3); 2) generatea setof rulesby conductinga
beam-searchover thespaceof rule antecedentsor monomialsusingstrongpruningtechniques(Section4).
We report on a seriesof experimentsdesignedto assessthe quality of the rules inducedby our system
(Section5). In termsof predictive accuracy, the bestrule is generallyabove 80% whenthe time window
is 20 minuteswide. Our resultsshow little variationin termsof predictive accuracy whenthe numberof
rulesvariesin the range � 5 � 20 . In addition,we show thefeasibility of addinga safe-window beforethe
occurrenceof a targetevent; this allows for correctiveactionsto take place.A safe-window is expectedto
generatea lossin predictiveaccuracy unlessit is ableto isolatethosefeaturesthatarerelevantto thetarget
event.

Our approachaimsatgeneratingasetof rulesto facilitatetheunderstandingof theconditionspreceding
the occurrenceof a targetevent. The inducedsetof rulesdo not constitutea modelfor prediction. Even
thoughour experimentalresultsshow caseswherepredictive accuracy for the bestsinglerule canbe as
high as99%(Section5), a singlerule canhardlyqualify asa full classificationmodel. Oneline of future
researchis to take the rulesproducedby our currentsystemandusethemto generatea full classification
model.A possibilityis to selectthebestinducedrule andplaceit at eachnodeof a decisiontree[VBR97].
Anotherpossibilityis to constructa rule-basedsystemfrom oursetof inducedrules[BHM98].

Our characterizationof the conditionsprecedinga target event (Section3) looks at the time andtype
of the eventsoccurringbeforethe target event. We ignoreotherfeatures,suchasthe hostgeneratingthe
event, that may help to further increasethe quality of the rules due to the improved granularityof the
data. Assumethe characterizationof an event usingevent-typeandhost. For large computernetworks,
theresultingnumberof possible(event-type,host)pairsmaybeunmanageable.Futurework will explore
possiblemechanismsfor characterizingeventsusingmultiple features.



RuleInductionOf ComputerEvents

References
[AMS

�
96] R. Agrawal, H. Mannila, R. Srikant,H. Toivonen,andA. I. Verkamo. Fastdiscovery of as-

sociationrules. In U.M. Fayyad,G. Piatetsky-Shapiro,P. Smyth,andR. Uthurusamy, editors,
Advancesin KnowledgeDiscoveryandDataMining, pages307–328.AAAI Press,MenloPark,
CA., 1996.

[BHM98] Liu Bing, WynneHsu, andYiming Ma. Integratingclassificationandassociationrule min-
ing. In Proceedingof theFourth InternationalConferenceon Knowledge DiscoveryandData
Mining, pages80–96,New York, NY, 1998.AAAI Press.

[BMS99] Sergey Brin, Rajeev Motwani, andCraig Silverstein. Beyond market baskets: Generalizing
associationrulesto correlations.In Data Mining andKnowledge Discovery, volume2, pages
39–68,1999.

[Cat91] J. Catlett. On changingcontinuousattributesinto ordereddiscreteattributes. In European
Workshopon MachineLearning, pages164–178.Springer-Verlag,1991.

[JC99] David JensenandPaul Cohen. Multiple comparisonsin induction algorithms. In Machine
Learning(in press). Boston,MA: Kluwer, 1999.

[Koh95] R. Kohavi. A studyof crossvalidationandboostrapfor accuracy estimationandmodelselec-
tion. In Proceedingsof theFourteenthInternationalJoint ConferenceonArtificial Intelligence,
pages1137–1143.MorganKaufmann,1995.

[Qui94] J.RossQuinlan. C4.5: Programsfor MachineLearning. MorganKaufmannPublishers,Inc.,
1994.

[Rym93] R. Rymon.An SE-treebasedcharacterizationof theinductionproblem.In Proceedingsof the
TenthInternationalConferenceonMachineLearning, pages268–275.SanFrancisco:Morgan
Kaufmann,1993.

[VBR97] R. Vilalta, G. Blix, andL. A. Rendell.Globaldataanalysisandthefragmentationproblemin
decisiontreeinduction. In 9th EuropeanConferenceon Machine Learning, pages312–326.
LectureNotes in Artificial Intelligence,Vol. XXX, Springer-Verlag,Heidelberg, Available:
http://www.research.ibm.com/people/v/vilalta,1997.

[VO00] RicardoVilalta and Daniel Oblinger. A quantificationof distance-biasbetweenevaluation
metrics in classification. In Proceedingsof the 17th International Conferenceon Machine
Learning, pages1087–1094.MorganKaufman,2000.

[Web93] Geoffrey I. Webb. Systematicsearchfor categoricalattribute-valuedata-drivenmachinelearn-
ing. In N. Foo and C. Rowles, editors,Proceedingsof the Sixth Australian Joint Artificial
IntelligenceConference, pages342–347,Singapore,1993.World Scientific.

[Web95] G. I. Webb. Opus:An efficientadmissiblealgorithmfor unorderedsearch.Journalof Artificial
IntelligenceResearch, 3:431–435,1995.

[Web00] Geoffrey I. Webb. Efficient searchfor associationrules. In In Proceedingsof theSixthACM
SIGKDDInternationalConferenceon KnowledgeDiscoveryandData Mining, pages99–107,
2000.

[WK90] S. M. WeissandC. A. Kulikowski. ComputerSystemsThatLearn. MorganKaufmannPub-
lishers,Inc.,SanMateo,CA, 1990.

[WL94] A.P. White andW.Z. Liu. Biasin information-basedmeasuresin decisiontreeinduction. Ma-
chineLearning, 15:321–329,1994.



RicardoVilalta andShengMa andJosephHellerstein

[Wol96] D. Wolpert. Thelack of a priori distinctionsbetweenlearningalgorithmsandtheexistenceof
a priori distinctionsbetweenlearningalgorithms.Neural Computation, 8:1341–142,1996.


