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Abstract

Autonomiccomputingsystemsaredesignedtobeself-diagnosingandself-modifying,such

thatthey noticeperformanceandcorrectnessproblems,pinpointtheircauses,andreactaccord-

ingly. Theseabilities can increaseperformance,uptime,andsecurity, while simultaneously

reducingthe effort andknowledgerequiredof systemadministrators.Oneway that systems

cansupporttheseabilities is by allowing monitoringcode,diagnosticcode,andfunction im-

plementationsto bedynamicallyinsertedandremoved in live systems.This “hot swapping”
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approachavoids the requisiteprescienceandadditionalcomplexity inherentin creatingsys-

temsthathave all possibleconfigurationsbuilt in aheadof time. For already-complex pieces

of codesuchasoperatingsystems,hot-swappingprovidesa simpler, higherperformance,and

moremaintainablemethodof achieving autonomicbehavior.

This paperdescribesan aspectof autonomiccomputingfor systemssoftwareusinghot-

swapping. We describeits advantagesandsystemstructurerequisitefor hot-swapping. The

K42 OperatingSystem(OS) explicitly supportsinterpositionand replacementof active OS

code. We describeK42’s infrastructureandgive examplesfrom our researchwork demon-

stratingautonomicbehavior.

1 Intr oduction

As computersystemsbecomemorecomplex, they becomemoredifficult to administerproperly.

Modernsystemsareso complex that specialtraining is neededto configureandmaintainthem,

andthiscomplexity is continuingto increase.Autonomiccomputingsystemsaddressthisproblem

by managingthemselves. Idealautonomicsystemsjust work, configuringandtuning themselves

asneeded.

Centralto autonomiccomputingis theability of a systemto identify problems,andreconfig-

ure itself to accountfor them. In this paper, we investigatehot swappingasa technologythat

canbeusedto addresssystemsoftware’s autonomicrequirements.Hot swappingis thedynamic

insertionandremoval of codein runningsystems.It consistsof two pieces:interpositioningand

replacement. Interpositioninginvolves insertingadditionalcomponentsbetweenexisting ones.

This allows, for example,moredetailedmonitoringto beenabledwhenproblemsoccurwhile al-
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lowing therun-timecostto beminimizedwhenthesystemis performingacceptably. Replacement

allows anactive componentto beswitchedwith anothercomponentwhile thesystemis running,

andwhile applicationsareusingtheresourcemanagedby thecomponent.Thisallowscomponents

suitedto a particularenvironmentto beswitchedasconditionschangeandallows new upgraded

componentsto replaceexistingones.

Hot swappingmakesdownloadingof codemorepowerful. New algorithmsandmonitoring

codecanbeaddedto arunningsystemandemployedwithoutdisruption.Thus,systemdevelopers

do notneedto beprescientaboutthestatethatneedsto bemonitoredor thealternativealgorithms

thatneedto beavailable. More importantly, new implementationsthat fix bugsor securityholes

canbeintroducedin a runningsystem.

Section2 describeshow hotswappingcanfacilitateautonomicsystemssoftware.An important

goalof autonomicsystemssoftwareis achieving goodperformance.Section3 illustrateshow hot-

swappingcanautonomicallyimproveperformancewith examplesfromourK42 researchoperating

systemaswell asfrom thebroaderliterature.Section4 describesthesysteminfrastructurerequired

to supporthot-swapping.Section5 describestheoverall K42 structure,presentstheimplementa-

tion of hot-swappingin K42, andincludesa brief statusandperformanceevaluation. Section6

discussesrelatedwork.

2 Moti vation and Goals

Autonomiccomputingencompassesawidearrayof technologiesandcrossesmany disciplines.In

our work, we focuson systemsoftware. In this sectionwe discussa setof crucialcharacteristics

of autonomicsystemssoftwareanddescribehow hot-swappingvia interpositionandreplacement
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canprovide theneededtechnology.

Performance: Theoptimal resource-managementimplementationandpolicy dependson the

workload.Workloadscanvaryasanapplicationmovesthroughphasesor asapplicationsenterand

exit thesystem.As an example,to obtaingoodperformancein multiprocessorsystems,compo-

nentsservicingparallelapplicationsrequirefundamentallydifferentdatastructuresthanthosefor

achieving goodperformancefor sequentialapplications.However, whena componentis created

e.g.,whenafile is opened,it is generallynotknown how it will beused.With replacement,acom-

ponentdesignedfor sequentialapplicationscanbeusedinitially, andthenautonomicallyswitched

for onesupportinggreaterconcurrency if contentionis detectedacrossmultipleprocessors.

Systemmonitoring: Monitoring is requiredfor autonomicsystemsto be able to detectse-

curity threats,performanceproblems,etc. However, thereis a tradeoff betweenplacingextensive

monitoringin thesystemandtheperformanceoverheadthisentails.With supportfor interposition,

upondetectionof aproblemby broad-basedmonitoring,it becomespossibleto dynamicallyinsert

additionalmonitoring,tracing,or debuggingwithout incurringoverheadwhenthemoreextensive

codeis not needed.In an object-orientedsystem,whereeachresourceis managedby a differ-

ent instanceof anobject,it is possibleto garneranadditionaladvantageby monitoringthecode

managingaspecificresource.

Flexibility and maintainability: Autonomicsystemsmustevolve astheir environmentand

workloadschange,but mustremaineasyto administerandmaintain.Thedangeris thatadditions

andenhancementsto the systemincreasecomplexity, potentially resultingin increasedfailures

anddecreasedperformance.To performhot swapping,a systemneedsto bemodularizedso that

individual componentsmaybe identified. Althoughthis placesa burdenon systemdesign,satis-

fying this constraintyieldsa moremaintainablesystem.Givena modularstructure,hot-swapping
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oftenallowseachpolicy andoptionto beimplementedasaseparate,independentcomponent,with

componentsswappedasneeded.Thisseparationof concernssimplifiestheoverallstructureof the

system.The modularstructurealsoprovidesdatastructureslocal to thecomponent.It becomes

conceivableto rejuvenatesoftwareby swappingin a new component(sameimplementation)to

replacethedecrepitone.This rejuvenationcanbedoneby discardingthedatastructuresof theold

object,thenstartingfrom scratchor aknown statein thenew object.

SystemAvailability: Numerousmission-criticalsystemsrequirefive-nineslevel availability,

makingsoftwareupgradeschallenging.Supportfor hot-swappingallows softwareto beupgraded

(i.e.,for bugfixes,securitypatches,new features,performanceimprovements,etc.)withouthaving

to take thesystemdown. Telephony systems,financialtransactionsystems,andair traffic control

systemsareafew examplesof softwaresystemsthatareusedin mission-criticalsettingsandwould

benefitfrom hot-swappablecomponentsupport.

Extensibility: As they evolve, autonomicsystemsmusttake on tasksnot anticipatedin their

original design.Thesetaskscanbeperformedby hot-swappedcode,usingbothinterpositionand

dynamicreplacement.Interpositioncanbe usedto provide existing componentswith wrappers

thatextendor modify their interfaces.Thus,thesewrappersallow interfacesto beextendedwith-

out requiringthatall existing componentsbe rewritten. If moresignificantchangesarerequired,

dynamicreplacementcan be usedto substitutean entirely new object into an existing running

system.

Testing: Even in existing relatively inflexible systems,testingis a significantcost that con-

strainsdevelopment.Autonomicsystemsaremorecomplicated,exacerbatingthis problem.Hot-

swappingcan easethe burdenof testingthe system. Individual componentscan be testedby

interposinganobjectto generateinput valuesandexamineresults,therebyimproving codecover-
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age.Delayscanbe injectedinto thesystemat internalinterfaces,allowing thesystemto explore

potentialraceconditions.Thisconceptis motivatedby aVLSI techniquewherebyinsertionof test

probesacrossthechipallows intermediatevaluesto beexamined.

3 Autonomically impr oving performance

Autonomiccomputingcoversa wide rangeof goals; for systemssoftwareoneof the most im-

portantis to beableto self-tuneto maintainor improve performance.In this section,we discuss

how hot-swappingcansupportnew, andextendexisting performanceenhancements,allowing the

operatingsystem(OS)to tailor itself to achangingenvironment.

Optimizing for commoncase:For many OSresourcesthecommonaccesspatternis simple

andcanbeimplementedefficiently. However, theimplementationbecomesexpensive in support-

ing all thecomplex uncommoncases.Dynamicreplacementallows efficient implementationsof

commonpathsto beusedwhensafeandlessefficientuncommonimplementationsto beswitched

in whennecessary.

An exampleof this is file sharing.While mostapplicationshaveexclusiveaccessto their files,

onoccasionfilesaresharedamongasetof applications.In K42,whenafile is accessedexclusively

by oneapplication,anobjectin theapplication’s addressspacehandlesthefile controlstructures,

allowing it to take advantageof mappedfile I/O, therebyachieving performancebenefitsof 40%

or more[1]. Whenthefile becomesshared,anew objectdynamicallyreplacestheold object.This

new objectcommunicateswith thefile systemto maintainthecontrol information.1

1Other exampleswheresimilar optimizationsare possibleare a pipe with a single producerand consumer(in

which casetheimplementationof thepipecanusesharedmemorybetweentheproducerandconsumer)andnetwork

connectionsthat have a singleclient on the system(in which casedatacanbe sharedwith zerocopy betweenthe
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Optimizing for file attrib utes: Severalspecializedfile systemstructureshave beenproposed

to optimizefile layoutandcachingfor files with differentattributes[2, 3]. Dynamicreplacement

can take advantageof thesedifferent structuresby implementingeach,and switching between

themwhenappropriate.

For example,while the vast majority of files accessedare small ( � 4KB), OSesmust sup-

port both large files andfiles thatgrow. Dynamicreplacementcantake advantageof file sizeto

optimizeapplicationperformance.In K42, in the caseof a small unsharedfile, an object in the

application’s addressspaceservicesrequeststo thatfile thusreducingthenumberof interactions

betweenthe client andfile system.Oncea file grows to a larger size,the implementationis dy-

namicallyswitchedto anotherobjectthatcommunicateswith thefile systemto satisfyrequests.

Accesspatterns: Thereis aplethoraof literaturefocusedonoptimizingcachingandprefetch-

ing of file blocksandmemorypagesfrom disk basedon applicationaccesspatterns[4, 5]. Re-

searchershaveshownupto 30%fewercachemissesby usingtheappropriatepolicy. Hot-swapping

canexploit thesepoliciesby interposingmonitoringcodeto trackaccesspatterns,andthenswitch-

ing betweenpoliciesbasedon thecurrentaccesspattern.

Exploiting architecture features: Many featuresof modernprocessorsareunder-utilized in

today’s multi-platformOSes.To ensureportablecode,without makingglobalcodepathsunduly

complex, thesefeaturesare generallyeither crippled or ignoredentirely becauseimplementers

needto provideasingleimplementationto beusedacrossall platforms.For example,thereis only

limited supporttodayfor largepageseventhougha largenumberof processorssupportthem.Hot

swappingmakesit easierto takeadvantageof architecturalfeaturesbecausespecialpurposeobjects

canbeintroducedandusedwithout requiringthatall cornercasefunctionalitybeimplementedin

network serviceandtheclient).
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Figure1: Concurrentsearchingof a52 MB file (low is good)

everyobject.

Multipr ocessoroptimizations: In largemultiprocessorsystems,parallelapplicationscanben-

efit from processorlocality. To exploit this locality, someOSesimplementservicesin apartitioned

fashion. However, thesepartitionedimplementationsconsumemore memoryand incur larger

overheadson someoperations,e.g.,file destructionandprocessdestruction.Conversely, shared

implementationscanminimizespaceandtimeoverheadsfor sequentialapplications.

Figure1 illustratestheperformanceadvantagesin a file-searchingapplicationof dynamically

switchingbetweenasharedandpartitionedversionof theobjectsthatcachefile pagesin K42. The

systemmonitorsthenumberof applicationthreads,andswitchesbetweenimplementationswhen

appropriate.They-axisis cycles;lower is better. Thefigureshowsthatthesharedimplementation

hasa 10%performanceadvantageover thepartitionedimplementationwhenonly oneapplication

is searchingthroughthe file on oneprocessor. On the otherhand,the sharedimplementationis

300%worsewith twelve applicationson twelve processors.With hot swapping,the systemcan
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dynamicallyswitchbetweenthetwo implementationsandcapturethebestperformancecharacter-

isticsof each.

Enabling client-specific customization: ExtensibleOSesoffer new interfacesthat enable

clients to customizeOS components.By usingcomponentsoptimizedfor a particularapplica-

tion, it is possibleto achieve significantperformanceimprovementsin a variety of systemser-

vices[6, 7, 8, 9]. For example,theExokernel’sCheetahwebserverdemonstratedfactorof two-to-

four increasesin throughputfrom network stackandfile cachespecializations[10]. Hot-swapping

enablesextensibilityby allowing applicationsto replaceOScomponents.Hot-swappingimproves

uponmostexisting extensiblesystemsby allowing on-the-flyswitchingaswell asreplacementof

genericsystemcomponents.

Exporting systemstructureinformation: Technologiessuchascompiler-directedI/O prefetch-

ing [11] andstoragelatency estimationdescriptors[12] have shown over 100%performancein-

creasesfor applications,but requiredetailedknowledgeaboutthe stateof systemstructures.In-

sertingthenecessaryprofiling informationcanaffect theperformanceof applicationsthatdo not

requirethis information. Hot swappingallows applicationsto gathermoreinformationaboutthe

stateof systemstructuresby interposingmonitoringobjectsinto the kernel. By insertingthese

monitorsonly whenapplicationswill benefit,overall systemperformancewill not degrade.With-

out hot swapping, the additionalcost of monitoring and increasedsystemcomplexity hampers

researchersability to consideralgorithmsdesignedfor rareconditionsthatmaybe importantfor

certainapplications.
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Supporting specializedworkloads: With existing monolithic systems,optimizationsintro-

ducedfor oneworkloadoftennegatively impactthe performanceof otherworkloads.Onestrat-

egy beingconsideredby somegroupsis to ship multiple versionsof an OS,whereeachversion

is tunedfor a particularcritical workload. Anotherapproachis throughincrementalspecializa-

tion [13], wherespecificportionsof the kernelarerecompiledto optimizethemfor a particular

workload. Usinghot-swapping,thesystemcandynamicallyreplacetheseoptimizedcomponents

to handleeachspecificworkload.Usingincrementalspecialization,Puet.al.reportedperformance

improvementsashighas70%for smallamountsof datareadfrom files.

4 Hot-Swapping infrastructur e

Achieving a generichot-swappingmechanismin systemsoftwarerequiresa carefuldesign. In

additionto theimpacton thesurroundingsysteminfrastructure,therearea setof actionsinvolved

in performinga hot-swap, including triggering,choosingthe target,swapping,transferringstate,

and potentially addingobject types. In this section,we first describesystemrequirementsfor

supportinghot-swapping,bothinterpositionandreplacement,andthendescribethestepsinvolved

in performinganobjectswitch.Wefinishby comparinghot-swappingto adaptivecode.

4.1 Systemstructur e

Many largesystems,likedatabases,arestructuredwith well-definedcomponentsandinterfacesto

thosecomponents.Thismodularstructureis critical for hot-swapping.Well-definedinterfacesare

necessaryfor interposition.Well-definedcomponentsarenecessaryin orderto beableto replace

themwith differentimplementations.Any code,whetherit is thekernel,a database,a webserver,
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or any otherserver or applicationat user-level canusethehot-swappinginfrastructure.Thecode

desiringto performthehot swapneedonly bestructuredsothatthereareidentifiablecomponents

thatcanbereplaced.

In a systemwith only globalcomponents,hot-swappingcanbeusedto changeoverall system

performance,but it becomesdifficult to tunethe systemto specificapplicationneedsbecausea

givencomponentis usedacrossall applications.Additionaladvantagescanbegainedif anobject-

orienteddesignis used,whereeachindividual useof a resourceis managedby an independent

objectthatcanbehot-swappedto tunethatresourceto its workload.For example,optimizationon

a per-file basisis possibleif eachfile is implementedusinga differentobjectinstancethatcanbe

tunedto its accesspattern.

Large partsof our existing OSesarenot designedin a fashionthat allows for hot swapping.

However, theUnix Vnodeinterface,streamsfacility, anddevicedriverinterfacearegoodexamples

wherehot swappingwouldbepossible.

Modularity and the useof object-orienteddesignin OSesis expanding. SomecurrentOS

interfacedesignshave demonstratedthe effectivenessof modularity by enablingflexibility and

innovation. For example,therearemany Linux file systemsthat have exploredvariouspossible

designsbehindit’ swell-definedVFSinterface.As systemsbecomemorecomplex, andautonomic

computingbecomesmoreimportant,thepressuresonsystemsto adoptsuchdesignswill increase.

The restof this paperis presentedwith an object-orientedstructurein mind, andwe usethe

termscomponentandobjectinterchangeably. However, muchof this discussionis appropriateto

non-object-orientedsystemsthatsupporthot-swapping.
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4.2 Performing hot-swapping

Perhapssurprisingly, only a smallnumberof researchgroupshave lookedinto hot-swapping[14,

15,13], andeventhen,theirapproacheshavebeenlimited to restrictiveconditions.Oneof therea-

sonsmaybethedifficulty in providing ageneralandefficientservicethatcansafelyandefficiently

handleswitchingandinsertingcomponentson a multiprocessorin a multi-threadedandpreemp-

tiveenvironment.A brief exampledemonstratingthedifficultiesis replacingtheTCP/IPstack.To

dosorequires:( � ) synchronizingtheswitchingwith apotentiallylargenumberof concurrentcalls

from applicationsandvariouspartsof theoperatingsystem;( ��� ) atomicallytransferringstatethat

may includeactive connections,buffers,andoutstandingtimers;( ����� ) installing thenew objectin

thesystemsothatits clientsautomaticallyandtransparentlyusethenew implementation.

Thecomplexity of hot swappinglive componentssuggeststhat the implementerof a specific

objectwill considerproviding hotswappingonly if thesysteminfrastructureminimizestheimple-

mentationwork neededin theindividual component.Below we discussa framework thataccom-

plishesthis,andin latersectionsdescribehow wehave implementedtheinfrastructurein K42.

4.2.1 Triggering hot-swapping

In many caseswe expectthat objectswill trigger a replacementthemselves. For example,if an

objectis designedto supportsmallfiles,butnoticesanincreasein size,theobjectcantriggeraswap

to animplementationthatsupportslargefiles. In somecases,weexpectthesysteminfrastructureto

determinetheneedfor adynamicobjectreplacement.Monitoringwill berequiredfor thispurpose,

andadditionalmonitoringcanbeenabledby objectinterpositionif moreaccurateinformationis

neededbeforeinitiating theswap. For example,anOS might have a baselevel of monitoringto
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identify excessive paging,andthenstart interposingadditionalmonitoringon objectsthat cache

files to determinethesourceof theproblembeforechoosingaspecificobjectinstanceto replace.

In somecases,applicationswill explicitly requestanobjectswap. Subsystemslike databases,

webservers,or performancesensitivescientificapplications,canchooseto optimizetheir perfor-

manceby explicitly switchingin new systemobjectsto supportknown demands.For example,a

databaseapplicationmayrequestthesystemuseobjectsthatsupportlargepagesto backaspecific

regionof memory.

In thefuture,weexpectthatdevelopersof autonomiccomputingsystemswill providedatabases

that identify changes,e.g.,bug fixes,securityupgrades,etc,suchasin Linux distributionsinclud-

ing RedHat7.3. This will allow systemsto periodically query thesedatabases,downloadnew

components,andswapthemin without disruptingrunningapplications.

4.2.2 Choosingthe target

In somecases,the initiator of a swapcanidentify thetargetdirectly, for example,in upgradinga

component.In mostcaseshowever, the target componentis moreappropriatelyidentifiedby its

behavior thanby its specificnameor type. For example,a client might requesta pagecaching

objectoptimizedfor streamingwithout needingto know theparticularclassthat implementsthat

functionality. While introducingsucha facility is relatively simple, the complexity comesboth

in identifying thecharacteristicsthat it shouldencodeandthepresentationof theencodingto the

requester.
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4.2.3 Doing the swap

In our experience,themajority of complexity involvesperformingtheswap,includinggettingthe

object in a statesuitablefor swappingandperformingthe swap in a scalablemanner. The syn-

chronizationneededto get into sucha stateis complex andnot recommendedto beimplemented

on a caseby casebasis.Moreover, synchronizationinternalto anobjectimposesa run-timeover-

headeven whenhot-swappingis not required. In Section5 we discussthe infrastructurefor a

mechanismin K42 thatprovidesa generichot-swapmechanism.

4.2.4 Transferring state

A key issueis how to transferstateefficiently betweenthesourceandtargetof anobjectreplace-

ment.In many cases,thetransferof statebetweenobjectsbeingswitchedis simple.For example,

in K42 whenanapplication-levelobjectthatcachesfile stateis swapped,weinvalidatecachedstate

andpassonly thecontrolinformation.In othercases,thework is moreinvolved.For example,file

cachingobjectsconvert their internallist of pagesinto a list of genericpagedescriptors.

Theinfrastructurecannotdeterminewhatstatemustbetransferred.It can,however, provide a

meansto negotiatea bestcommonformat thatbothobjectssupport.Ratherthatflatteningevery-

thing to a canonicalstate,in somecasespointersto complex datastructuresmaybepassed.This

is bestworked out for a given classhierarchyof objects. Additionally, on a multiprocessor, the

infrastructureallows thetransferto occurin parallel.

4.2.5 Dynamically adding object types

Downloadingnew codeinto theoperatingsystemprovidestwo challengesthatneedto behandled

by the infrastructure.First, if an objectclassis changed,it is necessaryto track all instancesof
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Feature AdaptiveCode Hot-swappableCode
Setof possibleconfigurations preprogrammed canbeextended
Whatgetsmonitored preprogrammed canbeextended
Whenmonitoringcodeis in system always dynamic
Adaptationdecisionalgorithm preprogrammed canbeswapped
Codecomplexity madeworse reduced
Infrastructurerequired none significant,but once
Enableson-linepatches no yes

Table 1: Comparison of how autonomic featuresare realizedwith adaptive code and hot-swapping. Both
adaptive codeand hot-swappingachieve someaspectsof autonomiccomputing. Hot-swappingdoesso with less
complexity, lessnormal-modeoverhead,andlessprogrammeromniscience,andenablesusefulfeaturessuchason-
line patches.

that classin orderto be ableto replaceit. Second,if library or subsystemcodeis changed,it is

necessaryto downloadcodeinto all runningapplicationsandsubsystemsusingthatlibrary.

4.3 Adaptivecodealternative

Amongotherfeatures,hot swappingallows systemsoftwareto reactto a changingenvironment.

A morecommonapproachin systemssoftwareto handlevaryingenvironmentsis to useadaptive

code.While adaptivecodemaynotachievethefull autonomicvisionoutlinedin Section2, acom-

parisonto hot-swappingis pertinent.In thesimplestcase,adaptive codehasrun-timeparameters

thatcanbemodifiedon-line. In othercases,therearemultiple implementationswith differentdata

structuresandthechoiceof implementationto usecanvary over time [16, 4, 17]. Adaptive code

is acombinationof severalindividualalgorithms,eachdesignedfor aparticularworkload.

Table1 andFigure2 compareadaptive codeto hot swapping.Whenusedfor optimizingper-

formance,thedifficultieswith adaptive codecanbeclassifiedin threecategories: foreknowledge

requirements,increasein codecomplexity, andperformanceoverhead.

1. Adaptive codeallows the systemto switch betweena setof pre-programmedalgorithms.
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Thesetof availablealgorithms,themonitoringcodeusedto choosebetweenthem,andthe

decision-makingcodeitself cannotbechangedoncethesystemis running.

2. Adaptive codedesignedfor differentsituationsto supportmany applicationsis complex.

Thisis especiallytruefor systemcodedesignedto runacrossavarietyof hardwareplatforms.

Coordinatingadaptationacrossthe entiresystemis morecomplicatedthanallowing each

componentto make localadaptationdecisions.

3. Adaptive codetendsto lack interpositioncapabilities,andthus imposessomemonitoring

overheadonall requests.It is challengingto achievetheright level of monitoringinfrastruc-

tureto understandbothperiodsof stableandhighly loadedsystembehavior.

A morefundamentallimitation with adaptivecodeis thatit cannotbeusedfor thelargervision

of autonomiccomputing.For example,without theability to addnew codeto thesystem,it does

not provide a mechanismto dealwith securityupgradesor bug fixes. It is possibleto updatethe

codeoffline andrestartthesystem,but this incursdowntimeanddisruptsapplicationsandusers.

Onacase-by-casebasis,theinfrastructurefor hot-swappingwehavedescribedis moreexpen-

sive thansimply usingspecializedadaptivecode.However, it only needsto beimplementedonce

at systemdevelopmenttime. In contrast,adaptive systemstypically have to re-implementpieces

of thecomplexity in eachserviceperformingadaptation.
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Figure2: Adaptive Codevs. Hot-Swapping. This figure illustratesthesamefunction implementedin two styles.

Theadaptive codeapproachis monolithicandincludesmonitoringcodethatallows theadaptivealgorithmto choose

aparticularcodepath.Algorithm optionsmustbepartof theoriginalcode,andthecode’soverallsizeandcomplexity

are increased.With hot-swapping,eachalgorithmis implementedindependently(resultingin reducedcomplexity

percomponent),andis swappedin whendesired.Monitoring codecanalsobe interposedasneeded.Decisioncode

is decoupledfrom the implementationof the components.The sharedcode, for tracking usagepatterns(random

doesn’t need)needsto be integratedinto thecodepathsfor theadaptive caseandis inheritedinto eachobjectin the

hot-swappingcase.
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5 Hot swappingin K42

In this section,we describeK42’s generichot-swappingmechanism.To provide context, we start

by presentingtheoverall structureanddesignof K42. We thendescribeK42’s infrastructurefor

hot-swapping,giveits statusandpresentanexampleperformancestudy. Wefinishwith continuing

work.

5.1 K42

K42 is anopen-sourceresearchkernelfor cache-coherent64-bit multiprocessorsystemsandruns

on PowerPCandMIPS platforms,andsoonx86-64platforms.

5.1.1 K42 motivation and goals

K42 focuseson achieving goodperformanceandscalability, providing a customizableandmain-

tainablesystem,andbeingaccessibleto a largecommunitythroughanopensourcedevelopment

model. To thatend,K42 fully supportsthe Linux API andABI andusesLinux libraries,device

drivers,file systems,andothercodewithout modification.Thesystemis fully functionalfor 64-

bit applications,andcanrun codesrangingfrom scientificapplicationsto complex benchmarks

like SDETto significantsubsystemslikeApache.SupportingtheLinux API andABI makesK42

availableto a wide baseof applicationprogrammers,andour modularstructuremakesthesystem

accessibleto thecommunityof developerswho wish to experimentwith kernelinnovations.

Providing awell-structuredkernelis aprimarygoalof theK42 project,but performanceis also

acentralconcern.Someresearchoperatingsystemprojectshavetakenparticularphilosophiesand

have followedthemrigorouslyto extremesin orderto fully examinetheir implications.While we
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follow asetof designphilosophiesin K42, we’rewilling to makecompromisesfor thesakeof per-

formance.The principlesthatguideour designinclude1) structuringthe systemusingmodular,

object-orientedcode,2) designingthesystemto scaleto very largeshared-memorymultiproces-

sors,3) leveragingperformanceadvantagesof 64-bitprocessors,4) avoidingcentralizedcodepaths

andglobaldatastructuresandlocks,5) moving systemfunctionality to applicationlibraries,and

6) moving systemfunctionalityfrom thekernelto serverprocesses.

Goalsof theK42 projectinclude:

� Performance: A) Scaleup to run well on large multiprocessorsand supportlarge-scale

applicationsefficiently. B) Scaledown to run well on small multiprocessors.C) Support

small-scaleapplicationsasefficiently on largemultiprocessorsason smallmultiprocessors.

� Customizability: A) Allow applicationsto determine(by choosingfrom existing compo-

nentsor by writing new ones)how theoperatingsystemmanagestheir resources.B) Auto-

nomicallyhave thesystemadaptto changingworkloadcharacteristics.

� Applicability A) Effectively supporta wide variety of systemsandproblemdomains.B)

Make it easyto modify theoperatingsystemto supportnew processorandsystemarchitec-

tures.C) Supportsystemsrangingfrom embeddedprocessorsto high-endenterpriseservers.

� Wide availability: A) Be available to a large open-sourceand researchcommunity. B)

Make it easyto addspecializedcomponentsfor experimentingwith policiesandimplemen-

tation strategies. C) Openup for experimentationpartsof the systemthataretraditionally

accessibleonly to experts.
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5.1.2 K42 structure

K42 is structuredaroundaclient-servermodel(seeFigure3). Thekernelis oneof thecoreservers,

currentlyproviding memorymanagement,processmanagement,IPC infrastructure,baseschedul-

ing, networking,devicesupport,etc. (In thefutureweplanto movenetworkinganddevicesupport

into user-modeservers).

Above the kernel are applicationsand systemservers, including the NFS file server, name

server, socket server, pty server, andpipe server. For flexibility , andto avoid IPC overhead,we

implementasmuchfunctionalityaspossiblein application-level libraries.For example,all thread

schedulingis doneby auser-level schedulerlinkedinto eachprocess.

All layersof K42, the kernel,systemservers,anduser-level libraries,make extensive useof

object-orientedtechnology. All inter-processcommunication(IPC) is betweenobjectsin theclient

andserver addressspaces.We usea stubcompilerwith decorationson theC++ classdeclarations

to automaticallygenerateIPC calls from a client to a server, andhave optimizedtheseIPC paths

to have good performance.The kernelprovides the basicIPC transportandattachessufficient

informationfor theserver to provideauthenticationon thosecalls.

From an application’s perspective, K42 supportsthe Linux API andwill supportthe Linux

ABI. This is accomplishedby anemulationlayer that implementsLinux systemcallsby method

invocationsonK42 objects.Whenwriting anapplicationto runonK42, it is possibleto programto

theLinux API or directly to thenativeK42 interfaces.All applications,includingservers,arefree

to reachpastthe Linux interfacesandcall the K42 interfacesdirectly. Programmingagainstthe

native interfacesallows theapplicationto takeadvantageof K42 optimizations.Thetranslationof

standardLinux systemcallsis doneby interceptingglibc systemcallsandimplementingthemwith
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K42 code.While Linux is thefirst andcurrentlyonly personalitywesupport,thebasefacilitiesof

K42 aredesignedto bepersonality-independent.

We alsosupporta Linux-kernelinternal personality. K42 hasa setof librariesthatwill allow

Linux-kernelcomponentssuchasdevicedrivers,file systems,andnetwork protocolsto run inside

the kernelor in usermode. Theselibrariesprovide the run-timeenvironmentthat Linux-kernel

componentsexpect.This infrastructureallows K42 to usethelargecodebaseof hardwaredrivers

availablefor Linux.

5.1.3 K42 key technologies

To achievetheabovementionedgoals,wehaveincorporatedmany technologiesinto K42. Wehave

writtenseveralwhitepapers(availableonourwebsite)describingthesetechnologiesin greaterde-
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tail; theintentof thissectionis to provideanoverview of thekey technologiesusedin K42. Many

of thesehaveanimpactonhotswapping,for examplemoving functionalityto applicationlibraries

makesthehot swappinginfrastructuremorecomplicated,but providesadditionalpossibilitiesfor

customizationandthusfor hotswapping.Thetechnologiesusedby theinfrastructurearediscussed

in K42 featuresusedof Section5.2.

� Object-orientedtechnologyhasbeenappliedto the entiresystem. This hasbeenusedto:

achieve good performancethroughcustomization,achieve good MP performanceby in-

creasinglocality, increasemaintainabilityby isolating modifications,perform autonomic

functionsby allowing componentsto behotswapped.

� Muchtraditionalkernelfunctionalityis implementedin librariesin theapplication’sown ad-

dressspace,providing a largedegreeof customizabilityandreducingoverheadby avoiding

crossingaddressspaceboundariesto invokesystemservices.

� K42 is easilyportedto new hardwareanddueto its structurecanexploit machine-specific

featuressuchasthePowerPCinvertedpagetableandtheMIPSsoftware-controlledTLB.

� Much systemfunctionality hasbeenimplementedin user-level serverswith goodperfor-

mancemaintainedvia efficient IPCssimilar to L4 [18].

� K42 usesprocessor-specificmemory(thesamevirtual addressondifferentprocessorsmaps

to differentphysicaladdresses)to achievegoodscalableNUMA performance.This technol-

ogy, andavoiding global data,global codepaths,andglobal locks allows K42’s designto

scaleto thousandsof processors.

� Built on K42’s object-orientedstructure,clusteredobjects[19] provide an infrastructureto
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implementscalableserviceswith the degreeof distribution transparentto the client. This

alsofacilitatesautonomicmultiprocessorcomputingasK42 candynamicallyswapbetween

uniprocessorandmultiprocessorclusteredobjects.

� K42 is designedto run on 64-bit architecturesandwe have taken advantageof 64 bits to

makeperformancegainsby, for example,usinglargevirtually sparsearraysratherthanhash

tables.

� K42 is fully preemptableandmostof thekerneldatais pageable.

� K42 is designedto supporta simultaneousmix of time-shared,real-time,andfine-grained

gang-scheduledapplications.

� K42 hasdevelopeddeferredobjectdeletion[19] similar to RCU [20] allowing objectsto

releasetheir locksbeforecalling otherobjects.This efficient programmingmodelis crucial

for multiprocessorperformanceandis similar to type-safememory[21].

5.1.4 K42 overall status

K42 is availableunderanLGPL license.A tarfile of thesourceisavailableathttp://www.research.ibm.com/K42.

We areactively working on providing a completeenvironmentincluding build anddebug tools,

simulator, andsource.The modularstructureof the systemmakesit a goodteaching,research,

andprototypingvehicle,andwe expectthat policiesandimplementationsstudiedin this frame-

work will be transferredinto vanilla Linux. Also, in the long term, we expect that the kind of

technologiesweareexploringwith K42 will beimportantto Linux.

K42 currently runs on 64-bit MIPS (NUMA) and PowerPC(SMP) platformsand is being

portedto x86-64. As stated,K42 is fully functional for 64-bit applications,andcanrun codes
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rangingfrom scientificapplicationsto complex benchmarkslike SDETto significantsubsystems

like Apache. We have demonstratedbetterbaseperformancefor real applicationsand demon-

stratedbetterscalabilitythanothercommercialoperatingsystems.We expectin the nearfuture

to achieve full self-hostinganddemonstratethatspecializedsubsystemscancustomizetheOSto

achieve betterperformanceat reducedcomplexity. Thereare,however, still edgeconditionsthat

havenotyetbeenaddressed,andtherearestill objectswith only simplisticimplementations.

5.2 Infrastructur e for hot-swapping

In K42, eachvirtual resourceinstance,e.g.,a particularfile, openfile instance,memoryregion,

is implementedby combininga setof (C++) objectinstanceswe call building blocks[22]. Each

building block implementsa particularabstractionor policy andmight 1) managesomepart of

the virtual resource,2) managesomeof the physicalresourcesbackingthe virtual resource,or

3) managetheflow of control throughthebuilding blocks. For example,thereis no globalpage

cachein K42; instead,for eachfile thereis an independentobjectthat cachesthe blocksof that

file.

K42’s infrastructureallowsany objectto replaceany otherobjectimplementingthesameinter-

face,or to interposeany objectwith oneproviding thesameinterface.In K42 weusehotswapping

to replacekernelobjectsaswell asobjectsin user-level servers. Thehot swappingoccurstrans-

parentlyto theclientsof thecomponentandno supportor codechangesareneededin theclients.

Dynamic replacementalgorithm The outline of our algorithmis givenhereanddescribedin

moredetail below: ( � ) instantiatethe replacementcomponent,( ��� ) establisha quiescentstatefor

thecomponentto bereplaced,( ����� ) transferstatefrom theold componentto thenew component,
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( ��� ) swapthenew componentreplacingall references,and( � ) deallocatetheold component.

Therearethreekey issuesthatneedto beaddressedin thisdesign:Thefirst, is how to establish

a quiescentstateso that it is safeto transferstateandswap references.Herewe describesome

possiblealternativesandtheir difficulties,andthennext we presentthe algorithmsusedin K42.

The swap can only be donewhen the componentstateis not currently being accessedby any

threadin the system. Perhapsthe moststraightforward way to achieve a quiescentstatewould

beto requireall clientsof thecomponentto acquirea reader-writer lock in readmodebeforeany

call to the component.Acquiring this external lock in write modewould thusestablishthat the

componentis safefor swapping. However, this would addoverheadfor the commoncase,and

causelocality problemsin thecaseof multiprocessors.Further, the lock couldnot bepartof the

componentitself.

The secondissueis decidingwhat stateneedsto be transferredandhow to transferit to the

new componentsafelyandefficiently. Althoughthestatecouldbeconvertedto a canonical,seri-

alizedform, this would losecontext, be a lessefficient transferprotocol,andpotentiallyprevent

parallelismwhenthetransferis occurringon amultiprocessor.

The final key issueis how to swapall of the referencesheldby the clientsof thecomponent

so that the referencesrefer to thenew component.In a systembuilt arounda single,fully typed

language,like Java, this could be doneusingthe sameinfrastructureasusedby garbagecollec-

tion systems.However, this would beprohibitively expensive for a singlecomponentswitch. An

alternative would be to partition a hot-swappablecomponentinto a front-endcomponentanda

back-endcomponent,wherethe front-endcomponentis referenced(andinvoked)by thecompo-

nentclients,andis usedonly to forwardrequeststo theback-endcomponent.Therewould thenbe

only asinglereference(in thefront-endcomponent)to theback-endcomponentthatwouldneedto
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bechangedwhenacomponentis swapped,but this addsextraoverheadto thecommoncall path.

K42 features used Our implementationof hot swappingleveragesthreekey featuresof K42

thatallow usto addresstheissueslistedabove in anefficient andstraightforwardmanner. Similar

featuresexist or couldberetrofittedinto othersystems.

First, becauseK42 hasanobject-orientedstructureimplementedusingC++ [22], eachsystem

componentmapsnaturallyto a languageobject. Hot swappingis facilitatedbecausethe objects

areself-containedwith well-definedinterfaces.A similar approachcouldbeusedin a non-object-

orientedsystemthatusesoperationstables,suchasvnodes.

Second,eachK42 objectis accessedthroughasinglepointerindirection,wheretheindirection

pointerof all objectsis maintainedin an ObjectTranslationTable(OTT) indexed by the object

identifier. TheOTT wasoriginally implementedin K42 to supporta new form of scalablestruc-

ture called Clustered Objects[19]. Another methodfor doing this would the dynamiclinking

technologysuchasthatusedin ELF, otherwisetheindirectionwouldneedto beaddedexplicitly.

Finally, K42 hasa generation countmechanismthat allows us to easilydeterminewhenall

threadsthat werestartedbeforea given point in time have completed,or reacheda safepoint.2

Thismechanismis usedto achieveaquiescentstatefor anobject.Themechanismexploits thefact

thatoperatingsystemsareevent-driven,wheremostrequestsareservicedandcompletequickly.

Long-living daemonthreadsaretreatedspecially. This typeof functionalitycanusuallybeadded

to otherevent-drivensystems,suchasweb,file, or databaseservers,in which thethreadof control

frequentlyreachessafepointssuchasthecompletionof asystemcall, or enteringasleep.
2A similar mechanismhasbeenusedby Sequent’s NUMA-Q for the samereasonwe originally developedit for

K42, namelyto improvemultiprocessorperformanceby deferringexpensive,but non-criticaloperations[23].
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Description of algorithm A part of the replacementalgorithminvolvesinterpositioninga me-

diator. Interpositioningis theability to redirectfuturecalls intendedfor a givenobjectto another

object.To performinterpositioningtheobject’s indirectionpointerin theOTT is changedto point

to the interposedobject. It is not necessaryto reachobjectquiescence.This interpositionob-

ject remainsactive andcanforwardcalls to theoriginal objectperformingwhatever operationor

monitoringit desiresprior to theforwarding.

Conceptuallytherearethreestagesin replacinga componentasdepictedin Figure4. In the

OTT’s initial state,it containsa pointer to the old object. In the secondstage,a mediatoris

interposed.Thethird stageis whentheOTT is in its final state,with apointerto thenew object.

To perform a replacement,a mediatorobject is interposedin front of the old object. This

mediatorobjectproceedsthroughthe threephases.To establisha quiescentstate,in which it is

guaranteedthatno threadshaveanactive referenceto thecomponentto beswapped,themediator

objectinitially, in theForwardphase,tracksall threadsmakingcallsto thecomponentandforwards

eachcall on to the original component.It doesso until it is certainthat all calls startedbefore

call trackingbeganhave completed.To detectthis, we rely on K42’s generationcountfeatureto

determinewhenall callsthatwerestartedbeforetrackingbeganhave completed.Until thatpoint,

themediatorcontinuesto forwardnew requeststo theoriginalcomponent,whichservicesthemas

normal.
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At that point, the mediatorstartsthe Blocked phaseandtemporarilyblocksnew calls, while

it waits for thetrackedcalls to complete.Exceptionsaremadefor recursive calls thatneedto be

allowed to proceedto avoid deadlock.If the usersubvertsthe K42 programmingmodelmaking

recursive objectcalls acrossserverswhile simultaneouslyswitchingmultiple objects,the infras-

tructurewill not be abledetectdeadlockloops. To handlethis, andpotentiallyother unknown

deadlockcircumstances,a timeoutmechanismis used.If thetimeoutis triggered,it terminatesthe

hot swap, settingthe client pointersbackto the original object. In non-erroneousobject imple-

mentations,callscanbecorrectlytrackedandblocked.Onceall thetrackedcallshavecompleted,

thecomponentis in a quiescentstate,andthestatetransfercanbegin. While theBlock phasemay

seemto undulyreducetheresponsivenessof thecomponent,in practicethedelaydependsonly on

thenumberof trackedcalls,which aregenerallyshortandfew in number.

To make statetransferbetweentheoriginal andthenew componentefficient andpreserve as

muchof theoriginal stateandsemanticsaspossible,theoriginal andnew objectsnegotiatea best

commonformat that they both support. This, for example,may allow a hashtableto be passed

directly throughapointer, ratherthanconvertedto andfrom somecanonicalform, suchasa list or

array, aswell as,in a largemultiprocessor, allow muchof the transferto occurin parallelacross

multipleprocessors,preservinglocality wherepossible.

Finally, afterthestatetransfer, themediatorenterstheCompletedphase.It removesits intercep-

tion by updatingtheappropriateindirectionpointerin theOTT to point to thenew componentso

thatfuturecallsgo to thenew componentdirectly. It alsoresumesall threadsthatweresuspended

duringtheBlock phaseanddirectsthemto thenew component.Themediatorthendeallocatesthe

original objectandfinally itself.

Theimplementationof theabovedesignhasanumberof importantfeatures.Thereis no over-
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headduring normal operation;overheadoccursonly when the mediatoris interposed,and the

mediatoris usedonly duringthehotswappingprocess.Theimplementationworksefficiently in a

multi-threadedmulti-processorsystem.Themediatorrunsin parallelandstatetransferproceeds

in parallel.Call interceptionandmediationis transparentto theclients,facilitatedby K42’s com-

ponentsysteminfrastructure.Finally, our solutionis genericin that it separatesthecomplexity of

swap-timein-flight call trackinganddeadlockavoidancefrom the implementationof thecompo-

nentitself. With theexceptionof componentstatetransfer, therestof theswappingprocessdoes

not requiresupportfrom thecomponent,simplifying theadditionof componentsthatwish to take

advantageof thehot-swappingcapability.

5.3 Status,performance,and continuing work

K42 fully supportsthe hot-swappinginfrastructuredescribedin the previous section. We have

usedit from simpleapplications,suchasthe searchprogrampresentedin Section3, to complex

applicationssuchthetheSpecSDETbenchmark.Thecodeworksfor all theobjectsin oursystem,

and the main limitation currently is the numberof choiceswe can swap betweenbecausethe

project’s focushasnot beento take time to provide many alternative implementations.We are

continuingto explore usinghot swappingto fulfill moreof the goalsof autonomiccomputing.

Next we presentan exampleperformancestudy of a significantapplicationand then finish by

describingour continuingwork.

An importantaspectof thevirtual memorysystemis keepingtrackof in-corepages.In K42,

this functionis implementedby aFile CacheManager(FCM) component.Wefocuson two of the

default implementations:sharedanddistributed.For eachopenfile, aninstanceof anFCM is used

to cachethepagesof thefile’s datain physicalframes.By default, to achieve betterperformance
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whenafile is opened,asimplesharedimplementationof theFCM is created.Thedefaultdecision

is madebasedon thefact thatmostfiles areaccessedby onethreadon oneprocessorandopened

only briefly. If the file is accessedon oneprocessor, the sharedFCM implementationperforms

well andhaslittle memoryoverhead.If thefile is accessedby multiple processorsconcurrently,

theassociatedFCM is hot-swappedto adistributedimplementation.Thisalleviatescontentionand

yields betterscalability, thusensuringthat only the files that experiencecontentiondueto shar-

ing usethemorecomplex andexpensive distributedFCM implementation.However becausethe

sharedimplementationperformsanorderof magnitudeworsewhenrunningon many processors,

withouthot-swapping,anFCM suitablefor thedistributedcasewouldneedto beusedall thetime,

andaperformancepenaltypaidin thesingleprocessorcase.

Oneof thestudieswe did to understandtheadvantagesof hot-swappingtheFCM implemen-

tationswas to run the PostMarkandSpecSDET benchmarks.PostMarkis a uniprocessorfile

systembenchmarkthatcreatesa largenumberof smallfiles on which a numberof operationsare

performed,including readingandappending.SpecSDET is a multiprocessorUnix development

workloadthat simulatesconcurrentusersrunningstandardUnix commands3. If we disablehot-

swappingandrunPostMarkusingonly sharedFCMs,andthenrunit usingonly distributedFCMs,

we find thatwe suffer a 7% drop in performancefor thedistributedimplementationof theFCM.

On the otherhand,if we run SDET in a similar fashionwe find that the distributedFCM gets

an8% performanceimprovementon 4 processorsandanorderof magnitudeimprovementon 24

processorsover thesharedFCM. Whenhot-swappingis enabled,thebestperformanceis achieved

automaticallyfor bothPostMarkandSDET, with theindividualFCM instanceschoosingtheright

implementationbasedon thedemandsit experiences.
3Dueto tool chainissuewe usedamodifiedversionthatdoesnot includea compileror ps.
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The above experimentshows the power of being able to usehot swapping. In other work

we have examinedthe performanceadvantagesof hot swapping. Theseresultshave indicated

the potentialof our approach,but thereis still muchdo to within K42 to get hot swappingto a

maturestate.Currentlythe trigger for an objectswitch is eitherspecifiedby an objector via an

explicit requestby anapplication.While this hasprovento besufficient for many cases,we have

found situationswherea monitoring infrastructurewould allow us to make the trigger decision

on behalfof anobject.Themonitoringcodewe currentlyusehasoftenbeenplacedin theobject

for convenience,andto gainexperiencewith how to gatherandusethe information. We plan to

useobject interpositionto reducethe overheadof this infrastructureandprovide a moregeneric

mechanismfor gatheringthis information.

Thedecisionof the targetobjectis todaymadeexplicitly by therequesterof a hot swap. We

arecurrentlyextendingthe K42 type systemto provide a servicethat identifiesobjectsby their

characteristics,againallowing a more genericmechanismfor handlingthe hot swap. Because

our projecthasbeenperformancedriven,our focusso far hasbeento useautonomiccomputing

to improve performance.However, thereareimportantbenefitsto be gainedfrom beingableto

autonomicallyswap in a securitypatch,or achieve higheravailability by live upgrade. We are

beginningto exploreotherautonomicadvantages.

Thereis still tremendouspotentialandwork to understandthe longerterm andlarger issues

involvedin providing many componentsthatmanagea givenresourceandgettingthemto safely

andcorrectlyinteract.Sofar, we have successfullyusedhot swappingandits autonomicfeatures

in K42, andexpectto continueto moveforwardwith this research.
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6 Relatedwork

Althoughthereis a largebodyof prior work focusingonthedownloadinganddynamicbindingof

new components,therehasbeenlesswork onswappingcomponentsin a livesystem.Hjálmtÿsson

andGray describea mechanismfor updatingC++ objectsin a runningprogram[15], but their

client objectsneedto be able to recover from broken bindingsdue to an objectswap andretry

theoperation,sotheirmechanismis not transparentto clientobjects.Moreover, they donotdetect

quiescentstateandold objectscontinueto serviceprior callswhile thenew objectbeginsto service

new calls.

The virtualizing Operating System(vOS)[24] is a middlewareapplicationthat offers an ab-

stractionlayerbetweenapplicationsandtheunderlyingoperatingsystem.vOSallows modulesto

berefreshed,i.e., to bedynamicallyreloadedto achievesoftwarerejuvenation.It doesnotaddress

loadingof new implementations,andits approachdoesnotapplyto operatingsystemcomponents.

Puetal. describea“repluggingmechanism”for incrementalandoptimisticspecialization[13],

but they assumetherecanbe at mostonethreadexecutingin a swappablemoduleat a time. In

laterwork thatconstraintis relaxedbut is non-scalable.Hickset.al.describeamethodfor dynamic

softwareupdating,but in their approach,all objectsof a certaintypeareupdatedsimultaneously,

not just individual instances,asis possiblewith our scheme[14]. Moreover, they requirethat the

programbecodedto decidewhenasafe-pointhasbeenreachedandinitiate theupdate.

The modularstructure,level of indirection,andavailability of a mechanismfor detectinga

quiescentstateis not uniqueto K42. Sequenthasa mechanismfor detectingquiescentstate[23],

andweareworkingwith thisgroupto incorporateasimilar facility into Linux. Thiswill allow hot

swappingof systemmodules(i.e.,devicedriversandfile systems).
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In general,the work describedherecanbe viewed aspart of wide-spreadresearchefforts to

makeoperatingsystemsmoreadaptiveandextensibleasin SPIN[6], Exokernel[7], andVINO [9].

Thesesystemsareunableto swapentirecomponents,but ratherjust providehooksfor customiza-

tion. Our work is complementaryto the above mentionedrelatedwork. We focusprimarily on

a mechanismfor swappinggenericcomponentsin a highly dynamic,multi-threadedMP system.

Several peoplehave also donework on addingextensibility to both applicationsand systems.

CORBA [25], DCE [26], andRMI [27] areall applicationarchitecturesthat allow components

to bemodifiedduringprogramexecution;but they do not addresstheperformanceor complexity

concernspresentin anOS.

7 Conclusions

Autonomicsystemsoftwaremustpossessmany capabilitiesto maintainthemselvesandto runap-

plicationswell on differenthardwareplatformsandacrossdifferentenvironments.We proposed

anobject-orientedsystemstructurethat supportshot swappingasan infrastructureto meetthese

autonomicchallengesby dynamicallymonitoringandmodifying the operatingsystem. We de-

scribedhow hot swappingcanyield performanceadvantagesandshowedanexamplefrom K42.

Wedemonstratedthetechnicalfeasibilityof thehot-swappingapproachby implementingit in K42

andpresentedourimplementation.WehaveusedK42’shot-swappinginfrastructureto achievebet-

ter performanceanda moremaintainablesystem.We continueto exploretheautonomicvision in

K42 examiningsecurity, upgrade,andmultipleobjectcoordinationissues.

Oursystemisavailableopen-source.Pleaseseeourhomepage(http://www.research.ibm.com/-

K42/) if you would like to participatein this researchprojectandfor additionalwhite paperson

K42.
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