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Abstract

Autonomiccomputingsystemaredesignedo beself-diagnosingndself-modifying,such
thatthey noticeperformancendcorrectnesproblemspinpointtheir causesandreactaccord-
ingly. Theseabilities canincreaseperformancepptime, and security while simultaneously
reducingthe effort andknowledgerequiredof systemadministrators.Oneway that systems
cansupporttheseabilitiesis by allowing monitoringcode,diagnosticcode,andfunctionim-

plementationgo be dynamicallyinsertedandremovedin live systems.This “hot swapping”
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approachavoids the requisiteprescienceand additionalcompleity inherentin creatingsys-
temsthat have all possibleconfigurationduilt in aheadof time. For already-compbe pieces
of codesuchasoperatingsystemshot-swappingprovidesa simpler higherperformanceand
moremaintainablanethodof achiezing autonomidbehaior.

This paperdescribesan aspectof autonomiccomputingfor systemssoftware using hot-
swapping. We describeits advantagesand systemstructurerequisitefor hot-swapping. The
K42 OperatingSystem(OS) explicitly supportsinterpositionand replacemenbf actve OS
code. We describeK42's infrastructureand give examplesfrom our researchwork demon-

stratingautonomidoehaior.

1 Intr oduction

As computersystemsecomemore comple, they becomemoredifficult to administerproperly
Modernsystemsare so complex that specialtraining is neededo configureand maintainthem,
andthis compleity is continuingto increase Autonomiccomputingsystemsaddresshis problem
by managinghemseles. Ideal autonomicsystemgust work, configuringandtuning themseles
asneeded.

Centralto autonomiccomputingis the ability of a systemto identify problems,andreconfig-
ure itself to accountfor them. In this paper we investigatehot swappingas a technologythat
canbe usedto addressystemsoftware’s autonomicrequirements Hot swappingis the dynamic
insertionandremoval of codein runningsystems.lt consistsof two pieces:interpositioningand
replacement Interpositioninginvolvesinserting additional componentdetweenexisting ones.

This allows, for example,moredetailedmonitoringto be enabledvhenproblemsoccurwhile al-



lowing therun-timecostto be minimizedwhenthe systems performingacceptablyReplacement
allows an active componento be switchedwith anothercomponenivhile the systemis running,
andwhile applicationsareusingtheresourcananagedy the componentThis allows components
suitedto a particularervironmentto be switchedas conditionschangeandallows new upgraded
componentso replaceexisting ones.

Hot swappingmakes downloadingof codemore powerful. New algorithmsand monitoring
codecanbeaddedo arunningsystemandemployedwithout disruption. Thus,systemdevelopers
do not needto be prescienfaboutthe statethatneedgo be monitoredor the alternatve algorithms
that needto be available. More importantly new implementationghatfix bugsor securityholes
canbeintroducedn arunningsystem.

Section2 describefiow hotswappingcanfacilitateautonomicsystemsoftware. An important
goalof autonomicsystemssoftwareis achiezing goodperformanceSection3 illustrateshow hot-
swappingcanautonomicallymprove performancevith examplesrom our K42 researcloperating
systemaswell asfrom thebroadeliterature.Sectiord4 describeshesystemnfrastructureequired
to supporthot-swapping. Section5 describeghe overall K42 structure presentgheimplementa-
tion of hot-swappingin K42, andincludesa brief statusand performancesvaluation. Section6

discusseselatedwork.

2 Motivation and Goals

Autonomiccomputingencompasseswide arrayof technologiegandcrossesnary disciplines.In
our work, we focuson systemsoftware. In this sectionwe discussa setof crucial characteristics

of autonomicsystemssoftwareanddescribenow hot-swappingvia interpositionandreplacement



canprovide the neededechnology

Performance: The optimal resource-managemeintplementatiorandpolicy dependsn the
workload. Workloadscanvary asanapplicationmovesthroughphase®r asapplicationsnterand
exit the system.As an example,to obtaingoodperformancen multiprocessosystemscompo-
nentsservicingparallelapplicationgequirefundamentallydifferentdatastructureghanthosefor
achieving goodperformancdor sequentiabpplications.However, whena componenis created
e.g.,whenafile is openedit is generallynotknown how it will beused.With replacement&acom-
ponentdesignedor sequentiabpplicationscanbeusedinitially, andthenautonomicallyswitched
for onesupportinggreaterconcurrenyg if contentions detectedacrossnultiple processors.

Systemmonitoring: Monitoring is requiredfor autonomicsystemsto be ableto detectse-
curity threats performanceroblems etc. However, thereis a tradeof betweerplacingextensve
monitoringin thesystemandtheperformanceverheadhis entails.With supportfor interposition,
upondetectionof a problemby broad-basedonitoring,it becomegpossibleto dynamicallyinsert
additionalmonitoring,tracing,or deluggingwithoutincurringoverheadvhenthe moreextensve
codeis not needed.In an object-orientedsystem,whereeachresourceis managedy a differ-
entinstanceof anobject,it is possibleto garneran additionaladvantageby monitoringthe code
managinga specificresource.

Flexibility and maintainability: Autonomic systemanustevolve astheir ervironmentand
workloadschange pbut mustremaineasyto administerandmaintain. The dangeris thatadditions
and enhancement® the systemincreasecompleity, potentially resultingin increasedailures
anddecreasegerformance.To performhot swapping,a systemneedso be modularizedso that
individual componentsnay be identified. Although this placesa burdenon systemdesign,satis-
fying this constraintyields a moremaintainablesystem.Givena modularstructure hot-swapping
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oftenallows eachpolicy andoptionto beimplementedasa separatendependentomponentyith
componentswappedasneededThis separatiorof concernsimplifiesthe overall structureof the
system. The modularstructurealso providesdatastructuredocal to the component.It becomes
concevableto rejuvenatesoftware by swappingin a nen componenisameimplementation}o
replacethedecrepitone. Thisrejuvenationcanbedoneby discardinghe datastructuref theold
object,thenstartingfrom scratchor aknown statein the new object.

SystemAvailability: Numerousmission-criticalsystemgequirefive-nineslevel availability,
makingsoftwareupgradeshallenging.Supportfor hot-swappingallows softwareto be upgraded
(i.e.,for bugfixes,securitypatchesnew featuresperformancemprovementsetc.) withouthaving
to take the systemdown. Telepholy systemsfinancialtransactiorsystemsandair traffic control
systemareafew examplesf softwaresystemshatareusedn mission-criticakettingsandwould
benefitfrom hot-swappablecomponensupport.

Extensibility: As they evolve, autonomicsystemanusttake on tasksnot anticipatedn their
original design.Thesetaskscanbe performedby hot-swappedcode,usingbothinterpositionand
dynamicreplacement.Interpositioncan be usedto provide existing componentsvith wrappers
thatextendor modify their interfaces.Thus,thesewrappersallow interfacesto be extendedwith-
out requiringthatall existing componentde rewritten. If moresignificantchangesarerequired,
dynamicreplacementan be usedto substitutean entirely nenv objectinto an existing running
system.

Testing: Evenin existing relatively inflexible systemstestingis a significantcostthat con-
strainsdevelopment.Autonomicsystemsare morecomplicated gxacerbatinghis problem. Hot-
swapping can easethe burden of testingthe system. Individual componentsan be testedby
interposingan objectto generatenput valuesandexamineresults therebyimproving codecover
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age. Delayscanbe injectedinto the systemat internalinterfaces allowing the systemto explore
potentialraceconditions.This concepis motivatedby a VLSI techniquenvherebyinsertionof test

probesacrosghe chip allows intermediateraluesto be examined.

3 Autonomically impr oving performance

Autonomic computingcovers a wide rangeof goals; for systemssoftware one of the mostim-
portantis to be ableto self-tuneto maintainor improve performance.n this section,we discuss
how hot-swappingcansupportnew, andextendexisting performanceenhancementsjlowing the
operatingsystem(OS)to tailor itself to a changingervironment.

Optimizing for common case: For mary OSresourceshe commonaccesgatternis simple
andcanbeimplementecefficiently. However, the implementatiorbecomesxpensve in support-
ing all the complex uncommoncases.Dynamicreplacemenéallows efficientimplementation®f
commonpathsto be usedwhensafeandlessefficientuncommonmplementationso be switched
in whennecessary

An exampleof thisis file sharing.While mostapplicationshave exclusive accessgo theirfiles,
onoccasiorfilesaresharecamongasetof applicationsln K42, whenafile is accessedxclusively
by oneapplication,anobjectin the applications addresspacehandleshefile control structures,
allowing it to take advantageof mappedile 1/0, therebyachiezing performancebenefitsof 40%
or more[1]. Whenthefile becomesharedanew objectdynamicallyreplacegheold object. This

new objectcommunicatesvith thefile systemto maintainthe controlinformation?

10ther exampleswhere similar optimizationsare possibleare a pipe with a single producerand consumer(in
which casetheimplementatiorof the pipe canusesharednemorybetweerthe producerandconsumerpndnetwork

connectionghat have a single client on the system(in which casedatacan be sharedwith zerocopy betweenthe



Optimizing for file attrib utes: Severalspecializedile systemstructureshave beenproposed
to optimizefile layoutandcachingfor files with differentattributes[2, 3]. Dynamicreplacement
cantake adwantageof thesedifferent structuresby implementingeach,and switching between
themwhenappropriate.

For example, while the vast majority of files accessedre small (< 4KB), OSesmust sup-
port both large files andfiles thatgrow. Dynamicreplacementantake advantageof file sizeto
optimize applicationperformance.ln K42, in the caseof a small unsharedile, an objectin the
applications addresspaceservicesequestgo thatfile thusreducingthe numberof interactions
betweenthe client andfile system.Oncea file grows to a larger size,the implementations dy-
namicallyswitchedto anotherobjectthatcommunicatesvith thefile systemto satisfyrequests.

Accesgpatterns: Thereis a plethoraof literaturefocusedon optimizing cachingandprefetch-
ing of file blocksand memorypagesfrom disk basedon applicationaccesgatterng4, 5]. Re-
searcherbave shavn upto 30%fewer cachemissedy usingtheappropriatgolicy. Hot-swapping
canexploit thesepoliciesby interposingmonitoringcodeto trackaccespatternsandthenswitch-
ing betweemoliciesbasedn the currentaccespattern.

Exploiting architecture features: Many featuresof modernprocessorsre underutilized in
today’s multi-platform OSes.To ensureportablecode,without makingglobal codepathsunduly
compl, thesefeaturesare generallyeither crippled or ignored entirely becauseamplementers
needto provide asingleimplementatiorto be usedacrossall platforms.For example thereis only
limited supporttodayfor large pagessventhougha large numberof processorsupportthem.Hot
swappingmakesit easietto take advantageof architecturafeaturedecausspeciaburposebjects

canbeintroducedandusedwithout requiringthatall cornercasefunctionality beimplementedn

network serviceandtheclient).
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Multipr ocessomoptimizations: In largemultiprocessosystemsparallelapplicationsanben-
efit from processolocality. To exploit thislocality, someOSesmplementservicesn apartitioned
fashion. However, thesepartitionedimplementationsconsumemore memory and incur larger
overheadson someoperationsg.g.,file destructionand processdestruction.Corversely shared
implementationg€anminimize spaceandtime overheadgor sequentiabpplications.

Figurel illustratesthe performanceadwantagesn a file-searchingapplicationof dynamically
switchingbetweera sharedandpartitionedversionof the objectsthatcachefile pagesn K42. The
systemmonitorsthe numberof applicationthreads andswitchesbetweenmplementationsvhen
appropriateThey-axisis cycles;loweris better Thefigureshavsthatthe sharedmplementation
hasa 10% performancedvantageover the partitionedimplementatiorwhenonly oneapplication
is searchinghroughthe file on one processar On the otherhand,the sharedimplementations

300% worsewith twelve applicationson twelve processorsWith hot swapping,the systemcan



dynamicallyswitch betweerthetwo implementationsndcapturethe bestperformanceharacter
isticsof each.

Enabling client-specific customization: ExtensibleOSesoffer new interfacesthat enable
clientsto customizeOS components.By usingcomponentoptimizedfor a particularapplica-
tion, it is possibleto achiese significantperformancemprovementsin a variety of systemser
vices[6, 7, 8, 9]. For example the Exokernels Cheetalwebsenerdemonstrateéiactorof two-to-
four increases throughputfrom network stackandfile cachespecialization$10]. Hot-swapping
enablesextensibility by allowing applicationgo replaceOS componentsHot-swappingimproves
uponmostexisting extensiblesystemdy allowing on-the-flyswitchingaswell asreplacemenof
genericsystemcomponents.

Exporting systemstructur einformation: Technologiesuchascompilerdirected/O prefetch-
ing [11] andstoragedateng estimationdescriptord12] have shavn over 100% performancen-
creasedor applications but requiredetailedknowledgeaboutthe stateof systemstructures.In-
sertingthe necessaryrofiling informationcanaffect the performanceof applicationsghatdo not
requirethis information. Hot swappingallows applicationgto gathermoreinformationaboutthe
stateof systemstructuresby interposingmonitoring objectsinto the kernel. By insertingthese
monitorsonly whenapplicationswill benefit,overall systemperformancewill notdegrade.With-
out hot swapping, the additional cost of monitoring and increasedsystemcompleity hampers
researcherability to consideralgorithmsdesignedor rare conditionsthat may be importantfor

certainapplications.



Supporting specializedworkloads: With existing monolithic systems optimizationsintro-
ducedfor oneworkload often negatively impactthe performanceof otherworkloads. One strat-
egy beingconsideredy somegroupsis to ship multiple versionsof an OS, whereeachversion
is tunedfor a particularcritical workload. Anotherapproachs throughincrementalspecializa-
tion [13], wherespecificportionsof the kernelarerecompiledto optimizethemfor a particular
workload. Using hot-swapping,the systemcandynamicallyreplacetheseoptimizedcomponents
to handleeachspecificworkload. UsingincrementabpecializationPuet.al.reportedoerformance

improvementsashigh as70%for smallamountsof datareadfrom files.

4 Hot-Swapping infrastructur e

Achieving a generichot-swappingmechanismn systemsoftware requiresa careful design. In
additionto theimpacton the surroundingsysteminfrastructuretherearea setof actionsinvolved
in performinga hot-swap, including triggering, choosingthe target, swapping,transferringstate,
and potentially adding objecttypes. In this section,we first describesystemrequirementdor
supportinghot-swapping,bothinterpositionandreplacementandthendescribehe stepsnvolved

in performinganobjectswitch. We finish by comparinghot-swappingto adaptve code.

4.1 Systemstructure

Many large systemslik e databasesgrestructuredvith well-definedcomponentandinterfaceso
thosecomponentsThis modularstructures critical for hot-swapping.Well-definedinterfacesare
necessaryor interposition.Well-definedcomponentsarenecessaryn orderto be ableto replace

themwith differentimplementationsAny code,whetherit is thekernel,a databasea websener,
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or ary othersener or applicationat userlevel canusethe hot-swappinginfrastructure.The code
desiringto performthe hot swap needonly be structuredsothatthereareidentifiablecomponents
thatcanbereplaced.

In a systemwith only globalcomponentshot-swappingcanbe usedto changeoverall system
performancehut it becomedifficult to tunethe systemto specificapplicationneedsbecausea
givencomponents usedacrossall applications Additional advantagesanbegainedif anobject-
orienteddesignis used,whereeachindividual useof a resources managedy an independent
objectthatcanbe hot-swappedo tunethatresourceo its workload. For example,optimizationon
a perfile basisis possibleif eachfile is implementediusinga differentobjectinstancethatcanbe
tunedto its accespattern.

Large partsof our existing OSesare not designedn a fashionthat allows for hot swapping.
However, theUnix Vnodeinterface streamdacility, anddevice driverinterfacearegoodexamples
wherehot swappingwould be possible.

Modularity and the use of object-orienteddesignin OSesis expanding. SomecurrentOS
interface designshave demonstratedhe effectivenessof modularity by enablingflexibility and
innovation. For example,therearemary Linux file systemghat have exploredvariouspossible
designdehindit’ swell-definedVFS interface.As system$ecomemorecomples, andautonomic
computingbecomesnoreimportant,the pressuresn systemso adoptsuchdesignswill increase.

The restof this paperis presentedvith an object-orientedstructurein mind, andwe usethe
termscomponentindobjectinterchangeablyHowever, muchof this discussions appropriateo

non-object-orientedystemghatsupporthot-swapping.
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4.2 Performing hot-swapping

Perhapsurprisingly only a smallnumberof researclhgroupshave lookedinto hot-swapping[14,
15, 13], andeventhen,theirapproachebave beenlimited to restrictve conditions.Oneof therea-
sonsmaybethedifficulty in providing ageneralndefficient servicethatcansafelyandefficiently
handleswitchingandinsertingcomponent®n a multiprocessoin a multi-threadedand preemp-
tive ervironment.A brief exampledemonstratinghedifficultiesis replacingthe TCP/IPstack.To
dosorequires:(z) synchronizinghe switchingwith a potentiallylarge numberof concurrentalls
from applicationsandvariouspartsof the operatingsystem;(i:) atomicallytransferringstatethat
may includeactive connectionsbuffers,andoutstandingimers; (ii¢) installingthe new objectin
the systemsothatits clientsautomaticallyandtransparentlyisethe new implementation.

The compleity of hot swappinglive componentsuggestshatthe implementerof a specific
objectwill considemproviding hotswappingonly if thesysteminfrastructureminimizestheimple-
mentationwork neededn theindividual componentBelow we discussa framewvork thataccom-

plishesthis, andin later sectiongdescribenow we have implementedhe infrastructuran K42.

4.2.1 Triggering hot-swapping

In mary caseswe expectthat objectswill trigger a replacementhemseles. For example,if an
objectis designedo supportsmallfiles, but noticesanincreasen size theobjectcantriggeraswap
to animplementationthatsupportdargefiles. In somecasesye expectthesystemnfrastructureo
determingheneedfor adynamicobjectreplacementMonitoringwill berequiredfor thispurpose,
andadditionalmonitoringcanbe enabledby objectinterpositionif moreaccuratenformationis

neededeforeinitiating the swap. For example,an OS might have a baselevel of monitoringto
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identify excessve paging,andthenstartinterposingadditionalmonitoring on objectsthat cache
files to determinghe sourceof the problembeforechoosinga specificobjectinstanceo replace.

In somecasesapplicationswill explicitly requestan objectswap. Subsystemsik e databases,
web seners,or performancesensitve scientificapplicationscanchooseto optimizetheir perfor
manceby explicitly switchingin new systemobjectsto supportknown demandsFor example,a
databasapplicationmayrequesthe systemuseobjectsthatsupportarge pagego backa specific
region of memory

In thefuture,we expectthatdevelopersof autonomiccomputingsystemswill providedatabases
thatidentify changese.g.,bug fixes,securityupgradesetc,suchasin Linux distributionsinclud-
ing RedHat7.3. This will allow systemsto periodically query thesedatabasesjownload new

componentsandswapthemin without disruptingrunningapplications.

4.2.2 Choosingthe target

In somecasestheinitiator of a swap canidentify the targetdirectly, for example,in upgradinga
component.In mostcaseshowever, the target componenis more appropriatelyidentified by its
behaior thanby its specificnameor type. For example,a client might requesta pagecaching
objectoptimizedfor streamingwithout needingto know the particularclassthatimplementgshat
functionality While introducingsucha facility is relatively simple,the compleity comesboth
in identifying the characteristicshatit shouldencodeandthe presentatiorof the encodingto the

requester
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4.2.3 Doingthe swap

In our experiencethe majority of compleity involvesperformingthe swap,including gettingthe
objectin a statesuitablefor swappingandperformingthe swap in a scalablemanner The syn-
chronizationneededo getinto sucha stateis complex andnot recommendedb be implemented
on a caseby casebasis.Moreover, synchronizationnternalto anobjectimposesarun-timeover-
headeven when hot-swappingis not required. In Section5 we discussthe infrastructurefor a

mechanismn K42 thatprovidesa generichot-swapmechanism.

4.2.4 Transferring state

A key issueis how to transferstateefficiently betweerthe sourceandtarget of anobjectreplace-
ment. In mary casesthetransferof statebetweerobjectsbeingswitchedis simple. For example,
in K42 whenanapplication-le&el objectthatcachedile stateis swappedweinvalidatecachedstate
andpassonly the controlinformation.In othercasesthework is moreinvolved. For example file
cachingobjectscorverttheirinternallist of pagesnto alist of genericpagedescriptors.
Theinfrastructurecannotdeterminewvhat statemustbe transferredIt can,however, provide a
meango negyotiatea bestcommonformatthatboth objectssupport. Ratherthat flatteningevery-
thing to a canonicalstate,in somecasegointersto complex datastructuresnay be passed.This
is bestworked out for a given classhierarchyof objects. Additionally, on a multiprocessarthe

infrastructureallows thetransferto occurin parallel.

4.2.5 Dynamically adding object types

Downloadingnew codeinto the operatingsystemprovidestwo challengeshatneedto be handled
by the infrastructure.First, if an objectclassis changedijt is necessaryo track all instancesof
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Feature Adaptive Code | Hot-swappableCode
Setof possibleconfigurations preprogrammed canbeextended
Whatgetsmonitored preprogrammed canbeextended
Whenmonitoringcodeis in system| always dynamic
Adaptationdecisionalgorithm preprogrammed canbe swapped
Codecompleity madeworse reduced
Infrastructureequired none significant,but once
Enableson-linepatches no yes

Table 1: Comparison of how autonomic featuresare realized with adaptive code and hot-swapping Both
adaptve code and hot-swappingachieze someaspectof autonomiccomputing. Hot-swappingdoesso with less
compleity, lessnormal-modeoverheadandlessprogrammeiomniscienceand enablesuseful featuressuchason-
line patches.

thatclassin orderto be ableto replaceit. Secondjf library or subsystentodeis changedit is

necessaryo downloadcodeinto all runningapplicationsandsubsystemssingthatlibrary.

4.3 Adaptive codealternative

Among otherfeatureshot swappingallows systemsoftwareto reactto a changingernvironment.
A morecommonapproachn systemssoftwareto handlevaryingervironmentss to useadaptve
code.While adaptve codemaynotachieve thefull autonomicvision outlinedin Section2, acom-
parisonto hot-swappingis pertinent.In the simplestcase adaptve codehasrun-timeparameters
thatcanbe modifiedon-line. In othercasestherearemultiple implementationsvith differentdata
structuresandthe choiceof implementatiorto usecanvary overtime [16, 4, 17]. Adaptive code
is acombinationof severalindividual algorithms,eachdesignedor a particularworkload.
Table1 andFigure2 compareadaptve codeto hot swapping. Whenusedfor optimizing per

formance the difficulties with adaptve codecanbe classifiedin threecateyories: foreknavledge

requirementsincreasan codecompleity, andperformanceverhead.

1. Adaptive codeallows the systemto switch betweena setof pre-programmedlgorithms.
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The setof availablealgorithms,the monitoringcodeusedto choosebetweenthem,andthe

decision-makingodeitself cannotbe changedncethe systemis running.

2. Adaptive codedesignedfor differentsituationsto supportmary applicationsis comple.
Thisis especiallytruefor systenctodedesignedo runacrossavarietyof hardwareplatforms.
Coordinatingadaptationacrossthe entire systemis more complicatedthan allowing each

componento make local adaptatiordecisions.

3. Adaptive codetendsto lack interpositioncapabilities,and thusimposessomemonitoring
overheadn all requestsilt is challengingo achiere theright level of monitoringinfrastruc-

tureto understandboth periodsof stableandhighly loadedsystembehaior.

A morefundamentalimitation with adaptve codeis thatit cannotbe usedfor thelargervision
of autonomiccomputing.For example,without the ability to addnew codeto the system |t does
not provide a mechanisnto dealwith securityupgradesor bug fixes. It is possibleto updatethe
codeoffline andrestartthe systemput thisincursdowntime anddisruptsapplicationsandusers.

Onacase-by-casbasis theinfrastructurgor hot-swappingwe have describeds moreexpen-
sive thansimply usingspecializecadaptve code.However, it only needgo beimplementednce
at systemdevelopmenttime. In contrastadaptve systemgypically have to re-implementieces

of thecomplity in eachserviceperformingadaptation.
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Figure2: Adaptive Codevs. Hot-Swapping. This figureillustratesthe samefunctionimplementedn two styles.
The adaptve codeapproachs monolithicandincludesmonitoringcodethatallows the adaptve algorithmto choose
aparticularcodepath. Algorithm optionsmustbepartof the original code,andthe codes overall sizeandcomplexity
are increased.With hot-swapping,eachalgorithmis implementedndependentlyresultingin reducedcomplexity
percomponent)andis swappedin whendesired.Monitoring codecanalsobe interposedasneeded.Decisioncode
is decoupledfrom the implementationof the components. The sharedcode, for tracking usagepatterns(random
doesnt need)needso beintegratedinto the codepathsfor the adaptve caseandis inheritedinto eachobjectin the

hot-swappingcase.
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5 Hot swappingin K42

In this section,we describeK42’s generichot-swappingmechanismTo provide contect, we start
by presentinghe overall structureanddesignof K42. We thendescribeK42's infrastructurefor
hot-swapping,giveits statusandpresentnexampleperformancestudy We finishwith continuing

work.

5.1 K42

K42 is anopen-sourceesearchkernelfor cache-coherer@4-bit multiprocessosystemsandruns

on PaverPCandMIPS platforms,andsoonx86-64platforms.

5.1.1 K42 motivation and goals

K42 focuseson achiezing goodperformanceandscalability providing a customizableandmain-
tainablesystemandbeingaccessibleo a large communitythroughan opensourcedevelopment
model. To thatend, K42 fully supportsthe Linux API and ABI andusesLinux libraries,device
drivers,file systemsandothercodewithout modification. The systemis fully functionalfor 64-
bit applications,and canrun codesrangingfrom scientificapplicationsto complex benchmarks
like SDET to significantsubsysteméik e Apache.Supportingthe Linux APl andABI makesK42
availableto awide baseof applicationprogrammersandour modularstructuremakesthe system
accessibléo the communityof developerswvho wish to experimentwith kernelinnovations.
Providing awell-structureckernelis a primarygoalof the K42 project,but performances also
acentralconcern.Someresearcloperatingsystemprojectshave takenparticularphilosophiesand

have followedthemrigorouslyto extremesin orderto fully examinetheirimplications.While we
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follow asetof designphilosophiesn K42, we're willing to make compromisesor the sale of per
formance. The principlesthat guide our designinclude 1) structuringthe systemusingmodular
object-orienteccode,2) designingthe systemto scaleto very large shared-memorynultiproces-
sors,3) leveragingperformancadwantage®f 64-bitprocessors}) avoiding centralizedcodepaths
andglobal datastructuresandlocks, 5) moving systemfunctionality to applicationlibraries,and
6) moving systemfunctionality from thekernelto sener processes.

Goalsof theK42 projectinclude:

e Performance: A) Scaleup to run well on large multiprocessorsand supportlarge-scale
applicationsefficiently. B) Scaledown to run well on small multiprocessors.C) Support

small-scaleapplicationsasefficiently on large multiprocessorason smallmultiprocessors.

e Customizability: A) Allow applicationsto determine(by choosingfrom existing compo-
nentsor by writing newv ones)how the operatingsystemmanagesheir resourcesB) Auto-

nomically have the systemadaptto changingworkloadcharacteristics.

e Applicability A) Effectively supporta wide variety of systemsand problemdomains. B)
Make it easyto modify the operatingsystemto supportnen processoandsystemarchitec-

tures.C) Supportsystemgangingfrom embeddegrocessoro high-endenterpriseseners.

e Wide availability: A) Be availableto a large open-sourceand researchcommunity B)
Make it easyto addspecializeccomponent$or experimentingwith policiesandimplemen-
tation stratgjies. C) Openup for experimentatiorpartsof the systemthat aretraditionally

accessibl®nly to experts.
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5.1.2 K42 structure

K42 is structuredaroundaclient-sener model(seeFigure3). Thekernelis oneof thecoreseners,
currentlyproviding memorymanagemenprocessnanagementPC infrastructurepaseschedul-
ing, networking, device support.etc. (In thefuturewe planto move networking anddevice support
into usermodeseners).

Above the kernel are applicationsand systemseners, including the NFS file sener, name
sener, soclet sener, pty sener, and pipe sener. For flexibility, andto avoid IPC overheadwe
implementasmuchfunctionality aspossiblein application-leel libraries. For example,all thread
schedulings doneby a userlevel schedulefinkedinto eachprocess.

All layersof K42, the kernel, systemseners,and userlevel libraries, make extensve useof
object-orientedechnology All inter-processommunicatior{IPC) is betweerobjectsin theclient
andseneraddresspacesWe usea stubcompilerwith decoration®n the C++ classdeclarations
to automaticallygeneratdPC callsfrom a client to a sener, andhave optimizedtheselPC paths
to have good performance. The kernel provides the basicIPC transportand attachessufficient
informationfor the sener to provide authenticatioron thosecalls.

From an applications perspectie, K42 supportsthe Linux APl andwill supportthe Linux
ABI. Thisis accomplishedy anemulationlayerthatimplementsLinux systemcalls by method
invocationson K42 objects.Whenwriting anapplicationto runonK42, it is possibleto progranto
theLinux API or directly to the natve K42 interfaces All applicationsjncludingseners,arefree
to reachpastthe Linux interfacesandcall the K42 interfacesdirectly. Programmingagainstthe
native interfacesallows theapplicationto take advantageof K42 optimizations.Thetranslationof

standard.inux systenrtallsis doneby interceptingglibc systenmcallsandimplementinghemwith
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K42 code.While Linux is thefirst andcurrentlyonly personalitywe supportthe basefacilities of
K42 aredesignedo bepersonality-independent.

We alsosupporta Linux-kernelinternal personality. K42 hasa setof librariesthatwill allow
Linux-kernelcomponentsuchasdevice drivers,file systemsandnetwork protocolsto runinside
the kernelor in usermode. Theselibraries provide the run-time ervironmentthat Linux-kernel
component&xpect. This infrastructureallows K42 to usethe large codebaseof hardwaredrivers

availablefor Linux.

5.1.3 K42 keytechnologies

To achievetheabore mentionedjoals,we haveincorporatednary technologiesnto K42. We have

written severalwhite papergavailableon ourwebsite)describingheseechnologiesn greaterde-
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tail; theintentof this sectionis to provide anoverview of thekey technologiesisedin K42. Many
of thesehave animpacton hot swapping,for examplemoving functionalityto applicationlibraries
makesthe hot swappinginfrastructuremorecomplicated put providesadditionalpossibilitiesfor
customizatiorandthusfor hotswapping.Thetechnologiesisedby theinfrastructurearediscussed

in K42 featuresusedof Section5.2.

e Object-orientedechnologyhasbeenappliedto the entire system. This hasbeenusedto:
achieve good performancethrough customization,achieze good MP performanceby in-
creasinglocality, increasemaintainability by isolating modifications,perform autonomic

functionsby allowing components$o be hot swapped.

e Muchtraditionalkernelfunctionalityis implementedn librariesin theapplications own ad-
dressspaceproviding a large degreeof customizabilityandreducingoverheadoy avoiding

crossingaddresspaceboundariego invoke systenservices.

e K42 is easilyportedto new hardwareanddueto its structurecanexploit machine-specific

featuressuchasthe PaverPCinvertedpagetableandthe MIPS software-controlledr'LB.

e Much systemfunctionality hasbeenimplementedn userlevel senerswith good perfor

mancemaintainedvia efficient IPCssimilarto L4 [18].

e K42 usesprocessorspecificnemory(the samevirtual addres®n differentprocessorsaps
to differentphysicaladdresseg)p achiere goodscalableNUMA performanceThistechnol-
ogy, andavoiding global data,global codepaths,and global locks allows K42's designto

scaleto thousand®f processors.

e Built on K42's object-orientedstructure clusteed objects[19] provide aninfrastructureto
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implementscalableserviceswith the degreeof distribution transparento the client. This
alsofacilitatesautonomiomultiprocessocomputingask42 candynamicallyswap between

uniprocessoandmultiprocessoclusteredbjects.

e K42 is designedo run on 64-bit architecturesand we have taken advantageof 64 bits to
make performanceayainsby, for example,usinglargevirtually sparserraysratherthanhash

tables.

e K42isfully preemptabl@andmostof the kerneldatais pageable.

e K42 is designedo supporta simultaneousnix of time-sharedreal-time,andfine-grained

gang-scheduledpplications.

e K42 hasdevelopeddeferredobjectdeletion[19] similar to RCU [20] allowing objectsto
releasdheir locks beforecalling otherobjects.This efficient programmingmodelis crucial

for multiprocessoperformancendis similar to type-safememory[21].

5.1.4 K42 overall status

K42is availableunderanLGPL license A tarfile of thesourcds availableat http://www.research.ibm.com/K4z
We are actively working on providing a completeervironmentincluding build and delug tools,
simulator and source. The modularstructureof the systemmakesit a goodteaching,research,
and prototypingvehicle,andwe expectthat policiesandimplementationstudiedin this frame-
work will be transferrednto vanilla Linux. Also, in the long term, we expectthat the kind of
technologiesve areexploring with K42 will beimportantto Linux.
K42 currently runs on 64-bit MIPS (NUMA) and PaoverPC (SMP) platformsand is being
portedto x86-64. As stated,K42 is fully functionalfor 64-bit applications,and canrun codes
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rangingfrom scientificapplicationso complex benchmarkdik e SDET to significantsubsystems
like Apache. We have demonstratedbetterbaseperformancefor real applicationsand demon-
stratedbetterscalabilitythan othercommercialoperatingsystems.We expectin the nearfuture
to achieve full self-hostinganddemonstratéhat specializedsubsystemsancustomizethe OSto
achieve betterperformanceat reducedcompleity. Thereare,however, still edgeconditionsthat

have notyet beenaddressedindtherearestill objectswith only simplisticimplementations.

5.2 Infrastructur efor hot-swapping

In K42, eachvirtual resourcenstance g.g.,a particularfile, openfile instance memoryregion,
is implementedby combininga setof (C++) objectinstanceave call building blocks[22]. Each
building block implementsa particularabstractionor policy and might 1) managesomepart of
the virtual resource 2) managesomeof the physicalresourcesackingthe virtual resourceor
3) managehe flow of controlthroughthe building blocks. For example,thereis no global page
cachein K42; instead,for eachfile thereis anindependenbbjectthat cacheghe blocksof that
file.

K42'sinfrastructureallows ary objectto replaceary otherobjectimplementinghesamenter-
face,or to interposeary objectwith oneproviding thesamenterface.ln K42 we usehot swapping
to replacekernelobjectsaswell asobjectsin userlevel seners. The hot swappingoccurstrans-

parentlyto the clientsof the componentindno supportor codechangesareneededn theclients.

Dynamic replacementalgorithm  The outline of our algorithmis given hereanddescribedn
moredetail below: (i) instantiatethe replacementomponent(i:) establisha quiescenstatefor

the componento bereplaced(ii:) transferstatefrom the old componento the nev component,
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(v) swapthenew componenteplacingall referencesand(v) deallocatehe old component.

Therearethreekey issueghatneedto beaddressedh this design:Thefirst, is how to establish
a quiescenstateso thatit is safeto transferstateand swap references.Herewe describesome
possiblealternatvesandtheir difficulties, andthennext we presenthe algorithmsusedin K42.
The swap canonly be donewhenthe componentstateis not currently being accessedy ary
threadin the system. Perhapghe moststraightforward way to achiese a quiescenttatewould
beto requireall clientsof the componento acquireareadeswriter lock in readmodebeforeary
call to the component.Acquiring this externallock in write modewould thus establishthat the
components safefor swapping. However, this would add overheadfor the commoncase,and
causelocality problemsin the caseof multiprocessorsFurther the lock could not be part of the
componenttself.

The secondissueis decidingwhat stateneedsto be transferredand how to transferit to the
nev componensafelyandefficiently. Althoughthe statecould be corvertedto a canonical seri-
alizedform, this would lose context, be a lessefficient transferprotocol,and potentially prevent
parallelismwhenthetransferis occurringon a multiprocessar

Thefinal key issueis how to swap all of the referenceseld by the clientsof the component
sothatthe referenceseferto the nev component.In a systembuilt arounda single,fully typed
languagelik e Java, this could be doneusingthe sameinfrastructureas usedby garbagecollec-
tion systems.However, this would be prohibitively expensve for a singlecomponenswitch. An
alternatve would be to partition a hot-swappablecomponeninto a front-endcomponeniand a
back-endcomponentwherethe front-endcomponentis referencedandinvoked) by the compo-
nentclients,andis usedonly to forwardrequests$o theback-enccomponentTherewouldthenbe
only asinglereferencdin thefront-endcomponentjo the back-endccomponenthatwould needto
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be changedvhenacomponents swappedbut this addsextra overheado thecommoncall path.

K42 featuresused Our implementationof hot swappingleverageshreekey featuresof K42
thatallow usto addresgheissuedistedabove in anefficient andstraightforvard manner Similar
featuresexist or couldberetrofittedinto othersystems.

First, becaus&42 hasan object-orientedtructureimplementedusingC++[22], eachsystem
componenmapsnaturallyto a languageobject. Hot swappingis facilitatedbecausehe objects
areself-containedvith well-definedinterfaces.A similar approaclkcouldbe usedin anon-object-
orientedsystemthatusesoperationdables suchasvnodes.

SecondeachK42 objectis accessethroughasinglepointerindirection,wheretheindirection
pointerof all objectsis maintainedin an Object TranslationTable (OTT) indexed by the object
identifier The OTT wasoriginally implementedn K42 to supporta newv form of scalablestruc-
ture called Clusteed Objects[19]. Another methodfor doing this would the dynamiclinking
technologysuchasthatusedin ELF, otherwisetheindirectionwould needto be addedexplicitly.

Finally, K42 hasa genemtion countmechanisnthat allows us to easily determinewhenall
threadsthat were startedbeforea given point in time have completed or reacheda safepoint?
This mechanisnis usedto achiese a quiescenstatefor anobject. Themechanisnexploitsthefact
that operatingsystemsare event-driven, wheremostrequestsare servicedand completequickly.
Long-living daemonthreadsaretreatedspecially This type of functionality canusuallybe added
to otherevent-drivensystemssuchasweb,file, or databasseners,in which thethreadof control

frequentlyreachesafepointssuchasthe completionof a systemcall, or enteringa sleep.

2A similar mechanismhasbeenusedby Sequent NUMA-Q for the samereasorwe originally developedit for

K42, namelyto improve multiprocessoperformanceby deferringexpensve, but non-criticaloperationg§23].
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Object Translation Table (OTT) oTT oTT
1| i | 2. | i | 3| i |

o

Impl A Impl B : : Impl A Impl B

Impl A Impl B

Figure4: Stepsin switchingfrom implementationsi to B of objects.

Description of algorithm A part of the replacemenalgorithminvolvesinterpositioninga me-
diator. Interpositioningis the ability to redirectfuture calls intendedfor a givenobjectto another
object. To performinterpositioningthe objects indirectionpointerin the OTT is changedo point
to the interposedobject. It is not necessaryo reachobjectquiescence.This interpositionob-
jectremainsactive andcanforward callsto the original objectperformingwhateser operationor
monitoringit desiregprior to theforwarding.

Conceptuallytherearethreestagesn replacinga componentasdepictedin Figure4. In the
OTT’s initial state,it containsa pointerto the old object. In the secondstage,a mediatoris
interposedThethird stageis whenthe OTT is in its final state with a pointerto the new object.

To perform a replacementa mediatorobjectis interposedn front of the old object. This
mediatorobjectproceedgshroughthe threephases.To establisha quiescenstate,in which it is
guaranteethatno threadshave anactive referencdo the componento be swappedthe mediator
objectinitially, in theForward phasetracksall threadsnakingcallsto thecomponenandforwards
eachcall on to the original component.It doesso until it is certainthatall calls startedbefore
call trackingbeganhave completed.To detectthis, we rely on K42's generatiorcountfeatureto
determinewhenall callsthatwerestartedbeforetrackingbeganhave completed.Until thatpoint,
themediatorcontinuegdo forward new requestgo the original componentwhich serviceghemas

normal.
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At that point, the mediatorstartsthe Blodked phaseandtemporarilyblocks new calls, while
it waits for the tracked callsto complete.Exceptionsare madefor recursve callsthatneedto be
allowedto proceedo avoid deadlock.If the usersubvertsthe K42 programmingmodelmaking
recursve objectcalls acrosssenerswhile simultaneouslyswitching multiple objects,the infras-
tructurewill not be able detectdeadlockloops. To handlethis, and potentially other unknavn
deadlockcircumstancesatimeoutmechanisms used.If thetimeoutis triggered,t terminateghe
hot swap, settingthe client pointersbackto the original object. In non-erroneousbjectimple-
mentationsgallscanbe correctlytracked andblocked. Onceall thetracked callshave completed,
thecomponents in aquiescenstate andthe statetransfercanbegin. While the Block phasemay
seento undulyreducetheresponsienes®f thecomponentin practicethedelaydependonly on
thenumberof tracked calls,which aregenerallyshortandfew in number

To malke statetransferbetweenthe original andthe new componenefficient andpresere as
muchof the original stateandsemanticaspossible the original andnew objectsnegotiatea best
commonformat thatthey both support. This, for example,may allow a hashtableto be passed
directly througha pointer, ratherthancorvertedto andfrom somecanonicaform, suchasalist or
array aswell as,in alarge multiprocessarallow muchof the transferto occurin parallelacross
multiple processorspreservingocality wherepossible.

Finally, afterthestatetransferthemediatorenterdhe Completeghaselt removesitsintercep-
tion by updatingthe appropriaténdirectionpointerin the OTT to pointto the new componenso
thatfuture callsgoto thenew componentirectly. It alsoresumesll threadghatweresuspended
duringthe Block phaseanddirectsthemto the new componentThe mediatorthendeallocateshe
original objectandfinally itself.

Theimplementatiorof the above designhasa numberof importantfeatures.Thereis no over
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headduring normal operation;overheadoccursonly whenthe mediatoris interposed,and the
mediatoris usedonly duringthe hot swappingprocess.Theimplementatiorworksefficiently in a
multi-threadedmulti-processosystem. The mediatorrunsin parallelandstatetransferproceeds
in parallel. Call interceptionandmediationis transparento the clients,facilitatedby K42’s com-
ponentsysteminfrastructure Finally, our solutionis genericin thatit separatethe compleity of
swap-timein-flight call trackinganddeadlockavoidancefrom the implementatiorof the compo-
nentitself. With the exceptionof componenstatetransfer the restof the swappingprocessloes
not requiresupportfrom the componentsimplifying the additionof componentshatwish to take

advantageof the hot-swappingcapability

5.3 Status,performance,and continuing work

K42 fully supportsthe hot-swappinginfrastructuredescribedn the previous section. We have
usedit from simpleapplicationssuchasthe searchprogrampresentedn Section3, to comple
applicationsuchthethe SpecSDETbenchmarkThecodeworksfor all theobjectsin oursystem,
and the main limitation currently is the numberof choiceswe can swap betweenbecausehe
projects focus hasnot beento take time to provide mary alternatve implementations.We are
continuingto explore using hot swappingto fulfill more of the goalsof autonomiccomputing.
Next we presentan example performancestudy of a significantapplicationand then finish by
describingour continuingwork.

An importantaspecibf the virtual memorysystemis keepingtrack of in-corepages.In K42,
thisfunctionis implementedy a File CacheManager(FCM) componentWe focuson two of the
defaultimplementationssharedanddistributed. For eachopenfile, aninstanceof anFCM is used

to cachethe pagesof thefile’s datain physicalframes.By default, to achieve betterperformance
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whenafile is openedasimplesharedmplementatiorof the FCM is created.Thedefaultdecision
is madebasedon thefactthat mostfiles areaccessethy onethreadon oneprocessoandopened
only briefly. If thefile is accessedn one processqrthe sharedFCM implementatiorperforms
well andhaslittle memoryoverhead.If thefile is accessedby multiple processorgoncurrently
theassociate@CM is hot-swappedo adistributedimplementationThis alleviatescontentiorand
yields betterscalability thus ensuringthat only the files that experiencecontentiondueto shar
ing usethe morecomplex andexpensve distributed FCM implementation. However becausehe
sharedmplementatiorperformsanorderof magnitudevorsewhenrunningon mary processors,
without hot-swapping,anFCM suitablefor thedistributedcasewould needto be usedall thetime,
anda performanceenaltypaidin the singleprocessocase.

Oneof the studieswe did to understandhe advantage®f hot-swappingthe FCM implemen-
tationswasto run the PostMarkand SpecSDET benchmarks.PostMarkis a uniprocessofile
systembenchmarkhat createsa large numberof smallfiles on which a numberof operationsare
performed,ncluding readingandappending.SpecSDET is a multiprocessotJnix development
workloadthat simulatesconcurrentusersrunning standardJnix command$ If we disablehot-
swappingandrun PostMarkusingonly shared=CMs,andthenrunit usingonly distributedFCMs,
we find thatwe suffer a 7% dropin performancdor the distributedimplementatiorof the FCM.
On the otherhand,if we run SDET in a similar fashionwe find that the distributed FCM gets
an 8% performancemprovementon 4 processorandan orderof magnitudemprovementon 24
processorsvertheshared=CM. Whenhot-swappingis enabledthe bestperformances achieved
automaticallyfor bothPostMarkandSDET, with theindividual FCM instanceghoosingheright

implementatiorbasedn thedemandst experiences.

3Dueto tool chainissuewe useda modifiedversionthatdoesnotincludea compileror ps.
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The above experimentshavs the power of being ableto usehot swapping. In otherwork
we have examinedthe performanceadvantagesof hot swapping. Theseresultshave indicated
the potentialof our approachput thereis still muchdo to within K42 to get hot swappingto a
maturestate. Currentlythe trigger for an objectswitch s either specifiedby an objector via an
explicit requesby anapplication.While this hasprovento be sufficient for mary caseswe have
found situationswherea monitoringinfrastructurewould allow us to make the trigger decision
on behalfof an object. The monitoringcodewe currentlyusehasoftenbeenplacedin the object
for corvenience andto gain experiencewith how to gatherandusethe information. We planto
useobjectinterpositionto reducethe overheadof this infrastructureand provide a moregeneric
mechanisnior gatheringthis information.

The decisionof the target objectis today madeexplicitly by the requesteof a hot swap. We
are currently extendingthe K42 type systemto provide a servicethat identifiesobjectsby their
characteristicsagainallowing a more genericmechanisnfor handlingthe hot swap. Because
our projecthasbeenperformancealriven, our focusso far hasbeento useautonomiccomputing
to improve performance.However, thereareimportantbenefitsto be gainedfrom beingableto
autonomicallyswap in a security patch,or achieze higher availability by live upgrade. We are
beginningto explore otherautonomicadwantages.

Thereis still tremendougotentialandwork to understandhe longerterm andlargerissues
involvedin providing mary componentshatmanagea givenresourceandgettingthemto safely
andcorrectlyinteract. Sofar, we have successfullyusedhot swappingandits autonomicfeatures

in K42, andexpectto continueto move forwardwith this research.
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6 Relatedwork

Althoughthereis alarge body of prior work focusingon the downloadinganddynamicbinding of
new componentsherehasbeenlesswork on swappingcomponentén alive system Hjalmtysson
and Gray describea mechanisnfor updatingC++ objectsin a running program[15], but their
client objectsneedto be able to recover from broken bindingsdueto an objectswap andretry
theoperationsotheirmechanisms nottransparento client objects.Moreover, they do notdetect
guiescenstateandold objectscontinueto serviceprior callswhile thenew objectbeginsto service
new calls.

The virtualizing Operating System(vOS)[24] is a middlewvare applicationthat offers an ab-
stractionlayerbetweerapplicationsandthe underlyingoperatingsystem.vOSallows modulesto
berefreshedi.e.,to bedynamicallyreloadedo achiere softwarerejuvenation.Ilt doesnotaddress
loadingof new implementationsandits approactdoesnot applyto operatingsystemcomponents.

Puetal. describea“repluggingmechanismfor incrementabndoptimisticspecializatiorj13],
but they assumdherecanbe at mostonethreadexecutingin a swappablemoduleat a time. In
laterwork thatconstrainis relaxedbut is non-scalableHicks et.al.describea methodfor dynamic
softwareupdating,but in their approachall objectsof a certaintype areupdatedsimultaneously
not justindividual instancesasis possiblewith our schemg14]. Moreover, they requirethatthe
programbe codedto decidewhena safe-pointhasbeenreachedandinitiate the update.

The modularstructure,level of indirection, and availability of a mechanisnfor detectinga
guiescenstateis not uniqueto K42. Sequentiasa mechanisnfor detectingquiescenstate[23],
andwe areworking with this groupto incorporatea similar facility into Linux. Thiswill allow hot

swappingof systermmoduleg(i.e., device driversandfile systems).
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In generalthe work describedherecanbe viewed aspart of wide-spreadesearclefforts to
make operatingsystemsnoreadaptve andextensibleasin SPIN[6], Exokernel[7], andVINO [9].
Thesesystemsareunableto swap entirecomponentshut ratherjust provide hooksfor customiza-
tion. Our work is complementaryo the above mentionedrelatedwork. We focus primarily on
a mechanisnfor swappinggenericcomponentsn a highly dynamic,multi-threadedVIP system.
Several peoplehave also donework on adding extensibility to both applicationsand systems.
CORRA [25], DCE [26], and RMI [27] areall applicationarchitectureghat allow components
to be modifiedduring programexecution;but they do not addresghe performanceor compleity

concerngresenin anOS.

7 Conclusions

Autonomicsystemsoftwaremustpossessnary capabilitiesto maintainthemselesandto run ap-
plicationswell on differenthardware platformsandacrossdifferentervironments. We proposed
an object-orientedsystemstructurethat supportshot swappingasan infrastructureto meetthese
autonomicchallengesy dynamicallymonitoring and modifying the operatingsystem. We de-
scribedhow hot swappingcanyield performanceadvantagesandshaved an examplefrom K42.
We demonstratethetechnicaleasibility of the hot-swappingapproactby implementingt in K42
andpresentedurimplementationWe have usedK42'’s hot-swappinginfrastructureo achieve bet-
ter performanceanda moremaintainablesystem.We continueto explore the autonomicvisionin
K42 examiningsecurity upgradeandmultiple objectcoordinationissues.
Oursystems availableopen-sourcePleaseseeourhomepage(http://www.research.ibm.com/-

K42/) if youwould like to participatein this researctprojectandfor additionalwhite paperson

K42.
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